How to issue a certificate using Microsoft Windows 2008 certificate server for Aruba Instant

This document describes how to setup the Windows 2008 server with certificate services installed to
issue certificate with exportable private key. The Aruba Instant does not support CSR generation and

hence the certificate server must allow the private to be exported. The Aruba Instant version

6.1.2.3 2.0.0.0 is used for lab verification purpose. The certificate is required when setting up 802.1x

with Radius server or Internal server.

Step 1: Create a new certificate template which allows the private key to be exported.

Open the Server Manager -> Roles -> Active Directory Certificate Services -> Click on the + next to the

server name -> Certificate Templates -> Right click and select Manage
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Step 2: Select the Web Server default template and click on Duplicate Template
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Step 3: Click OK

Duplicate Template
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Step 4: Type the Template Name
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Step 5: Click on Request Handling and click on Allow private key to be exported
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Step 6: Need to enable the template.

Select certificate template -> Right click -> Select New -> Certificate Template to Issue
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Step 7: Select the new template created and click OK
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Select one Certificate Template to enable on thiz Certification Authoriby.

Mate: If a certificate template that waz recently created does not appear on this list, you may need o wait unkil
information about thiz template has been replicated to all domain controllers.

All of the certificate templates in the organization may not be available o pour Ch.

For more information, see Certificate Ternplate Concepts.
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Step 8: Open the Browser and connect to the certificate server enrollment web page. You must login
as administrator or equivalent in privileges in order to see the newly created template.

Example: https://10.163.148.110/certsrv/
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Step 9: Click on Request a certificate

Select atask:
Feguest a certificate

Wiew the status of a pending certificate request
Dowinload a CA cetificate, cerificate chain, or CEL

Step 10: Click on advance certificate request

Request a Cerificate

=elect the cerﬁ‘icate bype:
User Certificate

Jr, submit an advanced certificate request.

Step 11: Click on Create and Submit request to this CA. When prompted on Web Access Confirmation,
click OK

Advanced Certificate Request

The policy of the CA determines the types of

Create and submit a FEGU?S’[ to this CA.
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Step 12: On the Certificate Template drop down -> Select the newly created template -> Fill in all the
required information -> Click Submit
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Step 13: Click Yes on Web Access Confirmation

Web Access Confirmation E

This Web site is attempting to perform a digikal certificate
l % operation on vour behalf:
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Step 14: Click in Install this certificate

Certificate Issued

The cerificate you requested was 1ssued toyou.

‘—:f“" Install this cedificate

Step 15: The certificate is now install into your local certificate store.

Certificate Installed

Your new certificate has been successfully installed.




Step 16: Open the MMC -> Select Current User -> Personal ->Certificates -> Select the certificate name

-> Right click -> All Tasks -> Export
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Step 17: Select Yes, export the private key and click Next

Certificate Export Wizard

Export Private Key

You can choose to export the private key with the certificate.
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Private kevs are passward pratected, IF wou wank ko export the private key with the

certificate, wou must bype a password on a later page,
Do ol wank to export the private keyw with the cerkificate?
i yes, expnmhe private key

™ Mo, do not export the private key

Learn more abouk exporking private kews
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Step 18: Click Next

Certificate Export Wizard b |

Export File Format

Certificates can be exported in a wariety of file formats.,

Select the format wou wank fo use:
= DER encaded binary . 509 (. CER)
" Base-64 encoded|x, 509 (, CER]

= Cryptographic Message Svntas Standard - PKES #£7 Certificates (,P7E)

™ | Include all cerkificates in the certification path if possible

*' Personal Information Exchange - PECS #12 L PFX)

W Include all certificates in the certification path if possible
[ Delete the private key if the export is successful
W Export all extended properties

£ Microsoft Serialized Certificate Store (55T

Learn more about certificate file Formats
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Step 19: Enter the Password and click Next

Certificate Export Wizard

Password
To mainkain security, wou musk protect the private key by using a password.

Type and confirm a password.

Password:
| e

Type and confirm password {mandakory):
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Step 20: Enter the filename and click Next

Certificate Export Wizard

File to Export
Specify the name of the file you wank to expart

File name:
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Step 21: Click Finish

Certificate Export Wizard >

Completing the Certificate Export
Wizard

ou have successfully completed the Certificate Export

o
. \}, . @_‘ wizard,

__'“w You have specified the Following settings:
File: Mame i liapd
Export Keys Yes
Include all certificates in the certification path Yes
File Format Person.
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Step 22: Click OK

Certificate Export Wizard |4 ||

The expark was successful,




Step 23: Login to the Aruba Instant Cluster -> Maintenance -> Certificates -> Upload New Certificate ->

Select the exported certificate, enter the password -> Upload Certificate

You will need to upload the CA certificate when using EAP-TLS.

Maintenance

Help

-- Mo certificate uploaded --:

About | Configuration | Certificates | Firmware | Reboot | Convert |

Mew Certificate

Certificate type:

Certificate format:

Paszphrase:

Retype Passphrase:

Certificate file to upload:
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Certificate installation success

Certificate installation success.
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