arubo

a Hewlett Packard
Enterprise company

ClearPass 6.x

Tech Note: ClearPass
Enterprise Mobility Management Integration
November 2015 V5

1.0 April 2013 | Danny Jump | Initial Published Version
2.0 Oct 2013 | Danny Jump | Add XenMobile support and minor Updates
3.0 Oct 2014 | Danny Jump | Added SAP Afaria, a new section on SCEP Enrollment

for Mobilelron/Airwatch and ‘other’ minor updates

4.0 Sept 2015 | Danny Jump | Added details of BlackBerry BES10 server
integration and minor updates for CPPM 6.5

5.0 Nov 2015 | Danny Jump | Added integration with Globo “Go! Enterprise MDM”




ClearPass 6.x Tech Note: ClearPass and EMM Integration Guide November 2015 - V5

Table of Contents

Table Of CONTENTES ....cccciiiicinsmesrssmssssr AR R R AR R R AR AR AR AR e 2
Table Of FIGUIES ..o AR e E R AR e 3
0500 001 11 ot ) 6
EMM INTEZIration ... ss s s sas s sas s s s ssssssnsasss s 7
Configuration of EMM VendOTsS ... s ssssssssssssssssssssssssssssssssss s 10
Normalized Dataset......couvivmrmmsmsmsmssssmssisnsss s e e 12
Using EMM Data for Network Enforcement ... 14
D0 06 010} 4 Ul v PPN 14
Jail broken or ROoted-Device DELECLEA ... ssesssssssssssssss st sssssssssssssssssssssssasens 15
BlackliSted APP DELECLEM . ...imuierireererrereer s reessessessseessessse s s s ss s ss s n e sennees 17
Corporate Issued vs. Employee Liable DeVICe ......crrrnnernereseereessesssssssesssssssessssssesssssssssesesssessees 18
EMM AZENE REMOVEM ...ooeereeeeeeeereeserserees s seessss s ssse s st ss s s ssss s st sessaees 20

L 0] 1 LT D - | (PPN 21
iPad vs iPhone/iPOd NetWOTK ACCESS ..curemeereeeeeeserssesesese s sesssess s ssssssesssssssssesssssssessssssesas 22
Quarantine DevVICE TYPE. . s s s s 23
Managing ENAPOINT DAt ... sesssessesssesssssssesssssssessssssessesssesssesssssssesssssssesssssssesssssssssssssesssessanes 24
Supported EMM Vendors S/W VerSiONS......mmmmmmmsmsssmssssssssssssssssssssssssssssssssssssssssssssssssssssssss 25
Enable / Disable Individual MDM CONEEXE SEIVETS ....vvuuermerrerereeseesseessenssesssesssssssesssssssessesssesssessesssessaees 25
AirWatch (Acquired by VMware in January 2014) ......eeeeeerseeesssesssssesssesssesssessssssesssenns 26
AirWatch ENdpPoint ALIIIDULES ....ceeeeereeerecsres st sessess st sesssssssesssesssssssesssssssesasesses 28
JAMEF CONFIGUIATION ..ot seesees s s ss s s s s s e 29
JAMF ENAPOINt ATETIDULES ...coveeieeeee e sesssessesseessessse s sesssssssessssssss s s ssssssesssesssssssesassssesasssnns 30
MaaS360 Configuration (Acquired by IBM in December 2013).....coouereenremernneenernserneesseesenesensnees 31
MaaS360 ENAPOINT ATEITDULES ... sss s ssess s ssssssse s ssssesssessaees 32

1LY 001 DU LD Bufod o 010) 0¥ = U0 o= U (o' PPN 33
Mobilelron ENdpoint AttrIDULES ... sses s s sessesssessaees 34
SOTI CONTIGUIATION 1.vctreereesceerersresserees s sees s sees s s s s e n s 35
SOTI ENAPOINT ATEITDULES w.coveeveecreceerereer s sesssesssessse s sses s ssesssssssessssasse s s ssssssesssessaees 36
XenMOobile CONfIGUIATION c...cvuieeeeerer s es s s e ss s e 37
Xenprise ENAPOINt AtITIDULES ...t sesssesssesssess st ssssssesssessssssse s sasssnns 38
SAP Afaria CONfIGUIATION ... ss s s n e senn s 39
Afaria ENAPOint AtITIDULES ...t sseses s s st ss s 40
Blackberry ENterpriSe SEIVET V10 ... creeeesseeseessesssessssssessssssesesssesssesssssssesssssssesssssssssssssssssssessesssessaees 41

LY I U 0] 4 U F =g 0 = (o ) o PO PP 41
ClearPass Configuration for BESVI 0. seesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnss 44
GlODO GO! ENTETPIISE V3.9.2 ..coeieeeersereer e seesssssessessssssse s s s ssesssssssessssasss s s ssessesssessanes 47
L0010 0 To T 0100 0 5140 b =Y (o ) P 48
ClearPass Configuration for GIODO GOl ... sssssssssssssssass 52
CPPM & MDM/EMM SCEP S@UUP ...ccssmsmsussmssssssmssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssss 55
CPPM SCEP CONfiguration ....ccvimcsmsmssimssmsmisssssmssssssssssssssssssssssss s ssssssssssssssssssssssssssssssssassns s sas 55
EMM SCEP Configuration ... s sasssssssssassssssssassssssssasenens 56
AirWatch SCEP CONfigUIation.....c e sesssssssesssesssesssesssssse st sssssesssesssssssssssesssssssesassssns 56
Configure SCEP N AITWaCR... et sees st sssssssessssasse s s sssssesssessaees 56
Airwatch/SCEP-Server/Endpoint Dataflow ... seesseessesssesssssssesssssssessssenns 61
Generating a SCEP Test Request in AIrWatCh ... ssessssssessenssessaees 61
Mobilelron SCEP CONfIGUIAtION ... ieereereereer s senseessesssesssssssessesssessesssesssesssssssessssssse s sssssssssssssesssessases 62

Aruba an HP Enterprise company 2



ClearPass 6.x Tech Note: ClearPass and EMM Integration Guide November 2015 - V5

Configure SCEP iN MODIIEITOMN .. seeseessessse s sesssssssessssasss s sssssssssssesssessaees 62
Setting SCEP policy against EMM €NdPOiNt.....coreereeerersereessessessseessesssssssesssssssesssssssessesssssssessesssessees 65
Mobilelron/SCEP-Server/Endpoint DatafloW ... ineeeeeeeseesssessessssessesssesessesssssssesesssessees 68
Deleting Client TLS Certificates 0n MoODIleIrOn ... sesssesessessssssessesssessees 69
TroubleShOOtING ... ———————————— 70
ChecKing Logs files inN CPPM ... s sssssssssssssssssssssss s 71
General SCEP/EST — Licensing — Q&A ... cocreereeeesseesersessessssssesesssesssesssssssesssssssesssssssssssssssssssssesssessaees 73
Caveats/Queries for CPPM SCEP/EST ... eeesreserssssessssssessesssesssesssssssssssssssesssssssssssssssssssssesssessaees 73

Table of Figures

Figure 1 - Basic endpoint smart-device iNfOrMALION .........cccweromeeronsesisssisisssessmsessssssssssssssssssesssssesanns 7
Figure 2 - Additional endpoint information retrieved thru DHCP fingerprinting ... 8
Figure 3 - ENdpoint pIUS EMM QEETIDULES........couveeeseeerireerissesisssesisssesissssssssssssssssssssssssssssssssssssssssssssssssssanssssanns 9
FIGUTE 4 - MOTE EMM QELTIDULES....covoevvererveerisserissesisssssissssssssesisssssasssssassssssssssssssssssssssasssssanssssssssssssssssssssasssssanss 9
Figure 5 - EVeNn MOre EMM QULITDULES .......cccuverereersseerisecssssesisssesisssesissssssssssssssssissssssssssssssssassssssssssssssssanssssanss 9
Figure 6 - Endpoint Context Server configuration for CPPM V6.0.2..........rmerossserisssesisssenes 10
Figure 7 - Endpoint Context Server configuration for CPPM V6.4.0..........cromerismserisssesnssenes 11
Figure 8 - ClUSLEr-Wid@ PATAIMELELS.......ccvwerreersseersssrsssesssssesisssesissssssssssssssssssssssisssssssssssassssssssssisssssassssasssses 11
Figure 9 - Endpoint Context Servers polling interval — default 60 MINULES..........ccovwcrrreerrreerrerenes 12
Figure 10 - List of all possible NOrMaliZed QEUITDULES ............cccevveeroreeerorserisssersssessssesssssssssssisssesasssssassssses 13
Figure 11 - Enforcement Policy — Endpoint COMPIrOMISEd............oceeoreerevmsersseerisssesnsssssssesisssesisssesassssses 15
Figure 12 - Enforcement Profile - redirect for Jailbreak/rooted deviCes .........erosmserisseenes 16
Figure 13 - Captive portal Jailbreak detection WAIMING...........cemersmserisssessssssssssssssssisssssisssessnsssses 16
Figure 14 - Enforcement Policy — BIACKIISEA APP ...cverereerirmeersmeersssrsssesisssesisssesisssssisssssssssisssssisssssassssses 17
Figure 15 - Enforcement Profile — redirect for BIACKIIStEA APD ......ovuerevrversmeerssserineersssserissserisssesisssenas 18
Figure 16 - Enforcement Policy — COTPOTAE AEVICE ........crueerrmeerriirssserissserisssesissssssssssssssisssssassssassssses 19
Figure 17 - Enforcement Profile — COTPOIratE AEVICE. .........ccerommeeromeieronserissserisssesisssesnssssssssisssssisssssassssses 19
Figure 18 - BYOD enforcement — endpoint EMM MANAGEU ........c..ceereererneersmeerissserinsssssssesisssesisssesassssses 20
Figure 19 - Profile dAtADASE INJO ......cceomeernssersssersssssissssssssesisssesisssssssssssssssssssssissssssssssassssssssssssssssassssssssses 21
Figure 20 - Network Enforcement — Device MOl tYPE .......cweroverromeerissserisssersssesissssssssssisssssisssesassssses 22
Figure 21 - Network ENforcement — deViICE NAME............occrerommeeronssssissesisssesisssssisssssisssssssssissssassssassssas 23
Figure 22 — Example Of ENAPOINT AEVICE liSt.......ccvwceroreerisreerissserisssersssssssssisssesisssesssssssssssssssssssssasssssasssses 24
Figure 23 - Supported EMM Vendor SOftWaAre LEVeIS.........eronsserisssesisssesissssssssssisssesisssessssssses 25
Figure 24 - Enabling/DiSADIING CONEEXT SETVEI'S ......cvwruvreersmeersssesnssssssssisssesisssssssssssisssssssssasssssissssasssses 25
Figure 25 - AirWatch Context Server CONfigUIratiON SCrEEM ........wwmersmsersmsessssssissssssssssisssesasssesassssses 26
Figure 26 - AITWAECRH SETVET NAIME. .......coueerisseerisssersssssssssssssesisssesissssssssssssssssssssssissssssssssssssssssssssssssssassssassssas 26
Figure 27 - AirWatch portal CONfIGUITALION .........ceeeerreerisseerisssersssersssssssssisssesisssesssssssassssssssssssssassssasssses 27
Figure 28 - Enable AirWatch admin account for API QACCESS ........oermmeronmeerisssesissssssssssisssesisssesissssses 27
Figure 29 - Enable AirWatch admin account for Basic AUtReNtiCAION ........cocerenecerecmmeerrsssserinnsens 27
Figure 30 - AirWatch ENAPOINtS AUTTDULES ........cevueerreeriseerisssersssessssssssssisssesisssssssssssssssssssssisssssassssasssses 28
Figure 31 - JAMF Context Server CONfiGUIatiON SCTEEMN.......cvweromeesomsesissserisssesisssssisssssssssisssssissssassssses 29
Figure 32 - JAMF ENAPOINES ACETIDULES ......cvureereeeerssirsiseerisssesisssesisssssssssssssssssssssssssssssssssssssssssssssisssssassssansssses 30
Figure 33 - MaaS360 Context Server CONfiGQUIatiON SCIrEEM .........omeromsersssesssssssssssssesisssesasssesassssses 31
Figure 34 - Maas360 ENAPOINES ACUITDULES .........ceeeerreeriseerisssersssesisssssssssisssesissssssssssssssssssssssissssassssasssses 32

Aruba an HP Enterprise company 3



ClearPass 6.x Tech Note: ClearPass and EMM Integration Guide November 2015 - V5

Figure 35 - Mobilelron Context Server CONfigUration SCTEEN. ........ocromerimmeerisssesissssssssesisssesisssesassssses 33
Figure 36 - Mobilelron ENAPOINtS ACLTIDULES .......cwceereeruoreerisseersssessssssssssisssesisssesssssssasssssssssssssssassssassssses 34
Figure 37 - SOTI Context Server CONfiGUIatiON SCTEEMN........eomeesossesissserisssesissssssssssssssissssasssssansssses 35
Figure 38 - SOTI ENAPOINE AETIDULES ....couuerereeresneerisssesseesisssesisssesisssssssssssssssssssssssssssssssssssssssssssssssssssassssasssses 36
Figure 39 - XenMobile Context Server CONfiGUIrAtiON SCrEEM ........ocwuvwerirmeersmeersssesissssssssesisssesasssessssssses 37
Figure 40 - XenpriSe ENAPOINT ACLTIDULES ......eveeeeeeeerseerisserisssessssesissssssssssssssssssssssssssssssssssssssssssssassssasssses 38
Figure 41 - SAP Afaria Context Server CONfiGUIAtiON SCreEMN........ocmeromeersmeessssesssssssssssisssesisssesassssses 39
Figure 42 - SAP Afaria ENAPOINE ACUITDULES.........ccoeerreeriseerisssersssessssssssssisssesisssesssssssssssssssssssssssassssasssses 40
Figure 43 - ChecKing NeW SQL IS CTOALEM .........covcerreerreerisserissserisssessssssssssisssesisssssssssssassssssssssssssassssasssses 42
Figure 44 - All fields expoSed iN NeW SQL VIEW .........ccocroervmeerismserissssssssssisssesissssssssssssssssssssissssissssssssssss 42
Figure 45 - Setting TADIE VIEW SECUTILY .....covvervveerrsersseerisssesisssesisssesisssssssssssssessssssssssssssssssssssssssssssanssssasssses 43
Figure 46 - Adding a the BES10 SQL database into ClEATPASS ...........ccowereeromeerossesssssesisssesisssesinssesas 44
Figure 47 - Creating the SQL filter to 'grab’ data from the BES10 MS-SQL VieW......c.cccouueroneeene. 44
Figure 48 - CPPM SQL Query to check on MAC address and grab Ownership attribute.............. 45
Figure 49 - Assigning a role to the session based upon the BES [0OKUD ..........covceorecrnneerisnsernseenns 45
Figure 50 - Remember to add the BES10 as an AuthOriZation SOUICE ..........wrcsmossssesissssens 46
Figure 51 - SQL Server Configuration MANAQGET .....roerismeeronssssssssisssesisssssissssssssssssssssssssasssssassssas 48
Figure 52 - Setting LiStEN Al 0 "YOS ...riersseerssiersserisssesisssesisssssisssssssssssssssissssssssssssssssssssssisssssassssasssses 48
Figure 53 - Setting the TCP Port to '1433" and disable Dynamic POItS .........eroneesisssesnssenes 49
Figure 54 - Creating a user in the MSFT SQL DB.....rnierossrssssssisssesissssssssssssssssssssissssasssssassssses 50
Figure 55 - CRECK SQL STVEY ROIES ........coueereseerisseersisesseerisssesisssesisssssissssssssssssssssissssssssssssssssssssssssssssassssasssses 50
Figure 56 - Configure USET MAPPDING ........owcrvwersmeessssesseesssssesisssesissssssssssssssssssssssssssssssssssassssssssssssssssassssssssses 51
Figure 57 - Check SeCUrity SELEING fOI USET ... uwworieririerissserisssesisssessssssssssisssesissssssssssssssssssssssssssassssasssses 51
Figure 58 - Adding a Globo as an SQL AUthentiCation SOUICE .........ecronsscsrssssesissssessissssesssssens 52
Figure 59 - Defining the GIoDO GO! SQL DAEADASE...........covverereerrseersisrsssirissserisssesisssssisssssssssissssisssssassssses 52
Figure 60 - SumMmMQAry Of the tW0 SQL FIItOTS......comcroseersmeerisssessssssssssssssesisssessssssssssssssssssssssassssassssses 53
Figure 61 - Filter to check on Device Enrollment and being Corporately Owned...............ccc....... 53
Figure 62 - SQL to track device enrollment and Corporate OWNErship ..........eronmeerisssesisesenes 53
Figure 63 - Filter to check on a device enrollment and not being JailbroKen ..., 54
Figure 64 - SQL to track device enrollment and JailDroKen StAtUS ...........cwcocersmseerissmsersssssesinssens 54
Figure 65 - Role-mapping uSing the QUENZ TESUILS ...........ccrveerrreerreirrssirissserisssesisssessssssssssisssesisssesassssses 54
Figure 66 - Configuring SCEP & EST IN CPPM 6.4 ......ccocreersseersssrsssisisssesisssesissssssssssssssisssssasssssasssses 55
Figure 67 - Configuring SCEP S€rvVer iN CPPM 6.3......rerinneerssissssssisssessssssissssssssssssssssssssasssssasssssas 55
Figure 68 - Adding a NEW CA (SCEP) Server in AirWatch... DATtL..creeesneersserinserisssesisssesinssenas 56
Figure 69 - Adding a NEW CA (SCEP Server) in AirWatch... DATE2..erveerreeerrserisserissserisssesisssenas 56
Figure 70 - Adding a NEW Request Template in AIrWaAtCH .......cecvncerconsseronsscirsssserissssessissssesisssens 57
Figure 71 - Setting the Certificate Template to use the Onboard CA and CN=User ............cc........ 57
Figure 72 - Adding A PlAUfOTTN PIrOfile....rcerseeessierseerissserisssirsssessssssssssisssesisssssssssssassssssssssssssassssasssses 57
Figure 73 - Many different Platform templates SUPPOIEEU ..........oceeovverermeersseersssesnssrssssesisssesisssesassssses 58
Figure 74 - Setting policy configuration, SSID, Passcode, SCEP EtC. .......cerossecrrcssssesisnssens 58
Figure 75 - SCEP request Sent to CPPM fOI PTOCESSING .....ccovuervmeermsersimsesissserisssesissssssssssssssisssssisssssansssses 59
Figure 76 - SCEP request on CPPM, client TLS CErt Created ... mmrmsessssssesissssens 59
Figure 77 - Certificates etc. installed successfully 0N the IPAd.............cvomecrrosnsceriosssersssssesissssens 60
Figure 78 - AIrWatch CONSOIE MESSAGES .....couverermeerrsirrssirisssesisssesisssssisssssssssissssssssssssssssssnsssssssssssssssassssassssss 60
Figure 79 - Airwatch SCEP workflow enrollment with ClearPass CA...........ccsseesiosssens 61
Figure 80 - Generating an Airwatch SCEP t€St FEQUEST ........cccveermerrmeerissserisssesisssessssssssssisssesissssssnsssses 61

Aruba an HP Enterprise company 4



ClearPass 6.x Tech Note: ClearPass and EMM Integration Guide November 2015 - V5

Figure 81 - Configuring SCEP 0n MODIleIrOn ... PATTL .. cwcesseerssserssirissserisssesssssssssssssssissssasssssasssses 62
Figure 82 - List of attributes available on MI fOr SCEP FE@QUEST ........cccoveronmeersmeerinsersssserisssesisssesissseses 63
Figure 83 - Configuring SCEP 0N MODIIEIrON ... PATTZ....coeersseerseserssirissserisssessssssssssssssssisssesisssssanssssas 63
Figure 84 - Creation of SCEP certificate — SUCCESSfUl ON CPPM ..........ccoovvervmeerrneerirserissserisssesisssesinssenas 64
FIGUTE 85 - SCEP tESt COTTIfICALE...crurrruiirrrsirissirisssesisssssssssisssesisssesisssssassssssssssssssssisssssssssssassssssssssisssssassssansssses 64
Figure 86 - Creating @ MODIIeITON "LADEI .......oeeeereeriseerisseersssersssssssssisssesisssssssssssisssssssssissssasssssansssses 65
Figure 87 - Adding the Label t0 the SCEP POLICY........crocrinmierissessossssisssesisssesisssssnssssssssisssssasssssssssses 65
Figure 88 - Applying the Label to AN @NAPOINT .........ccceorcerrreerisssersssssossssisssesisssesssssssssssssssissssasssssasssses 66
Figure 89 - Label applied and QUEUE fOT ACLION.........cccurerrreerrseerseirsssirisssesisssesisssssssssssssssissssassssssssssses 66
Figure 90 - Labels assigned t0 the @NAPOINT ........cerocrrneerisseersssssssssisssessssesssssssssssssssisssssasssssassssses 67
Figure 91 - Configuration applied t0 the eNAPOINT..........ceovmeeromeesosserssserisssesisssssssssssssesisssesisssessssseses 67
Figure 92 - Mobilelron SCEP workflow enrollment with ClearPass CA..........scesissssens 68
Figure 93 - Deleting client Certs iN CPPM CA ... ceseersseersssessssssssssisssesisssssssssssssssssssssissssasssssasssses 69
Figure 94 - Deleting Certs in MODIICITON ........ceeeerseeriseersseersseessssssssssisssesisssessssssssssssssssissssassssassssses 69
FIGUTE 95 = EVEINE VIBWET ..c..rooeereeerisssesiseessssesisssesisssssassssssssssssssssssssssssssssssssssssssssssassisssssssssssansssssssssassessanssssansssses 70
Figure 96 - HOW t0 COlECtING CPPM LOGS .couvererveerreeerneirissserisssesisssssissssssssssssssssssssssssssssssssssssssisssssassssasssses 71
Figure 97 - Where t0 10CAte MAM.IOG file......coceereeerreeriseerisseersssersssssssssisssesisssssisssssisssssssssissssasssssasssses 72

Aruba an HP Enterprise company 5



ClearPass 6.x Tech Note: ClearPass and EMM Integration Guide November 2015 - V5

Introduction

With the release of ClearPass Policy Manager 6.4.0 in August 2014 we have continued to
build on our previous industry leading functionality, now with the CPPM 6.4.0 release we
maintain and extend our technology lead with the major Enterprise Mobility Management
(EMM) platforms, allowing Aruba ClearPass customers to extend the knowledge of
managed device state (device type, policy compliance etc.) down to the business rules that
govern their corporate network admission policies. With the release of CPPM 6.4.0 we
added support for SAP’s Afaria.

For example, if the EMM platform detects that a device is jailbroken, the EMM platform only
has the option to attempt to enforce the business policy at the device level. By extending
this policy state to ClearPass as the network policy definition point, the jailbreak status of a
device can be used to deny access or quarantine this device the next time it attempts to
connect to the secure network.

This walkthrough explains the details of the current integration, the configuration steps to
establish the API relationship between ClearPass Policy Manager and the customer’s
chosen EMM platform and finally, the expected device inventory and policy compliance
data expected from each EMM vendor.

Some familiarity with Mobile Device Management concepts and the use of ClearPass Policy
Manager’s network enforcement methodology are assumed throughout this Tech Note.
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EMM Integration

ClearPass Policy Manager has an extensible database for tracking devices attempting to
connect to secure corporate networks. The devices are stored within the Endpoints table
that is indexed on a unique identifier for each device, its MAC Address.

Typically the Endpoints table stores only basic information about the device collected from
RADIUS authentication transactions associated with its usage on the wired or wireless
access networks as shown below on the right-hand-side. In-depth information relating to
the device posture is not available as no Attribute data is shown and only basic information
can be extracted such as the OUI (first 3-bytes of the mac) to identify the manufacturer.

Edit Endpoint [
MAC Address 28c0da35dccO IP Address o
Description Static IP TRUE
Z Hostname -
Status _ Known client MAC Vendor Juniper Networks
(® Unknown client = W
Disabled client ategory nknown
OS Famil Unknown
Added by Policy Manager y
Device Name Unknown
Updated At Jun 12, 2012 11:31:23 PDT

Show Fingerprint

Attributes

Attribute Value i
il lCIick to add...

Figure 1 - Basic endpoint smart-device information

The knowledge about this device is increased through the use of ClearPass Policy
Manager’s built-in device profiling capabilities by monitoring traffic patterns from the
device as it attempts to connect to the network. Information extracted from DHCP, HTTP
packets and other sources of context can help provide additional details about the
manufacturer and class of device.
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Edit Endpoint ()

MAC Address 00237695571e IP Address 10.6.50.166
Description Static IP TRUE
4 Hostname android_d5dce97074d76204]
Status Known client MAC Vendor HTC Corporation
(») Unknown client = e
_ Disabled client ElSeln) AR CVICE
0OS Famil Android
Added by Policy Manager i
Device Name HTC Android
Updated At Jul 25, 2012 16:30:05 PDT

Show Fingerprint -

rAttri butes

Attribute Value i
1.‘C|ick to add...
» Notice no
endpoint
attributes

Figure 2 - Additional endpoint information retrieved thru DHCP fingerprinting

However, many customers have invested in EMM platforms to help them manage large
rollouts of corporate issued smartphones or tablets. These EMM deployments can hold
additional information about the device policy state that cannot be retrieved by passively
monitoring network traffic as it enters the corporate network.

The EMM integration as part of ClearPass Policy Manager 6.0.2 and above leverages the
extensive dataset that each entry in the Endpoints table can hold, by adding a set of EMM
normalized data tags. These additional data tags can then be referenced in enforcement
policies to implement various business rules based on the device state information
received from the EMM platforms.

Below we show an example of the additional attributes that can be integrated into the
ClearPass Endpoint profiler database that could be received from an EMM vendor. Not all
EMM vendors expose the same level of data, we normalize the information received and
present it in a standard attribute template.
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Edit Endpoint °

Edit Endpoint

MAC Address 00263795c3bb IP Address -
Description Static IP TRUE
Z Hostname gvernot:Android 4.0.3:PDA
Status @ Known client MAC Vendor Samsung Electro-Mechanics
() Unknown client Cat s Devi
() Disabled client ELeln) paiEeyics
OS Famil Android
Added by mobileironadmin L/ rol
Device Name Samsung-GT-I19000
Updated At Dec 05, 2012 23:49:31 PST

Show Fingerprint U

Attributes

Attribute Value jin
1.|Phone Number = PDA i
2.|Source = MI o
3.|MDM Identifier = 776fccc4-de51-414f-a54f-8e45cac20b7c i
4.|Display Name = Gabriel Vernot o
5.|IMEIL = 351751041424147 i

Figure 3 - Endpoint plus EMM attributes

6./ Model = GT-19000 i
7.\MDM Enabled = false i
8.|Owner = gvernot i
9.|0S Version = Android 4.0 @
10.|Last Check In = 2012-04-10 08:33:36.0 i
11.|Carrier = PDA i

| Save | Cancel |

Figure 4 - More EMM attributes

i Attributes

10. |Last Check In = 2012-04-10 08:33:36.0 i
11.|Carrier = PDA ]
12.|Compromised = False i
13.|0Ownership = Employee i
14.|Manufacturer = Samsung i
15.|Click to add...

Figure 5 - Even more EMM attributes
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Additionally, the ClearPass EMM integration updates the internal device Profile database
with knowledge of the device type learned from the configured EMM platform. This
valuable inventory data about the device manufacturer, its hardware platform type and
software version are all recorded in the ClearPass Endpoint profiler database and provide
the definitive knowledge of the device type that could not otherwise be collected from
passive network monitoring. This level of detail is equivalent to the device information
recovered from ClearPass’ own Onboard device provisioning and OnGuard device posture
assessment technologies.

Configuration of EMM Vendors

From the Administration menu of ClearPass Policy Manager, a new menu option has been
added under External Servers called Endpoint Context Servers, under 6.0.2 (the initial
release when we added EMM support) the menu looks like the below screen shot.

Administration » External Servers » Endpoint Context Servers |

Endpoint Context Servers

MDM Server Configuration

Select MDM Vendor:

JAMF
Server Name: MaaS360

Username: Mobilelron [
SOTI : _
Password: Verify Password:

Update Frequency: 60 minutes
API Key

Figure 6 - Endpoint Context Server configuration for CPPM v6.0.2

Since CPPM 6.1 the configuration varies slightly, in that under the Endpoint Context
Servers, you can now define multiple servers and these will now operate concurrently, i.e.
multiple EMM vendors can be configured and CPPM will ingest data from more than one
EMM vendor. As previously stated under 6.2 we added Citrix XenMobile, in 6.4.0 we added
to the list of supported EMM vendors, SAP Afaria. The configuration under 6.1 & 6.2
requires that you use the menu option ‘Add Context Server’, under Administration->
External Servers->Endpoint Context Servers the pop-up box below show the current full
list of supported vendors.
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Add Endpoint Context Server (]

Select Server Type: [vaiwatch 3
Aruba Activate E

Server Name: AirWave a

Server Base URL: ClearPass Cloud Proxy b
Generic HTTP 7

Username: JAMF

Password: MaaS360 word:
Mobilelron

API Key: Palo Alto Networks Firewall

Validate Server: Palo Alto Networks Panorama

Enable Server: P < —  SAP Afaria added in 6.4.0

XenMobile

Figure 7 - Endpoint Context Server configuration for CPPM v6.4.0

Server Configuration varies slightly by vendor. But for all EMM partners some baseline
parameter are required such as, Server Name, Server Base URL, User Name, and Password.
Authentication is typically HTTPS authentication.

The differences that exist in addition to the baseline options discussed above are:

* AirWatch makes use of an API Key

* MaaS360 makes use of an Application Access Key, Application ID, Application
Version, Platform ID and a Billing ID.

* SOTI (sometimes) makes use of a Group ID attribute

The details behind the above options are explained further in the section titled
Supported EMM Vendors.

The Update Frequency configuration defines how often ClearPass Policy Manager will
check in with the configured EMM platform to retrieve any new managed device details or
update the status of an existing managed devices. Policy Manager is tracking the changes
within the EMM device records and will only update an Endpoint record in the event of a
change in device inventory or policy state.

Note: In v6.1.0, the Update Frequency option has been replaced by the cluster-wide service
parameter “Endpoint Context Servers polling interval”. Go to Administration > Server
Manager > Server Configuration and click on Cluster-Wide Parameters.

Administration » Server Manager » Server Configuration |

Server Configuration © Set Date & Time
? Change Cluster Password

I=* Manage Policy Manager Zones
=" NetEvents Targets
*?" Virtual IP Settings
¢ Make Subscriber
& »

= Upload N ai

[l
2 Cluster-Wide Parameters

Figure 8 - Cluster-Wide Parameters
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Cluster-Wide Parameters O

m Cleanup Intervals Notifications Standby Publisher Virtual IP Configuration

Parameter Name Parameter Value Default Value
Policy result cache timeout S minutes 5
Maximum inactive time for an endpoint 0 days 0

Auto backup configuration options Config v Config
Free disk space threshold value 30 % 30
Free memory threshold value 30 % 30
Profile subnet scan interval 24 hours 24
Database user "appexternal” password sesssscssssscscnns

| Endpoint Context Servers polling interval 60 | minutes| 60

Figure 9 - Endpoint Context Servers polling interval - default 60 minutes

Typically the Update Frequency (Polling Interval) should be set relative to the device
check-in interval configured on the EMM platform. Each EMM vendor will have a different
default check-in interval used to get updated status information from the devices it has
under management. This check-in interval is how often the EMM agent on the device itself
connects back to the EMM server. For many platforms this could be 4 hours or longer, so
there is no benefit to having an aggressive polling interval on ClearPass as the data
returned will largely be the same.

Note: Customers are recommended to consult their chosen EMM vendor on the best update
frequency based on their deployment configuration.

Normalized Dataset

ClearPass Policy Manager communicates with the configured EMM platform via their
published API interface. Typically these are HTTP Based API's - Typically these API
communications are defined using RESTful API calls returning XML or JSON output.. The
ClearPass integration consumes these XML or JSON outputs, which are very specific to each
EMM platform, and normalizes their output to a common set of Endpoint tags that can be
added to the ClearPass database.

By normalizing the output, common and easy to understand enforcement policies can be

created within ClearPass without the need for the administrator to understand the
semantics of the EMM API interface.
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The following table shows the currently available normalized data set implemented by the
ClearPass EMM Integration. Not all of these attributes will be available consistently from
each EMM platform or for each device type within a chosen EMM platform. For example,
the Carrier attribute will not be available for a WiFi only tablet as it does not have a cellular
chipset.

In the event that an attribute is not available from the configured EMM platform or not
supported on the returned device type, the ClearPass Endpoints table will not contain a
value for that normalized attribute.

Endpoint Tag Tag Type Comments

Manufacturer Inventory Manufacture name such as Apple, Samsung, etc. For
Activate will always be “Aruba Networks”

Model Inventory Model name such as iPad, DROID X, etc. with
extraneous sub-model info removed.

OS Version Inventory Version number such as iOS 6.1, Android 4.0, etc.
Minor version numbers are removed so that 6.1.1
becomes 6.1.

ubID Inventory Device unique identifier

Serial Number Inventory Device serial number

IMEI Inventory Cellular only devices

Phone Number Inventory Cellular only devices

Carrier Inventory Cellular only devices

Owner Inventory Registered enterprise username

Display Name Inventory Full name of registered owner

Description Inventory Display a description of the device.

Source Inventory Display which EMM vendor supplied the device details

Ownership Inventory “Corporate” or “Employee”

EMM Identifier Inventory Internal identifier used by EMM API interface. This
varies between EMM vendors.

Compromised Policy “True” or “False”. Jail broken device or Root-kit
detected.

Encryption Enabled Policy Device level encryption status

Blacklisted App Policy “True” or “False”. A blacklisted app is installed on the
device.

Required App Policy “True” or “False”. A required corporate app is missing
from the device.

EMM Enabled Policy “True” or “False”. The device is under EMM
management.

Last Check In Policy Last time the device last checked in to EMM server

Figure 10 - List of all possible normalized attributes
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Using EMM Data for Network Enforcement

Once the EMM integration is configured and device data is being populated to the
Endpoints and Profile databases within ClearPass, this information can be used to enforce
various business rules on how these corporate managed devices are admitted on to the
network.

Given EMM platforms are largely focused on smartphone and tablet devices, the network of
interest is typically limited to WiFi connectivity. The following examples provide some
guidance on how to leverage the EMM data to change the way these mobile devices are
admitted onto a corporate WiFi network.

Endpoint Data

The data retrieved from the EMM platform and stored in the Endpoints table as additional
tags contains both inventory data and policy state information. Therefore, an incredibly
rich set of business rules can be enforced on the corporate network as it relates to the
device type, ownership, compromised status, and the impact of Apps that are installed or
missing, just to name a few. The following sample business rules included below illustrate
how the EMM data included in the Endpoints table can be used to enforce network policy
decisions and control the way these devices are admitted onto the network.
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Jail broken or Rooted-Device Detected

A common used case of EMM platforms is to leverage the presence of the EMM agent (App)
to attempt to detect if a device has been jail broken (Apple iOS devices) or a root-kit
installed (Android). This status of the device being compromised is reported by the EMM
agent back to the EMM server either during a regular check-in interval or as an alert
message and will then be reflected in the ClearPass Endpoints table via the API integration.

A device being compromised will often result in the IT administrator being less trusting of
the device and depending on the local security policy may result in a reduced level of
network access or complete quarantining of the device. ClearPass’ rich policy enforcement
allows the administrator to chose how these compromised devices should be handled the
next time the user attempts to connect to the enterprise network. The following
enforcement policy example shows how the Endpoint Compromised data tag is being
referenced whenever a device attempts to connect to the enterprise network.

Configuration » Enforcement » Policies » Edit - BYOD Enforcement Policy]

Enforcement Policies - BYOD Enforcement Policy

& Enfor L m

Rules Evaluation Algorithm: @ Select first match () Select all matches

Enforcement Policy Rules:

Conditions Actions
1.[(Endpoint:Compromised EQUALS True) Jailbreak Portal
2.|(Endpoint:Blacklisted App EQUALS True) Blacklisted Device Portal
3.|(Endpoint:Ownership EQUALS Corporate) Corporate-Issued Access Zone
4.|(Endpoint:MDM Enabled EQUALS False) MDM Enroll
E e — N

Conditions

Match ALL of the following conditions:

Type Name Operator Value i
(1. Endpoint Compromised EQUALS True ﬁ]
M 3
2.|Click to add...
Enforcement Profiles
Profile Names: [RADIUS) Jailbreak Portal
Move Up
Move Down
Remove
--Select to Add-- :
Cancal

Figure 11 - Enforcement Policy - Endpoint compromised

In the event that this flag is set to True by the configured EMM platform, then the network
enforcement profile applied will result in the device being placed in a quarantine state. This
is achieved by ClearPass informing the Aruba controller to redirect the access attempt to a
captive portal page informing the user of their breach of network access policy.
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Configuration » Enforcement » Profiles » Edit Enforcement Profile - Jailbreak Portail

Enforcement Profiles - Jailbreak Portal

e s

Profile:
Name: Jailbreak Portal
Description:
Type: RADIUS
Action: Accept

Device Group List: -

Attributes:
Type Name Value

1.|Radius:Aruba Aruba-User-Role ailbreak-portal

Figure 12 - Enforcement Profile - redirect for Jailbreak/rooted devices

ClearPass Guest

Jailbreak Detection Warning!

Your smart device has been identified as jailbroken!

Please refer to the BYOD Policy about connecting compromised devices to the corporate network.

Figure 13 - Captive portal Jailbreak detection warning
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Blacklisted App Detected

Several EMM platforms have the ability to build compliance policies around the Apps that
have been installed on a smartphone or tablet. This is possible because the EMM platform
will harvest the entire list of Apps that have been installed on the device and track them on
an ongoing basis. This is a key reason why EMM is more appropriate for corporate issued
devices where there are no privacy concerns about personally installed Apps that is often
the case in a BYOD environment.

As part of the EMM compliance policy, a list of Blacklisted Apps can be defined and during a
device check-in, if one of these Apps is installed on the device, the compliance state can be
triggered. The EMM integration with ClearPass does not recover the details of the Apps
installed on the device, but instead recognizes that the EMM has detected the presence of a
Blacklisted App by the EMM internal compliance policy. This allows ClearPass to maintain
its BYOD friendly approach, which is central to its Onboard provisioning solution, by
avoiding any potential violation of the end user privacy through personal App visibility.

The following enforcement policy example shows how the Endpoint Blacklist App data tag
is being referenced whenever a device attempts to connect to the enterprise network.

Configuration » Enforcement » Policies » Edit - BYOD Enforcement Policy]

Enforcement Policies - BYOD Enforcement Policy

Rules Evaluation Algorithm: (@ select first match () Select all matches

<

Enforcement Policy Rules:

Conditions Actions
1.|(Endpoint:Compromised EQUALS True) Jailbreak Portal
2.|(Endpoint:Blacklisted App EQUALS True) Blacklisted Device Portal
3.|(Endpoint:Ownership EQUALS Corporate) Corporate-Issued Access Zone
4.|(Endpoint:MDM Enabled EQUALS False) MDM Enroll
e 08
Match ALL of the following conditions:
Type Name Operator Value i

[ 1./Endpoint Blacklisted Agp EQUALS True E‘g. ‘ﬁil
2.|Click to add...

Enforcement Profiles

Profile Names: [RADIUS] Blacklisted Device Portal
Move Up

Move Down
Remove

--Select to Add--

o~

Figure 14 - Enforcement Policy - Blacklisted App
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In the event that this flag is set to True by the configured EMM platform, then the network
enforcement profile applied will result in the device being redirected to a Blacklisted App
portal informing the user of their breach of network access policy. Optionally the device
could be restricted network access, such as only to the Internet.

Configuration » Enforcement » Profiles » Edit Enforcement Profile - Blacklisted Device Portal |

Enforcement Profiles - Blacklisted Device Portal

| surmery -

Profile:
Name: Blacklisted Device Portal
Description:
Type: RADIUS
Action: Accept

Device Group List: -

Attributes:
Type Name Value
| 1.|Radius:Aruba Aruba-User-Role - blacklist-portal |

Figure 15 - Enforcement Profile - redirect for Blacklisted App

Corporate Issued vs. Employee Liable Device

Many EMM platforms allow the administrator to define the ownership type of each device
taken under management. Corporate-owned or Employee-owned device types are tracked
and can be reported to ClearPass via the API integration.

Some customers may wish to leverage this knowledge of corporate issued devices and an
associated rollout of a corporate application to change the way that device accesses the
network.

The following enforcement policy example shows how the Endpoint Ownernship data tag is
being referenced whenever a device attempts to connect to the enterprise network.
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Configuration » Enforcement » Policies » Edit - BYOD Enforcement Policyl

Enforcement Policies - BYOD Enforcement Policy

LS m

Rules Evaluation Algorithm: (@ Select first match () Select all matches

Enforcement Policy Rules:

Conditions Actions
1.|(Endpoint:Compromised EQUALS True) Jailbreak Portal
2.|(Endpoint:Blacklisted App EQUALS True) Blacklisted Device Portal
3.|(Endpoint:Ownership EQUALS Corporate) Corporate-Issued Access Zone
4.|(Endpoint:MDM Enabled EQUALS False) MDM Enroll
I

Conditions

Match ALL of the following conditions:

Type Name Operator Value i
1.|Endpoint Ownership EQUALS Corporate ﬁ'

!

N

Click to add...|

Enforcement Profiles

Profile Names: [RADIUS) Corporate-Issued Access Zone

Move Up
Move Down
Remove

--Select to Add--

“«

Cancel

Figure 16 - Enforcement Policy - Corporate device

In the event that this flag is set to Corporate by the configured EMM platform, then the
network enforcement profile applied will result in the device being placed in the corporate
access role which grants access to specific application servers and also enables a high level
of Quality of Service (QoS) for these applications. Alternatively, if the flag is set to
Employee, the network enforcement profile applied will restrict access to only essential
internal resources and apply a best effort QoS profile for the user.

Configuration » Enforcement » Profiles » Edit Enforcement Profile - Corporate-Issued Access Zone |

Enforcement Profiles - Corporate-Issued Access Zone

R rone s

Profile:

Name: Corporate-Issued Access Zone
Description:
Type: RADIUS
Action: Accept
Device Group List: -
Attributes:
Type Name Value

1.|Radius:Aruba Aruba-User-Role = corporate-mobile-zone

Figure 17 - Enforcement Profile - Corporate device
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EMM Agent Removed

A common scenario in many EMM deployments occurs when a user either purposely (to
avoid corporate monitoring) or by accident removes the EMM agent or profile from their
device. This results in the device management communication channels being severed and
the ability for the EMM platform to enforce policy to be become marginalized.

The ability for ClearPass to learn via the API integration that the device is no longer under
management allows the administrator to differentiate this device the next time it attempts
to access the enterprise network and redirect it back to the device management portal for
re-provisioning.

The following enforcement policy example shows how the Endpoint EMM Enabled data tag
is being referenced whenever a device attempts to connect to the enterprise network.

Configuration » Enforcement » Policies » Edit - BYOD Enforcement Policy]

Enforcement Policies - BYOD Enforcement Policy

Summary Enforcement m

Rules Evaluation Algorithm: () Select first match () Select all matches

Enforcement Policy Rules:

Conditions Actions
1.|(Endpoint:Compromised EQUALS True) Jailbreak Portal
2.|(Endpoint:Blacklisted App EQUALS True) Blacklisted Device Portal
3.[(Endpoint:Ownership EQUALS Corporate) Corporate-Issued Access Zone
4.|(Endpoint:MDM Enabled EQUALS False) MDM Enroll

)
Match ALL of the following conditions:
Type Name Operator Value i
‘ 1.|Endpoint MDM Enabled EQUALS False b |
[2.]click to add...|

Enforcement Profiles

Profile Names: [RADIUS] MDM Enroll

Move Up
Move Down
Remove

--Select to Add--

«

Figure 18 - BYOD enforcement - endpoint EMM managed

In the event that this flag is set to False by the configured EMM platform, then the network
enforcement profile applied will result in the device being placed in a quarantine state and
redirected to the device management provisioning page. This results in the user being
forced to comply with the corporate policy and place the device back under management if
they wish to access any corporate resources, without any manual intervention from the IT
helpdesk staff.
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Profile Data

The data retrieved from the EMM platform and stored in the Profile database table consists
of a dataset made up of Device Category, OS Family and Device Name as shown in the
screenshot below.

Hostname AndroidSamsung 00086
MAC Vendor Samsung Electronics
Category SmartDevice

0OS Family Android

Device Name Samsung-SGH-T679
Updated At Dec 05, 2012 23:54:58 PST

Figure 19 - Profile database info

The inventory data available from the EMM platforms allows for explicit device type
knowledge such as the Samsung device listed above. Alternatively, relying solely on
passively collected network data would result in the device only being seen as a generic
Android device manufactured by Samsung.

The following sample business rules included below illustrate how the EMM data included
in the device Profile database can be used to enforce network policy decisions and control
the way these devices are admitted onto the network.
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iPad vs iPhone/iPod Network Access

Small screen devices are not always appropriate for the roll out of some corporate
applications. For example, if a customer had deployed a corporate application that is
designed to be accessed via a VDI solution such as Citrix Receiver, the administrator may
wish to restrict use to iPad devices to take advantage of the larger screen. Having
knowledge of the class of device as it connects to the network and being able to
differentiate iPads allows the administrator to open up access to the Citrix server farm and
potentially provide differentiated QoS for the Citrix ICA traffic.

The following enforcement policy example shows how the Profiler Model attribute is being
referenced whenever a device attempts to connect to the enterprise network.

Rules Editor (<]

Match ALL of the following conditions:

Type Name Operator Value i
1.|Endpoint Model CONTAINS iPad o
2.|Endpoint Location EQUALS Corporate o

3. |Click to add...
Enforcement Profiles
Profile Names: |[RADIUS] Citrix Access for iPads |
! Move Up
Move Down
--Select to Add-- :
Cancel

Figure 20 - Network Enforcement - Device Model type

In the event that this attribute contains a reference to iPad as configured by the EMM
platform, then the network enforcement profile applied will result in the device being
placed in the corporate access role which grants access to the Citrix application servers and
also enables a high level of Quality of Service (QoS) for these applications. Alternatively, if
this attribute does not include a reference to iPad as the device name, the network
enforcement profile applied will restrict access to only essential internal resources and
apply a best effort QoS profile.
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Quarantine Device Type

It has become a regular occurrence that vulnerabilities are being discovered on smart
phones and tablets. The open source nature of the Android operating system has provided
arich environment for potential vulnerabilities to be exposed and being able to classify
devices at a granular level allows for administrators to quickly put in place quarantine
rules in the event of a targeted exposure being discovered.

For example in early 2012, a vulnerability in a range of HTC smartphones was discovered
where enterprise 802.1x credentials could be recovered from the operating system from a
rouge application and potentially published remotely via standard Internet access.

Leveraging the EMM inventory data, ClearPass can clearly differentiate between Android
devices from different manufacturers such as Samsung, HTC and Motorola and moreover
leverage knowledge of individual model types of devices if such a granular policy is needed.

The following enforcement policy example shows how the Profiler Device Name attribute is
being referenced whenever a device attempts to connect to the enterprise network.

S—
Configuration » Enforcement » Policies » Edit - BYOD Enforcement Policy §

Enforcement Policies - BYOD Enforcement Policy

L4 — m

Rules Evaluation Algorithm: (o) Select first match () Select all matches

Enforcement Policy Rules:

' Rules Editor °

1.|(E
PRIl Conditions
3.|(E Match ALL of the following conditions:
4.|(E Type Name Operator Value
o | 1. Endpoint Device Name EQUALS HTC PH39100 | @
‘Al T2 ]click to add....
(A
6.|Al
FXB Enforcement Profiles
7:|/(T | Profile Names:
Move Up
8.|(E Move Down
9.|(E Remove
Select to Add—— R
<. Back to Enforcement Policies m m m

Figure 21 - Network Enforcement - device name

In the event that this attribute contains a reference to HTC as configured by EMM platform,
then the network enforcement profile applied will result in the device being placed in a
quarantine state and redirected to a captive portal page informing the user of the potential
vulnerability on their device and advise on remediation steps via software upgrade. For
more information on this vulnerability, please refer to the following article.
http://www.kb.cert.org/vuls/id/763355
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Managing Endpoint Data

The data received from EMM vendors is normalized and stored into the Endpoint database
can be accessed from the ClearPass Configuration > Identity > Endpoints menu option.

Using the Endpoint information in the Endpoint Database you can query the ingested
endpoint information using the following options.

Note: A filter can be created within the Endpoint database to restrict the view of endpoints
to only those populated via the selected/preferred EMM platforms.

Configuration » Identity » Endpoints |
Endpoints 4" Add Endpoint
£ Import Endpoints
& Export All Endpoints
Filter: | Attribute % equals|Source [+] contains M1 =1 = ‘ Go |m Show [20 4] records
# @ MAC Address A Hostname Category 0OS Family Status Profiled

1.(O 00263795c3bb gvernot:Android 4.0.3:PDA SmartDevice Android Known Yes
2.0 0026b0938095 gvernot:iOS 5.1:PDA 3 SmartDevice Apple Known Yes
3.[0 0454534679%4e HTS1:i0S 5.0:PDA SmartDevice Apple Known Yes
4. 045453bofcle pvandellos:iOS 5.1:PDA SmartDevice Apple Known Yes
5(0 1040f3b9bc14 pwilson:iOS 5.1:PDA 3 SmartDevice Apple Known Yes
6.0 1887968dc0e2 pwilson:Android 4.0.3:PDA 5 SmartDevice Android Known Yes
7.0 1lcaba7aba5d3 miadmin:iOS 6.0:PDA 3 SmartDevice Apple Known Yes
8.0 1lcaba7cfb275 amhaskar:iOS 6.0:PDA SmartDevice Apple Known Yes
9.0 1cb0948e4e5a abaheri:Android 4.0:PDA 4 SmartDevice Android Known Yes

10.| O 2002afbfeb32 mikio:Android 4.1:08037270978 SmartDevice Android Known Yes
11.(O 283737c04f6e Known No
12.|0) 28e7cf547f76 syelle:iOS 6.0:4+14043765564 SmartDevice Apple Known Yes
13.|0) 3451¢990384e jmoses:iO0S 6.1:16155133734 SmartDevice Apple Known Yes
14.| () 3451¢9abf930 gvernot_local:iOS 4.3:PDA SmartDevice Apple Known Yes
15.|0 40300438919c slazizi:iOS 4.3:PDA 3 SmartDevice Apple Known Yes

16.| ) 40a6d93311f1 sginevan:iOS 5.0:13017066222 SmartDevice Apple Known Yes

Figure 22 - Example of Endpoint device list

It's important you configure the Filter in the following fashion.

e Filter = 'Attribute’
* Equals ='Source’
e Contains ='as shown in the table below’

Vendor Mobilelron AirWatch ‘son ‘JAMF‘ MaaS360 XenMobile

Use this value MI AIRWATCH SOTI JAMF M360 XenMobile SAP
in the Contains

field
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Supported EMM Vendors s/w Versions

Below are the current EMM vendors supported and the version of ClearPass in which their
support first appeared. Other vendors may be added depending on the market dynamics
and the demand from the field. In addition, though not an EMM solution, Aruba Activate
support is provided to obtain device information about registered access points.

EMM Vendors Minimum Latest ClearPass
Software Software Version
Release Tested
AirWatch 6.2 7.3.0.400 6.0.2 or later
FiberLink MaaS360 4.0 Latest Cloud 6.0.2 or later
JAMF Casper Suite 8.5 9.4.28064.se 6.0.2 or later
Mobilielron VSP 4.5.3 6.0 6.0.2 or later
SOTI MobiControl 9.03 11.01.14221 6.0.2 or later
Citrix XenMobile 8.5 8.6.0 (9.0) 6.2.0 or later
SAP Afaria 7.0 SP4 7.0 SP4 6.4.0 or later
BlackBerry BES10 BES10 6.4.0 or later

Figure 23 - Supported EMM Vendor software levels

Enable / Disable Individual MDM Context Servers

In CPPM 6.4, we added the ability to effectively disable or enable a Context Server. When
adding context-severs they are enabled,it may be pertinent to disable the server for testing.

Note: Only one server for a particular EMM vendor can be active/enabled at the same time.
Using this feature allow you to define multiple say Mobilelron context servers, with one
active and one disabled as required.

Note: When adding new Context servers in CPPM 6.4+ you need to specifically ‘enable’ the
context server as highlighted below.

Add Endpoint Context Server (<]
= e

Select Server Type: | Mobilelron ]

Server Name: l

Server Base URL: [

Username: [ ]
Password: [ | Verify Password: |
Validate Server: [_] Enable to validate the server certificate

|' Enable Server: ("] Enable to fetch endpoints from the server|

Figure 24 - Enabling/Disabling Context Servers
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AirWatch (Acquired by VMware in January 2014)

To configure the AirWatch connector, enter a hostname into the “Server Name” field. This
hostname can be derived as shown in the next paragraph. You typically do not need to alter
the “Server Base URL”. The API Key can be found in the location described later in this
section.

Add Endpoint Context Server o

Select Server Type: airwatch s

Server Name: lEEiﬂEﬁ'as'awmdm-wm |

Server Base URL: https://apidev-as.awmdm.com

Username: APl sy

Password: ssssssssssssnss Vel'lfy Password: eesssccssssccss
API Key: 28 ]

Figure 25 - AirWatch Context Server configuration screen

Note: We have seen that AirWatch instances can be referenced proceeding with either ‘as’
or ‘cn’ characters, i.e. asXXX.awEMM.com or cnXXX.awEMM.com.

Note: The EMM instances that begin with cnXXX typically do not support the API interface
required for CPPM to extract information from the EMM instance.

A foolproof way to determine the appropriate value for “Server Name” is to look in the
AirWatch portal configuration under Menu > System Configuration > System >
Advanced > Site URLs. The value required for “Server Name” is the hostname portion of
the value in the field “REST API URL".

OO OoGTVICE T orar OT 1. TIPS JaPTucy U aninmuiTLoonTT My ovice

SOAP API URL* https://apidev-as.awmdm.com/AirWatchServices

REST API URL*  https:/[/apidev-as.awmdm.com Japi

Peripheral Service URL* https://localhost/

A Notal 11D % lass sl fmmicd Ae ! Aua sal

Figure 26 - AirWatch server name

AirWatch utilizes a variable called the API Key. This is configured within the AirWatch
portal, and must be enabled for CPPM to authenticate itself with AirWatch.

In the AirWatch portal, go to Menu > System > Advanced > API > REST API as shown
below and click the “Enable API Access” checkbox. This API key is leveraged by the EMM
Integration API calls between CPPM and AirWatch to provide an additional level of
authentication over and above the basic HTTP authentication of Username and Password.
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Location Group

Aruba Networks

| System / Advanced / APl / REST}

m Authentication Network Advanced

System
» General
Certificate Authorities Current Setting () Inherit @ Override
Directory Services
Email (SMTP)
Enterprise Integration
Getting Started
Remote Control
SMS | G | Reset
» Advanced
* API
REST API
SOAP API

Enabling APl access would automatically generate the APl key for the Location Group. Re-enabling the APl access after disabling would generate a new APl key.

Enable APl Access & @

Figure 27 - AirWatch portal configuration

The account you use for API access must have either a role of System Administrator or
API Full Access. The role can be changed by creating an administrator-type account (under
Menu > Accounts > Administrators) and setting the role on the Roles tab.

Add / Edit User (%]

Basic Details Roles API Notes
Organization Group Role Passcode Actions
Aruba Networks System Administrator ,’ ®
Aruba Networks L API Full Access | 0] ®

Figure 28 - Enable AirWatch admin account for API access

Finally to allow CPPM to ‘communicate’ with AirWatch, the admin account you’re using
must be enabled to support HTTP authentication for API access to the Air-Watch EMM
platform.

Add / Edit User

Basic Details Roles Notes
Authentication

Figure 29 - Enable AirWatch admin account for Basic Authentication

e

Aruba an HP Enterprise company 27



ClearPass 6.x Tech Note: ClearPass and EMM Integration Guide November 2015 - V5

AirWatch Endpoint Attributes

The CPPM EMM service will normalize data received from AirWatch in the Endpoint
identity database. The table below shows the normalized data attributes that are available
from AirWatch. If there are specific normalized values, those are also shown in the table.

Endpoint Tag Specific Values
Manufacturer Inventory

Model Inventory

OS Version Inventory

ubID Inventory

Serial Number Inventory

Phone Number Inventory

Description Inventory

Source Inventory AirWatch
Ownership Inventory Corporate/Employee/Shared
EMM Identifier Inventory

Compromised Policy True or False
Encryption Enabled Policy True or False
EMM Enabled Policy True or False
Last Check In Policy

Required Application Policy False/Installed/Missing
Blacklisted Application Policy True or False

Figure 30 - AirWatch Endpoints Attributes
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JAMF Configuration

To configure the JAMF connector, enter a hostname into the “Server Name” field. This is
typically jss.jamfcloud.com for cloud-hosted deployments. On premises installations will
differ and will most likely be the local server’s hostname. For the “Server Base URL”, you
will most likely have to add on your customer name or other identifier to form the
complete URL. The value in the ‘Server Base URL'’ field should be the same URL used to
access your JAMF console.

Modify Endpoint Context Server )

| Server Name: jss.jamfcloud.com|
Server Type: JAMF
Server Base URL: https://jss.jamfcloud.com/aruba
Username: T T
Password: eecccccccccccce Verify Password: [eeeccccccccccce

Fetch Computer Records: @I
‘\ Added in CPPM 6:2:0

Figure 31 - JAMF Context Server configuration screen

| Update § Cancel

Note: Starting in CPPM 6.2.0 we added the ability to ingest Computer in addition to the
existing smart-devices that are under JAMF management. To enable this feature select the
‘Fetch Computer Records’ option as shown above in the JAMF endpoint definition.
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JAMF Endpoint Attributes

The CPPM EMM service will normalize data received from JAMF into the Endpoint
database. The table below shows the normalized data attributes that are available from
JAMF, any specific attributes are noted below.

Endpoint Tag Tag Type Specific Values

Model Inventory

OS Version Inventory

ubID Inventory

Serial Number Inventory

Ownership Inventory

Source Inventory JAMF

IMEI Inventory Field only shown for Smartphones
Phone Number Inventory Shown even for Computers
Display Name Inventory

EMM Identifier Inventory

EMM Enabled Policy True or False
Compromised Policy True or False
Encryption Enabled Policy True or False
Blacklisted App Policy True or False
Required Application Policy False/Installed/Missing
Last Check In Policy

Figure 32 - JAMF Endpoints Attributes

Note: While the EMM vendor does not report the Manufacturer, DHCP fingerprinting can
be used to provide this.
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MaaS360 Configuration (Acquired by IBM in December 2013)

To configure the MaaS360 connector, you will need a considerable amount of information.
To start, enter a hostname into the “Server Name” field. This is typically
services.fiberlink.com. You should not need to alter the “Server Base URL”. See the
following paragraph for an explanation of the additional values required.

Add Endpoint Context Server o

Select Server Type:

Server Name:

Server Base URL:
Username:

Password:

Application Access Key:
Application ID:
Application Version:
Platform ID:

Billing ID:

MaaS360

| services.fiberlink.com |

https://services.fiberlink.com

A
v

Verify Password: essscscssscccss

8U:
appdi )
1.0

3

10

Figure 33 - MaaS360 Context Server configuration screen

MaaS360 utilizes multiple attributes over and above basic HTTP authentication as shown
above. The following inputs will need to be configured inside of ClearPass.

* Application Access Key: <Obtained from MaaS360>
* App ID (for App authorized to use MaaS360 services): <your—-network-

domain.com>

* AppVersion: 1.0

e Platform ID: 3

* Billing ID: <Your MaaS360 ID>

Most of the above details will be supplied by Fiberlink, however your Billing ID is visible in
the footer of your MaaS360 portal page ( labeled Account #) as shown below.

Username:lll@arubanetworks.... ||Account# logLast Login: 03/07/2013 10:02 PST
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MaaS360 Endpoint Attributes

The CPPM EMM service will normalize data received from MaaS360 in the Endpoint
identity database. The table below shows the normalized data attributes that are available
from MaaS360. If there are specific normalized values, those are also shown in the table.

Endpoint Tag Tag Specific Values

Type
Manufacturer Inventory
Model Inventory
OS Version Inventory
Phone Number Inventory
Source Inventory MaaS360
Owner Inventory
ubID Inventory
IMEI Inventory
Display Name Inventory
Ownership Inventory
EMM Identifier Inventory
Last Check In Policy
Compromised Policy True or False
Blacklisted App Policy True or False
Required Apps Policy False/Installed/Missing
Encryption Enabled Policy True or False

Figure 34 - Maas360 Endpoints Attributes

Note: Not all endpoint attributes are available for all OS types.
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Mobilelron Configuration

To configure the Mobilelron connector, enter a hostname into the “Server Name” field. This
is typically m.mobileiron.net for cloud-based deployments. On premises installations will
differ and will most likely be the local server’s FQDN. For the “Server Base URL”, you will

most likely have to append your customer name or other identifier to form the complete
Server Base URL.

Note: Use the following URL https://trust.mobileiron.com to check the service status of the
Mobilelron global system operations. You can also subscribe to updates from this portal.

Modify Endpoint Context Server

m Actions
Server Type: Mobilelron
Server Name:
Server Base URL: https://m.mobileiron.net/
Username:
Password: sssssccssssssss Verify Password: sssssessssscess
Validate Server: Enable to validate the server certificate

Figure 35 - Mobilelron Context Server configuration screen.

Aruba an HP Enterprise company 33



ClearPass 6.x Tech Note: ClearPass and EMM Integration Guide November 2015 - V5

Mobilelron Endpoint Attributes

The CPPM EMM service will normalize data received from Mobilelron in the Endpoint
identity database. The table below captures the normalized data attributes from MI.

Endpoint Tag Tag Type Specific Values

Manufacturer Inventory

Model Inventory

OS Version Inventory

uDID Inventory See Note
Serial Number Inventory See Note
IMEI Inventory

Phone Number Inventory

Carrier Inventory

Source Inventory Mobilelron
Owner Inventory

Display Name Inventory

Ownership Inventory

EMM Identifier Inventory

Compromised Policy True or False
Encryption Policy True or False
Blacklisted App Policy True or False
Required App Policy Installed/False/Missing
EMM Enabled Policy True or False
Last Check In Policy

Figure 36 - Mobilelron Endpoints Attributes

Note: UDID and Serial Number are only available for 10S devices.
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SOTI Configuration

To configure the SOTI connector, enter a hostname into the “Server Name” field. This is
typically XXXX.mobicontrolcloud.com for cloud-based deployments. The XXXX portion
will be your specific customer name or other identifier. On premises installations will differ
and will most likely be the local server’s hostname. The “Server Name” field should be the
same hostname you use to access your MobiControl console. No changes are required to
the “Server Base URL” which will be populated from you adding the Server Name.

Modify Endpoint Context Server

| server |
Server Type: SOTI
Server Name: |aruba.mobicontrolcloud.com |
Server Base URL: http: a.mobicontrolcloud.com
Username:
Password: sssssssssssssss Verify Password: ssssecessssccss
Group ID: (optional)
Validate Server: Enable to validate the server certificate

Figure 37 - SOTI Context Server configuration screen

You may have been provided with a Group ID from SOTIL. If you don’t have a Group ID, leave
the field blank. However, on CPPM v6.0.2 the Group ID field is mandatory, just enter
“0000000000” (that’s ten zeros).
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SOTI Endpoint Attributes

The CPPM EMM service will normalize data received from SOTI in the Endpoint identity
database. The table below shows the normalized data attributes that are available from
SOTIL. If there are specific normalized values, those are also shown in the table.

Endpoint Specific
Tag Values
Manufacturer Inventory

Model Inventory

OS Version Inventory

Serial Number Inventory

Phone Number Inventory

Source Inventory SOTI
Ownership Inventory

Display Name Inventory

EMM Identifier Inventory

Encryption Policy True or False
Compromised Policy True or False
EMM Enabled Policy True or False
Last Check In Policy

Required Apps Policy Installed / Missing
Blacklisted Apps Policy True or False

Figure 38 - SOTI Endpoint Attributes
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XenMobile Configuration

To configure the XenMobile EMM integration the Server Base URL is made up of several
components. For cloud deployments there is a concept of a customer instance and this
instance name is referenced twice in the Base URL as shown below:

https://<instance-name>.zc.zenprise.com/<instance-name>/nac

for example. https://aruba.zc.zenprise.com/aruba/nac

Modify Endpoint Context Server (]

Server Name: aruba.zc.zenprise.com
Server Type: XenMobile
Server Base URL: IIhttps://aruba.zc.zenprise.com/aruba/nacI
Username: ZCpu—
Password: escccccccscccce Verify Password: |eeececccccccccss
[ Gancel |

Figure 39 - XenMobile Context Server configuration screen

Note: For on-prem deployment of XenMobile, the concept of a customer instance is no
longer required and the base URL reverts back to default format that includes the
/zdm/nac suffix as shown below:

https://<customer-on-prem-deployment-fqdn>/zdm/nac
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Xenprise Endpoint Attributes

The CPPM EMM service will normalize data received from Xenprise in the Endpoint
identity database. The table below shows the normalized data attributes that are available
from Xenprise. If there are specific normalized values, those are also shown in the table.

Endpoint Tag Specific
Tag Type Values
Manufacturer Inventory

Model Inventory

OS Version Inventory

Source Inventory XenMobile
IMEI Inventory

Ownership Inventory

Serial Number Inventory

Phone Number Inventory

EMM Identifier Inventory

Encryption Policy True or False
Compromised Policy True or False
EMM Enabled Policy True or False
Blacklisted Apps Policy True or False
Required Apps Policy True or False

Figure 40 - Xenprise Endpoint Attributes
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SAP Afaria Configuration

Included in the CPPM 6.4.0 release is support for SAP Afaria as an EMM Vendor,
complementing the existing vendors we support. To configure the Afaria EMM integration,
enter a hostname into the “Server Name” field. There is no specific name formatting for the
HOST FQDN URL. SAP also supports an on-prem VM version of their application, this is
deployed as a VM and there is no SAP appliance based hardware.

To use the Afaria NAC API, the credentials used in the API call need to be mapped to the
specific tenant and they must have the Access Control Role configured.

Modify Endpoint Context Server

m Actions
Server Type: SAP Afaria
Server Name: [aTopin_ s srmgn. covm
Server Base URL: [ T T u——
Username: TenantAdmin2
Password: ecsccsccsccccee Verify Password: [esesesscccssces
Validate Server: (] Enable to validate the server certificate
Enable Server: # Enable to fetch endpoints from the server

Figure 41 - SAP Afaria Context Server configuration screen
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Afaria Endpoint Attributes

The CPPM EMM service will normalize data received from Afaria in to the Endpoint identity
database. The table below shows the normalized data attributes that are available from
Afaria. If there are specific normalized values, those are also shown in the table.

Endpoint Tag Tag Type Specific Values

Manufacturer Inventory

Model Inventory

OS Version Inventory

Serial Number Inventory

IMEI Inventory

Phone Number Inventory

Source Inventory SAP Afaria
Ownership Inventory

EMM Identifier Inventory

Compromised Policy True or False
Encryption Policy True or False
Blacklisted App Policy True or False
Required App Policy

EMM Enabled Policy True or False

Figure 42 - SAP Afaria Endpoint Attributes
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Blackberry Enterprise Server v10

The integration we developed for BlackBerry BES10 server is slightly different than the
other EMM integrations. It’s important to know this was co-developed. The BlackBerry
server runs on top of a Microsoft SQL DB, and the integration involves CPPM making real-
time SQL calls to the BES10 MS-SQL tables. BlackBerry co-operation with Aruba developed
a special MS-SQL view of their underlying tables to allow us to check on a number of
attributes related to enrolled devices. In the example below we show how to make an
Authz call to the BES MS-SQL DB to extract the Ownership of an endpoint and then use this
to drive the role-mapping for a user. A list of the other exposed SQL attributes is shown
later in this section.

We are assuming that you have the BES Server installed. We do not cover the setup or
installation of BES or the enrollment of Devices in BES. Once this has been completed we
recommend the use of the the Microsoft SQL Management Studio Express for SQL-Admin
activities. It can be downloaded from https://www.microsoft.com/en-
ca/download/details.aspx?id=7593

Before you begin the below configuration, we recommend you take a backup of the BES
Database.

BES10 Configuration

Once the SQL Mgmt tool is installed, we need to create the SQL view. At the top of SQL
Mgmt studio you should see a spot where you can select the database. It's a drop down
box. It's probably set to Master. Open up a new query window, Select the drop down box
and select BDSMgmt_UDS, load the script into a new query window and click “Execute”, see
below for how to access this script.

The script will create a view called vw_wifi_mac_device. To test this is working you just
need to run “SELECT * FROM vw_wifi_mac_device” to obtain the data from it. Be careful
as this will select all endpoint records in the DB. If you know the MAC address of a single
device, a better test would be to just query for that device. Use the following SQL to test for
a single device “SELECT * FROM vw_wifi_mac_device WHERE WiFiMac
='00:11:22:33:44:55” [change 00:11:22:33:44:55 to equal your MAC address]. It's a
good test to ensure the above SELECT works as this is a final acceptance test to be certain
the SQL View is installed correctly.

To obtain the SQL source to create the table view contact danny@arubanetworks.com. We
are not generally publishing the SQL at this time, as we want to make sure the CPPM and
BES10 integration are managed successfully.

To check the view has been created successfully, review the following example below on
the left to check the view has been created. Also below on the RHS of the page is a copy of
all of the available fields exposed under the SQL view we have just created. In theory you
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could use any of these fields in processing on Authz check within CPPM. For our
documented example we will only be using the ‘Ownership’ field, not the Owner field.

Connect ~ 33 3'5.;“ BT E $

= [ Databases

= Lﬁ WIN28K-BES\BLACKBERRY (SQL Server 10.50.160 |

[ System Databases
| J BDSMgmt2
= | )] BDSMgmt2_UDS

[ Database Diagrams

[ Tables

= 3 Views

[ System Views
[ dbo.BDS_AuthorizedLicenseV

dbo.BDS_BASTraitsV
dbo.BDS_SSLCertificateV
dbo.BDSLicensingV
dbo.Mumbersy
dbo.SysInfoV
.'j dbo.vw_certificate_resolve
dbo.vw_container_sync_task
7l dbo.vw_container_sync_task_list
Eﬂ dbo.vw_device_enforcement_datz
|Zﬂ dbo.vw_device_statistics
|Zﬂ dbo.vw_devices_to_poke
dbo.vw_feature_bundle_resolve
dbo.vw_feature_resolve
dbo.vw_gatewayactivesync_devic
dbo.vw_group_feature
dbo.vw_group_statistics
.'j dbo.vw_user_auth
dbo.vw_user_container_whitelist
7 dbo.vw_user_device_list
Eﬂ dbo.vw_user_extended
|Zﬂ dbo.vw_user_extended_feature
dbo.vw_user_group_device_featu
1| dbo.vw_user_group_feature
dbo.vw_user_statistics
dbo.vw_variables

=

dbo.vw_wifi_mac_device

[ Triggers

Figure 43 - Checking new SQL is created
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= dbo.vw_wifi_mac_device

= 3 Columns
WifiMac {nvarchar{max), null)
Manufacturer {nvarchar(255), null)
Model (nvarchar(255), null)
0sVersion {nvarchar(277), null)
UDID {nvarchar(255), null)
SerialMumber (nvarchar{max), null)
IMEI {nvarchar(max), null)
PhoneMumber (nvarchar(max), null)
Carrier (nvarchar({max), null)
Owner (nvarchar(255), not null)
DisplayMame (nvarchar(255), not null)
Description {nvarchar{255), null)
Source (varchar(10), not null)
Ownership (varchar(3), null)
EMMIdentifier (int, null)
Compromised {nvarchar(max), null)
EncryptionEnabled (nvarchar({max), null)
BlackListedApp (int, null)
RequiredApp (nvarchar({max), null)
EMMEnabled (varchar(4), not null)
LastCheckIn (nvarchar({max), null)

Figure 44 - All fields exposed in new SQL view
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Connect~ 37 =37 W T (2] &

&l View Properties | vw_wifi_mac_device
[} dbo.vw_device_statistics B B —
[} dbo.vw_devices_to_poke 3 Seript ~ wﬁ Help
[/ dbo.vw_feature_bundle_resolve
dbo.vw_feature_resolve Schema: |dbo
dbo.vw_gatewayactivesync_device - -
dbo.vw_group_feature e e densns
[ dbo.vw_group_statistics View name:  Jvw_wifi_mac_device
dbo.vw_user_auth
dbo.vw_user_container_whitelist Users or roles: Search...
dbo.vw_user_device_list I Name I Type I |
dbo.vw_user_extended L m
dbo.vw_user_extended_feature ch ; cppm il I
dbo.vw_user_group_device_feature
dbo.vw_user_group_feature
[/ dbo.vw_user_statistics
[} dbo.vw_variables
dbo.vw_wifi_mac_device
[ Synonyms
[ Programmability
[ Service Broker
[ Storage
= E ;uijl::rs , Pemmissions for cppm: Column Permissions.
[, cpp ) Explicit |E¥e¢ive|
18, dbo Server Permission | Grantor | Grart | With Grant [ D -
8 quest WIN28K-BES\BLACKBERRY ) . E13)
%, INFORMATION_SCHEMA Connection: BB o A r
8 svs DANNYAdministrator Control dbo 2 - -
[ Roles 27 View connection properties Delete dbo r r r
[ Schemas Insert dbo r | Il
(3 Asymmetric Keys References dbo r - I
L3 Certficates Select dbo r r r
3 Symmetric Keys .
2 Ba Security Take ownership dbo - |l I
= [ Logins Update dbo r r [ ~|
2 _euc noicuocn . )

Figure 45 - Setting Table View security

Above we see some of the SQL-Admin changes we had to make. For our testing we created
a new user that was authorized to the table-view. It's recommended that you consult with
the enduser/customer to ensure that any security/access to the SQL-DB is secured as
required. Our above example is more for the simplicity of our LAB testing.

We created a user ‘cppm’ as can be see above, then we edited the Permissions for the SQL
view and granted all access to cppm. As can be seen below we then used this user ‘cppm’
configured within ClearPass as the Login user to the MS-SQL DB.
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ClearPass Configuration for BESv10

ClearPass configuration requires several steps. The first is to configure and connect CPPM
to the MS-SQL DB we want to access. Configure this under Configuration -> Authentication
-> Sources -> [Add a new source]

As you can see below, add a new SQL source (ensure you select MSSQL on the later),
provide the required IP address, Login Name/Password and leave the Password type as
‘Cleartext’.

|Configuration » Authentication » Sources » Add - bes_v10 |

Authentication Sources - bes_v10

m General Primary Attributes

General:
Name: bes_v10
Description:
Type: Sql
Use for Authorization: Enabled

Authorization Sources:

Primary:
Server Name: 10.2.100.122
Port (Optional): 1433
Database Name: BDSMgmt2_UDS
Login Username: cppm
Login Password: Hokrokokokokok
Timeout: 10
ODBC Driver: MSSQL
Password Type: Cleartext
Attributes:
Filters : 1. select count(ownership) nummac from vw_wifi_mac_device where wifimac='%<{Connection:Client-Mac-Address-Colon}' and

ownership="'Corporate’'

Figure 46 - Adding a the BES10 SQL database into ClearPass

Within the Attributes Tab, you need to take particular care of the configuration. Create a
filter and add a field-name. I suggest you follow my guidance below but you may want
multiple fields or want to call your fields by another name. Be aware as some of the fields
you create are referenced in other places so making changes can cause additional issues.

Configure Filter

Configuration

Filter Name: corpdev

Filter Query: 'select count(ownership) nummac from vw_wifi_mac_device where wifimac='%
{Connection:Client-Mac-Address-Colon}' and ownership='Corporate’

Name Alias Name Data type Enabled As i
1.|nummac corporate Integer Role, Attribute i
2. Click to add...

Figure 47 - Creating the SQL filter to 'grab’ data from the BES10 MS-SQL view
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Below [ have added the actual SQL Query that you need to paste when creating the Filter
above. Again note the field nummac, which I also used in the filter. The key to the below is
the use of the Connection namespace. We grab the MAC address in colon format. All of the
MAC addresses in the BES10 DB are stored in colon format, so the below is taking the MAC
from the incoming RADIUS auth and using this to lookup the endpoint in the BES10 DB. The
other important thing to be aware of from the below is we are also grabbing the ownership
of the endpoint. As we discussed there could be other attributes you want to check in the
BES10 DB but hopefully the example here provides enough information for you to
expand/modify as required.

select count (ownership) nummac from vw_wifi mac_device where
wifimac='%${Connection:Client-Mac-Address-Colon}' and
ownership="'Corporate'

Figure 48 - CPPM SQL Query to check on MAC address and grab Ownership attribute

Now that we have the BES10 SQL-DB defined and the SQL Query setup in CPPM we can
now use these attributes/fields within our Service Policy. The process to use the BES10
context in our example is to examine the Ownership of the endpoint. By this we want to
make a role mapping decision based upon if the endpoint is enrolled within BES and the
ownership is Corporate. By this we know the user is using a Company provided Smart-
Device and as such we can assign network privileges accordingly.

|Configuration » Identity » Role Mappings » Edit - BES-corporate|

Role Mappings - BES-corporate

m Policy Mapping Rules

Policy:
Policy Name: BES-corporate
Description:
Default Role:

Mapping Rules:
Rules Evaluation Algorithm: First applicable

Conditions Role Name
1.‘ |(Authorization:bes_le:corporate 1)I BES-Corporate

Figure 49 - Assigning a role to the session based upon the BES lookup

The above role-mapping is using the BES10 DB to perform an Authorization lookup. We
check above in our SQL Query for the MAC being present AND the Ownership being set to
Corporate. If both of these check are true then we will return a value of ‘1’ else a value of ‘0.
Our role mapping above checks for a 1 being returned by the SQL Query and sets a Role of
BES-Corporate.

Your logic can and will likely differ.
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Note: Remember to add the SQL Auth source to the actual Service Policy you will process
this under

|Conf|gurat|on » Services » Edit - MLC Service |

Services - MLC Service

Summary Service Authentication Authorization Roles Enforcement

Authorization Details:

Authorization sources from which role mapping attributes are fetched (for each Authentication Source)
Authentication Source Attributes Fetched From

win28k [Active Directory]

1. win28k [Active Directory]

2. [Local User Repository] [Local SQL DB]

[Local User Repository] [Local SQL DB]

Additional authorization sources from which to fetch role-mapping attributes -

8]
bes_v10 [Generic SQL DB]

View Details

| --Select to Add--

Figure 50 - Remember to add the BES10 as an Authorization source
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Globo GO! Enterprise v3.9.2

The integration we developed for Globo GO! Enterprise is slightly different than the most of
our other MDM/EMM integrations, it does follow a similar framework we recently
completed for BlackBerry in that we are querying an underlying SQL DB and using this as
an Authz source when processing the users network-access. It’s important to know this
solution was co-developed with Globo and has their approval.

The Globo GO! server runs on top of a Microsoft SQL DB, and this integration involves
CPPM making real-time SQL calls to the MS-SQL tables. With the co-operation of Globo we
have been able build/test and document a few common integration use cases. In the two
examples that follows we show how to make an authz call to the MS-SQL DB to extract the
Ownership of an endpoint and then use this to drive the role-mapping for a user, and
separately how to check on the device being jailbroken. These being just two simple but
common request to utilize the device context which Globlo Go! has as an authorization
source for the users device.

We are assuming that you have the Globo GO! Server installed. We do not cover the setup
or installation or the enrollment of Devices in Globo GO!. Once this has been completed we
recommend the use of the the Microsoft SQL Management Studio Express for SQL-Admin
activities. It can be downloaded from https://www.microsoft.com/en-
ca/download/details.aspx?id=7593

Note: We make the assumption that the Globo GO! Enterprise software is deployed, we
provide no installation/configuration guidelines for the deployment and configuration of
the Globo product.

Note: Globo has not performance tested this integration and therefore any Customer

should have their DBA closely baseline this process before and after integration to ensure
general SQL performance is not negatively impacted.
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Globo Configuration

Following on from the installation of the MSFT SQL Mgmt Studio we must complete some
additional network specific configuration changes to allow CPPM to access the SQL DB.

Load the SQL Server Configuration Manager, and then there are several checks and changes
we need to make to complete the configuration.

= Sql Server Configuration Manager
File Action View Help

ez E= H

‘@ SQL Server Configuration Manager (Local) Protocol Name Status TCPAP P : 2
B SQL Server Services ) . . ¥~ Shared Memory  Enabled S
.El sQL Sen{er Ne'twork Conflgl.natlor"l (32b|t)' ¥~ Named Pipes Disabled m; e
> % SQL Native Client 11.0 Configuration (32bit) I?=TCP/IP o I - L |
a4 S0L Server Network Configuration Bl General
& Protocols for SQLEXPRESS Enabled |
4 2 SQL Native Client 11.0 Configuration Keep Alive 30000
£, Client Protocols Listen All Yes
2 Aliases
Enabled
Enable or disable TCP/IP protocol for this server instance

Figure 51 - SQL Server Configuration Manager

Select the ‘SQL Server Network Configuration’, expand that, select the ‘Protocols for....’
And double-click on “TCP/IP’.

Under the Protocol Tab on TCP/IP Properties - ‘Enabled’ & ‘Listen All’ are set as Yes, if
either/any are set to No, click on the box, select Yes and hit Apply at the bottom.

TCP/IP Properties ”
P Addresses:
B General
Enabled Ves

Keep Alive 30000

Figure 52 - Setting Listen All to 'Yes'
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Next click on the IP Address Tab............

TCP/IP Properties ?
Protocol
B 1p1 A
adive | ~|
Enabled No
IP Address fed0::3c90:94fe:7830:44f4%:3
TCP Dynamic Ports 0
TCP Port
S T
Active Yes
Enabled Yes
IP Address 10.2.100.119
TCP Dynamic Ports 0
TCP Port 1433
B ip3
Active Yes
Enabled No
IP Address a1
TCP Dynamic Ports 0
TP Dart g
Active
Indicates whether the selected IP Address is active.

Figure 53 - Setting the TCP Port to '1433' and disable Dynamic Ports

Under the IP Address Tab there will be multiple entries based upon the number of
physical interfaces on the server, and additionally the [Pv4 and IPv6 interfaces. We are
specifically interested in setting the configuration for the IP address that you want
ClearPass to communicate with. In the above, we are interested in the highlighted interface
with IP address 10.2.100.119. We have set the TCP Dynamic Ports to ‘0’ that's a zero and
hard-configured the TCP Port to listen on port 1433. Again ensure the interface in question

is Active and Enabled.

Note: Consider that you may have to amend the Server firewall to allow SQL traffic through
[TCP port 1433], whilst testing and to remove additional complication during this stage we
recommend you consider disabling the server firewall to remove the potential of additional
complications and then once the process of the CPPM integration is complete you re-visit
the firewall configuration issue.

The final step we need to perform for the Globo configuration is to ensure we have a user-
id configured in the MSFT SQL DB that can be used by CPPM to query the underlying tables.
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Load the MSFT SQL Serer Management Studio, expand the Databases and under

Security, expand Login........ then right-click on Logins to create a New Logins......
5 Login Properties - cppmsql - O
Sefecta pege B script ~ 74 Heip
j} Server Roles
A7 User Mapping Login name: cppmsgl Search
122 Securables S
12 Status e TR

I ®: 5GL Server authent :E:i'l
Password: sesssssssssscee
Confimm password: ssscscsccscsene

[T] Specify old password

Enforce password policy
Enforce password expiration

Connech [C] Map to Credential

Server: Mapped Credentials Credential Provider
WINDOWS-GLOBO"SQLEXPRE!

Connection:
Windows-Globo*admin

# “iew connection properties

Ready Default database: N

Default language:

Figure 54 - Creating a user in the MSFT SQL DB

A few settings are required, I've documented how I set this up to work in my LAB, your SQL
DB-Admins may have a different preferred approach.

Ensure you choose ‘SQL Server authentication’, de-select ‘User must change password
at next login’, and set the Default database to ‘MDM’. Under ‘Server Roles’ below check

‘public’ is selected.

Login Properties - cppmsq|
S Scipt v [ Help

Server role is used to grant server-wide security privileges to a user.

Server roles:
[] bulkadmin
[] dbcreator
[] diskadmin
[ processadmin
LLv[ public §

|| securityadmin
[ serveradmin

Figure 55 - Check SQL Server Roles
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Under the User Mapping, ensure you set up the options for the ‘MDM’ database set as
shown below..........

Login Properties - cppmsql - =
58 Script v [ Help

sters mapped to this login: ] )

Map ___________ Database User Default Schema \

i [] i master

| MDM cppmsgl dbo | []

[ model
O msdb
O tempdb

Figure 56 - Configure User Mapping

After creating the user, we nee d to make a couple of final changes in the Security/Users
section for our user, ensure that for Owned Schemas & Membership that db_owner is
selected.

Object Explorer ~ 1 X}l SQLQuery2.sql - Wl...-Globo\admin (52))* X
Connect~ 34 3J m 7 2] .5
= & WINDOWS-GLOBO\SQLEXPRESS (SQL Server 11.0.211 A

= [ Databases
[C3 System Databases

Database User - cppmsql

Selecta page B sorpt v [ Help

# General

= [J MDM Schemas owned by this user:
[ Database Diagrams E
4 Tables 127 Bxtended Properties db_accessadmin
[ Views

3 Synonyms db_backupoperator
+ y

C db_datareader
3 Programmability _ ‘
C db_datawrit
[_3 Service Broker _datawriter
db_ddladmin
db_denydatareader

[ Storage
= [3 Security
; ;— Users | db_denydatawriter

(A cppmsql
(A&, dbo
(A globoadmin
|8, guest
|8, INFORMATION_SCHEMA

Figure 57 - Check Security setting for user
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ClearPass Configuration for Globo GO!

The first thing we have to do on ClearPass is define Globo Go! as an authentication source,
go to Configuration->Authentication->Sources-> Add provide a name and click Next.

Confiquration » Authentication » Sources » Add

Authentication Sources

m Primary Attributes Summary

Name: [ |
Description: -- Select --

Active Directory j

| Generic LDAP |

Type: v Generic SQL DB \
Use for Authorization: Kerberos o also fetch role ma
Authorization Sources: Okta

RADIUS Server Remove

Static Host List " View Details |

Token Server

f -- Select -- v

Figure 58 - Adding a Globo as an SQL Authentication source

Next you need to add the Globo GO! Server IP address, the port we will use that we fixed
previously, the DB Name [always MDM], the Username /Password we set up inside of SQL
previously and then ensure you select MSSQL as the ODBC Driver, finally ensure you leave
the Password as Cleartext.

"Configuration » Authentication » Sources » Add} globo-mdm

Authentication Sources - globo-mdm
Summary General m Attributes
Connection Details
Server Name: [10.2.100.119 ]
Port (Optional): 1433 (Specify only if you want to ove
Database Name: [MDM ]
Login Username: |globoadmin ]
LOgin PaSSWol‘d: [oooooooooooo..o }
Timeout: PostgreSQL
. Oracle 11g !

ODBC Driver: oussa 3
Password Type: | Cleartext ) |

Figure 59 - Defining the Globo Go! SQL Database
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The next section is the most critical and prone to errors, so take special care when creating
the next few steps. We have provided below two SQL filters which we will use later to
process an Authz against a users Authentication. This is a brief list of the two filters many
other possible filters can be created once the correct tables structure is understood.

|Configuration » Authentication » Sources » Add|- globo-mdm

Authentication Sources - globo-mdm

Summary General Primary Attributes

Specify filter queries used to fetch authentication and authorization attributes

Filter Name Attribute Name Alias Name Enabled As i)
1.|liability nummac liability Attribute [ o
2/[rootjailbroken rootjailbroken rootjailbroken Attribute = o

Figure 60 - Summary of the two SQL Filters

The first filter is used to check on whether a device that is authenticating on the network is
actually enrolled as a Corporately Owned and enrolled device in the Globo Go! MDM. We
use the Mac-Address from the in-coming RADIUS Request to go and make a SQL call. If we
find a record i.e. COUNT>0 then the device exists and is Corporately Owned, this is flagged
by Liability=2. Ensure you create the filter as defined below.

|
Configure Filter o
Configuration
Filter Name: liability
Filter Query: }SELECT COUNT(DeviceStatistics. WiFIMAC) nummac FROM Devices INNER JOIN
DeviceStatistics ON Devices.DeviceSAKey = DeviceStatistics.DeviceSAKey
WHERE Devices.Liability = 2 AND DeviceStatistics. WiIFIMAC = "%{Connection:Client-Mac-
Name Alias Name Data type Enabled As i
1.|nummac liability Integer Attribute i
2.|Click to add...

Figure 61 - Filter to check on Device Enrollment and being Corporately Owned

You can copy the below SQL into your Filter Query to minimize errors.

SELECT COUNT (DeviceStatistics.WiFiMAC) nummac FROM Devices INNER JOIN
DeviceStatistics ON Devices.DeviceSAKey = DeviceStatistics.DeviceSAKey
WHERE Devices.Liability = 2 AND DeviceStatistics.WiFiMAC =
'%{Connection:Client-Mac-Address-Colon}"'

Figure 62 - SQL to track device enrollment and Corporate ownership
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The second filter is used to check on whether a device that is authenticating on the network
is jailbroken and an enrolled device in the Globo Go! MDM. We use the Mac-Address from
the in-coming RADIUS Request to go and make a SQL call. If we find a record i.e. COUNT>0
then the device exists and is NOT Jailbroken, this is flagged by JailBrokenDevice =0. Ensure
you create the filter as defined below.

Configure Filter o
Configuration
Filter Name: rootjailbroken
Filter Query: SELECT COUNT(WIiFiMAC) rootjailbroken FROM DeviceStatistics WHERE JailBrokenDevice = 0
ND WIFIMAC =
'%{Connection:Client-Mac-Address-Colon}' )
Name Alias Name Data type Enabled As in
1.|rootjailbroken rootjailbroken Integer Attribute i
2.|Click to add...

Figure 63 - Filter to check on a device enrollment and not being Jailbroken

You can copy the below SQL into your Filter Query to minimize errors.

SELECT COUNT (WiFiMAC) rootjailbroken FROM DeviceStatistics WHERE
JailBrokenDevice = 0 AND WiFiMAC = '${Connection:Client-Mac-Address-
Colon}'

Figure 64 - SQL to track device enrollment and Jailbroken status

Now we have defined the above two example filters we can use and reference these in our
role-mapping process shown below to set a role for the user which could then be enforced
via a standard enforcement policy.

Configuration » Identity » Role Mappings » Edit - globo-authz-checks|

Role Mappings - globo-authz-checks

Policy Mapping Rules

Policy:
Policy Name: globo-authz-checks
Description:
Default Role: [Guest]

Mapping Rules:
Rules Evaluation Algorithm: First applicable

Conditions Role Name
1. (Authorization :gIobo-mdm{IiabiIity 1) Corporate-Owned
22, (Authorization:globo-mdmirootjailbroken 1) rooted

Figure 65 - Role-mapping using the authz results

This completes the section covering ClearPass and Globo Go! MDM integration.
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CPPM & MDM/EMM SCEP Setup

This feature introduced in CPPM 6.3 provides for a 3rd party gateway to send Simple
Certificate Enrollment Protocol (SCEP) requests to the ClearPass Onboard CA to automate
the enrollment provisioning process and leverage certificates for advanced user
authentication. Primarily we have tested with EMM vendors as the SCEP client (Proxy).

CPPM SCEP Configuration

Configuring the SCEP Server functionality on CPPM is very simple. We are assuming you
already have configured a Certificate Authority (CA) for Onboard. Initially when we added
the proxy-enrollment process we provided for just SCEP based enrollment. In CPPM 6.4 we
added support for Enrollment over Secure Transport (EST), a new comprehensive and
more secure method of obtaining certificates than previous approaches, such as SCEP.

For CPPM 6.4, enable this within the Onboard CA Guest -> Onboard -> Certificate
Authorities. Take special notice of the SCEP/EST URL that will be used on the SCEP/EST
proxy server. Set a strong-shared SCEP/EST password.

| SCEP & EST Server|
ese options control access to the SCEP server for this CA.

L\_II Enable access to the SCEP and EST servers
Allows this CA to issue tls-client certificates via SCEP and EST

SCEP & EST Server:

SCEP URL: http://CPPM-MDM/guest/mdps_scep.php/1
EST URL: http://CPPM-MDM/.well-known/est/ca:1

* .
SCEP & EST Secret: Shared secret that SCEP and EST clients must supply.

* .
SCEP & EST Secret: Shared secret that SCEP and EST clients must supply.

Figure 66 - Configuring SCEP & EST in CPPM 6.4

In releases prior to 6.4 the SCEP server was enabled in Guest -> Onboard +Workspace ->
Initial Setup -> Certificate Authorities. Take special notice of the SCEP URL that will be
used on the SCEP proxy server. Set a strong shared SCEP password.

|SCEP Server|

These options control access to the SCEP server for this CA.

 Enable access to the SCEP server
Allows this CA to issue tls-client certificates via SCEP

SCEP Server:

[SCEP URL: http://one60/guest/mdps_scep.php/1 ]

* .
SCEP Secret: Shared secret that SCEP clients must supply.

* .
SCEP Secret: Shared secret that SCEP clients must supply.

Allowed Access:
4
Enter the IP addresses and networks from which logins are permitted.

Denied Access:
4
Enter the IP addresses and networks that are denied login access.

Figure 67 - Configuring SCEP Server in CPPM 6.3
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EMM SCEP Configuration

Configuration within the EMM portals differs as vendors have differing frameworks and
workflows. We will enhance this section as we document the workflows of other vendors.

AirWatch SCEP Configuration

Creating the SCEP server and template is the first step, this template has to be included in a
profile that will be pushed to the managed device. AirWatch has an interesting model for
scoping which devices should get which profile (employee owned vs corporate, device type,
os version etc). To complete the configuration you must have Admin credentials sign on.

Configure SCEP in AirWatch

From the LHS nav bar, go Groups & Settings, All Settings, System, Enterprise
Integration, Certificate Authorities...... then you need to add a new CA, this will be the
CPPM OnBoard CA you configured previously.

System System / Enterprise Integration / Certificate Authorities
Getting Started
Branding
v Enterprise Integration Request Templates
Enterprise Integration
Services
—

Figure 68 - Adding a NEW CA (SCEP) Server in AirWatch... partl

Certificate Authority - Add / Edit

Name* | cppm-scep-test

Description cppm-scep-test

I Authority Type* | Generic SCEP |

«

SCEP Provider Basic

«

1
|SCEF’URL [http://FQDN_CPPM_node/guest/mdps_scep.php/1I ]

Challenge Type (@) Static () No Challenge @

Pre-shared key I Static Challenge aw.bﬁﬂﬁ.l»zil

Figure 69 - Adding a NEW CA (SCEP Server) in AirWatch... part2

Note: At the bottom of the configuration screen is an the option to TEST CONNECTION... In
our testing this option never worked. See a section later for generating a test scep request.

Save and Add Another Template Test Connection Cancel
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Next we create a Request Template, notice the highlighted box below on the RHS......

System System / Enterprise Integration / Certificate Authorities
Getting Started

Branding
v Enterprise Integration Certificate Authorities XE[IESR)INERES

Enterprise Integration

SerV|.c.es _ Io Addl Certificate
| Certificate Authorities | Authorit

Figure 70 - Adding a NEW Request Template in AirWatch

When creating the Request template, ensure that for the Certificate Authority, you choose
from the drop-down the CA you just configured in the previous step. The Common Name in
our example is set to use ‘EnrollmentUser’, this effectively creates the client-certificate
with the CN equal to the user name as shown below.

Certificate Template - Add / Edit

Name* | cppm-scep-testing
Description cppm-scep-testing

Certificate Authority* cppm-scep-test

Issuing Template

«

Subject Name* I CN={EnrollmentUser} u

Private Key Length* 2048

Private Key Type* Signing O Encryption @ o

Automatic Certificate Renewal O 0

«

Publish Private Key ~ —
BK)

Figure 71 - Setting the Certificate Template to use the Onboard CA and CN=User

After creating the above, we need to create or change our platform profile that will be
applied to the managed devices.

Create: If you need to create a new Profile follow these steps, go to Devices, Profile, List
View, Add [Choose relevant device platform]

7\\\
airwatch console @ Aruba Networks ¥

Devices » Profiles »

List View

O Upload @ BulkImport

Status

Devices
Active

Figure 72 - Adding a platform profile
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Choose the required template.....

Add Profile

Select a platform to start:

Y 4 ¢

I NS > etV
W

Android Apple iOS Apple Mac OS X Apple TV BlackBerry

: symbien f“rr: ¢
BlackBerry 10 QNX Symbian Windows Mobile windows Phone
i (| | (| |
I
Windows Phone 8 windows 8 /RT Windows PC

Figure 73 - Many different Platform templates supported

Depending on the platform you are configuring different options exist based on the
template previously choosen. Be aware that a lot of the supported platform templates do
not support SCEP. Only i0S, MAC OSX and Windows 8 support SCEP on the AirWatch
platform. When configuring SCEP you are able to choose the CA and Certificate templates
configured previously. Be sure to select in the ‘General’ option which you can see in red
below the required Smart Groups this SCEP profile will apply to. You may have to create a
new Smart Group.

Note: Devices should be added to the correct SmartGroups after/during the enrollment
process.

Add a New Apple iOS Profile

General

SCEP

Credential Source Defined Certificate Authority v

A, Passcode
© Restrictions
= Wi-Fi [+

VPN

Certificate Authority* cppm-scep-test 4

Certificate Template* (cppm-scep-testing 3)

B

53 Email
3 Exchange ActiveSync
LDAP
[3] calbav
[£] subscribed Calendars
=] cardpav
2% web Clips
Credentials
Global HTTP Proxy
L:‘ Single App Mode

@ content Filter

Figure 74 - Setting policy configuration, SSID, Passcode, SCEP Etc.
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For the testing we created a Smart Group (ios-scep-test) and assigned a device to this
group. This was the group we selected in the ‘General’ section above. Notice below that
once the profile has been saved and applied its shows as pending whilst the SCEP request is
serviced by CPPM.

Devices »
[Fp——— © Query @@ Send f Lock w More 08/15
iPod Touch 4th Gen (16 GB) | 7.0.4 | Ownership: Employee Owned Receatls:
Summary Compliance Profiles Apps Content Location User More ¥
Last Scan: Friday, August 29, 2014 5:50 PM Search List G (=3
Status Name Type Description Organization Group

Copy - Multi Test

Automatic

Aruba Networks

Install Profile

(/] ios-scep-test Automatic iso-scep-test Aruba Networks (- 2B |
Multi Test Automatic Aruba Networks ()
(V] VIAVPN Automatic VIAVPN to TM Lab Aruba Networks O x
o Web Clip for Arubapedia Automatic Webclip payload to link to Arubapedia Aruba Networks 9 »®
Items 1-50f 5 Page Size: | 20 j

Figure 75 - SCEP request sent to CPPM for processing

On CPPM, you can see that a tls-client certificate was created upon receiving this request
from AirWatch. For the testing we created a new CA (SCEP_TEST-CA) within CPPM to
handle SCEP.

@ Quick Help [l Columns
Certificate Authority: SCPE_TEST-CA
Certificate Type: | TLS Client
Filter:

Serial Device
Common Name Certificate Authority Number Type Valid From Valid To Type
£-] danny648092411 SCPE_TEST-CA 5 2014-09-25 23:21:32400  2015-09-25 23:51:32400  [Z=] None
Showing 1 - 1 of 1
' Refresh 1

10 rows per page  *

Figure 76 - SCEP request on CPPM, client TLS cert created

Note: Pay attention to the Common Name of the certificate created, “danny648092411”
above by the SCEP request. This appears below in the iPAD Device Identity Certificate.
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On the iPAD Client we see the device identity certificate installed succesfully.......
iPad = 16:51 7 % 91% =)
Settings < Profile AirWwatch MDM/V_4
X ) MDM Settings
Display & Brightness @ URL: https://apidev-ds.awmdm.com
DeviceServices/AppleMDM/Processor.aspx
Wallpaper
Sounds ‘WI-FI NETWORK
WiFi (1)
B Passcode @ Network: ios-scep-test
Encryption: Match Network Encryption
m Privacy
WEB CLIP
Web Clip
iCloud @ URL: https://arubapedia.arubanetworks.com
jump.danny@gmail.com Label: Arubapedia

© s

iTunes & App Store
DEVICE IDENTITY CERTIFICATE

danny648092411
. Issued by: ClearPass Onboard Local Certificate
) vai. Contacts, caencirs | @) 10 S
Expires: September 25, 2015
Notes
Reminders CERTIFICATES (2)
2B0C A 73221D26F8A02AF498|
Messages E6379
| FaceTime 2B0C9593A2965F73221D26F8A02AF498E24E6379
Expires: September 23, 2019
=1 Maps AirWatch Device Root
@ Issued by: AirWatch Device Root
@ Safari Expires: March 8, 2042
SIGNING CERTIFICATES
Music *.awmdm.com
Issued by: Go Daddy Secure Certification Authority
Videos Expires: September 30, 2016

Go Daddy Secure Certification Authority
Issued by: Go Daddy Class 2 Certification Authority
Expires: November 15, 2026

Photos & Camera

LA 1
e e

iBooks

Figure 77 - Certificates etc. installed successfully on the iPad

Note: Take notice of the device identity certificate (danny648092411) above installed on
the iPad. This matches the Onboard client cert that was created and shown previously.

Within the AirWatch console you can also see the confirmation messages of the above
process go to Accounts -> Users -> List View [click on your user] and it will show the
activity for this user. Below can be seen the Profile etc. being installed

Enrolled Devices

User Details

Enrollment Status Al %] Compliancestatus [AI % SearchUst e
Last Seen Friendly Name C/E/S  Platform os Model Enrollment Compliance
Devices
A 26m Danny's iPad mini E Apple 800  iPad Mini (32 GB Whi... Enrolled Compliant
. Items 1-1 of 1 View Full Device History
Activity
Event Log

Terms of Use Recent Activity

Category | All : Search List (=1
Severity Date/Time Friendly Name Event Event Data
£ Notice 9/25/2014 11:36 AM Danny's iPad mini Install Profile Confirmed Profile : ios-scep-test
A, Notice 9/25/2014 11:36 AM Danny's iPad mini Install Profile Requested Profile : ios-scep-test

Figure 78 - AirWatch console messages
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Airwatch/SCEP-Server/Endpoint Dataflow

The data flow shown below is important to understand. Once the Endpoint has had its SCEP
configuration applied it makes a calls to the SCEP Server. The SCEP request comes directly
from the Endpoint to ClearPass. The data is returned directly to the device as shown below.

1 Device registers
with Airwatch

<Provisioning Profile / APIs

Airwatch delivers the
2 SCEP profile you created

a ; ‘ e .

( ClearPass Policy Manager Mol
Certificate Endpoints —_— E
Authority DB

(- MDM ol
[ Endpoint
Connect
— b Devices
A

\ Device communicates
directly with SCEP CA

5 Device request CPPM CA
create a client TLS cert

Lemmmm SCEP ----- > 6 Onboard CA creates cert and
sends it directly to the endpoint

Figure 79 - Airwatch SCEP workflow enrollment with ClearPass CA

Generating a SCEP Test Request in Airwatch

Airwatch provides a very useful tool for generating SCEP request. From the LHS nav bar, go
to Groups & Settings, All Settings, Admin, Troubleshooting, SCEP Certificate Tool as
shown below in the SCEP Cert Tool Ul. Ensure you select the correct CA and Certificate
Template before you generate the SCEP request to the ClearPass Onboard CA by clicking on
the ‘Test Certificate Retrieval’. If this is successful then you will see a returned test
certificate in at the top of the screen, this can be clearly seen below in green text.

@ Aruba Networks ¥

System Admin / Troubleshooting / SCEP Certificate Tool

Devices & Users

Seri : 0D; Fri ; Effective Date: 10/6/2014 2:40:27 PM; Expiry Date: 10/6/2015 3:10:27 PM; Issuer: E=21519357-dd56-4270-acaf-
A f5aaf0e191a9@example.com, CN=ClearPass Onboard Local Certificate Authority (Signing), O=Aruba Networks, L=Sunnyvale, S=California, C=US; Subject: CN=
PPs {EnrollmentUser}; Thumbprint: 5F19488637A9DF7E4CBB89151653821ADEBOC4DA; GetKeyAlgorithm: 1.2.840.113549.1.1.1
Content Certificate Authority® cppm-scep-test(danny)
Email Certificate Template* | cppm-scep-testing(danny)
SCEP Challenge Get Challeny
Telecom et Chalenge
Admin Test Certificate Retrieval

» Console Security
Data Purging
Cloud Services
Diagnostics
Events

v

v

Licenses
Monitoring
Scheduler
Settings Management
Storage
~ Troubleshooting
Web Console Log
Directory Connectivity
Content Delivery Settings

v

Figure 80 - Generating an Airwatch SCEP test request
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Mobilelron SCEP Configuration can provision certificates onto the many platforms
via SCEP-PROXY. They support SCEP enrollment for iOS, Google Android, Windows Phone
8, and Windows 8.1 RT/Pro (though there are some additional steps for Windows devices).

Note: Mobilelron currently does not support EST, we understand it is under investigation.

Different vendors support/implement differing workflows for SCEP enrollment, Mobilelron
support a couple. One allows the SCEP enabled mobile device to communicate and enroll
directly with CPPM whilst the other ‘forces’ the enrollment through the Mobilelron VSP
platform. Whichever workflow you take is controlled by whether or not you select the
“Enable Proxy” check box in the SCEP setting in VSP. If you select Enable Proxy,
Mobilelron Core will proxy the request to CPPM. If you uncheck that box, the device will
attempt to access the server directly. Our advice is to always use the proxy, because you
can allow enrollment from outside the network (e.g. 3G/4G/LTE) and not have to expose
the SCEP server to the Internet (which is not a recommended design).

Configure SCEP in Mobilelron

So to create the SCEP configuration from the VSP console..... Go to Policies & Configs ->
Configurations -> ‘Add New’ -> SCEP... then fill in the template as in the next screen shot.

N\ Mobile USERS & DEVICES APPS = POLICIES & CONFIGS = SETTINGS LOGS & EVENTS
ADMIN PORTAL
Dashboard Configurations Policies Default Policies ActiveSync Policies Compliance Actions
Add New ¥ Labels: | All-Smartphones v Search by User yol
[[] Name 4 Android b | Bundle/Package ID Description # Phones Labels WatchList Quarantined

Exchange cppm-test ]

cpi 0 0
[: S Email This CA certificate is used... 0 0 0
B s s.| wifi SCEP setting used fori0... 0 0 0
O s Al ven Auto-created WEBCLIPs... 0 0 0
[ s se A..] AppConnect > Auto-created SCEP settin... 2 ios 0 0
O s Cartificatns Default MDM profile fori... 2 0S X, i0s 0 0
[ s CA Cer.. This CA Certificate is distr... 0 0 0
O s AET occ@Work Auto-created Windows A... 0 (] ()
[ s . Auto-created WEBCLIPs... 0 0 0

Web@Work

O sy Auto-created SCEP settin... 0 ()} ()

“l iosand0OSX

Windows Phone b

Figure 81 - Configuring SCEP on Mobilelron ... partl

We have set the below SCEP configuration such that the Subject for the certificate will be
the UserID. We can also set a multitude of additional parameters that will be passed in the
SCEP request sent to CPPM. Below is a list of the supported variables in Mobilelron. In
Figure 59 below we have chosen several values to be include in the SCEP request that is
sent to CPPM for the creation of the certificate. We selected the Common name (CN) to be
that of the User Name, additionally we selected some fields for the Subject Alternate Name
(SAN). You can select the CN and SAN fields as required.
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SCEP Subject Alternative Name Value

Enter value like $EMAIL$, $USERIDS, $FIRST_NAMES,
$LAST_NAMES, $DISPLAY_NAMES, $USER_DNS,
$USER_UPNS$, $USER_LOCALES, $DEVICE_UUIDS,
$DEVICE_UDID$, $DEVICE_IMSI$, $DEVICE_IMEIS$,
$DEVICE_SN$, $DEVICE_MACS, SUSER_CUSTOM1$,
$USER_CUSTOM2$, $USER_CUSTOM3$,
$USER_CUSTOM4$, $NULLS or any custom format like
$USERIDS:$EMAILS or $USERIDS_$EMAILS etc...

At runtime these variables will get resolved in to user
values.

Figure 82 - List of attributes available on MI for SCEP request

| Cancel

Name: cppm-test

Description: | cppm-test

Enable Proxy:
Cache locally generated keys on the VSP @ Note ‘Device Certificate'
© User Certificate @ Device Certificate

Setting Type:  SCEP v This URL comes from CPPM's

UL AL A AL AL AL AL

CA SCEP configuration

URL: http:// . Mguest/mdps_scep.php/2

Subject: CN=SUSERIDS

Subject Common Name User Display Name ¥
Type:
Subject Alternative Name RFC 822 Name 2 Subject Alternative Name ' $DEVICE_MAC$ v| @
Type: Value:
RFC 822 Name v Subject Alternative Name | $DEVICE_IMEI$ v @
Value:
RFC 822 Name v Subject Alternative Name | $EMAIL$ v @
Value:
None 7

Key Size: 2048 v

CSR Signature Algorithm: | SHA1 e
Key Usage: [] Signing
Finger Print:
Challenge Type: Manual A

Challenge: esesssecee e S e NI ST 2
when enabling SCEP server

Confirm Challenge: esssssssss

Issue test certificate: )

| cancel

Figure 83 - Configuring SCEP on Mobilelron ... part2
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After clicking on ‘Save’ Mobilelron will attempt to connect to CPPM’s CA and create a test
certificate, an example of this is as shown below in Figure 61.

If the step of creating the test certificate is successful the following is displayed on the
screen....

Modify SCEP Setting

The SCEP setting was successfully modified.

0K

Figure 84 - Creation of SCEP certificate - successful on CPPM

Below is an example of the test certificates created within the Onboard CA from the
previous step of generating test certificates. So as not to ‘burn’ Onboarding licenses with in
your CPPM production environment it would be good practice to delete these Test
certificate.

€ Quick Help m Columns
Certificate Authority: — All —
Certificate Type: TLS Client

Filter:

Serial

Common Name Certificate Authority Number Type < Valid From Valid To Device Type
7] test569510.MobileIronSCEP cppm-scep-test 79 tls-client 2014-08-26 22:54:30+00 2015-08-26 23:24:30+00 F_] None
{£=] View certificate ?tj Trust Chain :H Export certificate ‘:@ Revoke certificate
71 test342510.MobileIronSCEP cppm-scep-test 78 tls-client 2014-08-26 22:50:43+00 2015-08-26 23:20:43+00 f_’] None
71 test166548.MobileIronSCEP cppm-scep-test 77 tls-client 2014-08-26 21:07:49+00 2015-08-26 21:37:49+00 1;;] None

Figure 85 - SCEP test certificate

After you have created the SCEP configuration and proved connectivity between
Mobilelron and the CPPM SCEP service the remaining steps required relate to Policy and
Configuration on the VSP portal for the endpoints.

Note: We are assuming that you have enrolled the device within the Mobilelron VSP
platform and the EMM profiles are installed on the endpoint.
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Setting SCEP policy against EMM endpoint

Next we need to create configuration and policy, you need to utilize ‘Labels’ to drive this.
First lets create a ‘Label’... create this under User & Devices -> Labels

Name: I‘_sggptest-enrollmend

Description:

Figure 86 - Creating a Mobilelron 'Label’

Next we have to assign the Label just created to the SCEP configuration we previously
created. Do this in Policy & Config -> Configuration -> [Choose the Policy] More Actions
-> Apply To Label (not shown) -> [Select the Label]

Apply To Label

D Name . Description Installed

[ ios Label for all iOS devices. Not Applied

|:| Jailbreak Jailbreak Not Applied
\:| mi-via-vpn Testing VPN Capabilities Not Applied
[7] Mobilelron Mobilelron users Not Applied
|:| 0s X Label for all OS X Devices. Not Applied
\:| Push-Webclip Test Webclip Not Applied
V| scep-test-enroliment scep-test-enroliment | Not Applied
[F] signed-Out Label for devices that are in a multi-...  Not Applied

Figure 87 - Adding the Label to the SCEP Policy
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Now we have created the SCEP Configuration and associated the new scep-test-
enrollment label with this configuration we need to finally assign the label to one of the
managed devices.

Above you notice on the ‘ClearPass SCEP’ line, there are no devices assigned to this Profile
under ‘# Phones’. From Users & Devices -> Devices -> Actions -> Apply to Label (not
shown) -> [Select the Label] -> Apply below you can see that the label we have created is
showing currently as ‘Not Applied’.

A Mobile USERS & DEVICES APPS  POLICIES & CONFIGS  SETTINGS LOGS & EVENTS
ADMIN PORTAL
Dashboard ActiveSync Associations Labels Users
EZXARETR ¢ oo
|2} Danny PDA iPad Mini i0S7.1 Active 2014-06-05
Apply to Label X
]
[7] aruba_camera_off turn off camera and screen capt...  Not Applied
[C] aruba_camera_on turn on camera and screen capt...  Not Applied
[[] Jailbreak Jailbreak Not Applied
[F] mivia-vpn Testing VPN Capabilities Not Applied
[T] Push-Webclip Test Webclip Not Applied
[7\ p-test: p-test- I Not Applied
[C] test-psk Test push psk payload Not Applied
[C] test-scep SCEP Enroliment for WiFi Not Applied
page [1 | oft & Displaying 1 -8 of 8

Figure 88 - Applying the Label to an endpoint

A confirmation message should be received on the GUI.

Apply Devices To Labels x

An event for applying the selected labels to devices has been
queued.

OK

Figure 89 - Label applied and queued for action

At this point, Mobilelron will make a request to CPPM’s CA via SCEP for the certificate. You
can see below the Label ‘scep-test-enrollment’ assigned to the Device. This can be reviewed
from Users & Devices -> Devices
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o wmen  owe s cowm swis  reosmmouwe

[[] . BobFiler PDA3 GT-N5110 by samsung Android 4.1 Active 2013-09-16
[F] . BobFiler PDA4 Not Available Windows Phone 8 Pending

[F] . Cam Esdaile PDA o' iPad 108 5.1 Australia Active 2013-08-12
[l . CamEsdaile 4158897847 o' iPad, 4th gen i0S 6.0 United States Active 2013-12-10
] .~ Danny PDA iPad Mini | 0871 Active 2014-06-05

Push Profiles Log

DEVICE DETAILS POLICIES LABEL MEMBERSHIP 0s APPS CONFIGURATIONS COMMENTS

Danny
danny@arubanetworks.com
Name
iPad Mini Company-Owned
i0s 7.1 ios

24 GB available storage (of 28 GB) All-Smartphones

scep-test-enroliment

Status Active
Last Check-in 5m 32 s ago
Registered On  2014-06-05
Operator
Country Name

Figure 90 - Labels assigned to the endpoint

You can see the labels above that have been assigned to this endpoint, including the scep-
test-enrollment label.

//\ Mobile USERS & DEVICES = APPS  POLICIES & CONFIGS ~ SETTINGS  LOGS & EVENTS
ADMIN PORTAL
Dashboard ActiveSync Associations Labels Users
T Twe o e eewe o swis  sesowouwe  perowr
V] . Danny PDA iPad Mini i087.1 Active 2014-06-05 5s

Push Profiles  Log

DEVICEDETAILS  POLICIES  LABELMEMBERSHIP 10S  APPS | CONFIGURATIONS| COMMENTS

Danny
danny@arubanetworks.com
Name Value
iPad Mini System - i0S MDM Applied
i0s 7.1 System - i0S Enterprise AppStore SCEP Applied
u-ea available storage (of 28 GB) Applied

Status Active
Last Check-in 5s ago
Registered On  2014-06-05
Operator
Country Name

Figure 91 - Configuration applied to the endpoint

Above the endpoint shows the SCEP configuration is ‘Applied’.
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Mobilelron/SCEP-Server/Endpoint Dataflow

Below shows the SCEP workflow for the Mobilelron framework. This differs from Airwatch
in that the Mobilelron solution proxies all request to/from the ClearPass CA.

| Mobilelron delivers the TLS | (" Device reaisters
CPPM CA creates TLS cert ( 1 | g
| and send it to Mobilelron 5 | client cert to the device | /| with Mabilelron
where it is cached DRSS
<emee SCEP —-—--> : Provisioning Profile / APls
> Mobilelron
. Mobilelron communicates ‘A~ Mobilelron delivers the
\ 3 ' Directly with SCEP CA and A 2 SCEP profile you created

requests TLS certificate

API

T R !

Endpoints MDM

Certificate DB Connector e
Authority Endpoint
Devices

ClearPass Policy Manager

\ /

Figure 92 - Mobilelron SCEP workflow enrollment with ClearPass CA
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Deleting Client TLS Certificates on Mobilelron

The certificates that are created and download to the device exist within our eco-system in
several places. A copy exist in the CPPM CA, a cached copy also exist in the Mobilelron VSP.

We previously discussed deleting the certs in CPPM (https://cppm _fqdn/guest/) then go to
Onboard->Management and Control->View by Certificate.

\ Onboard ®
@ Start Here Use this list view to manage certificates.
7y Certificate Authorities @ Quick Help m
- 'QI Management and Controll - )
& Start Here Certificate Authority: | —All — :
uin View by Device Certificate Type: | TLS Client :

® View by Username Filter:
li]View by Certificate < Seri
Certificate Authority v Serial

Common Name

-~ Configuration Number

&) Start Here =1 danny SCPE_TEST-CA

(0] :
1% Network Settings E=] danny SCPE_TEST-CA 17 tis-cl

g, iOS Settings ~ = ~ -
. | =] View certificate Trust Chain [a Export certificate '_'e Revoke certificate

&4 windows Applications

+ ﬁg,f Deployment and Provisioning Revoke Certificate

@ self-Service Portal Certificate Details
Details about the certificate and its owner.

Issued To: 7] danny
Valid From: y Tuesday, 07 October 2014, 5:41 PM
Valid To: f) Wednesday, 07 October 2015, 6:11 PM

Subject: Common Name danny

@ Revoke this client certificate
elect this checkbox to confirm the certificate revocation.

“%. Configuration ° ¥2 Revoke Certificate m

Figure 93 - Deleting client certs in CPPM CA

Confirm:

If you must delete the cached client certificates within Mobilelron, follow these steps Logs
and Events->Certificate Logs-> [Select the Cert] then select ‘Revoke’ as shown below.

Confirm

€ , Are you sure you want to revoke the selected certificates?
. )

FET

Figure 94 - Deleting Certs in Mobilelron
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Troubleshooting

Logging information regarding the Endpoint Context servers is available in the Event
Viewer.

Go to Monitoring > Event Viewer. You should see various messages relating to your
configured EMM connectors.

System Event Details o

Source Endpoint Context Server

Level ERROR

Category airwatch: Communication Error

Action Failed

Timestamp Apr 16, 2013 17:21:15 CDT

Description Failed to fetch Endpoint details from airwatch - verify

Proxy settings, Server credentials and retry.

=
1 ndpoint Context Server ERROR airwatch: Communication Error Failed Apr 16, 2013 17:21:15 CDT
i dooint Context Server INFO JAMF: Profile details updated None Apr 16, 2013 17:21:14 CDT
13.| Endp® alext Server INFO JAMF: Endpoint details updated None Apr 16, 2013 17:21:09 CDT
14.| Endpoint Conte’ INFO SOTI: Profile details updated None Apr 16, 2013 17:21:03 CDT
1 SOTI: Endpoint details updated None Apr 16, 2013 17:20:48 CDT
16. ontext Server Mobilelron: Communication Error Failed Apr 16, 2013 17:19:44 CDT

System Event Details

Source Endpoint Context Server
Level INFO
Category SOTI: Endpoint details updated
Action None System Event Details
Timestamp Apr 16, 2013 17:20:48 CDT
Source Endpoint Context Server
Description Updated 247 Endpoint details from SOTI
Level INFO
Close Category JAMF: Profile details updated
Action None
Timestamp Apr 16, 2013 17:21:14 CDT
Description Profile information updated for 1 endpoints from JAMF

Figure 95 - Event Viewer
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Checking Logs files in CPPM

CPPM collects multiple log files that can assist the user in debugging CPPM‘s EMM
integration problem. The most useful of these logs is the mdm.log file.

To collect and access this log file is slightly complicated and lengthy, follow these steps....

Under Administration -> Server Manager -> Server Configuration, select your system then
‘Collect Logs’. Once this process has completed you need to download this tar file and open
with an appropriate application. For 0S-X, finder will allow you to extract the file to a
folder for analysis. For MSFT Windows multiple applications exist, but a really good free
one is 7-Zip http://www.7-zip.org.

|Administration » Server Manager » Server Configuration|

Server Configuration

Publisher Server: cppm-6.2.0 [10.2.100.155]

# Server Name A Management Port Data Port Zone
l[f;‘) cppm—6.2.0| 10.2.100.155 = NorthAmerica
2_ cr\nm_l: 2 N0 1N D 1NN 1 E8 = l\lnﬂ-hAmerica
4.0 g Collect logs complete A
Shes EI:IJELI(()le%:)(I)FeSCS:gnE)gs in the range 2013-09-16 to 2013-09-16

INFO - Collecting SystemLogs...

INFO - Collecting DiagnosticDumps...

INFO - Collecting PolicyManagerLogs...

INFO - Created Policy Manager log dump cppm-logs-2013-9-16-11-5-6.tar.
INFO - The file can be accessed by logging into https://cppm-6.2.0
Collect logs complete

Figure 96 - How to collecting CPPM Logs

After you have opened the archive, the mdm.log file can be found in the following path...

PolicyManagerLogs/async-netd/mdm.log as shown below.
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v [] tmptKaNNz
» (] DiagnosticDumps
v [ PolicyManagerLogs |

» [ activation-client

[v [ ] async-netd |
agentcontroller.log
arubacppmapi.log
cli.log
cmdctrl.log
deviceprofiler.log
ivconnector.log

L
L
(S
L
L
L
L
L
L

| postauthctrl.log
' stdout.log

Figure 97 - Where to locate mdm.log file

aruvba

NETWORKS

www.arubanetworks.com
1344 Crossman Avenue

Sunnyvale, CA 94089
Phone: 1-800-WIFI-LAN (+800-943-4526)
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General SCEP/EST - Licensing — Q&aA....

Anything you configure within the 'Onboard' menu that interact with a device for
provisioning, will consume an 'onboard’ license. That includes MSFT Active Directory
Certificate Services and SCEP/EST server. Therefore EVERY issued certificate will consume
and require a license in Onboard.

Caveats/Queries for CPPM SCEP/EST

SCEP/EST is only for TLS client certificates (and device identity certificates used for
configuration profiles, an internal detail of i0S/0S X over-the-air provisioning).

Q) Is it programmable via AP], i.e, Can we revoke certificates via API calls?

A) No, today we do not provide an API interface into the CPPM CA to revoke/disable
certificate.

Q) If Onboard CA is being used only to issue certificates via SCEP/EST then how is Onboard
expected to know the "device/user attributes"?

A) SCEP signs the certificate request and sends back the result as a certificate - Whatever is
in the CSR should be part of the certificate. Onboard will honor the attributes presented in
the CSR of a SCEP / EST request so it is critical to ensure that the EMM configured CSR
meets your deployment requirements.
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