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Request log details for session: R00000ea8-01-599ac1b5

Time Message
2017-08-21 13:19:17,434 [Th 34 Req 53332 SessId R00000ea8-01-599ac1b5] INFO RadiusServer.Radius - rlm_service: Starting Service Categorization - 108:244:4851B75E43E0
2017-08-21 13:19:17,438 [RequestHandler-1-0x7f33009e4700 r=psauto-1502783012-10614 h=223 r=R00000ea8-01-599ac1b5] INFO Core.ServiceReqHandler - Service classification result = Jammerbugt-Wireless-PEAP
2017-08-21 13:19:17,439 [Th 34 Req 53332 SessId R00000ea8-01-599ac1b5] INFO RadiusServer.Radius - Service Categorization time = 5 ms
2017-08-21 13:19:17,439 [Th 34 Req 53332 SessId R00000ea8-01-599ac1b5] INFO RadiusServer.Radius - rlm_service: The request has been categorized into service "Jammerbugt-Wireless-PEAP"
2017-08-21 13:19:17,439 [Th 34 Req 53332 SessId R00000ea8-01-599ac1b5] INFO RadiusServer.Radius - rlm_sql: searching for user host/J12794.adm.jammerbugt.dk in Local:localhost
2017-08-21 13:19:17,441 [Th 34 Req 53332 SessId R00000ea8-01-599ac1b5] INFO RadiusServer.Radius - rlm_ldap: searching for user host/J12794.adm.jammerbugt.dk in AD:AdmJamSrv06.adm.jammerbugt.dk
2017-08-21 13:19:17,443 [Th 34 Req 53332 SessId R00000ea8-01-599ac1b5] INFO RadiusServer.Radius - rlm_ldap: found user host/J12794.adm.jammerbugt.dk in AD:AdmJamSrv06.adm.jammerbugt.dk
2017-08-21 13:19:17,443 [Th 34 Req 53332 SessId R00000ea8-01-599ac1b5] INFO RadiusServer.Radius - LDAP/AD User lookup time = 2 ms
2017-08-21 13:19:17,443 [Th 34 Req 53332 SessId R00000ea8-01-599ac1b5] INFO RadiusServer.Radius - rlm_eap_peap: Initiate
2017-08-21 13:19:17,443 [Th 34 Req 53332 SessId R00000ea8-01-599ac1b5] INFO RadiusServer.Radius - reqst_update_state: Access-Challenge 108:88:4851B75E43E0:ADgAJQCxAIBU0AAAzU4zuvWOPjJS26Odqv+3xg==
2017-08-21 13:19:17,452 [Th 35 Req 53333 SessId R00000ea8-01-599ac1b5] INFO RadiusServer.Radius - rlm_service: The request was categorized into service "Jammerbugt-Wireless-PEAP" - 111:410:4851B75E43E0
2017-08-21 13:19:17,453 [Th 35 Req 53333 SessId R00000ea8-01-599ac1b5] INFO RadiusServer.Radius - TLS_accept:error in SSLv3 read finished A
2017-08-21 13:19:17,453 [Th 35 Req 53333 SessId R00000ea8-01-599ac1b5] INFO RadiusServer.Radius - TLS_accept:error in SSLv3 read finished A
2017-08-21 13:19:17,453 [Th 35 Req 53333 SessId R00000ea8-01-599ac1b5] INFO RadiusServer.Radius - reqst_update_state: Access-Challenge 111:236:4851B75E43E0:ANYAYQCsALhV0AAAplJ9u0C7eghTLvJcek0Xlg==
2017-08-21 13:20:11,900 [main SessId R00000ea8-01-599ac1b5] ERROR RadiusServer.Radius - reqst_clean_list: Deleting request sessid - R00000ea8-01-599ac1b5, state - ANYAYQCsALhV0AAAplJ9u0C7eghTLvJcek0Xlg=
2017-08-21 13:20:11,900 [main SessId R00000ea8-01-599ac1b5] ERROR RadiusServer.Radius - reqst_clean_list: Packet 108:244:88:4851B75E43E0 recv 1503314357.433801 - resp 1503314357.443851
2017-08-21 13:20:11,900 [main SessId R00000ea8-01-599ac1b5] ERROR RadiusServer.Radius - reqst_clean_list: Packet 111:410:236:4851B75E43E0 recv 1503314357.452483 - resp 1503314357.453606
2017-08-21 13:20:11,901 [main SessId R00000ea8-01-599ac1b5] INFO RadiusServer.Radius - rlm_policy: Starting Policy Evaluation.
2017-08-21 13:20:11,904 [RequestHandler-1-0x7f33009e4700 r=psauto-1502783012-10615 h=239 r=R00000ea8-01-599ac1b5] INFO Common.EndpointTable - Returning EndpointSPtr for macAddr 4851b75e43e0
2017-08-21 13:20:11,905 [RequestHandler-1-0x7f33009e4700 r=psauto-1502783012-10615 h=239 r=R00000ea8-01-599ac1b5] INFO Common.TagDefinitionCacheTable - No InstanceTagDefCacheMap found for instance id = 3001 entity id = 29
2017-08-21 13:20:11,905 [RequestHandler-1-0x7f33009e4700 r=psauto-1502783012-10615 h=239 r=R00000ea8-01-599ac1b5] INFO Common.TagDefinitionCacheTable - Building the TagDefMapTable for NAD instance=3001
2017-08-21 13:20:11,905 [RequestHandler-1-0x7f33009e4700 r=psauto-1502783012-10615 h=239 r=R00000ea8-01-599ac1b5] INFO Common.TagDefinitionCacheTable - Built 0 tag(s) for NAD instanceId=3001|entityId=29
2017-08-21 13:20:11,905 [RequestHandler-1-0x7f33009e4700 r=psauto-1502783012-10615 h=239 r=R00000ea8-01-599ac1b5] INFO TAT.TagAttrHolderBuilder - No tags built for instanceId=3001|entity=Device
2017-08-21 13:20:11,905 [RequestHandler-1-0x7f33009e4700 r=psauto-1502783012-10615 h=239 r=R00000ea8-01-599ac1b5] INFO TAT.AluTagAttrHolderBuilder - buildAttrHolder: Tags cannot be built for instanceId=0 (NULL AuthLocalUser)
2017-08-21 13:20:11,905 [RequestHandler-1-0x7f33009e4700 r=psauto-1502783012-10615 h=239 r=R00000ea8-01-599ac1b5] INFO TAT.GuTagAttrHolderBuilder - buildAttrHolder: Tags cannot be built for instanceId=0 (NULL GuestUser)
2017-08-21 13:20:11,905 [RequestHandler-1-0x7f33009e4700 r=psauto-1502783012-10615 h=239 r=R00000ea8-01-599ac1b5] INFO TAT.OnboardTagAttrHolderBuilder - buildAttrHolder: Tags cannot be built for instanceId=0 (NULL Onboard Device User)
2017-08-21 13:20:11,906 [RequestHandler-1-0x7f33009e4700 h=80360 c=R00000ea8-01-599ac1b5] INFO Core.PETaskScheduler - *** PE_TASK_SCHEDULE_RADIUS Started ***
2017-08-21 13:20:11,906 [RequestHandler-1-0x7f33009e4700 h=80360 c=R00000ea8-01-599ac1b5] INFO Core.PETaskScheduler - ** Starting PETaskAuthSourceRestriction **
2017-08-21 13:20:11,906 [RequestHandler-1-0x7f33009e4700 h=80360 c=R00000ea8-01-599ac1b5] INFO Core.PETaskScheduler - ** Starting PETaskRoleMapping **
2017-08-21 13:20:11,907 [RequestHandler-1-0x7f33009e4700 r=R00000ea8-01-599ac1b5 h=80360 c=R00000ea8-01-599ac1b5] INFO Core.PETaskScheduler - ** Completed PETaskAuthSourceRestriction **
2017-08-21 13:20:11,907 [RequestHandler-1-0x7f33009e4700 h=80362 c=R00000ea8-01-599ac1b5] INFO Core.PETaskRoleMapping - Roles: Lokation-AabybroRadhus
2017-08-21 13:20:11,908 [RequestHandler-1-0x7f33009e4700 r=R00000ea8-01-599ac1b5 h=80360 c=R00000ea8-01-599ac1b5] INFO Core.PETaskScheduler - ** Completed PETaskRoleMapping **
2017-08-21 13:20:11,908 [RequestHandler-1-0x7f33009e4700 r=R00000ea8-01-599ac1b5 h=80360 c=R00000ea8-01-599ac1b5] INFO Core.PETaskScheduler - ** Starting PETaskPolicyResult **
2017-08-21 13:20:11,908 [RequestHandler-1-0x7f33009e4700 r=R00000ea8-01-599ac1b5 h=80360 c=R00000ea8-01-599ac1b5] INFO Core.PETaskScheduler - ** Completed PETaskPolicyResult **
2017-08-21 13:20:11,908 [RequestHandler-1-0x7f33009e4700 r=R00000ea8-01-599ac1b5 h=80360 c=R00000ea8-01-599ac1b5] INFO Core.PETaskScheduler - ** Starting PETaskEnforcement **
2017-08-21 13:20:11,911 [RequestHandler-1-0x7f33009e4700 h=80365 c=R00000ea8-01-599ac1b5] INFO Core.PETaskEnforcement - EnfProfiles: Deny Access Profile]
2017-08-21 13:20:11,912 [RequestHandler-1-0x7f33009e4700 r=R00000ea8-01-599ac1b5 h=80360 c=R00000ea8-01-599ac1b5] INFO Core.PETaskScheduler - ** Completed PETaskEnforcement **
2017-08-21 13:20:11,912 [RequestHandler-1-0x7f33009e4700 r=R00000ea8-01-599ac1b5 h=80360 c=R00000ea8-01-599ac1b5] INFO Core.PETaskScheduler - ** Starting PETaskRadiusEnfProfileBuilder **
2017-08-21 13:20:11,912 [RequestHandler-1-0x7f33009e4700 r=R00000ea8-01-599ac1b5 h=80360 c=R00000ea8-01-599ac1b5] INFO Core.PETaskScheduler - ** Starting PETaskRadiusCoAEnfProfileBuilder **
2017-08-21 13:20:11,912 [RequestHandler-1-0x7f33009e4700 r=R00000ea8-01-599ac1b5 h=80360 c=R00000ea8-01-599ac1b5] INFO Core.PETaskScheduler - ** Starting PETaskAppEnfProfileBuilder **
2017-08-21 13:20:11,912 [RequestHandler-1-0x7f33009e4700 r=R00000ea8-01-599ac1b5 h=80360 c=R00000ea8-01-599ac1b5] INFO Core.PETaskScheduler - ** Starting PETaskAgentEnfProfileBuilder **
2017-08-21 13:20:11,912 [RequestHandler-1-0x7f33009e4700 r=R00000ea8-01-599ac1b5 h=80360 c=R00000ea8-01-599ac1b5] INFO Core.PETaskScheduler - ** Starting PETaskPostAuthEnfProfileBuilder **
2017-08-21 13:20:11,912 [RequestHandler-1-0x7f33009e4700 r=R00000ea8-01-599ac1b5 h=80360 c=R00000ea8-01-599ac1b5] INFO Core.PETaskScheduler - ** Starting PETaskGenericEnfProfileBuilder **
2017-08-21 13:20:11,912 [RequestHandler-1-0x7f33009e4700 h=80372 c=R00000ea8-01-599ac1b5] INFO Core.PETaskGenericEnfProfileBuilder - getApplicableProfiles: No App enforcement (Generic) profiles applicable for this device
2017-08-21 13:20:11,913 [RequestHandler-1-0x7f33009e4700 h=80367 c=R00000ea8-01-599ac1b5] INFO Core.PETaskRadiusEnfProfileBuilder - EnfProfileAction=DENY
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2017-08-21 13:20:11,913 [RequestHandler-1-0x7f33009e4700 h=80367 c=R00000ea8-01-599ac1b5] INFO Core.PETaskRadiusEnfProfileBuilder - Radius enfProfiles used: Deny Access Profile]
2017-08-21 13:20:11,913 [RequestHandler-1-0x7f33009e4700 h=80367 c=R00000ea8-01-599ac1b5] INFO Core.EnfProfileComputer - getFinalSessionTimeout: sessionTimeout = 0
2017-08-21 13:20:11,913 [RequestHandler-1-0x7f33009e4700 r=R00000ea8-01-599ac1b5 h=80360 c=R00000ea8-01-599ac1b5] INFO Core.PETaskScheduler - ** Completed PETaskGenericEnfProfileBuilder **
2017-08-21 13:20:11,913 [RequestHandler-1-0x7f33009e4700 r=R00000ea8-01-599ac1b5 h=80360 c=R00000ea8-01-599ac1b5] INFO Core.PETaskScheduler - ** Completed PETaskAgentEnfProfileBuilder **
2017-08-21 13:20:11,913 [RequestHandler-1-0x7f33009e4700 r=R00000ea8-01-599ac1b5 h=80360 c=R00000ea8-01-599ac1b5] INFO Core.PETaskScheduler - ** Completed PETaskAppEnfProfileBuilder **
2017-08-21 13:20:11,913 [RequestHandler-1-0x7f33009e4700 r=R00000ea8-01-599ac1b5 h=80360 c=R00000ea8-01-599ac1b5] INFO Core.PETaskScheduler - ** Starting PETaskCliEnforcement **
2017-08-21 13:20:11,913 [RequestHandler-1-0x7f33009e4700 h=80373 c=R00000ea8-01-599ac1b5] INFO Core.PETaskCliEnforcement - startHandler: Request rejected. Skip CLI enforcement
2017-08-21 13:20:11,914 [RequestHandler-1-0x7f33009e4700 r=R00000ea8-01-599ac1b5 h=80360 c=R00000ea8-01-599ac1b5] INFO Core.PETaskScheduler - ** Completed PETaskRadiusEnfProfileBuilder **
2017-08-21 13:20:11,914 [RequestHandler-1-0x7f33009e4700 r=R00000ea8-01-599ac1b5 h=80360 c=R00000ea8-01-599ac1b5] INFO Core.PETaskScheduler - ** Completed PETaskCliEnforcement **
2017-08-21 13:20:11,914 [RequestHandler-1-0x7f33009e4700 r=R00000ea8-01-599ac1b5 h=80371 c=R00000ea8-01-599ac1b5] WARN Core.PETaskPostAuthEnfProfileBuilder - handleHttpResponseEv: Fetching Radius attributes from battery failed, errMsg=
2017-08-21 13:20:11,914 [RequestHandler-1-0x7f33009e4700 r=R00000ea8-01-599ac1b5 h=80371 c=R00000ea8-01-599ac1b5] INFO Core.PETaskPostAuthEnfProfileBuilder - getApplicableProfiles: No Post auth enforcement profiles applicable for this device
2017-08-21 13:20:11,914 [RequestHandler-1-0x7f33009e4700 r=R00000ea8-01-599ac1b5 h=80360 c=R00000ea8-01-599ac1b5] INFO Core.PETaskScheduler - ** Completed PETaskPostAuthEnfProfileBuilder **
2017-08-21 13:20:11,915 [RequestHandler-1-0x7f33009e4700 r=R00000ea8-01-599ac1b5 h=80368 c=R00000ea8-01-599ac1b5] WARN Core.PETaskRadiusCoAEnfProfileBuilder - handleHttpResponseEv: Fetching Radius attributes from battery failed, errMsg=
2017-08-21 13:20:11,915 [RequestHandler-1-0x7f33009e4700 r=R00000ea8-01-599ac1b5 h=80360 c=R00000ea8-01-599ac1b5] INFO Core.PETaskScheduler - ** Completed PETaskRadiusCoAEnfProfileBuilder **
2017-08-21 13:20:11,915 [RequestHandler-1-0x7f33009e4700 r=R00000ea8-01-599ac1b5 h=80360 c=R00000ea8-01-599ac1b5] INFO Core.PETaskScheduler - ** Starting PETaskAuthStatusInfo **
2017-08-21 13:20:11,915 [RequestHandler-1-0x7f33009e4700 r=R00000ea8-01-599ac1b5 h=80360 c=R00000ea8-01-599ac1b5] INFO Core.PETaskScheduler - ** Starting PETaskOutputPolicyRes **
2017-08-21 13:20:11,915 [RequestHandler-1-0x7f33009e4700 r=R00000ea8-01-599ac1b5 h=80360 c=R00000ea8-01-599ac1b5] INFO Core.PETaskScheduler - ** Starting PETaskSessionLog **
2017-08-21 13:20:11,920 [RequestHandler-1-0x7f33009e4700 h=80375 c=R00000ea8-01-599ac1b5] INFO Core.XpipPolicyResHandler - populateResponseTlv: PETaskPostureOutput does not exist. Skip sending posture VAFs
2017-08-21 13:20:11,920 [RequestHandler-1-0x7f33009e4700 h=80375 c=R00000ea8-01-599ac1b5] INFO Core.PolicyResCollector - getSohr: Failed to generate Sohr
2017-08-21 13:20:11,920 [RequestHandler-1-0x7f33009e4700 h=80374 c=R00000ea8-01-599ac1b5] INFO Core.PolicyResCollector - getSohr: Failed to generate Sohr
2017-08-21 13:20:11,921 [main SessId R00000ea8-01-599ac1b5] INFO RadiusServer.Radius - Policy Evaluation time = 20 ms
2017-08-21 13:20:11,921 [main SessId R00000ea8-01-599ac1b5] INFO RadiusServer.Radius - rlm_policy: Received Deny Enforcement Profile
2017-08-21 13:20:11,921 [main SessId R00000ea8-01-599ac1b5] INFO RadiusServer.Radius - rlm_policy: Policy Server reply does not contain Posture-Validation-Response
2017-08-21 13:20:11,921 [RequestHandler-1-0x7f33009e4700 r=R00000ea8-01-599ac1b5 h=80360 c=R00000ea8-01-599ac1b5] INFO Core.PETaskScheduler - ** Completed PETaskSessionLog **
2017-08-21 13:20:11,921 [RequestHandler-1-0x7f33009e4700 r=R00000ea8-01-599ac1b5 h=80360 c=R00000ea8-01-599ac1b5] INFO Core.PETaskScheduler - ** Completed PETaskOutputPolicyRes **
2017-08-21 13:20:11,921 [RequestHandler-1-0x7f33009e4700 r=R00000ea8-01-599ac1b5 h=80360 c=R00000ea8-01-599ac1b5] INFO Core.PETaskScheduler - ** Completed PETaskAuthStatusInfo **
2017-08-21 13:20:11,921 [RequestHandler-1-0x7f33009e4700 r=R00000ea8-01-599ac1b5 h=80360 c=R00000ea8-01-599ac1b5] INFO Core.PETaskScheduler - *** PE_TASK_SCHEDULE_RADIUS Completed ***


