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3) Enforcement profile
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4) Enforcement Policy
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5) Role Mapping
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6) Service
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7) Operator login
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8) Access tracer
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Configuration » Services » Edit - poc-ict-Guest_Operator_Logins

Services - poc-ict-Guest_Operator_Logins

Name: [poc-ict-Guest_Operator_Logins ]
Description: ‘Authorization Service for Applications
4
| Type: Aruba Application Auth
| status: Enabled
Monitor Mode: [ Enable to monitor network access without enforcement

| vore optons:  Authorization

Service Rule

Matches © ANY or © ALL of the following conditions:

‘ Type Name Operator value

1.|Application Name EQUALS Guestoperators
2.|Click to add.





image7.jpeg
Configuration » Services » Edit - poc-ict-Guest_Operator_Logins

Services - poc-ict-Guest_Operator_Logins

summary | service [STCZIUN  Roles | Enforcement
Strip Username Rules: [ Enable to specify a comma-separated list of rules to strip username prefixes or suffixes
Authorization Details Additional authorization sources from which to fetch role-mapping attributes -

[ILocal User Repository] [Local SQL DE] T

Modity

| -Select to Add— Tl
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Configuration » Services » Edit - poc-ict-Guest_Operator_Logins

Services - poc-ict-Guest_Operator_Logins

summary | seris | pwarzions| [ - otorcement

[ -
Role Mapping Policy: | poc-ict-Operator_Receptionist ¥

Role Mapping Policy Det:

Description:
Default Role [Other]

Rules Evaluation Algorithm:  first-applicable

Conditions Role

i (Authorization: [Local User Repository]:Enabled EQUALS true) test123
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Configuration » Services » Edit - poc:

t+-Guest_Operator_Logins
Services - poc-ict-Guest_Operator_Logins

Summary Service

Use Cached Results:

Use cached Roles and Posture attributes from previous sessions

Enforcement Policy: poc-ict-Guest_Operator v

Enforcement Policy Details

Description:

Default Profil

[Deny Application Access Profile]
Rules Evaluation Algorithm:  first-applicable

Conditions

Enforcement Profiles.
(Tips:Role EQUALS test123)

poc-ict-Operator_Receptionist
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aruba

& No operator profile configured for this user

O
Password:
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Enforcement Profiles:  [Operator Login - Local Users]
System Posture Status: UNKNOWN (100)
Audit Posture Status:  UNKNOWN (100)

Application Response [©)

Application:admin_privileges test123

14 € showing 1 of 1-10 records B> DY Change Status | Show Configuration Show Logs'
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User ID:

Name:
Password

Verify Password
Enable User:
Change Password:

Role:

hauser

Vaclay Hauser

i

@ (Check to enable user)

5 (Check to force change password on next TACACS+ login)

[test123

v

Attributes

Attribute

value

1.]click to add...

| save | Cancel
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§ test2

@ tide Details 3 Edit €) Delete [ Duplicate ], Show Usage
Name: test2
Description:
Operator logins: | Enabled
privileges: & Guest Manager Full Access
skin:
Start Page:  (Default)
Language: (Default)

Time Zone:  (GMT+01:00) Europe/Prague
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Configuration » Enforcement » Profiles » Edit Enforcement Profile - poc-ict-Operator_Receptionist

Enforcement Profiles - poc-ict-Operator_Receptionist

Attributes

Profile:

Name
Description:
Type:
Action
Device Group List:
Attribute:
Attribute Name.

poc-ict-Operator_Receptionist
Application
Accept

Attribute Value

1.|admin_privileges

test2
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Configuration » Enforcement » Policies » Edit - poc-ict-Guest_Operator

Enforcement Policies - poc-ict-Guest_Operator

il i

Enforcement:
Name: poc-ict-Guest_Operator
Description:

Enforcement Type Application
Default Profile: [Deny Application Access Profile]
Rules:

Rules Evaluation Algorithm: _ First applicable

Conditions Actions

(TipsiRole EQUALS test123) poc-i

t-Operator_Receptionist
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Rules Editor

Matches ® ANY or © ALL of the following con

Type Name Operator value
1.|Authorization:[Local User Repository] Role_Name EQUALS test123 B w
2.|Click to add.

Role Name: [test123 ¥





