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Selectie nieuwe Wireless oplossing

Trapeze / Juniper WLAN niet langer doorontwikkeld

Proprietary and Confidential

June 23, 2014

Kees Pronk L5k ol T \?f (Tt |

Avans Hogeschool ' :

Hogeschoollaan 1 g \ )
4818 CR Breda

The Netherlands

L 4 ‘!.‘i'
i3

Dear Kees Pronk

Please be advised that Juniper will continue to embrace the WLA, WLC, Ringmaster
and Smartpass products on our price list through the 31st of December 2015 at a
minimum, and Juniper will continue to support and maintain these products, including
bug fixes and maintenance releases, in accordance with our standard support policies
considering the notes below
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Selectie nieuwe Wireless oplossing

POC met 2 overgebleven vendoren
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Selectie nieuwe Wireless oplossing

. S
Overview 7SIGNAL

® | earning center Juniper APs (21) were replaced with Wi-Fi from Cisco and Aruba

Tested over multiple weeks. Observed performance differences between networks and

COﬂfIgUfatlonS set radio-profile avans_a

set radio-profile avans_a beacon-interval 300
set radio-profile avans_a rf-scanning mode passive

Junlper (-n, Current netWO rk) set radio-profile avans_a rf-scanning channel-scope operating
set radio-profile avans_a dfs-channels enable
set radio-profile avans_a 11n channel-width-na 20MHz
- WLA—532 APS set radio-profile avans_a service-profile AvansWlan
set radio-profile avans_a service-profile Secure-802.1X
. set radio-profile avans_a service-profile Avansg802.1x
- SW version 8.0.3.17 set radio-profile avans_a auto-tune channel-set band 11a channel 36,40,44,48,52,56,60,64,100,104,108,112,116,120,124,128,132,136,140

set raqio-proﬁle avans_a_HTr
" Aruba (-ac)
—  Floor 0 had 7 model AP 215s because no 802.3at PoE is available

—  Floor 1 and 2 (no Eyes in floor 2) run both 7 AP225s
—  SW version 6.4.3.7

Cisco (-ac)
—  Floor 0 had 7 model AP 2700
—  Floors 1 and 2 run both 7 AP 3700
-  SW version 8.1.131.0
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Selectie nieuwe Wireless oplossing

Floor 0 Aruba behavior &5
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Design Avans Aruba WLAN
Capacitet

[ J

® 20 MHZ Sessions: 117879

e Datarates 12(B),18,24(B),36,48,54 Unique diients: 19087

e Min 6 dB verschil tussen 2.4GHz en 5GHz Guest sessions: 0

e Max 3 SSID’s Unique APs: 933

e 4 kanalen plan voor 2.4GHz waar mogelijk Avg session duration: 34 mins

e ARM zoveel mogelijk gebruikt Total traffic (MB): 289333106

Py 8021 1 k QU|et IE (tlp) Total traffic In (MB): 2329222.19
Total traffic Out (MB): 564108.87

Avg traffic per session (MB): 2454
Session Data by Connection Mode Avg traffic in per session (MB): 19.76

Av ffic out per sess (MB): 479
CONNECTION MODE ~ SESSIONS  CLIENTS v % OF CLIENTS g traffic out per session (ME)

Avg traffic per client (MB): 151.59
S e L 44.98% Avg traffic in per client (MB): 122.03
802.11n (2.4 GHz) 35914 11585 41.30% Avg traffic out per client (MB): 29.55
802.11n (5 GHz) 18670 3546 12.64% Avg bandwidth per client (Kbps): 89.26
802.11a 221 213 0.76% Avg signal quality: 34.68

Avg s I( ): -64.22
802.11g 97 90 0.32% g signal (dBm °
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IPv6 Router with
different VLANS

Desi g n Avans Aruba WLAN [ s

1. RA's for each VLAN are broadcast over the air. N 7‘
2. A client with no address assignment picks the )] L
first RA it sees, which may not correspond to KN

its assigned VLAN

@

VLAN 30

After picking the wrong RA, the client’s IPvé w— LAN 10
Avons Ho eschool lpv6 address will not match its VLAN and its packets VLAN 20
g will be discarded by the network

Avans Hogeschool IPv6 traffic - ipv6total traffic (1 minute average) - Va ‘{/ Tlll \}* \
1000 M 4 Solicitation | cpant 1 Cliom2 | Client 3
900 M |
800 M | ) . .
2 700 n | Single VLAN architecture for wireless LAN
0 . http://community.arubanetworks.com/t5/Validated-
«w 600 M| | Reference-Design/Single-VLAN-Architecture-for-
5 500 M | WLAN/ta-p/257196
> 400 M |
5 300 | avans.nl R IR IR IC IR
200 M |
o i ‘ IPv4 IPv6
: “ " 85.17.179.88 2001:610:0:800c:195:169:124:71
0 ; A -\ 192.87.36.2 2001:610:1:800a:192:87:106:101
06:00 ©07:00 08:00 09:00 10:00 11:00 12:00  13:00 Onssemers o e 200110 120 1250 16087 130240
In Uit WPiek In @ In @ Piek Uit MUt e Fie
Maximum: 201.62M 999.08M Puoniy DNS orks
Average: 44 .11M 310.57M created on Thu Oct 26 13:40:22 2017 g
a0t 2001:610:0:800e:195:169:124:154

194.171.167.216
195.169.124.156 2001:610:1:40aa:194:171:167:216

Mail exchangers 2001:610:1:80ab:192:87:102:74
1?;??!11?;77;16 2001:610:1:40aa:194:171:167:216
2001:610:1:80ab:192:87:102:74

195.169.124.156
avans.nl 192.87.130.83 2001:610:1a0:1530:192:87:130:83

www.avans.nl 192.87.130.83 2001:610:1a0:1530:192:87:130:83
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Obperations Avans Aruba WLAN

781K

293K
B 5 5 305 2512
N 6057 284K
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16 Cores, 128GB RAM, 600 GB -
SSD in RAID . . ‘ .

09
2 w P 0 0 lememe o8 - 40
. 1] 10 20 30 40 50 60 70 80 - 2‘2 102

Airheads Local 2017




davarns

hogeschool

Operations Avans Aruba WLAN
="

APD02010(9/52) —
AP002011(13/116) O i e i
B S N I
- Y P meena. 2 o B, B S8
| N S Sl ) ) ) S s D S W= == R § ) el o = 0 I el o |
oB19gp 08108
e | AP002012(1/48)
o |
-

AP002014(13/36) |4~ OBios 1-50 v of 256 AP Neighbors Page 1 vof 6 > >| Choose columns Export CSV

L C
b ’ RF Neighbors
=
= oB103
. I_AP00201 3(13/132) | AP/DEVICE 1STRADIOCH.  1STRADIOSIGNAL v  2NDRADIOCH. 2ND RADIO SIGNAL  RAPIDS CLASSIFICATION
P ' Cisco-Link-DB:45:17 1 a1 - - Suspected Rogue
- 2‘ fl ocally Ad-37-C6:ES 1 40 - - Suspected Rogue
3™ i3 29 132 29 AMP AP
APD02015(13/36)
AP002015 13 28 36 34 AMP AP
[‘ _jL . u AP002006 1 28 52 26 AMP AP
- A 08102
— ORs1 e FermAr 200 5 e -
R te corpor-80:S 8 26 - - Suspected Rogue
iV | AP002017(5/60) |-—s .
o ?-d'l ol Y — 13 25 108 20 AMP AP
| I- — o g 13 24 116 25 AMP AP
- o o : { ’ H— (- O Al 1 24 - - Suspected Rogue
”002016(1/140) ) 4 " 23 - - Suspected Rogue
1 22 108 13 Suspected Rogue
: P! 8!
OG1( 0G104 0G106 1 3 4
2‘ G1e 1 22 108 14 Suspected Rogue
6 20 - - Suspected Rogue
3 Al b
- - 1" 19 36 9 Suspected Rogue
3 18 - - Suspected Rogue
1 18 - - Suspected Rogue
1 18 - - Suspected Rogue

10 17 - - Suspected Neighbor
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Testing Avans Aruba WLAN

155701 Symptom: False RADAR events detected on APs for Cascade radios. AP-Wireless 300 Series | ArubaOsS 6.5.1.1 Aruba0Os
Improvements to the wireless drivers resolved the issue. accose 6.5.3.1

- Scenario: This issue occurred due to the inherent multipath effects of a )
Chan nel Changes- 2-4 GHZ reflective environment that created false signals which approximated to a points
RADAR signal. This issue was observed in 300 Series access points running
ArubaOSs 6.5.1.1 or later versions.

After upgrade, ARM is more aggressively
AVO010_AVG - Channel number of selected element changing channels at 2.4GHz
= ' | , r[
2 | ‘l
q ‘ ‘
4 - T

& LC-Floor 0~

~=-LC-Floor 1-
‘ #-LC-Floor 1-

1 0 | [
4 | ’ " | < LC-Floor 1-

f “ - LC-Floor 1-2100
3 * *

11-Sep 12-Sep 13-Sep 14-Sep 15-Sep 16-Sep 17-Sep 18-Sep 19-Sep 20-Sep 21-Sep 22-Sep Channel Chan es- 5G HZ
2017-09-11 00:46:26 - 2017-09-22 15:20:40 (]

After upgrade, ARM is more aggressively

changing channels. Latest result is that 10

different channels are used (11 managed

APs) so seems it can balance the channel
usage well

AVO010_AVG - Channel number of selected elemen

Test met AP-2XX series en 6.5.X o B B S e R o
firmware upgrade. =) 7 — |

|
J

|

=)

AP-3xx series heeft geen DFS issues i ’

meer met 6.5.3.1, AP-2XX nu juist - I 1 | i
weer Wel - —-_ I 10 channels, 11 APs ]

Volgende kandidaat : AOS 8.2.X
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= 72% @) Thu15:3

| My Wi-Fi goto tools

\_)- Disconnect from eduroam
Turn Wi-Fi Off

Pro version has many add ons including Channel >
= = . Channel Width >
WIFI Explorer Specan Wlth for Link-Layer Header | 2
instance wispy dbx
Capture
: OWB215-00108 \ - Capture Other 2.4 GH 13
> . . Airtool Capture Other B CIEN >
soircasscs: - ::::::::: > oram o Easy frame captures using your Mac's built-in Wi-Fi adapter. Capture All

Capture All 2.4 GHz
Capture All 5 GHz
Capture Custom...

Upload Capture | 3

Preferences...
Help

Check for Updates...
v Launch at Login
About Airtool

Network Detadls  Signal St TR oveoced Dewsis

Quit 8Q

Typersubtype
1.817556 ) N . Probe Response edurcam
1.818134 . Probe Response edurcam

H Acknowledgese-.
HewlettP_60:89:60 Broadcast . Beacon frame AvansWlan
HewlettP | 1 Broadcast . Beacon frame eduroan
HewlettP | Broadcast . Beacon frame AvanswWlan
1.893086 HewlettP_t Broadcast Beacon frame eduroan

1.938247 Broadcast . AvansWian
1.938430 _ Broadcast . eduroan

Reassociation..
Acknowledgese..

802.119

& i ' - » Frame 200: 174 bytes on wire (1392 bits), 174 bytes captured (1392 bits)
Keeg Pronk » Radiotap Header v@, Length 25
» 802.11 radio information
S v IEEE 892.11 Reassociation Request, Flags: .....uas c

@rovinguser = Type/Subtype: Reassociation Request (@x002)
= - = Frame Control Field: €x2000

People move; networks don't - info and comments on Wi-Fi{Avans-—=— £600 5001 6811 1016 = Duration: 314 aicroseconds

network | trends in Security, mobile computing and higher education: Receiver address: ArubaNet_96:a 9

= Destination address: ArubaNet 9
Occasional Tennis tweets Transmitter address: SassungE_o:

Source address: SamsungE_04:8c:40 (78:c3:e9
eduroam.avans.ni BSS Id: ArubaNet_96:27:81 (b4:5d:50:96:27:81)
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Bedankt voor de aandacht !
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