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NOTE

This technical note explains how to configure the amigopod Visitor Management Appliance to
provide different visitor account creation forms to different operators.

Using this advanced form of role-based access control allows for multiple different types of user to
be created by authorized operators.

Audience

This document is intended for network administrators and system integrators deploying an
amigopod-based visitor management solution.

Basic familiarity with the amigopod Visitor Management Appliance is assumed. For in-depth
information about the features and functions of the amigopod appliance, refer to the amigopod
Deployment Guide.

Document Overview

The first section of this technical note describes the fundamental components of the amigopod
role-based access control model, including operators, operator profiles, and the application forms
and views used for visitor management.

The next section contains a detailed configuration guide for deploying a solution consisting of
multiple different forms for visitor account creation. The steps required to customize the fields,
forms and operator profiles are explained.

Usage Scenarios

Use the configuration guidelines in this technical note if you want different operators to be able to
manage different groups of visitor accounts.

This technical note is also suitable for an environment where different operators must record
different information when creating a visitor account, even if all operators will create visitor
accounts using the same role.

The configuration described here requires all visitor account management to be performed by an
authorized operator (i.e. a user of the system that has logged into the amigopod GUI with a
username and password). Different visitor self-registration instances may also be implemented to
perform similar functions, but a self-registration instance may be accessed without operator
authentication. This type of configuration will not be described further in this technical note.
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2 About Operator Profiles

An operator profile determines what actions an operator is permitted to take when using the
amigopod Visitor Management Appliance.

Some of the settings in an operator profile may be overridden in a specific operator’s account
settings. These customized settings will take precedence over the default values defined in the
operator profile.

Role-based access control

The amigopod Visitor Management Appliance supports role-based access control through the use
of operator profiles. Each operator using the amigopod is assigned a profile which determines
the actions that the operator may perform, as well as global settings such as the look and feel of
the user interface.

Using the operator profile editor, the forms and views used in the application may be customized
for a specific operator profile, which enables advanced behaviors to be implemented as part of the
role-based access control model.

This process is shown in the diagram below.
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| |
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: \z Role-based |
| AN | Access |
: amigopod Control |
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\ /

Figure 1: Role-based access control for multiple operator profiles.
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About Application Forms and Views

The behavior of all visitor management features is controlled through the application’s forms and
views. For example, creating a user is an action that is carried out by completing the create_user

form.

Visitor management functions

The diagram below shows the standard forms and views in the amigopod Visitor Management

Appliance.

Visitor Management Functions

Single Account

Create Account
Change Expiration
Reset Password
Print Receipt

Remove Account

I T T 1 T

Edit Account

g

Multiple Accounts
Create Multiple
m List Accounts
m Export Accounts

M1 Edit Multiple (view)
Edit Multiple (form)

amigopod

(ﬂ)

(ﬂ)

m Active Sessions

Figure 2: Visitor management functions of the amigopod.

Form and view reference

The table below lists all the forms and views used for visitor management.

change_expiration Form Change Expiration Yes
create_multi Form Create Multiple Yes
create_user Form Create Account Yes
guest_edit Form Edit Account Yes
guest_export View Export Accounts Yes
guest_multi View Edit Multiple Accounts Yes
guest_multi_form Form Edit Multiple Accounts Yes
guest_receipt Form Print Receipt No

guest_register Form Guest Self-Registration Yes
guest_register_receipt Form Guest Self-Registration Receipt Yes
guest_sessions View Active Sessions Yes
guest_users View List Accounts Yes
remove_account Form Remove Account No

reset_password Form Reset Password No

6| Implementing Multiple Visitor Account Creation Forms
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= Configuring Multiple Visitor Account Forms

Example solution architecture
The remainder of this technical note describes the configuration for the following environment:

e The IT Administrators operator profile may create visitor accounts using any of the standard
roles.

e The Operations and Marketing operator profile may only create visitor accounts with the
Employee role.

e The Reception and Front Desk operator profile may only create visitor accounts with the
Guest role.

e Additionally, different fields will be used to store information with employee and guest
accounts at the time of account creation.

= Visitor accounts with the Employee role will have a Department field that specifies the
area to which the visitor account has access.

= Visitor accounts with the Guest role will have a Visiting field that indicates the person the
guest is visiting.

After you have read this technical note, you should be able to adapt and extend the configuration
guidelines described here to suit the particular requirements of your amigopod deployment.

Check plugin versions

Per-operator profile visitor management requires the following plugin versions:
e amigopod Operator Logins 2.0.2 or later

e  Guest Manager 2.0.3 or later

e amigopod Kernel 2.0.2 or later

To verify you have the correct plugin versions installed, navigate to Administrator > Plugin
Manager > List Available Plugins and check the version number in the list.

Use the Check for Plugin Updates link to download and install updated plugins.
Define custom fields

Create field to store employee’s department

The field to store the employee’s department information will be named employee_department.
Navigate to Customization > Fields and click the Create New Field link.

Make the following selections to complete the form:

e Field Name: employee_department

e TField Type: String

e Description: The department name of this employee.
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e Default View Display Properties
= Column Type: Sortable text
= Column Title: Department
=  Column Width: 100
= (SS Class: leave this blank
. CSS Style: leave this blank
. Column Format: Field Value
e Default Form Display Properties
= User Interface: Text field
= Label: Department:
= Description: Enter this employee’s department.
= CSS Class: leave this blank
= CSS Style: width:240px;
. Label After: leave this blank
e Form Validation Properties
= Field Required: [ ] Field value must be supplied

= Initial Value: leave this blank; a default value for this field may be supplied by inserting it
here

=  Validator: (No validation)
Click the Save Changes button to create the new field.

The field will be displayed in the Customize Fields list:

o Cuick Help A Create

Column Title

[Abc] employee_department
The department name of this employee.

:j‘ Edit a Delate _:] Duplicate E Show Forms m Show Views

Department string

Create field to store guest’s visit information
The field to store the guest’s visit information will be named guest_visiting.

Follow the same procedure as above to create this field, using the following selections for the new
field:

e Field Name: guest_visiting
e Field Type: String

e Description: The name of the person this guest is visiting.
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e Default View Display Properties

Column Type: Sortable text
Column Title: Visiting
Column Width: 100

CSS Class: leave this blank
CSS Style: leave this blank

Column Format: Field Value

e Default Form Display Properties

User Interface: Text field

Label: Visiting:

Description: Enter the name of the person the guest is visiting.

CSS Class: leave this blank
CSS Style: width:240px;

Label After: leave this blank

e Form Validation Properties

Field Required: [x] Field value must be supplied

Initial Value: leave this blank; a default value for this field may be supplied by inserting it

here

Validator: IsNonEmpty

Validator Param: (Use argument)
Validator Argument: leave this blank

Validation Error: Cannot be blank

NOTE By selecting the “Field value must be supplied” check box and adding the IsNonEmpty validator,
forms using this field must be filled out with a non-empty value in order to allow the guest account
to be creation. Refer to the amigopod Deployment Guide for more details on form processing and
field validation.

Click the Save Changes button to create the new field.

The field will be displayed in the Customize Fields list:

0 Quick Help 8 Create

[abe] guest_wvisiting
The name of the person this guest is visiting.

Name Column Title

Wisiting

3 Edit GB Delete __'_1 Duplicate E Show Forms m Show Views

Type

string

Amigopod | Technical Note
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Define additional forms
Navigate to Customization > Forms & Views and select the create_user form in the list view.

NOTE This is the standard visitor account creation form, and will be used by operators with the IT
Administrator profile and any other default profiles. It will also be used as the basis for the new
visitor account creation forms.

Create form for guest account creation

Click the Duplicate icon link to create a new copy of the create_user form, which will be named
create_user_l.

Select the create_user_1 form and click the Edit link.
Make the following changes in the Edit Properties form:
e Title: New Guest Account

e Description: Create a new guest account. This form is for use by the Reception and Front Desk
operator profile.

create_user_1
Create a single visitor account.

3 Edit E Edit Fields __'_1 Duplicate @ Delate ‘J‘h Show Usage e Use

Edit Properties

create wser_1

Copy of New Visitor Account form

MNEms: The name of the application page.
- . form
YPEE The type of application page.
. Mew Wisitor Account
Title:
The title for this form or view.
Create new wisitor account. This form s
L. is for use by the Reception and Front
Drescription: .
Desk Opelratnr profile -

&n optional description of this form or view.

[ H Sawve Changes

Click the Save Changes button to update the form’s properties.

Modify fields on guest account creation form
Now click the Edit Fields link to modify the layout of the form’s fields.

The first change to make is to remove the account role selection field. This is achieved by changing
the role_id field to a hidden field and specifying a fixed value that corresponds to the Guest role:

e (lick the role_id field in the list, and then click the Edit link.
e (Change the User Interface to Hidden field.

e Enter an Initial Value of 2. This corresponds to the ID of the Guest role, which is displayed in
the list of RADIUS User Roles.
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Form Field Editor

* Fiekd Name: |m‘e_id E

S.slact the fi=ld d=finftlan ta sttach ta the farm.

Form Display Properties

Thega prapartles cantral the usar inb=risce displayad for this fid,
[#] Enabie this fila
When checlked, the fi=ld w b= Includad as part of the form.

T

Wumber Indicating the relative ardering of usar intarface fizids, which are displaysad In arder of Increacing rank.

Fimid:

* Rank:

Hidden fieki ||

The kind af usar Int=rface sl=ment ta uee when antering ar aditing this fizid.

* User Intarface:

Form Validation Properties
Thes:= prap=rtl=s cantral haw the valus of this fi=ld s chacked.

[ Fimig valos must b suppli=d

Fi=dd Requin=d:
Si=jact thic aptlan If the fizid cannat be amittad ar l=ft blank.
. 2z
Initial \Vabe:
Vialu= ta inftializs this fizld with when the form s first displaysd.
. NwaGuestianagerisValidRokeld  |w]
* Validator: =
The function usad to validate the contants of a fisid.
alidator Param: |{N°"E} E
Orptional name of fizld whas= valuz will bz suppliad as the angumant ta a validatar.
F
Validstor Argument:
-l

‘Oiptianal valus ta Supphy &5 The arguimEnt ©a & valkdstar.

\alidaticn Errsre Flezse choose from one of the availsble roles

The =rrar message ta display if the fizid’s value falls validatiaon and the vallidatar do=s not return an ermar message directhy.

Advanced Properties

Thes= prapertles cantral comeerslan, display and dynamic behawviours.

Advanc=d: [ Show atdvanced properiies

Pleass chooss from one of the availsble roles
Typ= Emor:

The =rrar message ta display I the fizld's valus ks nat suppllad, hac an Incarrect typs, ar if canversian falls.

| HSaveG-‘lamE- I

e (lick the Save Changes button to update this field.

The second change is to remove the Expire Action field from the form.
e (lick the do_expire field in the list, and then click the Edit link.
e Change the User Interface to Hidden field.

e Leave the Initial Value as 4. This value indicates that the visitor account should be deleted and
all active sessions logged out when the account’s expiration time is reached.
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Form Field Editor

do_expire

* Field Name:
Select the field definition to attach to the form.

Form Display Properties
These properties control the user interface displayed for this field.

Enable this field

Field:
When checked, the field will be included as part of the form.
* Rank: 66
Mumber indicating the relative ordering of user interface fields, which are displayed in order of increasing rank.
Hidden field [=]

* User Interface:
The kind of user interface element to use when entering or editing this field.

Form Validation Properties
These properties contral how the value of this field is checked.

Field value must be supplied

Field Required:
v Select this opticn if the field cannot be omitted or left blank.

Initial value: 4 o o : — :
Value to initialize this field with when the form is first displayed.
; . IsinRange
* .
Validator:
The function used to validate the contents of a field.
(Nane) E

Validator Param: - - ) ) .
Optional name of field whose value will be supplied as the argument to a validator.

e (lick the Save Changes button to update this field.

Next, the Account Activation fields will be hidden, as all visitor accounts are to be immediately

activated on creation:

e (lick the modify_schedule_time field in the list, and then click the Disable Field link.

e  (lick the schedule_time field in the list, and then click the Disable Field link. This field must
also be disabled, or else a date and time picker will be displayed to allow an activation time for

the account to be set.

50 modify_schedule_time dropdown Account Activation: SE'.ECt = D.ptm” fDr.Changmg fhe
activation time of this account.

¥ Edit B Edit Base Field €3 Remove “E‘Iﬂsert Before Ly Insert After X

Finally, the new field for recording the visit information must be added to the form:

e  (lick the email field in the list, and then click the Insert After link.

The wvisitor's email address. This
Email Address: will become their username to log
into the network.

X Disable Field

40 email text

[ﬁ’ Edit % Edit Base Field €3 Remove 5 Insert Before '-TF‘

e Inthe Form Field Editor, make the following selections:
= Field Name: guest_visiting
= Field: [x] Enable this field

= Field Required: [x] Field value must be supplied

12| Implementing Multiple Visitor Account Creation Forms Amigopod | Technical Note



Form Field Editor

* Field Name:

qu visiting
Select the field definition to attach to the form.

Form Display Properties
These properties control the user interface displayed for this field.

Field:

* Rank:

* User Interface:

Label:

Description:

CSS Class:

CSS Style:

Label After:

Enable this field
When checked, the field will be included as part of the form.

45
Number indicating the relative ordering of user interface fields, which are displayed in order of increasing rank.
Text field [=]

The kind of user interface element to use when entering or editing this field.

Visiting
Label for this field to display on the form.

Enter the name of the person the guest is visiting
Descriptive text for this field, displayed with the user-interface element.

Optional CS5 class name to apply to this form field.

width:240px;
Optional CS5 style text to apply to this form field.

Text to display after the user interface element.

Form Validation Properties
These properties control how the value of this field is checked.

Field Required:

Field value must be supplied
Select this option if the field cannot be omitted or left blank.

=  Leave all other options as default and click the Save Changes button to add the field to

the form.

The Preview Form tab at the top of the form editor may be used to see the effect of these changes

on the form:

% Customize fields 4 Back to list of forms & views e Use this form

o Quick Help

o Quick Help

E Preview Form

[5 Preview Form

New Visitor Account

* Sponsor's Name:

* Visitor's Name:

* Company Name:

* Email Address:

* visiting

Account Activation:

Account Expiration:
Password:

* Terms of Use:

MName of the perzon sponsoring this visitor account.

MName of the visitor.

Company name of the visitor.

The visitor's email address. This will become their username to log into the network.

Enter the name of the perzon the guest iz visiting

|Now EI

Select an option for changing the activation time of this account.

|1 day from now El

Select an option for changing the expiration time of this account.
33379275

1 am the sponsor of this visitor account and accept the terms of use
Flag indicating that the creator has accepted the terms and conditions of use.

| ﬁ Create Account |

= required field

Amigopod | Technical Note
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NOTE

You can test the validation rules for the form by completing it and clicking the Create Account
button; if the form fields are successfully validated, the result is shown in the form field editor.

Create form for employee account creation
Navigate to Customization > Forms & Views and select the create_user form in the list view.

Click the Duplicate icon link to create a second copy of the create_user form, which will be
named create_user_2.

Select the create_user_2 form and click the Edit link.
Make the following changes in the Edit Properties form:
e Title: New Employee Account

e Description: Create a new employee account. This form is for use by the Operations and
Marketing operator profile.

create_user_2
Create a single visitor account.

:? Edit [5 Edit Fields __.:'_] Duplicate €3 Delete ¥y Show Usage wip Use

Edit Properties

create_user_2

Copy (2) of New Visitor Account form

MName: L
The name of the application page.
Tvpe: form
Ype: The type of application page.
. Mew Employee Account
Title: : p y. _
The title for this form or view.
Create a New Employee account. Thib form -
. iz for use by the Cperations and
Description:

marketing operator profile. -

An optional description of this form or view.

[ FI Save Changes J

Click the Save Changes button to update the form’s properties.

Modify fields on guest account creation form

Now click the Edit Fields link to modify the layout of the form’s fields.

The first change to make is to remove the account role selection field. This is achieved by changing

the role_id field to a hidden field and specifying a fixed value that corresponds to the Employee
role:

e C(Click the role_id field in the list, and then click the Edit link.
e Change the User Interface to Hidden field.

e Enter an Initial Value of 3. This corresponds to the ID of the Employee role, which is
displayed in the list of RADIUS User Roles.

14| Implementing Multiple Visitor Account Creation Forms
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Form Field Editor

|ro|e_id
Select the field definition to attach to the form.

* Field Name:

Form Display Properties
These properties control the user interface displayed for this field.

Field: Enable this field
" When checked, the field will be included as part of the form.

70

£ -
Rank:
MNumber indicating the relative ordering of user interface fields, which are displayed in order of increasing rank.

* . |Hidden field IZI
User Interface:
The kind of user interface element to use when entering or editing this field.

Form Validation Properties
These properties control how the value of this field is checked.

- - Field value must be supplied
Field Required:
q Select this option if the field cannot be omitted or left blank.

Initial Value: 3 o o . o :
Walue to initialize this field with when the form is first displayed.

| MNwaGuestManagerlsValidRoleld El

The function used to validate the contents of a field.

* validator:

Validator Param: |(N9ne} - . F :
Optional name of field whose value will be supplied as the argument to a validator.

-

Validator Argument: I
e (lick the Save Changes button to update this field.

The second change is to remove the Expire Action field from the form.
e (lick the do_expire field in the list, and then click the Edit link.

e Change the User Interface to Hidden field.

e Change the Initial Value to 2. This value indicates that the visitor account should be disabled
and all active sessions logged out when the account’s expiration time is reached.

Form Field Editor

|d0_expire
Select the field definition to attach to the form.

* Field Name:

Form Display Properties
These properties control the user interface displayed for this field.

Field: Enable this field
" when checked, the field will be included as part of the form.

66

* Rank:
Mumber indicating the relative ordering of user interface fields, which are displayed in order of increasing rank.

- . |Hidden field
User Interface:
The kind of user interface element to use when entering or editing this field.

Form Validation Properties
These properties control how the value of this field is checked.

Field value must be supplied
Field Required:
< Select this option if the field cannot be omitted or left blank.

2

Value to initialize this field with when the form is first displayed.

Initial Value:

|IsInRange
The function used to validate the contents of a field.

* validator:

Validator Param: |(Nqne} - . . :
Optional name of field whose value will be supplied as the argument to a validator.

array | it
) 0 =»1, =l
Validator Argument: 1=> 4, il

Optional value to supply as the argument to a validator.

e (lick the Save Changes button to update this field.
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Next, the expiration time for the account will be disabled so that the account does not have an
automatic expiration time.

e  (lick the modify_expire_time field in the list, and then click the Disable Field link.

e C(lick the expire_time field in the list, and then click the Disable Field link. This field must
also be disabled, or else a date and time picker will be displayed to allow an expiration time
for the account to be set.

e C(lick the expire_after field in the list, and then click the Disable Field link.

Select an option for changing the

61 modify_expire_time dropdown Account Expiration: expiration time of this account.

B?Edit % Edit Base Field €3 Remove 5InsertElefore Lol Insert after | X

Finally, the new field for recording the employee’s department must be added to the form:
e  (Click the visitor_company field in the list, and then click the Insert After link.

30 visitor_company text Company Name: Company name of the visitor.

B’ Edit % Edit Base Field €3 Remove 5 Insert Before '-iFi et A ¥, Disable Field

e In the Form Field Editor, make the following selections:
= Field Name: employee_department

. Field: [x] Enable this field

Form Field Editor

employee_department E

® o .
Field Name:
Select the field definition to attach to the form.

Form Display Properties
These properties control the user interface displayed for this field.

Enable this field
When checked, the field will be included as part of the form.

35

Number indicating the relative ordering of user interface fields, which are displayed in order of increasing rank.

Field:

* Rank:

Text field

* User Interface:
The kind of user interface element to use when entering or editing this field.

Department
Label: — .
Label for this field to display on the form.
T Enter_th.ls employee s de.:partn'_lent_ . .
Descriptive text for this field, displayed with the user-interface element.
CS5S Class: : ) )
Optional C55 class name to apply to this form field.
CSS Style: W|d.th:24-[]px; _ .
Optional CSS style text to apply to this form field.
Label After:

Text te display after the user interface element.

Form Validation Properties
These properties control how the value of this field is checked.

ield value must be supplied

Field Required:
= Select this option if the field cannot be omitted or left blank.

= Leave all other options as default and click the Save Changes button to add the field to
the form.
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The Preview Form tab at the top of the form editor may be used to see the effect of these changes
on the form:

o Quick Help E Preview Form

New Employee Account

Name of the person sponsoring this visitor account.

* Sponsor’s Name:

* Visitor's Name: o
Name of the visitor.

* Company Name: o
Company name of the visitor.

* Department } _
Enter this employee’s department.

* Email Address: — : - ) )
The wvisitor's email address. This will become their username to log into the network.

Account Activation: Mow : : E L .
Select an option for changing the activation time of this account.
1 day from now E

Account Expiration: : : e .
Select an option for changing the expiration time of this account.

Password: 18188500

[C] 1 am the sponsor of this visitor account and accept the terms of use
Flag indicating that the creator has accepted the terms and conditions of use.

[ ﬂ Create Account

* Terms of Use:

= requirad field

Configure form overrides

The form overrides are used to specify that different operator profiles should use different forms
for visitor management.

Override forms for Reception and Front Desk

Navigate to Administrator > Operator Logins > Manage Operator Profiles, select the Reception and
Front Desk operator profile, and then click the Edit link.

To specify that this operator profile should use a different form when creating a new visitor
account, select the Override the application’s forms and views check box, and then select the
forms and views that should be used from the options displayed under Custom Forms and Views:
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( Override the application’s forms and views j

Customization: - i
If checked, you can specify different default forms and views to use.

Custom Forms and Views

(Use default: guest_sessions “Active Sessions”}E
Owverride the Active Sessions view.

Active Sessions:

(Use default: change_expiration “Change Expiratiun”}E

Change Expiration: - —
Override the Change Expiration form.

(Use default: create_multi “Create Guest Ac:c:nums”]E
Override the Create Guest Accounts form.

(Use default: guest_edit “Edit Accuum”}E

Override the Edit Account form.

Create Guest Accounts:

Edit Account:

(Use default: guest multi “Edit Accnunts”}E

Edit Accounts: : - -
Owverride the Edit Accounts view.

(Use default: guest_multi_form “Edit Guest Accuums”]E

Edit Guest Accounts: - -
Override the Edit Guest Accounts form.

(Use default: guest export “Export Guest Manager Accuunts”}E

Export Guest Manager Accounts: - = :
COverride the Export Guest Manager Accounts view.

(Use default: guest_users “Guest Manager Accounts”}E
Override the Guest Manager Accounts view.

New \.FisitorAccount:[ create user 1— Mew Visitor Account |Z| ]

Override the New Visitor Account form.

[ H Save Changes ]

Guest Manager Accounts:

In this example, the option for New Visitor Account form should be changed from the default to
the “New Guest Account” form that has been created.

Click the Save Changes button to update the operator profile.

Override forms for Operations and Marketing

Navigate to Administrator > Operator Logins > Manage Operator Profiles, select the Operations
and Marketing operator profile, and then click the Edit link.

To specify that this operator profile should use a different form when creating a new visitor
account, select the Override the application’s forms and views check box, and then select the
forms and views that should be used from the options displayed under Custom Forms and Views.

For this example solution, the option for the New Visitor Account form should be changed from
the default to the “New Employee Account” form that has been created:
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Customization: ( Override the application’s forms and views :l
" If checked, you can specity different default forms and views to use.

Custom Forms and Views

(Use default: guest_sessions “Active Sessions”}E
Override the Active Sessions view.

Active Sessions:

(Use default: change_expiration “Change Expiratiun”}E

Change Expiration: - r—
Override the Change Expiration form.

(Use default: create_multi “Create Guest Accuunts”]E
Override the Create Guest Accounts form.

(Use default: guest_edit “Edit Accnunt”}E

Owverride the Edit Account form.

(Use default: guest_multi “Edit Accuums”}E

Override the Edit Accounts view.

Create Guest Accounts:
Edit Account:

Edit Accounts:

(Use default: guest_multi_form “Edit Guest Accounts”}E

Edit Guest Accounts: - -
Override the Edit Guest Accounts form.

(Use default: guest_export “Export Guest Manager Accuunts”}E

Export Guest Manager Accounts: - :
Owvernde the Export Guest Manager Accounts view.

(Use default: guest users “Guest Manager Accnunts”}E

Guest Manager Accounts: - -
Owverride the Guest Manager Accounts view.

(create_user_E — New Employee Account EJ

Override the New Visitor Account form.

[ H Save Changes J

New Visitor Account:

Click the Save Changes button to update the operator profile.

Test operator access

First, log in to the amigopod using credentials for an operator with the Reception and Front Desk
profile.

The Create Account form will now appear with different fields as configured by the administrator:
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Ay Amigopod |
e Create Guest Account
Start Here

New guest account being created by test.
* Create Account

0 o wp Evaluztion license: User account expiratien times are limited to 15 minutes.
ogou

New Visitor Account
|test |

Mame of the persen sponsoring this visitor account.

* Sponsor's Name:!

* Visitor's Name: | |
Mame of the visitar.

* Company Name: | |
Company name of the visitor,

* Email Address: | - |
The wvisitar's email address. This will become their username to log into the netwark,

* Visiting | |

Enter the name of the person the guest is visiting
Account Activation: | Now EI

Select an option for changing the activation time of this account.
Account Expiration: | 1 day from now EI

Select an option for changing the expiration time of this account.
password: 80838774

* Terms of Use: I am the sponsor of this visitor account and accept the terms of use

E Create Account

# required Tield
ﬁ Guest Manager services

A. Back to main

After submitting the form, a new guest account is created and the receipt indicates that the
visitor’s role has been set to Guest:

Account Details

Guest username: demo@example.com

Guest password: 12532305
Account expiration: Account will expire at Sunday, 12 February 2011, 11:04 AM
ount rale: Guest

Spo "

Now, log out and then log in again using credentials for an operator with the Operations and
Marketing profile.

The Create Account form for this operator profile contains different fields:
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Amigopod

networkas

Home

Create Guest Account

Guests

Start Here Mew guest account being created by operations.

Active Sessions . R i e — =

‘ Ewvaluation license: User account expiration times are limited te 15 minutes.
* Create Account

Create Multiple New Employee Account

Edit Accounts "
operations

Export Accounts 2 Spensor’s Name:

Mame of the person spansaring this wisiter account.
Import Accounts
. * visitar: .
A isitor’s Name:
(= S i Mame of the wisitor.
Administrator

Customization : Company Namea: A
Company name of the visitar,
RADIUS
Reporting * Department -
Enter this employee’'s department.
Support -
Legout * Email Address: | - !
The visitor's email address. This will become their username to log into the network,
Account Activation: Mow El
Select an eption for changing the activation time of this account,
1 day from now El

Account Expiration:
Select an option for changing the expiration time of this account.

Password: 24826863

* Terms of Use: I am the sponsor of this visitor account and accept the terms of use

ET Create Account

* required fiskd
a_-; Guest Manager services g List guest accounts

i, Back to main

After submitting the form, a new guest account is created and the receipt indicates that the
visitor’s role has been set to Employee. The receipt also indicates that no expiration time exists
for the new account:

Account Details

Guest username: employee@example.com

Guest password: 52643852

Account expiration: Account will expire at Sunday, 12 February 2011, 11:01 AM
Ai:l:Eunt role: Employee I
Sponsor name:  Operations

Additional configuration steps

Once you have the basic visitor account creation form customized for different operator profiles,
the same process can be used to customize the other forms and views.

To complete the visitor management feature set for both types of operator profile, the following
additional configuration steps could be undertaken:

e (Customize the guest_users view to display a column with the employee_department field to
operators with the Operations and Marketing operator profile, and display the guest_visiting
field to operators with the Reception and Front Desk operator profile.

e (Customize the guest_edit form to allow the values stored in the employee_department and
guest_visiting fields to be edited by the respective operator profiles.

Amigopod | Technical Note Implementing Multiple Visitor Account Creation Forms |21



e (Customize the guest_export view to add new fields, depending on which operator profile
uses the export view.

e (Customize the guest_multi view to display the employee_department field, and customize
the guest_multi_form to allow the value of this field to be changed for multiple employee
accounts at the same time.

Summary

Using the advanced role-based access control features of the amigopod Visitor Management
Appliance, it is possible to create completely independent user interfaces tailored for specific
visitor management requirements.
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