Installation of certificate on controller

for WebUI, Captive Portal and
802.1X authentication
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Introduction

All Aruba controllers are shipped with a default certificate which is used by WebU]I, captive
portal as well as dotlx termination.

The Common Name (CN) of this cert is securelogin.arubanetworks.com.

Aruba Networks includes the cert in ArubaOS to allow customers to be up and running quickly.
Using a default cert is not safe from a security point of view and is not recommended for long-
term production. Customers are advised to purchase their permanent certs from a well known
CA such as VeriSign, GeoTrust, etc.

This document explains how to install a trial certificate from VeriSign on an Aruba controller.

You do not need to go through the procedure of adding the Test Root CA when you purchase a
certificate at VeriSign. These certificates are already trusted by your PC.



Get the trial certificate from Verisign

Go to: http://www.verisign.com/ and select Try Free SSL Trial
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Complete the following form

\’CtriSign'

Free SSL Trial Certificate

To help us serve you better, please provide the information below: 0m

Are you interested in securing your e-mail communications? Learn more about
Digital IDs for secure e-mail.

Note: * = required.

* Email Address ischaap @arubanetworks.com
* First Name John

* Last Name Schaap

* Phone +31622407110

Please include area code
and/or country code
* Zip Code 4207MT

* Country Netherands E|

Please keep me up to date on product news and Security alerts via email.
[7] Piease remember my profile information.

VeriSign respects your right to privacy, see our Privacy Statement.

Continue |

TRUSTe

Vemirys

TO ngle‘ ABOUT SSL CERTIFICATES

%‘riSign' Enroll For A Trial SSL NG NS\

Certificate N

WELCOME
e}

Welcome

Help
Product: Trial SSL Certificate

Free Trial SSL Certificate, 14 days validity period.

Enrolling for a certificate includes the following steps:

Step 1. Enter your Technical Contact information

Step 2. Identify your server platform and enter your Certificate Signing Request (CSR)
ACSR s required for enroliment. Need help generating a CSR?

Step 3. Verify your CSR and enter a challenge phrase for this certificate.

Step 4. Confirm and submit your order.

Step 5. Installthe Test CA Root

Step 6. Receive (via emai) and install your Trial SSL Certificate.

eriSign, Inc. Al rights reserved




Complete the following form and click continue

%‘riSign‘

roll ForA-Trial!lSSL. s O S‘ “

En
Certificate >

WELCOME  TECHNICAL

Enter Technical Contact information for this certificate

The Technical Contact receives and manages the certificate and is notified for renewal.

Help
*Required field
Product: Trial SSL Certificate

Free Trial SSL Certificate, 14 days validity period.

Technical Contact

* First Name: |John
“LastName: Schaap
«Title: | Systems Engineer
*Company: Aruba Networks
- Address1: Algolweg 11A
Address2:
«city: Amersfoort
* State/Province: ZH
* ZIP/Postal Code: | 3821BG
“Country: | Netherlands [~
“Telephone: +31622407110
Fax:
“Emai. jschaap@arubanetworks.com

] save my contact information for future certificate enroliments.

[ Please keep me up to date on product news and security-related information.

Continue |

Legal Notices | Privacy | Repository | ®1995-2007 VeriSign, Inc. All rights reserved.

comanen  [Treviewed by
ATRamS

@ site privacy stateme
4

VERIFY >



Go to the controller and configure it to generate a new CSR. The CN (Common Name) should be
the same as the name of the controller. Click “Generate New” after entering all the details
A DD

Configuration
networks
[ontorn [P
Network M 3
Manaa nent > Cert
Controller Management e
VLANs Upload = CSR
Ports
P CSR Information
Security Key Length 1024 [v]
Authentication
Common Name homelab.arubanetworks
Access Control —_—
Wireless Country 'NL
AP Configuration State/Province [zH
AP Installation City |Gorinchem
Management Organization |sales
General 2 =
Unit Engineering
Administration T =T = =
N mail ess schaap@arubanetworks
Certificates | i p@ -
SNVP Generate New | Reset | View Current
Logging

Click “View Current” to see your CSR and copy everything including
------- BEGIN CERTIFICATE REQUEST-------- and

CSR Information
Subject
C=NL
L=Gorinchem
O=Sales
OU=Engineering
CN=homelab.arubanetworks.com
emailAddress=jschaap @arubanetworks.com

MIIB4zCCAUWCAQAWgaIxCzAJBgNVBAYTAKSMMQswCQYDVQQRIEWJaSDESMBAGAIUE
BxMJR29yvaW5jaGVtMQ4wDAYDVQOKEWVIYWx1cZzZEUMBIGAIUECXMLRWSnaW51ZXJp
bmcxIjAgBgNVBAMIGWhvbWVSYWIuYXJ1¥YmFuZXR3b3Jrcy5ib20xKDAmBgkghkiG
9wOBCQEWGWpzY2hhYXBAYXJ1YmFuZXR3b3Jrcy5ib20wgZ8wDQYJKoZInvcNAQEB
BQADgYOAMIGJAOGBAPhS19sXn30RwWvECOM3wAMb2 yaARj SGTcR4Ec4Ig8Wabgh4l
QHfw+1lu/Rt6xrWksCHO93Xf0ixBUMILKAaDEr SpWrIJUHPHbRPWHNDaNulsoEi3Td
B8dZkZMj8XrdLQ34200+e3/3upCMudWSCriE6CcIPVO+j4117wSnuuojYaSTAgMB
AAGgADANBgkghkiGOWOBAQUFARCBgQAXTKE+14yInxJoFEeSGSELfigqTHMNF1G2g
noGRUoOVsiL/YSx/Zbib32p9uqgixVsuHcGZ02D+7im/pPmTgiT/NfrSnxxJpnBGn
gDcpzQWLhs+Iy0lrnySUs2UuV3réeVce+505imfz8sVv7b4mgOoWUuXgbSEB1E2aRR
a4izZXyKP7g==

OK




Paste the text that you copied in the previous step into the CSR window. Select “Server not
listed” and “Other” as use for the SSL certificate. Then click continue.

WELCOME  TECHNICAL ENTERCSR

1.4

Enter Certificate Signing Request (CSR)

A Certificate Signing Request (CSR) is your server's unique “fingerprint” and is generated from the server that will host the requested SSL
Certificate. For detailed instructions for generating a CSR, click here.

Note: For an Extended Validation CSR, the City/Locatien (L), State/Province (S), and Country (C) fields must indicate the jurisdiction where Help
the organization is registered.

Product: Trial SSL Certificate

Free Trial SSL Certificate, 14 days validity period.

Enter Certificate Signing Request (CSR)

* Required field
* Select Server Platform: Certificate Signing Request example:
Netscape Al e BEGIN NEW CERTIFICATE REQUEST----
MICsTCCALC AQAatG TAXBGNVBAMTEH d3dyS2ZXpe2InbiSjbzb D zAN Bghy
A h
pache = Bt TBnR 30N DERMASGATUEChMIVM\A aVNpZ24F JAUBGNVBACT DU WvdWiS0 iy
|iPlanet E IFZpZX gNVEAGTLH JuaVE CzAJBgNVBAY TATMS Lk YIKoZ|
‘ - s N ACKEF hZlamBuc2hl bH RAdmbiy aXNpZ 240 20t Funn CYJKeZ Iy N AQEBBRAD
Server not listed |R SANSAJBANMLBAUC MIVNLAGF mYj TyP qC2YdbLgzyehRBEMAD cLoacp HaDnivQpti

71830 X0hKs2ryHOgIPAET eSbsIRR ECAWEAASCT AMMWGE Y KK YBBAGCNWIC AZEM
Fao1LJAUMESN SAMEEGCE GAQOBgjoC ADDZAMEAGATL dDWEBWAEAIESD Af
BgmmsuEcommago.BgEEAYBAgewgg.BgEFaoquzcaaaYmma BAGCNAOCAIGE
4C SOAEDAIDBA GAZ ENACAALNBOAH IABWBUAGOAIABDAHIA
e0BWAHOARWBNAHIAYDBWAGgAINBIAC ARLIABY AGBAIGBRAGRAZIBYAAGIATTDS2T
SilyaAlm) 180007 OKLKIHSUECHE TSXI YRCSZDOAU GZay NALC BYLmt
R UZZunbzHO0 YNe2AR MIAPp1KLEZEC Y TLxwdnDdezBye tfnoBnl EF eHU At Th
hoTp?IPCYTfTBKbKN?draIUTrrWIJ‘TU UUUpMPAAAAAAAAAALD Y JKoZ I NADEF
BQAD QRAEOMOIUKIICs ND NWREVidH0gGardak 6 Z XPpaNbMITHSELN re3EiD
IAEZ mAm N0 AV o+ Z S gelaBls
+++--END NEW CER TIFICATE REQUES T

* Paste Certificate Signing Request (CSR), obtained from your server: More Information

MIIB4zCCAUWCAQAwgaIxCzAJBgNVBAYTAKSMMQswCQYDVQQIEwJaSDESMBAGALUE
BxMJR29yaW5jaGVtMQ4wDAYDVQOKEWVI YWx1cZEUMBIGA1UECXMLRWSnaWsS1ZXJp
bmcxIjAgBgNVBAMIGWAvEWVSYWIuYXJ1YmFuZXR3b3Jrcy5ib20xXKDAMBgkqhkiG
9wOBCQEWGWpzY2hhYXBAYXJ1YmFuZXR3b3Jrcy5ib20wgZ8wDQYJKoZInvcNAQER
BQADgYORMIGJAOGBAPNnS519sXh30RwvECIM3wAMb2yaARj SGTcR4Ec4Ig8Wab8h4l
QHfw+1lu/Rt6rWksCHO9jXf0ixBUMILKAaDEr SpWrIJUHPHbRPWHNDaNulsoEi3Td
B8dZkZMjEXrdLQ34200+e3/3upCMudWSCr1E6CCcIPVO+j4117wSnuuojYaSTAgMB
AAGQADANBgkqhkiGOwOBAQUFAROBGQAXTKE+14yInxJoFEeS5GSELfiqTHMNF1G2g
noGRUoOVsjL/¥YSx/Zbjb32p9uqixVsuHcGZ02D+7jm/pPmIqiT/NfrSnxxJpnBGn
+Iy01lrny5Us2UuV3r6Vc+50Simfz8sVv7b4mgOoWUuXgb5S5EB1E2aRR
a4iZXyKP7g==

What do you plan to use this SSL Certificate for? (optional):
: Other iv]

Continue |




Verify your CSR info and make up a challenge phrase

vériSigﬁ Enroll For A Trial SSL

EIOIFOTATIRISSL > JA AN

WELCOME TECHNICAL ENTERCSR VERIFYCSR O
>

4

CSR information

Confirm your Certificate Signing Request (CSR) information and enter a challenge phrase. Help

Product: Trial SSL Certificate

Free Trial SSL Certificate, 14 days validity period.

CSR information

The requested certificate will include the following details from the CSR :

Common Name: a800.homelab.arubanetworks.com City/Location: Amsterdam

Organization: Sales State/Province: ZH

Change CSR
Organizational Unit: Engineering Country: NL g€

Challenge phrase

Create a new challenge phrase (password) for your SSL certificate. Do not lose the chall h ! The
next time you renew this certificate or in case you revoke or make changes to the certificate.

phrase is used the

* Required field
* Challenge Phrase:
* Re-enter Challenge Phrase:

* Reminder Question:

Continue

Legal Notices | Privacy | Rep ©1995-2007 VeriSign, Inc. All ri

reserved

VERIFY »



Verify your order summary and click Accept

\ériSign' Enroll For A Trial SSL. e, . &
Certificate -

WELCOME TECHNICAL ENTERCSR VERIFYCSR ORDER SUMMARY  FIlISH
, > ,

' 4 1

Order summary & acceptance

Please review and confirm your order information, and accept the terms of the Subscriber Agreement to complete your order. Help

Product: Trial SSL Certificate

Free Trial SSL Certificate, 14 days validity period.

CSR information

The requested certificate will include the following details from the CSR :

Common Name: a800.homelab.arubanetworks.com City/Location: Amsterdam
Organization: Sales State/Province: ZH
eanEee . Change CSR
Organizational Unit: Engineering Country: NL

Contact and payment information

Technical Contact
Edit

John Schaap

Systems Engineer

Aruba Networks

Algolweg 1A

Amersfoort ZH

NL

3821BG

Telephone 31622407110

Email: jschaap@arubanetworks.com

Privacy Statement
By clicking Accept & Purchase, you confirm that you have carefully read, understood, and accept to become bound by the terms and conditions
of the Subscriber Agreement, including VeriSign's Privacy Statement. In particular, you agree to VeriSign transferring your enroliment information to

third parties in accordance with the Privacy Statement. Please note that you can change your preferences by visiting VeriSign communication
preferences.

Subscriber Agreement

Printable Version

VeriSign Test Certification Authority
Certification Practice Statement

il »

YOU MUST READ THIS VERISIGN TEST

CERTIFICATION AUTHORITY PRACTICE STATEMENT
("TEST CPS") CAREFULLY. BY CLICKING "ACCEPT"
BELOW AND/OR REQUESTING, USING, OR RELYING

UPON A TEST CERTIFICATE OR THE TEST CA ROCT
CERTIFICATE (AS THESE TERMS ARE DEFINED

BELOW), YOU AGREE TO BE BOUND BY THE TERMS OF
THIS TEST CPS, AND TO BECOME A PARTY TO THIS



You will see that you trial order is complete and soon you will receive an email with your signed
certificate

%riSign‘ Enroll For A Trial SSL
Certificate

WELCOME TECHNICAL ENTERCSR VERIFYCSR ORDER SUMMARY  FINISH

Thank you for completing your order!

VeriSign is processing your Trial SSL Certificate request. Your Trial SSL Certificate and installation instructions will be sent
to you via email within the next hour.

Your order number is: 318790472
You can print this page as proof of purchase. Print Help

Product: Trial SSL Certificate

Free Trial SSL Certificate, 14 days validity period.

CSR information

You are enrolling for an SSL Certificate for a800.homelab.arubanetworks.com. Make sure this domain matches the

URL your Web site visitors connect to. If this information is incorrect, contact Customer Support at 1-877-438-8776 or
1-650-426-3400.

Common a800.homelab.arubanetworks.com
Name:

City/Location: Amsterdam
) ization: Sal State/Province: ZH

rganization: Sales Country: NL
Organizational Unit: Engineering

What is the status of my order?

Visit the Order Status page at any time to check the current status of your order. Additionally, your technical and
Organizational Contacts will soon receive an Order Confirmation email to help track the progress of your order. You can

visit the Order Status page by clicking the link below and bookmark the page to check the status of your order at any
time.

Check Order Status

Legal Notices | Privacy | Repository | ©1995-2007 VeriSign, Inc. All rights reserved.

Sales: 1-850-428-511

85




This is an example of the signed certificate that you receive in the email from Verisign

Thank you for your interest in VeriSign!
@AMIGIA0GBAPhS195Xh30Rwv8COm3wAMb2yaARjSGTcR4EC4Ig8lab
8h41QHfw+1u/Rt6rinksCHO9XFfOixBUMILKAaDErSplWrIJUHPHbRPWHNDaNulsoE
i3TdB8dZkZMj8XrdLQ342008+e3/3upCMudWSCr1E6CCcOPVO+j4117wSnuuojYasT
AgMBAAG]jggHXMIIBBzAIBgNVHRMEAjAAMASGA1UdDWQEAWIFODBDBgNVHRSEPDAG
MDigNgABhjJodHRWOi8VU1ZSU2VidXI1LWNYbC52ZXIpc21nbi5jb26vU1ZSVHIp
YhiwyMDA1LmNybDBKBgNVHSAEQzBBMD8GCMCGSAGG+EUBBXUWMTAVBEgrBgEFBQCC
ARYJjaHROcHM6LY93d3cudmVyaXNpZ24uY29tL2Nwcy90ZXNBY2EwHQYDVRO1BBYw
FAYIKwYBBQUHAWEGCCSGAQUFBWMCMB8GA1UdIWQYMBaAFGYijoHgMVndKn+rRsU2
AgZw]4daMHgGCCsGAQUFBWEBBGwwajAkBggrBgEFBQCwWAYYYaHROcDovL29jc3Au
dmVyaXNpZ24uY29tMEIGCCSGAQUFBzAChjZodHRWOi8vU1ZSU2VjdXI1LWFpYS52
ZXIpc21nbi5jb28vU1ZSVHIpYWwyMDALLWFpYS5§ZXTwbgYIKWYBBQUHAQUEYBg
oV6gXDBaMFgwVhYJalWlhZ2UvZ21mMCEWHzZAHBgUrDgMCGgQUS2uSKIYGDLVQUFib
KaxLB4shBRgwJhYkaHR@cDovL2xvZ28udmVyaXNpZ24uY29tL3ZzbGOnbzEuZ21m
MABGCSqGSIb3DQEBBQUAA4IBAQA/iVAMXx1DoluSgae9dDRs1c/1uDBB7moKFswwh
vLwXD7bbRIs00SfwcMTnmxsDYgbID2ELGLCzFrpxuFVa5cKDtXHO+1GEjI6VAQ4E
bfzY/GHmznWbzuoh3Z+/TYxF7kHnQu7pRbBMLOBDYFnB82790dvPaKfOpzNNnmV7e
PV510cxrXXIn5118Egx5ZktoVWuBNCvbeQB81rMsk066/AfaGaQo2Aiu9R8zC773
Qg70TmwlYj4oBMu7VdBZGeBbaRGk jReGed40eabIVrRY+N2k+9vPRxYURgqgIhallR
miza5YcUbcUgq800UBwWtR+fp205019Rd/sQaFjCQQHdKLcDr3

----- END CERTIFICATE-----




Create a new file and call it your-server-certificate.cer. Open the file with Notepad and paste the
text above including ------- BEGIN CERTIFICATE and END CERTIFICATE-------

In this file.
You can double click the file in Windows and it will show you the certificate.
You will see that a default Windows PC will not trust the certificate and the Verisign Trial

Secure Server Test CA.

General | Details | Certification Path | General | Details | certification Path|

Show: [<AI|> v]

@“, Certificate Information
Value
Windows does not ha h information t i : . "
@I not have enough informa o verify - - RSA' (1024 Bits)

certificate.

3| Key Usage Digital Signature, Key En:
5 on P
Certificate Polides
@Enhanced Key Usage Server Authentication (1.3.6....

(5| Authority Key Identifier KeyID=66 228e81e0 3159 ...
Ll auitharity Tnfarmatinn cracs  [114utharity Tnfn Acress: Acr

-

Issued to: aB800.homelab.arubanetworks.com

Digital Signature, Key Encipherment (ao))

Issued by: VeriSign Trial Secure Server Test CA

Valid from 18-5-2008 to 2-6-2008

l]nstal Certiﬁcate...] l Issuer Statement ‘ Edit Properties... [ Copy to File... ]

Learn more about certificates Learn more about certificate details

| General | Details | certification Path| General | Details | Certification Path
& ification-patir

VeriSign Trial Secure Server Test CA

--{Z5] a800.homelab.arubanetworks.com

Show: [<AI|>

Field Value

Basic Constraints Subject Type=End Entity, Pat...
Key Usage Digital Signature, Key Encipher...
@CRL Distribution Points [1]CRL Distribution Point: Distr...
+3| Enhanced Key Usage Server Authentication (1.3.6....
&1 Authority Key Identi KeyID=66 228e 81e0 3159 ...

Auihority Information Access  [1JAuthority Info Access: Acc...
J‘?qlr\ﬂnhlna 2N AN a1 Se an 5~ 3N 5a 3N SR

tifica alicy:Palicy Id

= -
QServer Authentication (1.3.6.1.5.5.7.3. 9

Client Authentication (1.3.6.1.5.5.7.3.2)
N

View Certificate

Certificate status:
e issuer of this certificate could not be foundj

Edit Properties... [ Copy to File... ]

Learn more about certificate details Learn more about certification paths

[ o ]




You will need to follow the procedure below to install the special Test CA Root on each
computer that you will be using during the test.

http://www.verisign.com/ssl/buy-ssl-certificate/free-ssl-certificate-trial/test-root-
ca/trialcainstall.html

Free Trial SSL Certificate
Test Root CA Instructions

In order to test the use of a trial certificate, you must install a special Test CA Root on each browser that you
will be using in the test. (This requirement is to prevent fraudulent use of test certificates. When you purchase a
regular SSL Certificate, your users will not have to go through this step.)

Note: Some servers require you to install the Trial Root CA certificate onto the server prior to installing the SSL
certificate. Please refer to your Server vendor for further information.

Trial Root Certificates

Secure Site Trial Root CA Certificate >>
This Root CA Certificate is used during the testing phase of the Trial VeriSign Secure Site SSL Certificate. This
will need to be installed into each browser that will be used to test the SSL Certificate.

Installation Instructions

For Microsoft Browsers
1. Click on the *Secure Site Trial Root Certificate” link above.
Save the certificate into a file with a .cer extension.
Open a Microsoft IE Browser.
Go to Tools = Internet Options > Content = Certificates
Click Import. A certificate manager Import Wizard will appear. Click Next.
Browse to the location of the recently stored root (done in step 2). Select ALL files for file type.
Select the certificate and click Open.
Click Next.
Select *Automatically select the certificate store based on the type of the certificate™. Click Ok.
Click Next then Finish.
When prompted and asked if you wish to add the following certificate to the root store, click Yes.

SO0 NDNAWN

- -

For Netscape Browsers

1. Click on the *Secure Site Trial Root Certificate link™ above.

2. Save the certificate into a file with a .cer extension.

3. Open a Netscape browser.

4. Go to Edit = Preferences > Privacy & Security > Certificates = Manage Certificates = Authorities.

S. Click Import

6. A dialog box appears that says, “Are you willing to accept this Certificate Authority for the purposes of
certifying other Internet sites, email users, or software developers?®. Check “Trust this CA to identify web
sites”. Click Next.

7. Click Ok.

For Firefox Browsers
1. Click on the *Secure Site Trial Root Certificate link™ above.
Save the certificate into a file with a .cer extension.
Open a Firefox browser.
Go to Tools » Options > Advanced > View Certificates =Authorities.
Click Import.
Select the Trial Root certificate = click Open.
A dialog box appears that says, "Do you want to trust "VeriSign Trial Secure Server Test Root CA’ for the
following purposes?”. Check "Trust this CA to identify web sites™.
8. Click OK.

NOoOnsWN



Now, you will see that your certificate is trusted by your PC and that the certificate path is OK
Certificate

General | Details | Certification Path General | Details | Certification Path

Certification path

L“ Certificate Information LT;] VeriSign Trial Secure Server Test Root CA
“-[55] VeriSign Trial Secure Server Test CA

This certificate is intended for the following purpose(s): EREA| 2300, homelab.arubanetworks.com

 Ensures the identity of a remote computer
* Proves your identity to a remote computer
®2,16.840.1.113733.1.7.21

*Refer to the certification authority's statement for details.

Issued to: aB800.homelab.arubanetworks.com

Issued by: VeriSign Trial Secure Server Test CA

Valid from 18-5-2008 to 2-6-2008
Certificate status:
This certificate is OK. /

Install Certificate...| [ Issuer Statement |

View Certificate

Learn more about certificates Learn more about certification paths

Go to Configuration -> Management -> Certificate and select Upload and upload your certificate
in PEM format and as server certificate type

ARUEBA Configuration

networks

UMM Disgnostics | Maintenance | Plan | Events | Reports |

Network -
E— Management > Certificates > Upload
VLANs Upload ~ CSR
Ports
P
Security Certificate Name lhomelab.arubanetworks
Authentication Certificate Fi
Access Control - l - v, will not b dinth
Wirel Passphrase (optional) For import purpose only, will not be stored in the system.
AP Configuration Retype Passphrase | |
AP Installation Certificate Format
Management Certcte ype
General

Administration m E




The certificate should upload successfully and you will see it back in the certificate list
AP K .

networks

Configuration

° = — in
, e e, .

Network E:
. Management > Certificates > Upload
WLANS Upload  CSR
Ports
P Upload a Certificate
Security CertficateName [ ]
Authentication
Certificate Fiename
e =) E— by il besared it
i Passphrase (optional) For import purpose only, will not be stored in the system.
2 Canuratn [FEER —
AP Installation Certificate Format. DER  [+]
"3"39:]"""‘ Certificate Type [Trusted ca [+]
Administraton __Upload_| | Reset |
[ Certificates )
SNMP Certificate Lists
Logging GroupBy: | None =]
Clock Name Type Filename Reference Actions
Advanced Services homelab-server-cert ServerCert homelab.pem 1 View | Delete
e Chomelab.arubanetworks.com ServerCert verisign-tral-server-cert.cer 2) View | _Delete
WAL homelab1 ServerCert homelab1. 0 Vi Delet:
o o] e verCer omelab1.pem iew e
S nllabs-server-cert ServerCert nllabs-servercert.cer 0 View | Delete
Clent Integrity nllabs-ca Trustedca nllabs-trusted-ca.cer 0 View | Delete

VPN Services



Use certificate for WebUI management

Go to Configuration -> Management -> General and select you certificate as server certificate for
WebUI Management Authentication. This will restart the webserver so wait for 30 seconds
before connecting

ARUBA Configuration

networks

Network
Controler Management > General
VLANs
Ports
- Management Telnet Access

Y Update of Global Configuration from MMS
Authentication
G SSH (Secure Shell) Authentication Method

Wircless Username Password
AP Configuration Client Public Key
AP Installation

"a = WebUI Management Authentication Method
= L and
Administration
Certificates Client Certificate
SNMP Server Certificate [ homelab.arubanetworks.com E]D
Logging

Open IE7 and connect to the controller. You will see the following warning. That is because the
IP address of my controller is not known by the DNS name used in the certificate

@ There is a problem with this website's security certificate.

(The security certificate presented by this website was issued for a different website's address. )

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not ti to this websit

@ Click here to dose this webpage.

@ Continue to this website (not recommended).

® More information

Click “Continue to this website” In the browser you can click on “Certificate Error” and click
“View Certificate” to see your certificate.

@ Mismatched Address

b | B~ B - @ 5 Page v GTools+
The security certificate presented by this

i
website was issued for a different website's Home (Alt=M)
address.

This problem may indicate an attempt to

A Il I K fool you or intercept any data you send to

the server.
networks
We recommend that you close this webpage.

Please Login About certificate errors

View certificates

System Name : ArubaB00




Use certificate for Captive Portal

Normally the default captive portal will redirect you to securelogin.arubanetworks.com but this
will change to whatever you used as CN in your certificate.

In this case it will be a800.homelab.arubanetworks.com

Go to Configuration -> Management -> General and select you certificate as server certificate for
Captive Portal.

ARUBA Configuration

networks

TR pagnosccs | ancensnce | pan | vents | Repors |

Network
Controller Management > General
VLANs
Ports
I:r Management Telnet Access =
Security Update of Global Configuration fromMMS  []
Authentication
Access Control SSH (Secure Shell) Authentication Method
Wireless Username/Password
AP Configuration Client Public Key B
AP Installation
B WebUI Management Authentication Method
| General )|
B Username and Password
Administration
Certificates Client Certificate b
SNMP Server Certificate homelab.arubanetworks.com \Z|
Logging
Clock Captive Portal Certificate
Advanced Services Server Certificate homelab.arubanetworks.com [ ]
Redundancy

You will be redirected to a800.homelab.arubanetworks.com and you can check the certificate.

= Portal Login - Windows Internet Explorer.

‘,'4? Website Identificaion

VeriSign Trial Secure Server Test Root CA

has identified this site a

a800.homelab.arubanetworks.com
This connection to the server is encrypted.

Should Itrust this site?

View certificates

N REGISTERED USER

3| USERNAME

PASSWORD

Logging in as a registered
user indicates you have
read and accepted the
Acceptable Use Policy.

Use certificate or dotlx eap—termination WZC
WZC (Windows XP Professional SP3)



Go to Configuration -> All Profiles -> 802.1X Authentication Profile and select the profile that
you are using. Select your certificate as server certificate

Configuration

PPN 0o | antarance | pan | cvents | Repors |

Network R
e Advanced Services > All Profile Management
VLANs
Ports Profiles
P

Security
Authentication
Access Control SSID Profile

Wireless
AP Configuration High-throughput SSID profile
AP Installation Virtual AP profile

Management
— A Profie
Administration Bl XML API Server
Certificates

RFC 3576 Server
SNMP
Logging MAC Authentication Profile
i Captive Portal Authentication Profie

Advanced Services
Redundancy ] 802.1X Authentication Profile
1P Mobilty —

Stateful Firewall
External Services defaui-pek
VPN Services
Wired Access neauth
Wireless RADIUS Server
AllProfies. )

Bl LDAP Server

TACACS Server
Server Group

VPN Authentication Profile
Management Authentication Profile
Wired Authentication Profile

1 Gtateful 50,1

« ]

] v

i

— L L L

-
Save Configuration

Profile Details
802.1X Profile > eap. Show Reference | Save As | Reset
Basic Advanced
Max authentication faiures o ] Enforce Machine Authentication 0
Machine Authentication: Default . §
PR guest Machine Authentication Cache Timeout |24 hrs
Blackist on Machine Authentication Machine Authentication: Default User
Faiure a Role guest =]
Interval between Identity Requests | 30 sec Quiet Period after Faled 50 sec
Reauthentication Interval 86400 ] sec e |
Interval
Multicast Key Rotation Time Interval | (1800 ] sec Unicast Key Rotation Time Interval 200 sec
Authentication Server Retry Interval | [30 sec Authentication Server Retry Count |2
‘Number of tmes ID-Requests are —
Framed MTU 1100 bytes b E
i of B ] Maximum number of tmes Held state [ |
Attempts can be bypassed
DCMV":‘“‘ WEP Key Message Retry i ] Dynamic WEP Key Size: 128 bits
Interval between WPA/WPA2 Key [T T Delay between WPA/WPA2 Unicast
Messages 1000 mee Key and Group Key Exchange o e
WPA/WPA2 Key Message Retry Count 3 ] Multicast Key Rotation ]
Unicast Key Rotation =] Reauthentication =]
Opportunistic Key Caching ) Validate PMKID B
Use Session Key B Use StaticKey =]
XSecMTU 1300 bytes Termination 7}
Termination EAP-Type [[] eap-tis eap-peap ‘Termination Inner EAP-Type eapmschapv2 [ eap-gtc
Token Caching a ‘Token Caching Period 24 hrs
CA-Certificate --NONE-- [] Server-Certificate networks.com (v

First check if the connection is established without checking the server certificate. When
everything works as expected then you can select “Validate server certificate” and “Connect to

these servers”
Protected EAP Properties

hen connecting:
Validate server certificate

Connect to these servers:

Trusted Root Certification Authorities:

[] 192.168.1.250 A
[[] aaa Certificate Services

[] aBA.ECOM Root CA

[] ac ra1z DMIE

D A-CERT ADVANCED

[] administrator

[[] Agence Nationale de Certification Electronique v
< | EX

|:] Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

Secured password (EAP-MSCHAP v2)

[C]Enable Fast Reconnect:
[C]Enable Quarantine checks
[T Disconnect i server does not present cryptobinding TLY

RX

5] (cotrs-. ]

[ OK ] [ Cancel

]

You will see the following pop-up screen when you connect again



Validate Server Certificate

‘You have reached server named:
a800.homelab. arubanetworks.com
The Root Certification Authority for the server's certificate is:
VeriSign Trial Secure Server Test Root CA
If this is the correct server and a good certificate, click OK to connect
and you will not see this message again. Click CANCEL to drop the
connection,

View Server Certificate

[ OK ][ Cancel ]

Windows will automatically change the Protected EAP Properties to the settings below when
you click OK to the screen above.

Protected EAP Properties @@

When connecting:
Validate server certificate

Connect to these servers:
a300.homelab, arubanetworks.com

Trusted Root Certification Authorities:
[[] werisign Class 1 Public Primary Certification Authority - G3 5
[] weriSign Class 2 Public Primary Certification Authority - G3
[[] werisign Class 3 Public Primary Certification Authority - G3
[] veriSign Class 3 Public Primary Certification Authority - G5

VeriSign Trial Secure Server Test Root CA
[T werisian Trust Network v
< % |

D Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

: Secured 7password (éAP-MSCHAP v2) :;\

[]Enable Fast Reconnect
["JEnable Quarantine checks
[ pisconnect if server does nat present cryptobinding TLY

[ OK ] [ Cancel




Use certificate for dotlx eap—termination Odyssey
Juniper Odyssey Access Client (version 4.70.10697.0)

Go to Configuration -> All Profiles -> 802.1X Authentication Profile and select the profile that
you are using. Select your certificate as server

certificate

ADoK

notworks

PPN 0o | antarance | pan | cvents | Repors |

Network
Controller
VLANs
Ports
3

Security
Authentication
Access Control

Wireless
AP Configuration
AP Installation

Configuration

SSID Profie

High-throughput SSID profie

Virtual AP profie

Management
o AAA Profie
Admiristration Bl XML API Server
Certficates
RFC 3576 Server
SNMP
Logging MAC Authentication Profie
i Captive Portal Authenticaton Profis
Advanced Services
Redundancy El 802.1% Authentication Profie
P Mobiity s
Stateful Firewall
External Services defaui-pek
VPN Services
Wired Access inerauth
Wireless RADIUS Server
AllProfies. )

B LDAP Server

TACACS Server

Server Group

VPN Authentication Profile
Management Authentication Profile
Wired Authentication Profile

1 Gtateful 50,1

Advanced Services > All Profile Management

Profiles

«

]

»

i

5
; W W

Save Configuration

Profile Details
802.1X Profile > eap. Show Reference | Save As | Reset
Basic Advanced
Max authentication faiures 0 Enforce Machine Authentication ]
Machine Authentication: Default § §
prea st guest [+]| | Machine Authentication Cache Timeout |24 hrs
Blackist on Machine Authentication Machine Authentication: Default User
Faiure a Role guest =]
Interval between Identity Requests | 30 ] sec Quiet Period after Faled 50 sec
Reauthentication Interval 86400 ] sec e R
Interval
Multicast Key Rotation Time Interval | (1800 ] sec Unicast Key Rotation Time Interval 200 sec
Authentication Server Retry Interval |30 sec Authentication Server Retry Count |2
‘Number of tmes ID-Requests are —
Framed MTU 1100 bytes b B
i of B Maximum number of tmes Held state [ |
Attempts can be bypassed
B S EmEn) 1 Dynamic WEP Key Size 128 bits
Interval between WPA/WPA2 Key Delay between WPA/WPA2 Unicast
Messages 1000 ] me Key and Group Key Exchange 0 e
WPA/WPA2 Key Message Retry Count 3 Multicast Key Rotation ]
Unicast Key Rotation =] Reauthentication =]
Opportunistic Key Caching ) Validate PMKID B
Use Session Key a Use Static Key =]
XSecMTU 1300 bytes Termination 7}
Termination EAP-Type [[] eap-tis eap-peap ‘Termination Inner EAP-Type eapmschapv2 [ eap-gtc
‘Token Caching [ ‘Token Caching Period 24 hrs
CA-Certificate --NONE-- [] Server-Certificate {homelab.arubanetworks.

First check if the connection is established without checking the server certificate.
everything works as expected then you can select “Validate server certificate”

Profile Properties

X

EAP-PEAP

User Info | Authentication | TTLS | PEAP | JUAC

Authentication protocols, in order of

&
Remove

Validate server certificate

Token card credentials

Credentials to use with EAP-FAST or EAP-PEAP when the
inner method is EAP-GenericTokenCard or EAP-POTP:

() Use my password
(O Prompt for token information

Anonymous name:

{You can enter an anonymous name to keep your login name
private with most EAP protocols.)

[ o

] [ Cancel ]

When

Odyssey will show a pop-up screen asking you if you trust this untrusted server. You can view

the certificate and add permanent trust.



Odyssey Access Client @

‘You are about to authenticate to an untrusted server!
To terminate communication, press [No]

To temporarily trust this server, press [Yes]

To permanently trust this server, check "add this trusted server to
the database" and press [Yes]

élliﬁcale chain: \

VeriSign Trial Secure Server Test Root CA
VeriSign Trial Secure Server Test CA
\ a800.homelab. arubanetworks.com

View ...
ﬂ’ermanent trust \

Add this trusted server to the database

Server name must end with:

‘ 3800.homelab. arubanetworks.com ‘

S /

Proceed to authenticate with this server?

[ Yes ] [ No ]




Troubleshooting

The easiest way to check if your certificate is OK and if the laptop that you want to use trusts the
certificate is to use the certificate for the WebUI and use Internet Explorer to access the
controller. IE will tell you when something is wrong and you can then correct the problem.

For example IE will tell you :

* “The security certificate presented by this website was not issued by a trusted certificate
authority”. This means that your PC does not trust the CA that issued the certificate.

* “The security certificate presented by this website was issued for a different website’s
address”. This means that the DNS address in the certificate does not match the
controllers IP address. In a lab environment this is OK and you can use this certificate for
eap-termination, captive portal and WebUI.

The following shows a client trying to authenticate but there is something wrong with the trust of

the certificate. Authentication stops with “station-term-start”
(Aruba800) #show auth-tracebuf count 20

Auth Trace Buffer

May 16 19:58:13 cert-downloaded * 00:0b:86:52:b8:10 00:00:00:00:00:00//tmp/certmgr/ServerCert/homelabl - -

May 16 19:59:06 station-up * 00:16:ce:2c:b2:80 00:0b:86:a0:ab:30 - - wpaZ2aes
May 16 19:59:06 station-term-start * 00:16:ce:2c:b2:80 00:0b:86:a0:ab:30 10 -
May 16 19:59:06 eap-term-start -> 00:16:ce:2¢:b2:80 00:0b:86:a0:ab:30/eap-termination - -
May 16 19:59:06 station-term-start * 00:16:ce:2c:b2:80 00:0b:86:a0:ab:30 10 -

The following shows a client which successfully sets up the TLS tunnel so the certificate is OK
(Aruba800) #show auth-tracebuf count 20

Auth Trace Buffer

May 16 19:58:13 cert-downloaded * 00:0b:86:52:b8:10 00:00:00:00:00:00//tmp/certmgr/ServerCert/homelabl - -

May 16 19:59:06 station-up * 00:16:ce:2c:b2:80 00:0b:86:a0:ab:30 - - wpaZ2aes
May 16 19:59:06 station-term-start * 00:16:ce:2c:b2:80 00:0b:86:a0:ab:30 10 -

May 16 19:59:06 eap-term-start  -> 00:16:ce:2c:b2:80 00:0b:86:a0:ab:30/eap-termination - -
May 16 19:59:06 station-term-start * 00:16:ce:2c:b2:80 00:0b:86:a0:ab:30 10 -

May 16 19:59:06 client-finish -> 00:16:ce:2c:b2:80 00:0b:86:a0:ab:30/eap-termination - -
May 16 19:59:06 server-finish <- 00:16:ce:2c:b2:80 00:0b:86:a0:ab:30/eap-termination - 61

May 16 19:59:21 server-finish-ack -> 00:16:ce:2c:b2:80 00:0b:86:a0:ab:30/eap-termination - -

Just for reference a complete successful authentication including MS-CHAPv2 and the key
exchange.

May 16 19:58:13 cert-downloaded * 00:0b:86:52:b8:10 00:00:00:00:00:00//tmp/certmgr/ServerCert/homelabl - -



May 16 19:59:06 station-up * 00:16:ce:2c:b2:80 00:0b:86:a0:ab:30 - - wpa2aes

May 16 19:59:06 station-term-start * 00:16:ce:2c:b2:80 00:0b:86:a0:ab:30 10 -

May 16 19:59:06 eap-term-start  -> 00:16:ce:2c:b2:80 00:0b:86:a0:ab:30/eap-termination - -

May 16 19:59:06 station-term-start * 00:16:ce:2c:b2:80 00:0b:86:a0:ab:30 10 -

May 16 19:59:06 client-finish -> 00:16:ce:2c:b2:80 00:0b:86:a0:ab:30/eap-termination - -

May 16 19:59:06 server-finish <- 00:16:ce:2c:b2:80 00:0b:86:a0:ab:30/eap-termination - 61
May 16 19:59:21 server-finish-ack -> 00:16:ce:2c:b2:80 00:0b:86:a0:ab:30/eap-termination - -
May 16 19:59:21 inner-eap-id-req <- 00:16:ce:2c:b2:80 00:0b:86:a0:ab:30/eap-termination - 35
May 16 19:59:21 inner-eap-id-resp -> 00:16:ce:2c:b2:80 00:0b:86:a0:ab:30/eap-termination - - employeel
May 16 19:59:21 eap-mschap-chlg  <- 00:16:ce:2c:b2:80 00:0b:86:a0:ab:30/eap-termination - 67
May 16 19:59:21 eap-mschap-response -> 00:16:ce:2c:b2:80 00:0b:86:a0:ab:30 7 49

May 16 19:59:21 mschap-request -> 00:16:ce:2c:b2:80 00:0b:86:a0:ab:30 7 - employeel
May 16 19:59:21 mschap-response  <- 00:16:ce:2c:b2:80 00:0b:86:a0:ab:30/Internal - - employeel
May 16 19:59:21 eap-mschap-success <- 00:16:ce:2c:b2:80 00:0b:86:a0:ab:30/eap-termination - 83
May 16 19:59:21 station-data-ready * 00:16:ce:2c:b2:80 00:00:00:00:00:00 10 -

May 16 19:59:21 station-data-ready_ack * 00:16:ce:2c:b2:80 00:00:00:00:00:00 10 -

May 16 19:59:21 eap-mschap-success-ack-> 00:16:ce:2c:b2:80 00:0b:86:a0:ab:30 - -

May 16 19:59:21 eap-tlv-rslt-success <- 00:16:ce:2c:b2:80 00:0b:86:a0:ab:30/eap-termination - 43
May 16 19:59:21 eap-tlv-rslt-success -> 00:16:ce:2c:b2:80 00:0b:86:a0:ab:30 -2

May 16 19:59:21 eap-success <- 00:16:ce:2c:b2:80 00:0b:86:a0:ab:30/eap-termination - 4

May 16 19:59:21 wpa2-keyl <- 00:16:ce:2c:b2:80 00:0b:86:a0:ab:30 - 117

May 16 19:59:21 wpa2-key2 -> 00:16:ce:2c:b2:80 00:0b:86:a0:ab:30 - 117

May 16 19:59:21 wpa2-key3 <- 00:16:ce:2c:b2:80 00:0b:86:a0:ab:30 - 151

May 16 19:59:21 wpa2-key4 -> 00:16:ce:2c:b2:80 00:0b:86:a0:ab:30 - 95






