[bookmark: _GoBack]I want to get a basic setup working first with just username/password authentication using ClearPass Policy Manager to pass a role back to the controller. Once I get that working I would expand it to include different roles based on if a device can do EAP-TLS authentication with a CP Onboard cert, or based on AD group membership of the userid, etc.
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Services - VIA_CERT-AUTH

Summary | Service  Authentication  Roles [ENZUSERIEN

Use Cached Results: [J use cached Roles and Posture attributes from previous sessions

Enforcement Policy: [ {Sample Allow Access Policy] ] T Add new Enforcement Policy
Description: Sample policy to allow network access.
Default Profile: [Allow Access Profile]

Rules Evaluation Algorithm: _evaluate-all

Conditions Enforcement Profiles

(Date:Day-of-Week GELONGS_TO Monday, Tuesday,
Thursday, Friday, Saturday, Sunday)

WednesdaY, ajow Access profile]
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Services - VIA_CLIENT-PREAUTH

VIA Pre-auth
Type: RADIUS Enforcement ( Generic )
Status: Enabled
Monitor Mode: [J Enable to monitor network access without enforcement.
More Options: [ Authorization [ Posture Compliance [ Audit End-hosts [ Profile Endpoints [] Accounting Proxy

Matches O ANY or ® ALL of the following conditions:

Type Name Operator value 5

. ctation. %{Radius: IETF:Framed-
1.‘ma.s.|nr Calling-Station-1d EQUALS e B ®
2.|Radius:1ETF NAS-Port-Type EQUALS Virtual (5) B ¥
3.|Radius:1ETF Service-Type EQUALS Framed-User (2) B ¥
4.|Radius:1ETF NAS-Port EQUALS 0 B W

5.|Click to add...
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Services - VIA_CLIENT-PREAUTH

Use Cached Restts: [l use cached Roles and Posture attributes from previous sessions
Enforcement Policy: [ VIA-CLIENT-ENFORCEMENT )

Add new Enforcement Policy

Default Profile: [Deny Access Profile]
Rules Evaluation Algorithm:  first-applicable

Conditions Enforcement Profiles
1 (Authentication:Username E£QUALS cappall ROLE_VIA_IT-SECURE
2. (Authentication:Username EQUALS tim) ROLE_VIA_EMPLOYEE

3. (Authentication:Username EQUALS via-secure-user) ROLE_VIA_IT-SECURE
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Services - VIA_CERT-AUTH

Type: RADIUS Enforcement ( Generic )
Status: Enabled

Monitor Mode: [J Enable to monitor network access without enforcement.

More Options: [ Authorization [ Posture Compliance [ Audit End-hosts [ Profile Endpoints [] Accounting Proxy

Matches O ANY or ® ALL of the following conditions:

Type Name Operator Vvalue L}
1.|Radius:IETF NAS-Port-Type EQuALS virtual (5) B @
2.|Radius:ETF NAS-Port EQUALS 0 B
3.|Radius:ETF Called-Station-1d EQUALS default B @

4.|click to add...
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Services - VIA_CERT-AUTH

Summary Senncemndﬁ Enforcement

Authentication Methods: | EAP-TLS_timcappallCA Move Up Add new Authentication Method

~Selectto Add- Iv]

Authentication Sources: | AD_TIMCAPPALL-COM [Active Directory] Move Up Add new Authentication Source

| ~Selectto Add— Iv]

Strip Username Rules: [ Enable to specify a comma-separated list of rules to strip usemame prefixes or suffixes




