ClearPass Policy-Manager6:3

Jech Note: Installing or Upgrading on a Virtual Machine

This document describes the procedures for installing and upgrading ClearPass Policy Manager 6.3 on a
Virtual Machine. It includes the following sections:

o “Process Overview” (page 1)

o “Recommended VMware ESX/ESXi Server Specifications” (page 1)

o “Installing ClearPass Policy Manager on a Virtual Machine” (page 3)
o “Upgrading ClearPass Policy Manager on a Virtual Machine” (page 9)

Process Overview
The process of installing CPPM on a virtual machine is done in four stages:

1. ClearPass 6.3 VMware software packages are distributed as zip files. Download the software image from
the Support site and unzip it to a folder on your server to extract the files.

2. Follow the steps in the OVF wizard to deploy the OVF files, but do not power on yet.

3. Add anew hard disk, based on the requirements for your type of VM. See Recommended VMware ESX/
ESXi Server Specifications on page 1 for more information.

4. Power on and configure the VM.

Instructions for these procedures are provided in Installing ClearPass Policy Manager on a Virtual Machine
on page 3.

Review the release notes for the current release before you upgrade ClearPass Policy Manager.

NOTE

Recommended VMware ESX/ESXi Server Specifications

The following are recommended requirements for the ClearPass Policy Manager 6.3 Virtual Appliance to
properly operate in 64-bit VMware ESX or EXSi Server installations. These recommendations supersede
earlier requirements that were published for ClearPass Policy Manager 6.x installations.

Be sure that your system meets the recommended specifications required for the Policy Manager Virtual
Appliance. The ClearPass VMware ships with a 20GB hard disk volume. This must be supplemented with
additional storage/hard disk through VMware settings by adding a new hard disk. The additional space
required depends on the ClearPass virtual appliance version.

If you do not add a new hard disk to the VM before it is powered on, it will continue to restart with kernel panics.

NOTE

Supported ESX/ESXi Versions

o 4.0 (This is the recommended minimum version of software for the CP-VA-500 and CP-VA-5K. This does
not support greater than eight virtual CPUs, which is required for the CP-VA-25K.)

e 5.0
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5.1
5.5

J VMware Player is not supported.

NOTE

CP-SW-EVAL (Evaluation Version)
2 Virtual CPUs
80 GB disk space
4 GB RAM

2 Gigabit virtual switched ports. (Only one is needed if you do not use separate ports for data and
management traffic.)

An evaluation version can be upgraded to a later evaluation version in a manner similar to a production
upgrade.

After upgrading to 6.3, an evaluation version can be morphed to a production VM by using the morph-vm
command. For more information, see the Command Line Interface > System Commands section in the
ClearPass Policy Manager User Guide.

CP-VA-500
2 Virtual CPUs
500 GB disk space
4 GB RAM

2 Gigabit virtual switched ports. (Only one is needed if you do not use separate ports for data and
management traffic.)

Functional IOP rating for a 40-60 read/write profile for 4k random read/write = 75.

CP-VA-5K
8 Virtual CPUs
500 GB disk space
8 GB RAM

2 Gigabit virtual switched ports. (Only one is needed if you do not use separate ports for data and
management traffic.)

Functional IOP rating for a 40-60 read/write profile for 4k random read/write = 105.

CP-VA-25K
At least 12 CPUs. (Aruba hardware appliances ship with 24 cores.)
1024 GB disk space
At least 24 GB RAM. (Aruba hardware appliances ship with 64 GB of RAM.)

2 Gigabit virtual switched ports. (Only one is needed if you do not use separate ports for data and
management traffic.)
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NOTE

Functional IOP rating for a 40-60 read/write profile for 4k random read/write = 350.

In order for a CP-VA-25K virtual appliance to properly support up to 25,000 unique authentications with full logging
capability, customers should configure additional hardware to match the number of CPUs and RAM that ship in our
hardware appliances. If you do not have the VA resources to support a full workload, then you should consider
ordering the Policy Manager hardware appliance.

After you download and unzip the ClearPass 6.3 VMware software package Zip files, follow the instructions
in this section to deploy the ClearPass files, add a new hard disk, and power on and configure the VM.

Deploy ClearPass Policy Manager Image on a VMware ESX/ESXi Server
1. Start the VMware Vsphere console and connect to your ESX/ESXi server.
2. Select File > Deploy OVF template.

3. Select the .ovf file from the folder where the ClearPass Policy Manager zip file was extracted. The
Deploy OVF wizard appears. (OVF, or Open Virtualization Format, is a standard for distributing virtual
appliances or software to virtual machines)

() ey OVF Template

OVF Temgilate Detaits
Vertfy CAF bemplase detais,

Seuton
OVF Template Details
. o A - Product: Aruba OeaPass Polcy Manager Applance
Vrsian: &1
WVendors Peuba Metworks:
Cowosdsze: 1468
Size on disks 2.3 G8 (thin provisioned)
10,0 G (ffwck provisoned)
Description:
| coack | [[mete | | canl |
4

4. Click Next.
5. On the End User License Agreement page, click Accept, then click Next.

6. On the Name and Location page, the Name is set by default to Aruba ClearPass Policy Manager
Appliance. You can change it as you wish, and then click Next.
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(%) Deploy OVF Template

Name and Location
Spedify a name and location for the deployed template

=] B3

Source
QVF Template Details
End User License Agreement

and Location

folder.

Help

= =
i

7. On the Storage page, select a location for the virtual machine files, and then click Next.

(5] Deploy OVF Template [_[O[x]
Storage

Where do you want to store the virtual machine files?

Source Select a destination storage for the virtual machine fles:

OVF Template Details

End User License Aqreement || N7 Drive Type | Capacity | Provisioned | Free | Type | Thin Prov

MName and Location [ datastorel Non-S 94475GB_64963GB__ 323.99GB_VMFSs __ Supporte
@ datastore Non-SD 180TB 104TB 769.50 GE VMFS5 Supporte

Free | Type Thin Provis

| |

Help

o | (] e
4

8. On the Disk Format page, leave the default option of Thick Provision Lazy Zeroed, and then click

Next.

[ Deploy OVF Template

Disk Format.
In which format do you want to store the virtual disks?

Sowce Datastore:
OVE Template Details

End User License Agreement
Name and Location

Storage

Disk Format
Ready to Complete

Avaiable space (GB):

{5 Thick Provision Lazy Zeroed
€ Thick Provision Eager Zeroed
€ ThinProvision

[datastore2

769.5

O[]

_me |

> | oo
i

9. On the Ready to Complete page, do not select the Power on after deployment check box. Just click

Finish.
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(%) Deploy OVF Template o]
Ready to Complete
Are these the options you want to use?
[x
Source
QVE Template Details When ye task
End User License Agreement
N tion ovFfile: i\ ..
[5)4'“; e Download size: 1468
isk Format ¥
Rendy to Complete Size ondisk: 10068
Name: Aruba ClearPass Policy Manager Appliance 25K
Host/Cluster: localhost.us.avendasys.com
Datastore: datastore2
Disk provisioning: Thick Provision Lazy Zeroed
Network Mapping: "VM Network"to VM Network"
M <Back | Finish | Cancel |
4

You will need to reconfigure the VM settings by adding a hard disk before you power on.

Add a Hard Disk to the Virtual Machine

For disk size requirements for the different ClearPass models, see “Recommended VMware ESX/ESXi Server
Specifications” (page 1).

L

NOTE

1. On the Vsphere console, select the deployed virtual machine and edit its settings.
2. Click Add to add another hard disk.

(%) Aruba ClearPass Policy Manager Appliance -25K - Virtual Machine Properties

Hardware | Options | Resources | Virtual Machine Version: 7

o amn = &, ~Memory Configuation
s il 2] [ ~
‘Hardware | Summary | b
| @8 Memory 24576 MB ] - 2 S
W ceus ¢ e Maximum recommended for best
& videocard Video card o 4 performance: 32724 M8
© VMC device Restricted S Defaut recommended for this
@ scslcontroller 0 LSl LogicParallel 4 guestOS: 512MB. J
& Hard disk1 Virtual Disk Minimum recommended for this
4 guest OS: 256 MB.

B Network adapter 1 VM Network -
B Network adapter2 VM Network

2GEH

1GB

oK. Cancel
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3. On the Device Type page of the Add Hardware wizard, select Hard Disk, and then click Next.

k%) Add Hardware [x]

Device Type

What sort of device do you wish to add to your virtual machine?

Device Type
Select a Disk

Choose the type of device you wish to add.

e

e

Q) Serial Port

{2,5CSI Device [k

&) Parallel Port This device can be added to this Virtual Machine.
(=5 Floppy Drive
)
@ USB Controller

CD/DVD Drive

Ethernet Adapter

Ere|

<gsck | [ Next> | concel

4. On the Select a Disk page, select Create a new virtual disk, and then click Next.

(%) Add Hardware [<]

Select a Disk

L A virtual disk is composed of one or more files on the host file system. Together these
Select a Disk files appear as a single hard disk to the guest operating system.

Create 3 Disk

Select the type of disk to use.
Disk

& Create a new virtual disk

€ Use an existing virtual disk
Reuse a previously configured virtual disk.

€ Raw Device Mappings
Give your virtual machine direct access to SAN. This option allows you to
use existing SAN commands to manage the storage and continue to
access it using a datasm[:&,

[ ]

< Back | Next > I Cancel

%

5. On the Create a Disk page, set the Disk Size to the correct requirements for your virtual appliance
version. See “Recommended VMware ESX/ESXi Server Specifications” (page 1).

T S

Create a Disk

Specify the virtual disk size and provisioning policy

Device Type
Select a Disk
Create a Disk
Advanced Options
Ready to Complete

(

Disk Size: 5ud3: GBE -

Capacity ‘

[~ Disk.

@ Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed
" Thin Provision

[~ Location

@ Store with the virtual machine

" Specify a datastore or datastore duster:

[ Browse.

Help

< Back | Next > I Cancel

|

6. Leave the default settings on the Advanced Options page (the Virtual Device Node should be
SCSI(0:1)), and then click Next.
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(%) Add Hardware [X]

Advanced Options
These advanced options do not usually need to be changed.

Device Type Specify the advanced options for this virtual disk. These options do not normally need
Select a Disk to be changed.
Create a Disk
Advanced Options [~ Virtual Device Node
Ready to Complete & l—Ll
~ Joe z
Mode

I” Independent
Independent disks are not affected by snapshots.
€ persistent
Changes are immediately and permanently written to the disk.

() e

Changes to this disk are discarded when you power off or revert to the
snapshot.

Help <Back | [ Next> |  concel

%

7. Click Finish.

8. Power on the virtual machine. You should see the following in the console:

[sdal Assuming drive cache: write through
[sdb]l Assuming drive cache: write through
[sdal Assuming drive cache: write through
[sdb]l Assuming drive cache: write through
[sdb]l Assuming drive cache: write through
2 [sdal Assuming drive cache: write through
WARNING: All data on the second disk [SCSI (B:1)]1 will be erased and that
disk will be setup as the primary boot image. Please ensure that disk has
the recommended capacity for the appliance version.

Enter 'y’ or 'Y’ to proceed:

To release cursor, press CTRL + ALT

9. Pressy. You should see the following in the console:
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File View VM

ni»r 8|6 & Bl @ &

[sdal Assuming drive cache: write through

[sdb]l Assuming drive cache: write through

[sdal Assuming drive cache: write through

[sdb]l Assuming drive cache: write through

[sdb]l Assuming drive cache: write through
:8:8: [sdal Assuming drive cache: write through
WARNING: All data on the second disk [SCSI (B8:1)]1 will be erased and that
disk will be setup as the primary boot image. Please ensure that disk has
the recommended capacity for the appliance version.

Enter 'y’ or 'Y’ to proceed:
y

o
»xx [nitializing disk...

[sdb] Assuming drive cache: write through
[sdb]l Assuming drive cache: write through
[sdb] Assuming drive cache: write through
[sdb] Assuming drive cache: write through

uir 8o c RSP

Assuming drive cache: write through
Assuming drive cache: write through
Assuming drive cache: write through

»=» Copying file system contents. This may take a while...

Setting up boot targets...

%
»x»xx First boot setup DONE. Ready to reboot

»xx Forcibly killing init. Next boot will use the new disk setup
3%

Kernel panic - not syncing: Attempted to kill init?
Pid: 1, comm: cppm-vm-firstbo Tainted: G
.el6.x86_64 #1
Call Trace:
[KEFfFFFFFB814fd11a>] ? panic+BxaB/B8x168
[KEFfFFFFFB1B78bd2>] ? do_exit+Bx862,8x870
[<FffffFf£f81870c38>1 ? do_group_exit+Bx58/8xd8
[KEffFEF££81878cc?>]1 7 sys_exit_group+Bx17,/8x28
[<KEfffE£££8188bBF2>]1 7 system call fastpath+Bx16,/8x1b
Rebooting in 38 seconds..

During the first boot process you will see a Kernel Panic message. This is normal and part of the boot up
process. After the Kernel Panic message, the VM will reboot itself one more time within 30 seconds.

After that reboot, ClearPass VMs will power on and boot up in the next couple of minutes. The whole
process from the Deploying the OVF image to the final startup screen should take anywhere between 30
and 40 minutes.

After the ClearPass VM launches correctly, you should see the following banner on the VM console.

Bl Wew W
"Dy BB G R

Networks PolicyM:

- 0 - 0 00
-

= Folicy M

= Quick

O - -0 0 00 - - 0 -

localhost login:
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NOTE

MK (XXX

NOTE

When you see the banner on the virtual machine console, you can log in by following the instructions in the
ClearPass Policy Manager Quick Start Guide.

An evaluation version can be upgraded to a later evaluation version in a manner similar to a production
upgrade. After upgrading to 6.3, an evaluation version can be morphed to a production VM by using the
morph-vm command. For more information, see the Command Line Interface > System Commands
section in the ClearPass Policy Manager User Guide.

For detailed upgrade instructions, refer to the Upgrade and Update Information chapter of the most
recent ClearPass 6.3.x Release Notes.

Perform the following steps when upgrading from 6.2 or older versions of ClearPass to a newer version.
1. Power off the ClearPass VMware instance.
2. In VMware, open the ClearPass virtual machine properties.

3. Add a new hard disk to the virtual machine. The Virtual Device Node should be SCSI(0:2).

When you upgrade from 6.2 to 6.3, if you have two disks already loaded with previous ClearPass versions —for
example, 6.1 on SCSI 0:1 and 6.2 on SCSI 0:2—then drop the inactive disk before upgrading. You must then add a
newer disk that is twice the size of the old disk. The ClearPass installation will partition this disk into two logical
volumes. After you have added the new disk for the 6.3 upgrade, you will not need to add a new disk in future
upgrades. When you upgrade from 6.3 to 6.4 and later versions, the new, larger disk you added for 6.3 will
automatically be partitioned to accommodate the installation.

Never remove SCSI 0:0.

B R L s Sl L S (%) Aruba ClearPass Policy Manager Appliance -5K-46054 - Virtual Machine Properties
Hardware | options | Resources | Virtual Machine Version: 7 -
o Mamory Configuratin Hardware | options | Resources | Virtual Machine Version: 7
sh amove
Jow Al Devices dd. " dEat
Events pemissions

. Disk Fle
TSommary T rin o= [@3] I Show Al Devices _add. | Renove | ’]
128
L 4 questos: 253, I : Ferdwers [ Summary T
W Memory 8192 M8 Dek pntsarig i ——
@ ceus 8 ype: Provision Lazy Zerc
© sl B video card Video card Provisioned Size: 0= [ =
© Harddisk1
© Horddiskz © VMCI device Restricted Maximum Size (GB): N/A
B Network adapter 1 @ scslcontrollero LSI Logic Parallel
B Networkadapter2 © Hord disk1 Virtual Disk :
© Hard disk2 Virtual Disk ” I
D Network adspter1 VM Network [scsi 02 =]
| B8 _Network adapter
rg New Hard Disk (adding) Virtual Disk || ﬂr“_"“’e
Mode
e Independent disks are not affected by snapshots.
Independent disks are not affected by snapshots. € persistent
€ pe N h immediately and itten to
the disk.
€ Nonpersistent
Changes to this dik are discarded when you power
off or revert to the snapshot.
Help
Hep

Help oK Cancel
4

4. Power on the ClearPass Policy Manager instance.

5. Log in to ClearPass Policy Manager and navigate to Administration > Agents and Software Updates
> Software Updates.

A valid Subscription ID is required to download the latest ClearPass Policy Manager updates.
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6. In the Firmware & Patch Updates section, click Download next to the upgrade image name.

7. After the upgrade image has downloaded, click Install next to the upgrade image name.

8. Click Yes in the Confirm Installation dialog box. The Install Update dialog box appears and shows the

progress of the update.
[ Installing CPPM-x86_64-6.0. - upgrade.bin
| sy up paruuuns U usY/SUL... |

| Formating partition... DONE

INFO - Backing up current config...
| INFO - Starting backup. This may take some time...

INFO - Backup databases for AppPlatform
¢ INFO - Backup databases for PolicyManager
! INFO - Backup databases for Insight

INFO - Backup complete

INFO - Setting up upgrade area...
4 INFO - Installing file system image...

INFO - Adding boot entry for Aruba ClearPass 6.0.2.46191 [Active]
1 INFO - Upgrade completed successfully.
I INFO - Restart to boot into the upgrade image.
1
|

e

9. When the installation is complete. click Reboot.

The updated version of ClearPass Policy Manager starts after the reboot and the configuration from the

previous version is migrated to the new version.
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