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BASIC L2 / L3 TROUBLESHOOTING

> ARP TABLE
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> MAC ADDRESS TABLE / CAM TABLE

show mac—-address—-table
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> MAC LEARNING LOGS
show mac-learning-1log

This command will give you a log of recent MAC addresses that were learned on a
specific port. It can be handy when trying trace an issue back a few days.

TIP: add “ | include <macaddress>" after the command to search a single MAC
(show mac-learning-log | include ab:cd:ef:12:34:56)

> NEIGHBOR DEVICES
show neighbor-devices

This command is a personal favorite. It will show you all LLDP and CDP neighbors
and some basic information about each neighbor. Aruba APs will show you the AP
name under the system name column.
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AUTHENTICATION SERVERS

> AUTHENTICATION SERVER STATUS

show aaa authentication-server all

> RADIUS SERVER STATISTICS

show aaa authentication-server radius statistics
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ROLE-BASED ACCESS

> THE “GO-TO” COMMAND FOR ROLE-BASED ACCESS (UNTRUSTED)

show user—-table

+ Some useful options for the command:

show user-table role <rolename> [show users in role]
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show user-table ip <ipaddress> [show details for IP]

show user-table mac <macaddr> [show entries matching MAC]
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> ACCESS RIGHTS FOR USER ROLE

show rights <role-name>

> STATION TABLE
show station-table

This command is a good starting point if you see the device in the MAC and ARP tables,
but don't see it in user-table. The station table will most likely show that the device (s
connected but has not authenticated. It's more a “layer 2 device-table” as opposed to

the layer 3 user-table.




