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Gartner Magic Quadrant

2011 Wireless LAN

Figure 1. Magic Quadrant for Wire LAN Infrastructure (Global)
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The trends of server and data center consolidation, hosted virtual desktops

(HVDs), and cloud computing have altered the requirements for network
services and how the LAN could be architected.




Consistent policy and management increases security by making sure the

same standards can be enforced for a user no matter how they try to get in.




Unified Role-based Access
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Roles & Policies in Action
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e Single Infrastructure
e Differentiated Access
e By User, Device, App
e By Time, Location

Policies determine Access Privileges
- Policies define performance (bandwidth contract, QoS)
« Policies define traffic forwarding options




What Customers Are Doing?

802.11n Wireless APs
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Centralized Management

Expanded MOVE Architecture Central configuration

Mobility AirWave Network  ClearPass Access Unified Policies
Controller Management Management Single Management Pane
~N o o Template-based configuration

Define once, Assign many

DATA CENTER _
Secure Config push

Thin Access On-Ramps
REMOTE
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Remote Node
Auto Discovery / RAP-like
Resilient — Error Recovery
Any Device
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Remote Node Configuration

Whitelist Remote Nodes

Secure IPSec VPN ARUEA Remote Node Provisioning

Redundancy Model

Enter the IP address of the
Aruba Master Controller for this Remote Node:

4‘ Settings
Country code: us E]
Timezone: GMT -12:00 E] IDLW El
Remote-Node VLAN Type: | Static B
IP address:
Netmask:

Default gateway:
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——————————

10 Mmdinvauvevin ‘/

All rig‘Hts Teserved



Remote Node Network Diagram

6000/3400 Controller 6000/3400 Controller ‘
Remote Node Master (Backup)
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Aruba $S2500 Mobility Switch

* Built in fans for quiet operation « Fixed power supply
oloyments * 400W of PoE budget available

* Line-rate non-blocki
» 64-bit Dual Core CF
* 1G DRAM

* L2 GRE Tunneling

» Secure Wired Role-based Access -
3B interface

Console Interfa o€
* Out of band Ethernet Management

Centralized Configuration

Enterprise-Grade L2/L3

* 10/100/1000Base-
» Supports 802.3af &
* MACSec capable

Wired & Wireless Visibility .
Small form factor

T * 12" deep

Wi-Fi Aware Switching —
|IAP Integration srface

oo upro-owovfCES « Diagnostics & Mana emef|
« Stacks with Aruba S3500 J ? / 7~ 2
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Mobility Switch Options

Aruba S3500

Highly Available: redundant, modular power supplies, and fan
Complete PoE budget — up to 1440W (802.3at; 30W / port)
Modular uplink provides path to additional Mobility Services

Aruba S2500

Cost-effective platform with integrated 10G uplinks
Compact form factor — 127 depth
Optimized for quiet operation — ldeal for branch deployments
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Enterprise-Grade Mobility Switching

Platform / Layer 2 Features

» Tunneling to Mobility Controller
N Multiple Spanning Tree (MSTP)
\ ~ - Link Aggregation / Port Channel
\ * Voice VLAN / LLDP & LLDP-MED
« Cisco Phone Support (CDP)
» Multicast support
* Quality of Service (granular QoS)

Security / Authentication

* Role derivation & policies
m * ACLs — 5 Options: Standard, Extended,
Stateless, MAC, EtherType
@ + Authentication — 802.1X & MAC
* AAA profiles — port, VLAN, user/roles
» External Authentication Servers
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Stacking

» Up to 8 devices per stack

* Resiliency / failover support

* Single IP management

» Automatic insertion & removal
 Optimizing data forwarding

» Chassis-like characteristics

» S2500 & S3500 inter-stacking

Routing / Layer 3

* Routed VLAN interface

« Static Routing

* Dynamic Routing — OSPFv2
» Multicast Routing — PIM-SM

- OSPF (MD5)
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AirWave: Visibility & Compliance

Zero-touch Visibility
deployments .
Client
‘ ( Device
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app
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Remote . w Network\
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AirWave & Mobility Switching

Log out admin ke
ARUS ﬂ |  New Devices: 6 | 4 Up: 18 | ¥ Down: 1 | # Mismatched: 19 | @ Rogue: 64 | # Clients: 6 | M Alerts: 6
,,,,,,,,, Search ] Q
APs/Devices Clients Reports System Device Setup AMP Setup RAPIDS VisualRF
Manage Audit Compliance New Up Down Mismatched Ignored
Status: Up (OK)

Configuration: M D I
Firmware: B A

‘ <3 New Devices: 6 I £ Up: 17 l ¥ Down: 2 l # Mismatched: 19 \ @ Rogue: 64 l ¥ Clients: 4 I M Alerts: 6
Upstream Device ™ @ ' W o r ks

Type:
LAN MAC Addres

Location: Home Groups
IP Address:
Notes:

APs/Devices

Clients Reports System Device Setup AMP Setup
Interfaces Manage Audit Compliance New Up Down Mismatched

RAPIDS VisualRF

Ignored

CPU Utilization Last 11 hours [ned

) Memory Utilization Last 11 hours |ILI
View Device Even

100

Clients on corvina-q: o s00M

j Standard operations

20 m
Show Al ’ 0:05 105 205 305 405 505 605 7:0 U Ser Tra (\kl na-

8:40

e Interface monitoring:
@ (4| Supervisor Card CPU: Avg Loa . nk\ ,f\:’\f\l Q \ ': Al |f\|
. Compliance:

1 year ago

Syslog & Trap logging
. Device config tracking
1&38::3‘»5 Pageiwlor’:lfl Choose l:Dl;:;ﬂcs Export CSV F”'mware tracklng/u pg rades

na-ga-3-0  Aruba$3500-48P 00:0B:86:6C:1E:00 . .
corvinads31 Arubas3S0048P 00-0B:86:6C:82:80 E-mall trlggerS on trapS
corvina-ga-3-3 - 00:0B:86:6C:35:C0

1-3wof 3APs Page lwofl

No clients associated to this device.
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Wifi Aware Switching — Rouge AP Containment

Rouge AP Containment
PCIl Requirements in Retail

Secure cardholder data from Rouge APs

IAP & Mobility Switch Integration

Rouge AP detection & classification
Messaging of Rouge AP MAC to MAS

Wired Containment of Rouge AP
Detection of compromised port on switch

Disable port to which Rouge is attached

{ |
J

Disable PoE on port for Rouge
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| DON'T ALWAYS CHOOSE
A WIRED CONNECTION

“STAY MOBILE, MY FRIENDS.”

-

BUT WHEN | DO,
REFER THE ARUBA S3TT
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