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Mobility Trends — Birthplace of BYOD
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N Continued growth in video
g You @ and gaming traffic

3-4 Mobile Devices per person
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Owner-Centric Network

4 devices per
Student

Cloud traffic 3 Devices per

goiﬂ ef?groon- Faculty/Staff

Sync, share,
Consumer-led upload,
stream, print




2012 — User Traffic

Internet

VoIP

IPTV

Video Conf
Apple TV

Xbox 360
Location content
Sync

Enterprise Apps
Net Management
Research Data
Printing

Tablet access
Smartphone Access




Strategy: ldentity Based Networking

Build a dynamic policy
driven network

Authenticate at the edge
Trust in the core

Access based roles

Follow the user




Rethinking the Edge

Separate wired
and wireless
networks

Separate Policies

Separate
Management




Our Solution

Aruba AP-135 for a very high density 802.11n network
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Our Solution

Aruba S3500/52500 to unify edge access

Uniform access policies
for wired and wireless

Wired security beyond
ports/VLANs




Edge Switch Requirements

Route, switch, stack across closets (OSPF, PoE, QoS)
Support our legacy Cisco VolP phones (CDP)
Redundancy / Resiliency — rock solid

Had to fit into our identity-based networking strategy

Innovative direction and roadmap
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We Tested the Hell out of the Solution

Routing (OSPF) SNMP

g Layer 2 Fingerprint Cisco Phones
: QoS Role based access
Stacking Centralized configuration
PoE 802.1x
Security Power efficiency

Multicast

Ease of confi




Network Diagram
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Putting it all Together

Unified access roles for users

- FEasier to grant voice access on both wired and wireless
—  User roles based on MAC, UDR, or 802.1x

Assign VLAN automatically on wired devices
- APs plugged into any port come up in appropriate VLAN
- Less operational overhead as devices configure themselves

Automated ACL assignment
- Devices like printers protected and locked down without user intervention

Single management application — AirWave
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WHY CAN'T | PRINT
FROM MY iPAD?




Enabling AirPlay and AirPrint Across a
Unified Wired and Wireless Network




Plug-n-Play with Apple Bonjour / mDNS

O3

Bonjour

OS Support

I0S, Windows,
MacOS, Linux

App Support

AirPlay, AirPrint,
AirParrot, iChat,
iTunes, Safari, iPhoto,
Skype and more.

Most
Popular
Apps

AirPrint
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AirPlay

Print from an iPhone or
iPad with a Bonjour
enabled printer

Printer Options

Printer Select Printer >

Screen mirror from an
iPhone, iPad, MacBook
to an AppleTV

AirPlay
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Challenges with Apple Bonjour / mDNS

1 g Designed for home

» Operates in a single broadcast domain e ’_K
« Pre-Shared Key (PSK) for Wi-Fi security = A nS..

2 . Limited WiFi performance o
* Multicast use lowest 802.11 rates [+)
« L3 forwarding increases Wi-Fi waste

3 g Prone to end user errors m
» Services do not require authorization

« Easy to pick the wrong service
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Aruba AirGroup ™
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AppleTV in the Cloarp Step 1
classroom i - Service Registration

‘ _ by Students & IT

Printer in the
auditorium

o

Step 2
AppleTV in the « Service Discovery over L3
dorm room « Traffic Optimization

' Aruba Access Network « Access Control

Printer in the
library
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Aruba AirGroup Example: Student Mary

Auditorium
Printer

Dormitory
Printer

Friend
Mike

MacBook

Mary’s
Apple TV

Mary’s
Friend Jen

Classroom
Apple TV

networks




Aruba AirGroup: Benefits

Context Based Access

Only the necessary services are made visible to mobile
devices — per user, per role, per location.

Centralized Registration of Services

End users self-register their own personal service.
Simple registration of shared and local services by IT.

Zero Touch Install

No gateways or multicast VLANs. No additional SSIDs,
VLANSs, MAC filters. No multicast routing configuration.
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Discuss @ Airheads Social

Discuss Mobility Access
Switches, Aruba AirGroup,
Apple Bonjour

Download a copy of this
presentation, and Aruba
documentation on AirGroup

N

\\A AIRHEADS SOCIAL

DISCUSS IDEAS

Making AirPlay, AlrPrint Work In Large Scale WLANs

Making AirPlay, AirPrint Work in Large Scale WLANs

by KXW 0zwifl 2 weeks ago - last edited 2 weeks ago

After a long break, | am back to tak about a relatively interesting topic ** There are different names for it out there.
Bonjour, mDNS, zero configuration networking, etc. In a nutshel, how do you make services such as AirPlay (mirror your
Apple device screen to a TV or projector) and AirPrint (print using your iOS device) that are designed for home use, work
in a large scale WLAN?

Zero configuration networking (zeroconf) is designed to enable service discovery, address assignment and name
resolution for desktop computers, mobile devices and network services. It is designed for flat, single subnet IP networks -
not so much when the WLAN s supported by many VLANS.

[ jons in L to make zero tion networking available to end users at work. Use
cases include sharing network resources such as an AppleTV in a conference room for projecting a mobile device screen
or printers in common areas.

IT organizations in education institutions want to do the same in classrooms and dormotories. Use cases include exclusive
access toa student's personal AppleTV in a dorm room or to an AppleTV in a classroom registered to be used only by
teachers. Hence when these services are propagated across L3 networks, same IT organizations need a way to identify
which device belongs to which location, which group of users or which specific user.

Couple of more use cases are highlighted in the diagram below.
<-

AppleTV in the
meeting room

Printer in o Laptop in close
CFO's office proximity

AppleTV in
the classroom

Printer in the .o iPhone in close
supply room promixity

Thanks to great set of ideas from John Turner (aka. turner), Director of Networks & Systems at Brandeis Universtty,
Aruba was able to bring a capabilty to market named AirGroup. You can read more about the details by taking a look at this
Aruba technical brief. You can use the discussion board under ArubaOS forum to join the conversation. Aruba Co-founder
Keerti Mekote (aka. keert) and John will discuss Aruba AirGroup o the April 4, 2012 webinar.

Register | SignIn | Help

I CTRE) [

EVENTS

Announcements

Read all about i If s happening now,
its in the community.

Check out the latest blogs from your
community team, the community
experts and other industry sources.

Latest Articles

Making AirPlay, AirPrint Work in Large
Scale WLANs

Buiding a BYOD Ready Network
Provide Robust Network Experience in
Muti-Dwelin.

Secure Authentication for Employees &
Guests

Introduction to 802.11ac

Top-5 Tips for BYOD

New app notes avaiiable

Taking Control of Mobile Devices

Latest Comments

KHE genieki on: Provide Robust Network
Experience in Multi-Dwellin.

KHE ozwifl on: Introduction to 802.11ac
xshark on: Taking Control of Mobile
Devices

Labels
amigopod (1)

a0s (1)
app notes (1)
guest access (1)
rap (1)

voice (1)

vrd (1)
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THANK YOU

a"} f"m"‘ll I"'-, I('_\'ju L_||k—\ Li,"'. ..">
‘—1“"-.“
networks




