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HOW TOMORROW MOVES
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HOW TOMORROW MOVES
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HOW TOMORROW MOVES

Compares credentials
versus those stored in a
database.

« .
r Enforces privileges or
- services that a user can
Authentication perform.

' Authorization

Measures usage for authz
control, billing, analysis.

Accounting
Usually uses RADIUS to
perform authentication
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Authentication alone doesn't provide context aTMOSPHERE0T5
Authentication EAP-TLS Authentication EAP-TLS

SSID CORP-SECURE SSID CORP-SECURE
Internet Internet Only

and Corporate Apps

ORACLE

@3 Exchange
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ClearPass Policy Model — AuthN vs AuthZ — armoserierezos

>

ClearPass Policy Manager

Username = Bob

Mac Address = XYZ AD/LDAP
SSID = Secure
Location = Building 1 Service Matching :
Request = Radius :
I Authentication Added Context: SQL
MDM Enolled = True==" "
Authorization R
Role Mappin : MDM
Response = Radius AD Group

- Accept Corp Asset = True
- Reject <€ Enforcement
- Attributes -

E . ’ HTTP
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HOW TOMORROW MOVES

Conditions Role Name
154 epository] SmartDevice) Smart Device
2% i i EXIST? [Employee]
S i i pository]:Cate — 4L S Computer) Computer
(Authentication: ethod EQUALS EAP-TLS)
4 O/ (Authorization:[Onboard Devices Repository]:Owner ~xX/575 ) Onboarded
(Endpoint:Ownership CONTAINS Corporate) 5 <
S-| anD (Endpoint:MDM Enabled ~OUALS true) e
6. (Authorization:Blue Skies DC:Email ~x/575 ) Partner
(Authorization:SEEL AD:memberOf CONTAINS OnBoard) I
7| or  (Authorization:OpenLDAP:UserDN EXIS7TS ) OnBoard-Users
8. (Authorization:Corp AD:Groups CONTAINS Global Enablement) Lab-Admin
9. (Authorization:Corp AD:Groups CONTAINS dl-channel-se) Lab-Admin
10. (Authorization:Corp AD:Groups CONT7AINS dl-cse) CSE
1 KBS (Authorization:Corp AD:memberOf ~x/575 ) ArubaSE
2. (Authorization:SEEL AD:memberOf CONTAINS Aruba Employees) ArubaSE
135 (Authorization:SEEL AD:memberOf CONTAINS Student) Sales
14. (Authorization:SEEL AD:memberOf CONTAINS Lync Bypass) Lync Bypass
255 (Authorization:[Local User Repository]:Role_Name ~QUALS Student) tudent
16. (Authorizatio ository]:Role_Name ~QUALS Teacher) eacher
175 (Radius:IETF EQUALS 10.79.100.100) AirGroup-Only-Demo-Controller
(Certificate:S DirName-OnboardMACAddress FOQUALS IGNORE CASE % e %
18 {Connection:Client-Mac-A -Colon}) Device-Cert-Match
(Endpoint:MDM Enabled ~OQOUALS false)
19, AND (Endpoint:Ownership CONTAINS Corporate) EMM Profile Removed
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Role-based Access Control Rl rricecons
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Guest Blowiiapplicat on Roles versus
Classification VLANS
Centralized Crypto .
Sessionsyp/ Policy Enforcement
% Firewall (PEF)

Military-grade S~ .

: arubao

security A
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HOW TOMORROW MOVES

What is ClearPass Exchange? aTmosPHere20rs

ClearPass Exchange provides context-sharing and integration of ClearPass
services with many third-party devices and applications. This enables the

coordination of security, operational or HR workflows based on policies
defined in ClearPass

Customers can build their own integrations or choose from a series of pre-
inteqrated solutions from Aruba.

Featured Recipes

ServiceNow PagerDuty Philips HUE Light
g 1yfe)
Ul Trouble Ticketing ‘ Shutofffon

SendGrid Emall Loggly Event gy Fortinet Forti
_ Notification Integration N/ Authenticator

4 Infoblox IPAM Blacklist a user an Boxcar
- Infoblox| Username Update an Aruba C...
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ClearPass
Exchange v

Service
Matching

Authentication
Authorization

Role Mapping

-

.

RADIUS REQUEST
RADIUS RESPONSE

Role Based Access

|\

HTTP ENFORCEMENT
Security and Operations
SDN Controllers
Cloud Applications

_/
_ )
RADIUS Accounting
SYSLOG LEF, CEEF
Target: Firewalls, Proxy, UBA, SIEM )

.
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Enforcement Options

x RADIUS REQUEST
e RADIUS RESPONSE
7/
s Role Based A
ClearPass /// A ole Based Access
Exchange e 7 \
-~ 7 ~
s /
s / Mobilelron
Service K ,/ HTTP 0
Matching ENFORCEME/EB paloalto
Authentication servicenvw
- \ J
Authorization
o _ )
Role Mapping RADIUS Accounting
b . . SYSLOG LEF, CEEF
Target: Firewalls, Proxy, UBA, SIEM
. v
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Streamlined Access Control aTMOSPHeRE2015
SELF-SERVICE Multivendor Networks
Employee Driven Enterprise AAA, CoA, TACACS+
Provisioning

Access Switches

bl ]l
@ BROCADEB c||sc|c~ QD

WLAN Controllers

Managed or
ersonal devices aruba alialn _
P e €ISCO @ M rugless
p ,, CLEARPASS Enfo'rcement
i A Captive Portal Autonomous APs
SH = S—
Aerom}vlggs neworxs [NErAKI
Guest Devices
loT Devices VPN
JUﬂlPef . palo%&&% Check Pomt
F::RTINET
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ClearPass Exchange Components aTmOSPHeRe70's

Add Endpoint Context Server
(1 )
External ‘Context Servers [

The server or application you are connecting to Select server Typel Senerlc HTTP &~
Server Name: wwwiapplication.com ]
Requires URL and Authentication credentials Server Base URL: hitos:/jwwwapplcation.com
Username: admin
Password: = sesesens Verify: sssessssscsenss
Validate Server: Enable to validate the server certificate
Context Se rver ‘Actions, Bypass Proxy: Enable to bypass proxy server
The custom payload to send ildcindisdbaial
Content Types: HTTP, PLAIN, XML, JSON Aclon  tesder Aribitee
Content-Type: JSON 4|
HTTP Methods GET’ PUT, POST Content: {"shared_secret": "%¢{shared_secret}", "request":

[{"command":"add_user","username"”:"%{name}","ip":"%{ip}",
"machine_name":"%{machine}","domain":"%

|nC|Ude any Stored attributes eg User name, {domain}","identity_source":"Aruba ClearPass Policy
. . Manager","timeout": %{timeout},"fetch_roles":1,"fetch_groups":1}]}
device type, location, etc.

S

Profile:
Enforcement Profile and Policy e S sy s
ClearPass policy configuration - ;m:t
Sets condition for when to trigger Action AD;::;:W = »
Attribute Name Attribute Value

Multiple actions to multiple servers supported 1. Target Server

2. Action

logs-01.loggly.com

"o

Send Social Auth data to Loggly Dashboard
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Example: Share context with Firewall aTMOSPHeRe015

HOW TOMORROW MOVES

* Thomas
* Mac 0S 10.9.3 -JUﬂl‘E)emr
» Marketing palo NNNNNNNN
- 10.0.1.12 F::=RTINET.
User and 7 EETE ey 13 Check Point

DGVlCE CLEARPASS
b T d m
j ClearPass

Access Management

Employee Access Context Shared FW policy enforced

Network, Data Center and Internet Firewalls

No agents/clients required

Dynamic User, Device and Posture visibility

Applies similarly to Proxy Servers, SDN Controllers, etc
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Example: Help Desk tickets with Context aTmOsPHeRe?

HOW TOMORROW MOVES

Endpoint Context Server Details -
m Header Content Attributes Endpolint Context Server Detalls °
Server Type: Generic HTTP =l
Name: Create ServiceNow Ticket Action m Content Attributes Endpoint Context Server Details °
Description: contextServerAction.CreateTicket Specify the key-value pairs to be included in the HTTP Header -
# Header Name Header Value Action Header m Attributes
1.|Content-Type = application/json Content-Type: Bon <
1 Click to add... Content: {"short_description” Device WiFi C:
4 Attempt”,"priority":*3", "description*:"The following compromised device
HTTP Method: POST |

has attempted to connect to the cp-secure WiFi network:\nMac Address:
R % {C ion:Client-Mac-Address}' User:
LARES Lproblem.donj50NEsysparm_scion= insert % {Authentication:Full-Username}\nDevice Serial: %{Endpoint:Serial
Number}\nMobile: %{Endpoint:Model}\nOS Version: %{Endpoint:0S
Version}\nLocation: %{Radius:Aruba:Aruba-Location-
1d}*,"u_category":"71 1 72", Y
*:"0; : "assigned_to": "mobileadmin”}

B Welcome: WSDL Test ¢ WLLEICEEE Default

Type filter text AAZE >
Ans ¥ | Number: PRB0000503 Opened by: WSDL Test QB
Incident v
Priorty: R e :
Problem a
== | Known error: | Assignment group:  Service Desk Qe
[ Create New
L® Assigned to me | Category: BYOD Policy QB Assigned to: Q
{0 Known Errors I . e lQm
[ Open Subcategory: Compromised Device 7Q ) ‘
E:ﬁ"d'"g | Short description:  Compromised Device WiFi Connection Attempt )
(i Overview B
Change v gvice has attempted to connect to the cp-secure WiFi network:
Release v2 .
Device Serial: GB0216XVA90
SOLC Mobile: iPad
SDLC (scrum) v OS Version: i0S 5.1
Location: ap-1344-ebc-05
Project ¥ 4
#ATM15ANZ | @ ArubaANZ 22
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Automate Security Policy

SELF-SERVICE
Employee Driven
Provisioning

Managed or
personal devices

Guest Devices

ClearPass Exchange
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HOW TOMORROW MOVES

AUTOMATE SECURITY
Tickets, Notifications &
Enforcement
Endpoint Security
Vv symantec. O P S \AAT 'Y McAfee

Next Generation Firewalls

Juniper  # paloalto -
F::RTINET Check Point
SIEM/Helpdesk
splunk> servicenow [5@

ArcSight

airwatch”

Mobile Device Management
softwire =l

MObGYe\Iron"
XenMobile FGY ataria

CONFIDENTIAL © Copyright 2015. Aruba, a Hewlett Packard Enterprise company. All rights reserved.
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Inbound Device Context from IPS/EMM aTMOSPHERE 2015

HOW TOMORROW MOVES

Adaptive Network Access based on Threat level

£ ﬁ =)

Internet FW

\L @
~
k:r‘)*,
@ Mobilelron
CLEARPASS
[ o—

LAN/WLAN
1. User connects and downloads threat 4.ClearPass isolates client on
2.NGFW/IPS generates event to network; informs other
ClearPass enforcement points, triggers
3.0r EMM generates security event to additional scans and notifies
ClearPass helpdesk
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Leverage SIEM to alert on Threats aTMOSPHERe2015

Adaptive Network Access based on Threat level

Internet FW

Tes)

Datacenter FW

@ =
CLEARPASS
% fa—

Xe

SIEM System
3. NGFWIIPS generates event to SIEM system
1. User connects and downloads threat 4. SIEM system sends threat details to CPPM
2. NGFWI/IPS intercepts file and identifies 5. ClearPass isolates client on network; informs
threat type other enforcement points, triggers additional

scans and notifies helpdesk
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HOW TOMORROW MOVES

SELF-SERVICE ldentity Stores
Uses Existing Identity Public or Private Providers

Social Networks

DonEED

Managed or
personal devices Office Collaboration
Guest Devices ] Office 365 go:gliéfp;
CLEARPASS SAML 2.0 =
Oauth2 Identity SSO and MFA

[P
4 |
[l 6 ﬁ e H @okta Pingldentity ESUIE

SECURITY

Public V.ViFi Payment Management
Education .

Government MICroS PayPal’ VISA
Enterprise
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Policy Based Multi Factor Authentication aTmOSPHeRe201s

HOW TOMORROW MOVES

LAN/WLAN
'
< RADIUS
] ] Active Directory
Policy Triggers @&
Location > >
Time Schedule 3 -
D Behavior
Auth Proxy Access to
- - Qutbound Port 443 HTTPS
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Orchestrating Multiple Actions aTmOSPHeRe0Ts

Request Details o

Session Identifier:

Date and Time:

Service:
AP-MSCHAPv2
-05.arubanetworks.com

s Repository], Corp AD
, EMM Profile Removed, Smart|Device, [Enjfployee], [User Authenticatlpd]

Force Enroliment Message, EMM Not Enrdlled Admin Alert Email, Opeh Help
ket - Device Need Enroliment, Turn on the Hue light, Update SEEL AD Display
Update Partner AD Display Name, Update Corp AD Display Name,
PANW_Trigger_Profile, Clear MAC Caching, Update Aruba Wireless Endpoint Location,
Force MDM Enrollment

O simo AAom b Aol Nicalalad

fd < Showing 2 of 1-100 records B> I Change Status || Export | Show Logs
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Developer friendly REST API framework GTMOSPHeRe201s

API Explorer - Identity-v1

Back to API Explorer

Authorization: Enter Authorization header value here

Endpoint : Operations for Endpoint Show/Hide  List Operations  Expand Operations

/endpoint
/endpoint

/endpoint/{endpoint_id}
EZED /endpoint/{endpoint_id}
m /endpoint/{endpoint_id}

LR /endpoint/{endpoint_id}

LocalUser : Operations for LocalUser Show/Mide  List Operations  Expand Operations
Role: Opemﬂons for Role Show/Hide List Operations Expand Operations
StaticHostList : Operations for StaticHostList Show/Hide  List Operations  Expand Operations

OAUth2 based client authorization
Built in APl Explorer
Ability to run inline tests
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ClearPass Exchange Recipes aTmOsPHeRe201s

Recipe site and tech note available to help with
your integrations:

Featured Recipes

ServiceNow PagerDuty [ Philips HUE Light
Wl Trouble Ticketing %Y <hocoftron
- SendGrid Email Loggly Event @y Fortinet Forti
Site: ¢ |

Notification Integration ' Authenticator
http://community.arubanetworks.com/t5/ClearPass-Exchange-
RecIpes/tkbc_p/clearpass_reCIDes Infoblox IPAM E Blacklist a user on E Boxcar

Username Update an Aruba C.

TechNotes:

http://support.arubanetworks.com/Documentation/tabid/77/DMXModul {"short_description":"Conpronised Device WiFi
e/512/Command/Core Download/Default.aspx?Entryld=15508 G

Attempt", "priority":"3","description”:"The

following compromised device has attempted to
connect to the cp-secure WiFi network:\nMac

Not to be confused with Aruba Solution Exchange icasa {ConsicisucCiiaat.ic-
httD//aSEal’ubanetWOI‘kscom Address}\nEnrolled User: ${Authentication:Full-

Username}\nDevice Serial: ${Endpoint:Serial
Number}\nMobile: ${Endpoint:Model}\n0S Version:
${Endpoint:0S Version}\nLocation: %
{Radius:Aruba:Aruba-Location-
Id}","u_category":"$

{u_category}", "u_subcategory":"$
{u_subcategory}", "assigned_to":"mobileadmin"}
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THANK YOU
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