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•  RF basics 
•  Tools of the trade 
•  Spectrum Analysis 
•  WiFi heatmap and site survey 
•  Client NIC 
•  Performance testing 
•  Packet captures 
•  advanced CLI examples 
•  Aruba Tools 

Agenda 
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Back to Basics 
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Essential Elements of Healthy RF 

Signal Strength Good Noise Floor 

Channel Utilization 

Client NIC 

Low Interference 
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•  AP Characteristics 
–  Number and type of Radios (a/b/g/n) 
–  Max Tx Power 
–  Receive Sensitivity 
–  Number of Spatial Streams 
–  Antenna – Internal/External 
–  Antenna Pattern 
–  Number of clients supported 

What Affects Signal Strength? 

APs are not created equal 
Choose the right AP for the occasion 
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AP Radiated Power (EIRP) 

What Affects Signal Strength? 

= Radio Transmit Power (dBm)  

+ Transmit Antenna Gain (dBi)  

•  AP Regulatory Domain 
•  Country Code 
•  Radio Band (2.4GHz/5GHz) 
•  Channel (different channel has different 

allowed Max EIRP) 

Antenna is PASSIVE – Does Not ADD energy 
Higher Gain just means energy more focused 

Not always a good thing 
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•  Attenuation (Path Loss)  
–  Distance from AP/Line-of-sight 
–  Building materials (walls, windows, partitions) 
–  Furniture 
–  People 

What Affects Signal Strength? 

Client Received Power (dBm) 
= Radiated Power/EIRP (dBm) 

-  Path Loss (dB)  

+ Receiver Antenna Gain (dBi) 
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Attenuation of Common Building Material 

2.4GHz 5.0GHz 
Fabric, blinds, ceiling tiles ~1dB ~1.5dB 
Interior drywall 3-4 dB 3-5 dB 
Cubicle wall 2-5 dB 4-9 dB 
Wood door (Hollow – Solid) 3-4 dB 6-7 dB 
Brick/Concrete wall 6-18 dB 10-30 dB 
Glass/Window (not tinted) 2-3 dB 6-8 dB 
Double-pane coated glass 13 dB 20 dB 
Steel/Fire exit door 13-19 dB 25-32 dB 
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•  Noise 
–  Random ‘background’ that has got mixed up with your signal. Fairly Static. 

•  Interference 
–  Additional signals are added to the one you want. Can be intermittent or 

persistent. 

Noise & Interference 

802.11 Source Non 802.11 Source 
•  Your APs (over-designed) 
•  Somebody else’s APs 

(neighbor) 
•  Municipal Wi-Fi Network 
•  iPhone Personal Hotspots 
•  Neighboring clients 
•  APs 
•  Faulty Clients 

•  Blue-tooth (headset, keyboards, mouse, speaker) 
•  Microwave Oven 
•  Cordless phones, mouse 
•  Very strong out-of-band source(GSM tower/DAS) 
•  Baby monitor 
•  WiMax (2.5GHz) 
•  ZigBee (802.15.4) 
•  Video or security cameras 
•  Faulty anything 
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SNR is not actually a ratio 

SNR = Signal (Received Power) – Noise floor 

Assume: 

Signal received is -65 dB; Noise floor is -85 dB 

SNR = -65 – (-85) = 20 

A minimum of 25-30 is essential to decode high 11n data 
rate 

Signal to Noise Ratio (SNR) 
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802.11n data rates are dependent not only on SNR, 
but on error rates and the ability to support 
multiple spatial streams in the environment 

A rough guideline is that a minimum SNR of 30 dB 
is necessary to demodulate higher 802.11n data 

rates and 35 dB required for higher 11ac rates 

SNR and 11n 
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Questions to Ask 
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Is the problem localized? 

Physical 
Area 

Switch 
config 

Controller/
AP group 

config 
RF 

Environment 
 Spectrum 
analysis 

Client 
type 

Drivers Packet 
captures 

Advanced 
AP RF 
settings 

Specific 
client 

Client config Auth settings 

Time of 
day 

Physical site 
issues 

Air 
conditioning 

Sponge 
baths 

Cleaning 
crews 

No 
General 
network 
config 

ACLs IP 
addresses etc 
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Tools of the Trade 



CONFIDENTIAL   
© Copyright 2013. Aruba Networks, Inc.  
All rights reserved 15 #airheadsconf 

•  "show ap active" – Check power settings 
•  "show ap association client-mac xx:xx:xx" - SNR, 

retry rate, and noise floor in the client's area. 
•  "show ap arm history ap-name xxxx" - how many 

channel/power changes have been made over the 
last 24 hours. Any I or E flags? 

•  "show log all | include bootstrap" – APs rebooting?.  
•  "show user-table" – View mix of clients in the 

network. Any flags? WMM, 802.11K, band-steerable?  
•  "show user-table | include iPhone" – Large number? 

Turn off max-tx-fails. 
•  "tar crash" – Investigate any crashes 

ACE’s first 7 questions 
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•  Network Management/Monitoring Platform 
•  Spectrum Analysis 
•  Site-Survey 
•  Understanding Client NIC 
•  Performance Testing 
•  Packet Capture 
•  Command Line Interface (CLI) 
•  Aruba TAC 

WLAN Engineer Toolkit 
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AirWave Overview  
(Show user-table | include iPhone) 
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AP List (Show ap active) 

•  TX Power settings 
•  Channels 
•  AP types 
•  Up/Down status 
•  Firmware 
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AirWave RF Performance Dashboard 



CONFIDENTIAL   
© Copyright 2013. Aruba Networks, Inc.  
All rights reserved 20 #airheadsconf 

AP Monitoring (Show User Table) 
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Radio Details 
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Radio Details Continued  
(Show AP ARM history) 
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Client Diagnostics 
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ArubaOS Dashboard - Performance 

Noise Floor 

Channel Utilization 

Interference 

SNR 
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AOS RF Dashboard – Security 
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AOS RF Dashboard – Potential Issues  
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AOS RF Dashboard – WLAN  
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AOS RF Dashboard – Access Points 
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AOS RF Dashboard – Clients  
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Spectrum Analysis 



CONFIDENTIAL   
© Copyright 2013. Aruba Networks, Inc.  
All rights reserved 31 #airheadsconf 

•  Aruba AP in Spectrum Mode 
•  Aruba AP in Hybrid Spectrum Mode 
–  AP-9x/10x/13x 
–  Software configurable 

•  Dedicated Spectrum Analysers 
–  Fluke Networks – AirMagnet Spectrum XT 
–  Metageek – Wi-Spy 
–  Others 

•  Airwave VisualRF 

Spectrum Analysis 
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Wireless Tools – Spectrum Analysis 
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Wireless Tools – Spectrum Analysis 
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Wireless Tools – Visual RF 
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Wi-Fi Heatmap & Site-Survey 
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Heatmap (AirWave VisualRF) 
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AirWave (Client Association) 
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Site-Survey (AirMagnet Survey Pro) 
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Takes two to Tango 

Understanding the client NIC 
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•  Client devices have different characteristics and 
capabilities 
–  Is it 802.11a, 802.11g, b/g/n, a/b/g/n? 
–  If the client supports 11n, is it 1, 2  or 3 spatial streams? 
–  Is the wireless NIC using the latest driver? 
–  Smartphones often use lower transmit power to save battery 
–  SNR works in both directions—the client needs sufficient 

SNR to demodulate 802.11 data rates—noise close to the 
client can hurt performance 

–  Sometimes, the client can hear the AP, but the AP cannot 
hear the client 

Understanding the Client NIC 
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Wireless NIC Details 
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Wireless NIC Details Cont. 
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Wireless NIC Details Cont. 
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Wireless NIC Connectivity (Windows 7) 
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Performance Testing 
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When testing, it is best to do wired 
to wireless client testing. 

This allows testing the performance of 
the wireless LAN, and not depending on 
Internet access and limited bandwidth. 

Pure performance can be measured. 

Performance Testing 



CONFIDENTIAL   
© Copyright 2013. Aruba Networks, Inc.  
All rights reserved 47 #airheadsconf 

•  iperf/jperf 
•  ixChariot 
•  Veriwave – WaveDeploy 

•  iperf (Traffic flow is from client to server) 
–  Server (receiver) 
•  iperf –s –w 512k –i 1 

–  Client (sender) 
•  iperf –c <Server IP> -w 512k –i 1 –t 60 –P 4 

Performance Testing 
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Packet Capture 
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•  Local Packet Capture 
–  Tools running on laptop (Omnipeek/Wireshark) 
–  You have to be where the problem is 

•  Remote Packet Capture 
–  Use Aruba AP as remote agent 
–  Anywhere with network access to AP 

•  Session and port Mirroring 

Packet Capture 
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Advanced RF Troubleshooting with CLI 
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Running Controller CMD from AWMS 
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Useful AOS CLI (run from AirWave) 
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Advanced CLI Examples 
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•  show ap active 

Verify All Known APs are UP 
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•  show ap bss-table ap-name <ap name> 

Verify All Known SSIDs are Broadcasting 
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•  show ap association client-mac <client mac> 

Check Device’s 802.11 status 
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•  show ap debug client-table ap-name <ap name> 

View Device’s 802.11 Performance  
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•  show ap arm rf-summary ap-name <ap name? 

Check 802.11 and  
non-802.11 Interference 
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•  General AP/Client 
–  show ap active [ap-name] <AP name> 
–  show ap bss-table [ap-name] <AP name> 
–  show ap association [ap-name] <AP name> 
–  show ap association client-mac <client MAC> 
–  show ap debug client-table ap-name <AP name> 
–  show ap debug client-table ap-name <AP name> | include <client MAC> 
–  show ap debug client-stats <client MAC> advanced 
–  show ap remote debug mgmt-frames ap-name <AP name> 

Advanced RF Troubleshooting  
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•  ARM 
–  show ap monitor ap-list ap-name <AP name> 
–  show ap arm rf-summary ap-name <AP name> 
–  show ap arm history ap-name <AP name> 
–  show ap arm scan-times ap-name <AP name> 
–  show ap arm state ap-name <AP name> 

•  RF 
–  show ap debug radio-stats ap-name <AP name> radio [0 or 1] advanced 

Advanced RF Troubleshooting Cont. 
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•  User 
–  show user [IP address or client MAC] 
–  show user-table verbose 
–  show auth-tracebuf [client MAC or count] 
–  show datapath session table <user IP address> 

•  System 
–  show ap debug system-status ap-name <AP name> 
–  show ap tech-support ap-name <AP name> 
–  show ap spectrum tech-support ap-name <AP name> 
–  show tech-support 
–  tar logs tech-support  

Advanced RF Troubleshooting Cont. 



CONFIDENTIAL   
© Copyright 2013. Aruba Networks, Inc.  
All rights reserved 62 #airheadsconf 

•  Show AP debug counters 
•  Show ap radio-summary 
•  Show ap debug system-status 
•  PCAP enhancements 

6.2 troubleshooting updates 
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Aruba Tools 
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•  Routinely Gather CLI 
output 

•  Java based, can run in 
Windows or Mac OS X 

•  Available from the 
support site in the tools 
section 

AirRecorder 
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•  $ java -jar AirRecorder-1.1-release.jar -u admin -p 
admin -e enable 192.168.1.1 

AirRecorder 

300,show ap arm bandwidth-management ap-name %
{ap:name} 
3600,show ap arm neighbors ap-name %{ap:name} 
300,show ap arm rf-summary ap-name %{ap:name} 
3600,show ap arm scan-times ap-name %{ap:name} 
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•  View Spectrum 
recordings without 
connecting to the 
controller 

•  Installs Adobe Air as part 
of the installation 

•  Available from the Tools 
section of the support site 

RFPlayback 
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Questions? 
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