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This will be a basic setup using Windows 2008 Server to allow dot1x auth with an
Aruba controller. Steps to have a basic installation include:

Rename the server

Setting server as Domain Controller

Installing Certificate Services

Request Certificates (optional)

Installing Network Policy Services (previously [AS)
Creating Group Policies

Ul s W=

Rename The Server

Something different about Windows 2008 Server is that the server name is auto-
generated and you are not given a chance during the install to name the server so
you must do before installing Active Directory or Certificate Services.

In the “Initial Configuration Tasks” window, click the “Provide computer name and
domain” link.

E‘i’ Initial Configuration Tasks
o P
= A ) o ) " \ap :
I J Perform the following tasks to initialy configure this server £ Windows Serverzoos
= F Enterprise
i "Z" u Specifying camputer infarmation
Set time zone Time Zone: [GRT-02:00) Pacific Time (15 Canada)
._:_1-' Configure networking Local Area Connection:  10.1.0.238
Ay Erovide computer name and Full Computer Name: W M-TYERGLNMOBZE. wilan. net
# domain Domain: wilan. net
i ;.‘. u pdating pour Windows server
3 Enable automatic updating and  Updates: Inztall updates automatically uzing Windows pdate
"2 feedback Feedback: “WwWindows Ermor Reporting off
Mot participating in Cuztomer Espenence Improvement Program
| Download and install updates Checked for Updates:  4/13/2008 7:02 AM
Installed Updates: 4M9/2008 6:35 AW =
™ Da not shaw this window at logon Cloze |




Enter a Computer description and click the “Change...” button to change the
computer name. I'll be using WLAN-DC as my name and description.

S5ystem Properties x

Carmputer Name | Hardware | Advanced | Remote |

: L Windows uzes the following infarmation to identify your cormputer
5 an the network,.

Computer description: |"'.-".-"|_.":".N'D|j

For example: "[15 Production Server'' or
“Bocounting Server'’.

Full computer nanme: WIMN-TYBEGLMOBSE. wlat, niet

Dianmair: wilat. net

To rename thiz computer ar change ks domain ar Change. .
workgroup, click Change.

ak. Cancel Apply




Enter the Computer name and click “OK” and reboot when prompted.

Computer Mame,/Domain Changes o

Y'ou can change the name and the memberzhip of thiz
computer. Changes might affect access to nebwark, rezources.
tdore information

Computer narme:
|wmr~1-nt1

Full computer nanme:
WLAM-DC

kare...

kember of
{ " Domain:

+ wWorkgroup:
wWORKGROUF

aFk. Cancel

Setting Server as a Domain Controller
For this example we setup a new forest for the wlan.net domain. Server 2008
abstracts most server function into “Roles” so we'll be adding the Active Directory

Domain Services Role with the Server Manager by clicking “Roles” and clicking “Add
Roles.”



a Server Manager H=]

File  Action  ‘iew  Help

le= 2= H |

B
i Features EE . .
-? Diagnastics Fllé?tvu?;l: health of the roles installed on vour server and add or remove roles and
it Configuration L '
=5 Storage
*~ Roles Ssummary E Roles Summary Help
~ Roles: 0 of 16 installed 5{}_‘ &dd Roles

= Remove Roles

4| | _>| £'U Last Refresh: 4/19/2008 6:56:34 AM  Configure refresh

Select the Active Directory Domain Services Role.

Add Roles Wizard I

Select one or more roles ko install on this server,

Roles; Description:
Active Directory Domain Services - - pr - Active Directory Domain Services (A0
E ctwe Directory Certlﬁcte Servces =) e e dia Sl el
Confirmation : Sl = on the netwaork and makes this
. |: Active Directory Federation Services information available to users and
ezl [ Active Directory Lightweight Direckory Services network administrators. AD DS uses
Results ] Active Directory Rights Management Services domain contrallers ta (k= netwark
': Application Server users access ko permitked resources
arywhere on the network through a
] DHCP Server

single logon process.
] DNS Server

] Fax Server

] File Services

] Metwark Policy and Access Services
l: Prink Services

[ Terminal Services

[] uDDI Services

[ web Server (115)

] windows Deployment Services

More about server roles

< Previous | Mexk = I Inistall Cancel




Click through the confirmation screens and click Install. You should get see an
installation progress screen and finally an “installation success” message that asks
you to run the command “dcpromo.exe” which will configure your domain. So click
the link to run “dcpromo” or click the “Start” button, select “Run” and enter
“dcpromo.exe”. You should now see the “Active Directory Domain Service” install
wizard. Click “Next “ to continue.

@ ! Active Directory Domain Services Installation Wizard

. wWelcome to the Active Directory
: Domain Services Installation
! Wizard

Thig wizard helps pou install Active Directore Domain
Services [A0 DS) on this server, making the zerver an
Active Directory domain controller. To continue, click Mexst,

I

[ Usze advanced mode installation

Learn more about the additional optionz that are
availlable in advanced mode installation.

Maore about Active Directory Damain Services

MHext = Cancel




Choose “Create a new domain in a new forest” and click “Next”.

@ Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration =
“'ou can create a domain controller for an existing forest or for a new forest, =

™ Euizting forest

¢ 5dd a domain contraller to an existing domait

" Create & new domait i &t existing forest
Thiz zerver will became the firzt domain contraller in the new domait,

f* Create a new domain in a new forest

kMore about pozzible deplovment confiqurations

¢ Back Mext = Cancel




For our example domain we’ll use “wlan.net”. Click “Next” and it will check to see if
the name is already used on the network.

@ Active Directory Domain Services Installation Wizard

Mame the Forest Hoot Domain
The first domain in the forest is the forest roat damain. [t name 1= alza the name of
i the forest,

[=

Type the fully gualified domain name [FRADMN] of the new forest root domair.

FQDM of the forest root domain:

|wlan.net|

E=ample; corp.contoso. com

< Back Mext » Cancel




When asked to set which “Forest Functional Level” I used the 2008 level.

@ Active Directory Domain Seryices Installation Wizard

Set Forest Funchional Level
Select the forest functional lesel,

[=

Farest functional lesel:

Dretails;

T hiz forest functional level does not provide any new features over the Windows
2003 forest functional level. Howewer, it ensures that any new domainz created in
thiz forest will automatically operate at the Windows Server 2008 domain functional
level, which does provide unique features.

L]

1 o will be able to add only domain contrallers that are running
Windows Server 2008 or later to this forest,

tore about domain and forest funchional levels

< Back, Mt > Cancel




The next screen you’ll see is a warning that the DNS service isn’t install and will
offer to install it for you. Just click “Next” to accept and install.

@ Active Directory Domain Services Installation Wizard

Additional Domain Controller Options

[=

Select additional options for this domain controller.
v DMS zerver
-
-

Additional information;

The first damain contraller in a forest must be a global catalog zerver and J
cannot be an RODC.

e recommend that pou install the DMS Server zervice on the first domain
controller.

Moaore about additional domain contraller options

< Back Memt » Cancel




It will display the following warning, just click “Yes” to continue.

i—'l Active Directory Domain Services Installation Wizard

# delegation for this DMS server cannok be created because the
authoritative parent zone cannot be found or it does not run
Windows DMS server, If vou are inkeqgrating with an existing DRS
infrastructure, wou should manoally create a delegation to this
DMS server in khe parent zone ko ensure reliable name resolution
From outside the domain wlan.net, Oktherwise, no action is
required.

Do wou wank to conkinue?

Yes Mo




Just accept the defaults and click “Next”.

@ Active Directory Domain Services Installation Wizard

Location for Database. Log Filez, and 5Y5Y0L

| Specify the folders that will cantain the Active Directary damain contraller
| databaze, log files, and STSVOL.

[=

For better performance and recoverability, store the databasze and log filez on zeparate
wolumes.

Dratabaze folder;

|E:HWind-::ws'xNTDS Browse. ..
Log files falder:
|t::awmdnwswms Browse...
SY'SWOL folder:
||::awmdnwsas*~fsvn|_ Browse...

More about placing Active Directary Domain Services files

< Back Mext > Cancel

Now you’ll be prompted to enter a “Directory Services Restore Mode Administrator



Password”. Enter a password and click “Next”.

@ Active Directory Domain Services Installation Wizard

Directory Services Restore Mode Administrator Password

[=

The Directon Services Restore Mode Administrator account iz different from the domain
t Adrministrator account.

Azzign a pagsword for the Administratar account that will be uzed when this domain
controller iz gtarted in Directory Services Restore Mode, *We recommend that you
choose a strong password.

Paszword: |-||-|-----

Confirm pazsword: |"""""‘|

kore about Directony Services Restore Mode paszword

< Back Mext » Cancel




Click “Next” at the Summary screen.

@ Active Directory Domain Services Installation Wizard

Summary

Rewview pour selections:
Configure this zerver as the first Active Directony domain contraller in a new forest,  a

The new domain name is wian.net. This iz alzo the name of the new forest.
The MetBI0S narme of the domain is WLAN

Forest Functional Level: Windows Server 2008

Domain Funchional Level Windows Server 2008

Site: Defaulk-First-Site-M arne

Additional Options: J

To change an option, click Back. Ta beqgin the operation, click Mest.

These zettings can be exported to an answer file for use with Export settings... |
ather unattended operations.
Maore about wzing an answer file

< Back MHext = Cancel

You'll now see the Installation Wizard install DNS and Active Directory. Check the
“Reboot on completion” box and once the wizard finishes it'll reboot and be ready



for the next step.

Active Directory Domain Services Installation Wizard

The wizard iz configuning Active Directory Domain Services. Thiz process can take

from a fes minutes to several hours, depending on your environment and the options

that pou selected.

W aiting far DWS installation to finish

Cancel

v Reboot on completion

Installing Certificate Services

To enable PEAP or EAP-TLS we'll need to install Certificate Services to enable a
Certificate Authority (CA) to generate and sign certificates for our domain. Again,
add a Role via the Server Manager and select “Active Directory Certificate Services”



and click “Next”.

il add Roles Wizard x| |

ADCS

Role Services
Setup Type
A Type
Private Key
Cryptography
CA Mame
Walidity Period
Certificate Database
Confirmation
Progress

Results

Select one o more roles ko install on this server,
Roles:

|Z active Directory Certificate Services
Ackive Direckory Domain Services (Installed)
|: Active Directory Federation Services
[] Active Directory Lightweight Directory Services
’: Active Directory Rights Management Services
] application Server
[] oHCP Server
DS Server (Installed)
|: Fax Server
[ File Services
[ metwaork Policy and Access Services
[ Print Services
[ Terminal Services
|: UCDI Services
[ web Server (115)
[ windows Deployment Services

[More about server roles

Description:

Active Directory Certificate Services
(AD C5)is used ko create certification
authorities and related role services
that allow wou ko issue and manage
cettificates used in a warisky of
applications.

< Prewious | Nexk = I Inistall | Cancel |

Click through the conformation screen and select “Certification Authority” and
“Certificate Authority Web Enrollment” which will tell you that you’ll need IIS to be
installed to use the “Certificate Authority Web Enrollment”. Click “Add Required




Role Services” and click “Next” to continue.

il Add Roles Wizard |

Select Role Services

Befare You Begin Select the role services toinstall For Active Direckory Certificabe Services:

Server Roles

Rale services:

Description:
ADCS ’z Certification Autharity _Certification Autharit _l,'(_ZA‘,I is used ko
P - issue and manage certificates.
[ Certification Authority web Enroliment Multiple CAs can be linked ko Farm a
Febup) Togae L] orline Responder public key infrastructure,
R Ty [ Metwork Device Enrolliment Service
A Type
Private Key Add Roles Wizard
Crypk h ] - R . R .
rypLograptty o Add role services and features required for Certification Authority Web
A Marme W=

" Y= Enrollment?
Walidity Period You cannat install Certification Authority Web Enroliment unless the required rale services and features are also

Certificate Diatabase installed.
Fea— Role Services: Diescription: . .
= ‘web Server [115) ‘wieh Server [I1S] provides a refiable,
Progress Wb Server manageable, and scalable Web application
infrasticture,
Results Management Toolz

= Windows Pracess Activation Service
Process Model
Configuration &Pls

Add Required Rale Services I Caticel |

i) wihy are these role services and features requined?

< Previous | Mext = I Imstall | Cancel |




When prompted for which type of Certificate Authority to install, choose

“Enterprise”.
add Roles Wizard E3

=

O
; pecify Setup Type
&l =

Cettification Authorities can use data in Active Directory to simplify the issuance and management of

Befare You Begin
cettificates. Specify whether you want to set up an Enterprise or Standalone Ch.

Server Roles

ADES & Enterprise
Select this option if this CA is a member of a damain and can use Direckory Service ko issue and manage
certificates.

Role Services

ChA Type
o " Standalone
Private Key Select this option if this Cf does nok use Directory Service daka ko issue or manage certificates, &
standalone CA can be a member of & domain.
Cryptography
A Mame

Walidity Period
Certificate Database
Web Server (115)
Role Services
Confirmation
Progress

Results

Maore sbout the differences between enterprise and standalone setup

< Previous | Mext = | Cancel




When prompted for CA Type, select “Root CA” and click “Next”.

Add Roles Wizard

gi[;,}’ Specify CA Type

Before You Begin A combination of root and subordinate CAs can be configured to create a hierarchical public kev infrastructure
{PEI)., A rook CA s a CA that issues its own self-signed certificate. A subordinate CA receives its certificate
Server Roles fFrom another C4. Specify whether you wank bo set up a rook or subordinake C4,
A0CS
Role Services ' Root CA
Setup Type Select this option if vou are instaling the first or only certification authority in a public key infrastructure,
" subordinate C4
Private Key Select khis option i your C& will obkain its CA certificate from another CA& higher in a public key
infrastruckure.
Cryptography
ZA Mame

‘alidity Period

Certificate Database
Web Server (I15)

Role Services
Confirmation
Progress

Results

IMore about public key infrastruckure (PKI)

< Prervious | Mexk = | Cancel




When prompted to Set Up Private Key select “Create a new private key” and click
“Next”.

Add Roles Wizard

E | [{“ ,
§ ‘:Dr:' Set Up Private Key

Before You Begin To generate and issue certificates ko clients, a C& must have a private key. Specify whether you want ko

create a new private key or use an existing one.
Server Roles

DS % Create a new private key
Role Services Use this option if vou don't have a private key or wish ko create a new private key bo enhance security,
T ‘ou will be asked to select a cryptographic service provider and specify a key length For the private key,
SRS To issue new certificates, you must also select a hash algorithm,
Ty 7 Use existing private key
Lse this option to ensure continuity with previously issued certificates when reinstalling a Ca.
Cryptography =
C4 Mame
Walidity Period ~

Certificate Database

Web Server (115)

Role Services
Confirmation
Progress

Results

Miore about public and private keys

< Previous | Mgt = | Cancel




When prompted to Configure Cryptography for CA, accept the defaults and click
“Next” for the rest of the conformation screens.

i Add Roles Wizard

Before You Begin
Server Roles
ADCS
Role Services
Setup Type
A Type
Private Key

Cryptography

CA Mame
W alidity Period
Certificate Database
Web Server (IIS)
Role Services
Confirmation
Progress

Results

=
§ {::E:l Configure Cryptography for CA

To create a new private key, wou must First select a cryptographic service provider, hash algorithm, and
key length that are appropriate For the intended use of the certificates that vou issue, Selecting a higher
value For key length will result in stronger security, but increase the time needed to complete signing
operations,

Select a cryptographic service provider (CSP): Kew character length:
R3A#Microsoft Software Key Storage Provider C045 ﬂ

Select the hash algorithm For signing certificates issued by this Ca;
shal il
mdz2
md4
-
s
4 I LIJ

[ Use strong private key protection Features provided by the €SP (this may require administrator inkeraction
every time the private key is accessed by the Ca)

Maore abouk cryptographic options For a €&

< Prewious | Nexk = | Cancel

Request Certificates (optional)

Now that we have our Certificate Authority (CA) up and running we may want to
request a certificate for our Authentication Server.

We'll create a Microsoft Management Console (MMC) that will allow us to request
and install the certificate for our server. Press the “Start” button and enter “MMC” in
the command field to open the MMC. Next we’ll add the Certificate (For Local
Computer) snap-in by clicking “File” and choosing “Add/Remove Snap-in”. Select




“Certificates” and click “Add”.

Add or Remove Snap-ins

‘fou can select snap-ins For this consale From those available on vour computer and configure the selected set of snap-ins, For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins; Selected snap-ins:
Snap-in Wendor - | Console Rook
Za,Active Directory Do...  Microsoft Cor,..

[@p Active Directary Site,.,  Microsaft Cor,.,

_; Active Directory Use.,, Microsoft Cor...
Activer Control Microsoft Car...

2 ADsT Edit Microsaft Cat. ..
ﬁaﬁ\utharizatian Manager Microsoft Cor

.El Certificate Templates  Microsoft Cor,., Add =

I Cert 3 Microsaft Car,..
TilCertification Authority  Micrasaft Car,.,
CH Component Services Microsaft Cor,..
E,;.CDmputer Managem... Microsoft Cor...

..,:thevice Manager Microsoft Car. ..
=5 Disk Management Microsoft and. .. d 4
&, DS Microsoft Cor... ﬂ Advanced. .
Descripkion:

The Certificates snap-in allows ywou to browse the contents of the certificate stores For yvourself, a service, or a computer,

[0]4 | Cancel




Now be sure to select “Computer Account” and click “Next”.

Certificates snap-in

Thiz snap-in will always manage certificates for;
My user account
™ Service account

' Computer account

M et >

Cancel




Choose “Local Computer”, click “Finish” and “OK”.
Select Computer

Select the computer you want thiz znap-in to manage.

Thiz =nap-in will always manage:

* |ocal computer: [the computer thiz conzale iz running an)

(" Anaother connputer: |

[ Allow the selected computer ta be changed when launching fram the command e, Thiz
only applies if you zave the conzole.

< Back Finish Cancel

TIP: While you're here you might as well add the “Certificate Authority” snap-in and
save this MMC to your desktop because you’ll need it again in the future.

To request a certificate for your server (if you don’t want to use the default

certificate) expand “Certificates (Local Computer Account)”, “Personal”, and right-
click “Certificates” and select “All Tasks”, “Request New Certificate...”



= Certs - [Console Root'\Certificates {Local Computer),Personal' Certificates]
iy File  Action  View Favorites  ‘Window  Help | =] |
&= | #m8c= HF
| Console Rook Issued To = | Issued B | Expirat | Actions
=1l certificates (Local Com [ 7 lwian-dc wlan-de 4192 | Certificates -
= ] Personal EIWLAN-DC wlan.net wlan-dc 4192
| Maore Ackions 3
| Trusted Roak C A Request New Certificate. .,
| Enterprise Trus ) Imnport...
iew 3

| Intermediate C ) i
| Trusted Publish Mew Window from Here Advanced Cperations. ., 3

| Unkrusted Cert] gy, Taskpad Yiew...

| Third-Party R

| Trusted People|  Refresh

| Remote Deskko|  Export List,..

| Certificate Enrd

| Smart Card Tru
Certification Authority

Help

E'E mEEEEEEEE

[+

KN | Kl | il

|Request a new certificate From a certification authority (CA) in vour domain | |

Click through the Enrollment screens choosing the settings you desire for your
certificate.



I Certificate Enrollment [_ (O]

| Certificate Enrollment

Before You Begin

The Following steps will help ywou install certificates, which are digital credentials used to connect to wireless netwarks,
prokect content, establish identity, and do other security-related tasks,

Before requesting a certificate, werify the Following:

Your computer is connected to the network
‘fou are logged onto the domain For wour organization

Learn more about digital certificates

Tk | Cancel

In Windows 2008 Server you can no longer just install the Internet Authentication
Service (IAS) and have RADIUS functionality. You must now install Network Policy
and Access Services, which now include everything from earlier versions of
Windows server such as RRAS/IAS/etc,... but now includes NAP (think NAC for
Windows). We will be installing and configuring just enough to enable PEAP and
RADIUS functionality with our Aruba controller. So once again head to the Server
Manager and “Add a Role” selecting “Network Policy and Access Services” and click
through the confirmation screen.



Add Roles Wizard

=

i
§|‘::}' Select Server Roles

Before You Begin

Select one or more roles to install on this server,
Raoles:

Metwork Policy and Access Services Active Dir

Role Services Active Direc " es (Insta
I_ Active Directory Federation Services

confirmation [] active Directory Lightweight Directory Services
Progress [] aActive Directory Rights Management Services
Results [] application Server

[] DHCP Server

I_ Fax Server
[ File Services
AR =tk Policy and Acc
I_ Print Services

[ Terminal Services

I_ UCDI Services

Meh Server (1150 |

[ windows Deployment Services

More about server rales

Description:

ebwork Policy and Access Services
provides Metwork Policy Server (MPS),
Fouting and Remote Access, Health
Registration Authority (HRA)Y, and
Huost Credential Authorization Protocol
(HCAPY, which help safeguard the
health and security of your network.

% Previous | Mext = | | Cancel

Select “Network Policy Server”, “Routing and Remote Access Services”, “Remote
Access Service” and “Routing”. Click “Next”, click through the confirmation screen




and click “Install”.
Add Roles Wizard

” § .
: Select Role Services
§ -

Befare You Begin

Server Roles

Metwork Policy and Access Services

Confirmation
Progress

Results

Select the role services to install For Metwork Policy and Access Services:

Role services:

A WEr

= |_ Routing and Remote Access Services
Ii Rernote Access Service
[¥] Rauting
] Health Registration Autharity
[ Host Credential Authorization Protocol

More about role services

Descripkion:

Metwork Policy Server (MPS) allows
wou bo create and enforce
organization-wide nebwork access
policies for client health, connection
request authentication, and
connection reguest authorization.
With MRS, vou can also deploy
Metwork Access Protection (AP, a
client health policy creation,
enfarcerment, and remediation
technology:.

< Previous | Mexk = | | Cancel |

Installation will take a couple of minutes and present you with an install summery.

Just click “Close”.

Now that NPS is installed, press the “Start” button and enter “nps.msc” in the
command field. The NPS MMC should open up allowing you to select the “RADIUS
server for 802.1X Wireless or Wired Connections” Installation Wizard from the




SiMetwork Policy Server

“Standard Configuration” pull-down menu and click “Configure 802.1X”.

File  Action  Wiew Help

=1 E3
&= = HE
etting Started
| RADIUS Clients and Servers d
=] Policies ] Metwork, Palicy Server [MPS] allows you to create and enforce organization-wide network, access policies for
!';, Metwork Access Prokection ' client health, conhection request authentication, and connaction reguest authorization.
& Accounting

Standard Configuration

Select a configuration scenana from the list and then click the link below to open the scenario wizard.

Metwork, Access Protection [NaF)

Metwork dccess Protection [NAF)
RADIUS zerver f

" S the
work. Clients that are not compliant
with health palicy can be placed on a restricted network and automatically updated ta bring them into compliance.

n Configure AP n Learn rmore

Advanced Configuration




From the “Select 802.1X Connections Type” page, select “Secure Wireless
Connections” and click “Next”.
Configure 802.1X

I Select 802.1X Connections Type

Type of 802.1X connections:
¥ SecureWireless Connections

YWhen you deploy 802,15 wirelesz access points on your nebwark, MPS can authenticate and authorize
connection requests: made by wireless clients connecting through the access points.

" Secure Wired [Ethemet] Connections

YWwhen you deploy 8021 authenticating switches on pour nebwork, MPS can authenticate and autharze
conhection request: made by Ethernet clientzs connecting through the switches.

Hame:
Thiz default text iz used ag part of the name for each of the policies created with this wizard. Y'ou can uge the
default text ar modify it .

Secure Wirelezs Connections

| MHext | Cancel




From the “Specify 802.1X Switches” screen click “Add...” and enter the settings for

your Aruba controller and press “OK”.
Configure 802.1%

l Specify 802.1X Switches
]

Please specify 802, 1% switches or Wireless Access Points (RADIUS Clients)

RaDIUS clientz are network access servers, such az authenticating switches and wirglezs access paint.

RADIUS chents are not client computers.

To zpecify a BADIUS chent, click Add.

New RADIUS Client E3 |

]|

— Mame and Address
Friendly name:

I.-i‘-.rul:ua-M aster
Address [IP or DMNST:

|10.1.0250 Wierify... |

~ Shared Secret
To manually tupe a shared secret, click Manual. To automatically generate a shared
gecret, click Generate. v'ou must configure the BADILS client with the same shared
zecret entered here. Shared zecrets are caze-zenzitive.

' tdanual ™ Generate

Shared zecret:

Confirm ghared secret:

| Ok I Cancel |

Add...

Edit...

Femowve

it

| cancel |

For the “Configure an Authentication Method” screen select “Microsoft Smart Card
or other certificate” for EAP-TLS or “Microsoft Protected EAP (PEAP)” for PEAP. |



will be selecting PEAP for this example and click “Configure...”
Configure 802.1X

l Configure an Authentication Method

Select the EAP twpe for thiz policy.

Type [bazed on method of access and network configuration]:

|Miu:ru:us-:uft: Smart Card or ather certificate j

kdicrogoft: Smart Card or other certificate
bicrozoft: Protected EAP [FEAP]
Microzoft: Secured pagsword [EAP-MSCHAP w2

Freviouz | Mext |

Configure...

Cancel




Select the appropriate certificate to use for this server. In this case we'll use the
“WLAN-DC.wlan.net” certificate and click “OK”.

Edit Protected EAP Properties

Select the certificate the server should use ko prove its identity to the client,
f certificate that is configured for Protected EAP in Connection Reguesk
Policy will override this certificate.

Certificate issued MLAN-DC wlan.net
Friendly name;
Issuer: wlan-dc

Expiration date: 41192009 5:44:55 AM

|+ Enable Fast Reconnect
| Disconnect Clients withaut Cryptabinding
Eap Tvpes

Secured password (EAP-MSCHAP v

Add Edit Femove Ok Cancel

For the “Specify User Groups” screen select the users and/or groups you would like
to allow wireless access. For this example I am allowing all of my domain users by
selecting the “Domain Users” group. If [ want to enforce Machine Authentication I
need to add the “Domain Computers” group as well as checking the “Enforce
Machine Auth” option in the dot1x policy on my Aruba controller. Click “Next” to

continue.

Note: Groups listed here are considered as an OR statement.




| Configure 802.1% |

I Specify User Groups

IIsers that are members of the selected group or groups will be allowed or denied access

= % based on the netwoark policy Access Permission setking,

To zelect User Groupsz, click Add. If no groupz are selected., thiz policy applies to all users.

GEroups | Add...
WLAM\Domain sers
WwWLANSDamain Computers Remoye

g

Frevious Hext Firizh Cancel




For the next screen you can click “Next” and “Finish” or click “Configure...” to add
RADIUS attributes for Server Derivation rules.

Configure 802.1X
l Configure a Virtual LAN (WVLAN)

Assign 802, 1x clients to a YLAM with MPS attributes,

If wour BADIUS chents [authenticating switches and wirgless access points] support WLAN=, you can configure
MPS to zupply BADIUS clients with YLAR information. Thiz allows the BADIUS clients to route traffic o the
appropriate netwark baged on instructions it receives from MPS.

If you do nat uze YLAME ar pou want to configure them later, click Mest.

WLAMN configuration
To provide MPS with the YLAM information for pour arganization network, click Configure.

Frevious M et Cancel

For example, you may want to map the “Domain Users” to the “employee_role” on
your Aruba controller. You could do that here with the “Filter-Id” attribute.



RADIUS standard attibutes | Yendor Specific attibutes

To zend VLA properties ko BADIIS clients, zelect a RADIUS standard attnbute, and
then click Edit. |f vou do not configure an attribute, it iz nat sent to BaDIUS clients. See
wour RaDIUS client documentation far required attributes.

Attributes:
M arne Walue
Filker-ld emplayes_role
Tunnel-Type <nat configured:

Tunnel-Medium-Tepe  <nat configured:
Tunnel-Pyvt-Group-lDl <nat configured:
Tunnel&zzsignment-ID <nat configured:

Deszcription:
Specifies the name of filker list for the wuser requesting authentication,

Edit...

aEk. Cancel

Note: There seems to be a bug in Windows if you mess with these attributes too
much the “Filter-1d” attribute vanishes. If this happens cancel out of the wizard and
start over.

Press “Next” and “Finish” to complete the wizard. This should now allow you to
authenticate users against your Windows 2008 Server. To test your configuration,
ssh to your Aruba controller and configure it to use the new RADIUS server.

(MC800) >en
Password:*###x*
(MC800) #configure terminal

Enter Configuration commands, one per line. End with CNTL/Z



(MC800) (config) #aaa authentication-server radius nps
(MC800) (RADIUS Server "nps") #host 10.1.0.236

(MC800) (RADIUS Server "nps") #enable

(MC800) (RADIUS Server "nps") #key p@sswO0rd

(MC800) (RADIUS Server "nps") #nas-identifier Aruba-Master
(MC800) (RADIUS Server "nps") #nas-ip 10.1.0.250

Now test to see if everything is working properly.
(MC800) #aaa test-server mschapv2 nps tobias qwerty12!@

Authentication successful



