




· (IT.WAC.ARB650.AYZ-ARB1) #show version 
                     ArubaOS (MODEL: Aruba650), Version 6.4.2.5

· SSID Name : LigTV-ARGE
· Radius1 : 10.10.10.252,Radius2 : 10.10.10.251
· [bookmark: _GoBack]Controller IP : 10.10.10.250

                                                          802.1X AND MAC FILTERING STEPS

1- Radius server defined, under Servers. Under Radius servers group and instance referenced as below
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2- AAA Profiles 
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3- Mac Authentication Profile 
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4- 802.1x Authentication Profile
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5- Server Group
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5- SSID Profile
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6- User defined under Internal DB
[image: ]


7- User logs
      (IT.WAC.ARB650.AYZ-ARB1) #show log all | include 68:a3:c4:5a:25:09

ug 21 09:01:29  webui[1522]: USER:admin@10.10.10.10COMMAND:<local-userdb add username " 68:a3:c4:5a:25:09" password ******  role "authenticated" email "testttt@ee.com" > -- command executed successfully 
Aug 21 09:01:31  authmgr[2344]: <522275> <ERRS> |authmgr|  User Authentication failed. username=68:a3:c4:5a:25:09  userip=0.0.0.0 usermac=68:a3:c4:5a:25:09 servername=Internal serverip=10.10.10.250apname=LigTV-Ofis bssid=00:24:6c:07:5d:11 
Aug 21 09:02:09  authmgr[2344]: <522275> <ERRS> |authmgr|  User Authentication failed. username=68:a3:c4:5a:25:09  userip=0.0.0.0 usermac=68:a3:c4:5a:25:09 servername=Internal serverip=10.10.10.250apname=LigTV-Toplanti bssid=d8:c7:c8:a7:af:01 
Aug 21 12:56:52  authmgr[2344]: <522275> <ERRS> |authmgr|  User Authentication failed. username=68:a3:c4:5a:25:09  userip=0.0.0.0 usermac=68:a3:c4:5a:25:09 servername=Internal serverip=10.10.10.250apname=LigTV-Toplanti bssid=d8:c7:c8:a7:af:01 
Aug 21 12:57:30  authmgr[2344]: <522275> <ERRS> |authmgr|  User Authentication failed. username=68:a3:c4:5a:25:09  userip=0.0.0.0 usermac=68:a3:c4:5a:25:09 servername=Internal serverip=10.10.10.250apname=LigTV-Toplanti bssid=d8:c7:c8:a7:af:01 
Aug 21 13:29:53  authmgr[2344]: <520002> <ERRS> |authmgr|  Authentication server request Timeout, username=host/LTOCANNB.COMPANY.LOCAL userip=0.0.0.0 usermac=68:a3:c4:5a:25:09 servername= Radius_1 serverip= 10.10.10.252bssid=d8:c7:c8:a7:af:01 apname=LigTV-Toplanti
Aug 21 13:29:58  authmgr[2344]: <520002> <ERRS> |authmgr|  Authentication server request Timeout, username=host/LTOCANNB.COMPANY.LOCAL userip=0.0.0.0 usermac=68:a3:c4:5a:25:09 servername= Radius_1 serverip= 10.10.10.252bssid=d8:c7:c8:a7:af:01 apname=LigTV-Toplanti
Aug 21 13:30:03  authmgr[2344]: <520002> <ERRS> |authmgr|  Authentication server request Timeout, username=host/LTOCANNB.COMPANY.LOCAL userip=0.0.0.0 usermac=68:a3:c4:5a:25:09 servername= Radius_1 serverip= 10.10.10.252bssid=d8:c7:c8:a7:af:01 apname=LigTV-Toplanti
Aug 21 13:30:06  authmgr[2344]: <520002> <ERRS> |authmgr|  Authentication server request Timeout, username=DIGITURK\dtuakbulut userip=0.0.0.0 usermac=68:a3:c4:5a:25:09 servername= Radius_1 serverip= 10.10.10.252bssid=d8:c7:c8:a7:af:01 apname=LigTV-Toplanti
Aug 21 13:30:08  authmgr[2344]: <520002> <ERRS> |authmgr|  Authentication server request Timeout, username=host/LTOCANNB.COMPANY.LOCAL userip=0.0.0.0 usermac=68:a3:c4:5a:25:09 servername= Radius_1 serverip= 10.10.10.252bssid=d8:c7:c8:a7:af:01 apname=LigTV-Toplanti
Aug 21 13:30:08  authmgr[2344]: <522276> <ERRS> |authmgr|  Authentication Server Out Of Service while serving request. servername=Radius_1 serverip=10.10.10.252 username=host/LTOCANNB.COMPANY.LOCAL  userip=0.0.0.0 usermac=68:a3:c4:5a:25:09 bssid=d8:c7:c8:a7:af:01 apname=LigTV-Toplanti 
Aug 21 13:30:11  authmgr[2344]: <520002> <ERRS> |authmgr|  Authentication server request Timeout, username=DIGITURK\dtuakbulut userip=0.0.0.0 usermac=68:a3:c4:5a:25:09 servername= Radius_1 serverip= 10.10.10.252bssid=d8:c7:c8:a7:af:01 apname=LigTV-Toplanti
Aug 21 13:30:18  authmgr[2344]: <520002> <ERRS> |authmgr|  Authentication server request Timeout, username=host/LTOCANNB.COMPANY.LOCAL userip=0.0.0.0 usermac=68:a3:c4:5a:25:09 servername= Radius_2 serverip= 10.10.10.251bssid=d8:c7:c8:a7:af:01 apname=LigTV-Toplanti
Aug 21 13:30:21  authmgr[2344]: <520002> <ERRS> |authmgr|  Authentication server request Timeout, username=DIGITURK\dtuakbulut userip=0.0.0.0 usermac=68:a3:c4:5a:25:09 servername= Radius_1 serverip= 10.10.10.252bssid=d8:c7:c8:a7:af:01 apname=LigTV-Toplanti
Aug 21 13:30:21  authmgr[2344]: <522276> <ERRS> |authmgr|  Authentication Server Out Of Service while serving request. servername=Radius_1 serverip=10.10.10.252 username=DIGITURK\dtuakbulut  userip=0.0.0.0 usermac=68:a3:c4:5a:25:09 bssid=d8:c7:c8:a7:af:01 apname=LigTV-Toplanti 
Aug 21 13:30:23  authmgr[2344]: <520002> <ERRS> |authmgr|  Authentication server request Timeout, username=host/LTOCANNB.COMPANY.LOCAL userip=0.0.0.0 usermac=68:a3:c4:5a:25:09 servername= Radius_2 serverip= 10.10.10.251bssid=d8:c7:c8:a7:af:01 apname=LigTV-Toplanti
Aug 21 13:30:28  authmgr[2344]: <520002> <ERRS> |authmgr|  Authentication server request Timeout, username=host/LTOCANNB.COMPANY.LOCAL userip=0.0.0.0 usermac=68:a3:c4:5a:25:09 servername= Radius_2 serverip= 10.10.10.251bssid=d8:c7:c8:a7:af:01 apname=N/A
Aug 21 13:30:33  authmgr[2344]: <522276> <ERRS> |authmgr|  Authentication Server Out Of Service while serving request. servername=Radius_2 serverip=10.10.10.251 username=host/LTOCANNB.COMPANY.LOCAL  userip=0.0.0.0 usermac=68:a3:c4:5a:25:09 bssid=d8:c7:c8:a7:af:01 apname=N/A 
Aug 21 13:30:40  authmgr[2344]: <520002> <ERRS> |authmgr|  Authentication server request Timeout, username=host/LTOCANNB.COMPANY.LOCAL userip=0.0.0.0 usermac=68:a3:c4:5a:25:09 servername= Radius_1 serverip= 10.10.10.252bssid=d8:c7:c8:a7:af:01 apname=LigTV-Toplanti
Aug 21 13:30:45  authmgr[2344]: <520002> <ERRS> |authmgr|  Authentication server request Timeout, username=host/LTOCANNB.COMPANY.LOCAL userip=0.0.0.0 usermac=68:a3:c4:5a:25:09 servername= Radius_1 serverip= 10.10.10.252bssid=d8:c7:c8:a7:af:01 apname=LigTV-Toplanti
Aug 21 13:30:50  authmgr[2344]: <520002> <ERRS> |authmgr|  Authentication server request Timeout, username=host/LTOCANNB.COMPANY.LOCAL userip=0.0.0.0 usermac=68:a3:c4:5a:25:09 servername= Radius_1 serverip= 10.10.10.252bssid=d8:c7:c8:a7:af:01 apname=LigTV-Toplanti
Aug 21 13:30:53  authmgr[2344]: <520002> <ERRS> |authmgr|  Authentication server request Timeout, username=DIGITURK\dtuakbulut userip=0.0.0.0 usermac=68:a3:c4:5a:25:09 servername= Radius_1 serverip= 10.10.10.252bssid=d8:c7:c8:a7:af:01 apname=LigTV-Toplanti
Aug 21 13:30:55  authmgr[2344]: <520002> <ERRS> |authmgr|  Authentication server request Timeout, username=host/LTOCANNB.COMPANY.LOCAL userip=0.0.0.0 usermac=68:a3:c4:5a:25:09 servername= Radius_1 serverip= 10.10.10.252bssid=d8:c7:c8:a7:af:01 apname=LigTV-Toplanti
Aug 21 13:30:55  authmgr[2344]: <522276> <ERRS> |authmgr|  Authentication Server Out Of Service while serving request. servername=Radius_1 serverip=10.10.10.252 username=host/LTOCANNB.COMPANY.LOCAL  userip=0.0.0.0 usermac=68:a3:c4:5a:25:09 bssid=d8:c7:c8:a7:af:01 apname=LigTV-Toplanti
image4.png
Security > Authent

tion > Profiles.

Servers | AAA Profiles | L2 Authentication

B A
default
default-dotix
default-dotixpsk
default-mac-auth

default-open

defaultaml-api

MAC Authentication

MAC Authentication Server Group.

802.1X Authentication

802.1X Authentication Server
Group.

RADIUS Accounting Server Group.
XMLAPL server

RFC 3576 server

ugv-
ARGE_MAC

LgTv-
ARGE_svarp-
occss’

dotb LTy~
MaAC

LgTv-
ARGE_svarp-
occss’

L3 Authentication | User Rules | Advanced

AAA Profile > LigTV-ARGE-aaa_prof

Show Reference

Save As

Reset.

Inital role Togn v
MAC Authentication Default Role TTauthenticated v
802.1X Authentication Default Role.  [LigTV-MAC_Role |
Download Role from CPPH

L2 Authentication Fail Through

Multiple Server Accounting

User idle timeout Enable

seconds [

RADIUS Interim Accounting

User derivation rules NONE— v
‘Wired to Wireless Roaming v

SIP authentication role —NONE— v
Device Type Classification v

Enforce DHCP.

PAN Firewall Integration





image5.png
Advanced Services > All Profile Management

PR MAC Authentication Profile > LigTV-ARGE_MAC e EEE =)

®

B dvertiemer
isement Delimiter colon_v
Hotspot 20 Case lower v
Virual AP Max Authentication failures o
VIR Client WA Reauthentication a
aan Reauthentication Interval 6400 sec
AP Server Use Server provided Reauthentication Interval a
REC 3576 Server
defautt
LigTV-ARGE_MAC




image6.png
advanced Services > All Profile Management

ANQP Domain Name

Advertisement

Hotspot 2.0
Virtual AP

VIA Client WLAN

ann

XMLAPI Server

RFC 3576 Server

MAC Authentication

‘Captive Portal Authentication

WISPr Authentication
E) 8021 Authentication
default
default-psk
dottx_LigTV-HAC
ot prof-buzs+

ot prof-uxkes.

802.1X Authentication Profile > dot1x_LigTV-MAC

Basic | Advanced

Show Reference | Save As | | Reset

Max authentication failures o

Enforce Machine Authentication o

Machine Authentication: Default Machine Role guest. v

Machine Authentication: Default User Role guest. v

Reauthentication o

Termination o

Termination EAP-Type eap-tls eap-peap
Termination Inner EAP-Type eap-mschapv2 eap-gtc





image7.png
Advanced Services > All Profile Management

/ANQP Domain Name Server Group > LigTV-ARGE_srvgrp-xxc88 Show Reference Save As Reset.
Advertisement
Fail Through a
Hatspot 20
Load Balance a
Virual AP
Servers
vactent A . Name  SewverType  timFQDN  Match-Rule

XMLAPI Server

RFC 3576 Server

MAC Authentication

‘Captive Portal Authentication

Update Server | Cancel

S0z 1 Authentication | priority  Attribute  Operation  Operand  Type  Acion  Value  Validated
sso Evew] (4 ] [v ] [oekte ]

WISPr Authentication

Server Rules





image8.png
Advanced Services > All Profile Management

B ap 5

[ RF Management SSID Profile > LigTV-ARGE-ssid_prof Show Reference | | Save As | Reset

B Wireless Lan

B 80211k Basic | Advanced
B andover Tiggr Mewwork
Network Name (SSID) LigTV-ARGE
B RRMIE
[— wmniseany
B so2a1r R A ONone © 802.1x/WEP ® wPA2 O WPA2-PSK
© Mixed
B TS Report Request
Encryption © ags
|
® won ws

B UgTv-aRce
EDCA Parameters Station
EDCA Parameters AP

High-throughput SSID. default

21




image9.png
Security > Authentication > Servers

Servers | AAA Profiles | L2 Authentication | L3 Authentication | User Rules | Advanced

Server Goup Internal DB Maintenance
Maximum Expiration min
RADIUS Server
LDAP Server Guest User Page | Export | Import | Delete All Users | | Repair Database |
Intemal 06,
Tococs Accounting Sener e authenticated  testttt@ee.com  Yes 00,00 Disable | Delete | Modify
TACACS Server Add User
XL AP Server 1 (e
RrC 3576 Sener

Windows Server




image1.png
Security > Authentication > Servers

Servers | AAA Profiles | L2 Authentication | L3 Authentication | User Rules | Advanced

Server Group RADIUS Server
N st A
= Radius_1 Show Reference | Delete |
Fadis 1 Radius_2 Show Reference | Delete |
Radius_2

Add





image2.png
Radius_1 Show Reference | Delete |
Radius_2 Show Reference | Delete |

Add





image3.png
References to RADIUS Server "Radius_1"

Server Group

igTV-ARGE_srvgrp-xxc88 Auth Servers Radius Radius_1

Cancel





