MACHINE AND USER AUTHENTICATION IN WINDOWS WITH CLEARPASS

Sometimes we need more than just user authentication, in this document I will share the configuration

steps needed to enforce machine and user authentication and also put per user based role.

SCENARIO:

1. If a user complete USER+MACHINE both authentication, then the user will get
‘authenticated’ role along with VLANT

2. If a user complete only any of the above authentication [USER or MACHINE], the user
will get ‘guest’ role along with VLANZ2.

INTRODUCTION:
The following was completed using Clearpass 6.4.1, a windows 2012, a 3600 running 6.4.2.4 and AP-93.
Clearpass is joined to domain and able to access the server.

You can find another good guide on the same in

How-to-Machine-AND-User-Authentication-in-Windows-with-Clearpass

CONFIGURATION:

A. At first we will create one custom endpoint attribute, it will validate our valid device.

Go to Administration » Dictionaries » Attributes and in right left corner click on add to add a
custom attribute. The attribute should be endpoint attribute and boolean.
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http://community.arubanetworks.com/t5/AAA-NAC-Guest-Access-BYOD/How-to-Machine-AND-User-Authentication-in-Windows-with-Clearpass/td-p/208471

B. Now we will configure enforcement profile. For this scenario we need three

enforcement profile.

Open Configuration » Enforcement » Profiles. Follow this screenshot.

First enforcement profile is a post auth profile to enforce the attribute, for this we will select

Clearpass entity update enforcement template.
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Now 2nd one for authenticated users. In here we will give the user ‘authenticated’ role and
after that assigned them to VLANT1.
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3rd profile for the user, who completed only one authentication. Here we will give the user

‘guest’ role along with VLAN2
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C. After configuring enforcement profile we have to configure enforcement policy which

will bundle all the three enforcement profile.

Open Configuration » Enforcement » Policies
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D. Now we have to configure one role mapping policy to tag information in the request
so later we can use it in enforcement profile. Also create one role to map this.

Go to Configuration » Identity » Role Mapping
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This role mapping will place the validate user in desired roles, User authe
E. Now the most important things, we have to configure one service.

Check the summary tab of the service. Remember to enable authorization source in service
tab.
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Authentication Sources: Phoenix

Open authentication tab and select AD as a authentication source, EAP-PEAP and EAP-
MSCHAPV?2 as authentication method [this two is enough to handle the AAA process but if
you want or if you have legacy device you always can configure other authentication
method)].



A% ClearPass Policy Manager -... % -o Dashboard % | O AAA NAC GuestAccess &, % % w’ =
N

€ | P @ htps//192168 29171 /tips/tipsContent.action#1 424083391239 c |Q Search = =% e
Google () Solutions - ASE &% Cantraller Ceateltlt] rAut. © Howtoauthenticate ... () Log out admin - ;/
DI . Support | Help | Logout
A A ClearPass Policy Manager
networ -]

admin (Super Administrator)

- Dashboard Configuration » Services » Edit - Newage_Mach_and_User_Auth_Service
(=] Monitoring Services - Newage_Mach_and_User_Auth_Service
d‘fu Configuration @ i . o
Summary Service Authe ation Authorization Roles Enforcement
i Start Here =
Q Authentication Methods: [EAP PEAP] - Move Up Add new Authentication Method
o [EAP MSCHAPvZ] Move Down
| & Authentication
Remove
{3 Methods View Details
1} Sources B - Modify
-1 2 1dentity —-Selectto Add- =
{3 Single Sign-on (550) .
£} Local Users (T T A G (R Phoenix [Active Directory] = Move Up Add new Authentication Source
e E Move Down
£} Endpoints | e
4} Static Host Lists e
{¥Roles - Modify
£} Role Mappings —-Selectto Add-- >
= FF Posture z .
Strip Username Rules: [T Enable to specify a comma-separated list of rules to strip username prefixes or suffixes
£} Posture Policies
£} Posture Servers

£} Audit Servers
B %Enfcrcement

1 Palicies
£} Profiles

yright 2014 Aruba Networks. All rights reserved.

ClearPass Policy Manager & 62009 on CP-SW-EVAL platform
=

| 4% ClearPass Policy Manager -., % X Q Dashboard x & AAA NAC, Guest Access 8., ¥ % w ==
_/ \ —

€ | P & hitps//192168.29.171 tips tipsContent, action#1424089391 239 c |C\ Search = = % e
Google Q Solutions - ASE /. Controller ~ CPPI A » E JserAut.. ©  Howto authenticate ... o Log cut admin - ;/
. Support | Hel | Logout
DI Support Help q
L A ClearPass Policy Manager
networks

admin (Super Administrator)

_ Dashboard Configuration » Services » Edit - Newage_Mach_and_User_Auth_Service
(=] Monitoring Services - Newage_Mach_and_User_Auth_Service
d‘a Configuration 0 N o
Summary Service Authentication Roles Enforcement
{ Start Here = - -
= Authorization Details: Authorization sources from which role mapping attributes are fetched (for each Authentication Source
fed Services pping
| & Authentication Authentication Source Attributes Fetched From
4 Methods 1. | Phoenix [Active Directory] Phoenix [Active Directory]
4} Sources
- & 1dentity Additional authorization sources from which to fetch rolefI'napplng attributes -
£} Single Sign-0n (550) [Endpoints Repository] [Local SQL DB] B Remove Add new Authentication Source
£ Local Users View Details
3 - moai
{3 Endpoints | iy
£} Static Host Lists ~Selectto Add- hd
{3 Roles
{2 Role Mappings
- HH Posture
1} Posture Policies
1} Posture Servers

£ Audit Servers
B ﬁEnforcememt

1} Policies

£ Profiles

© yright 2014 Aruba Networks. All right Feb 16, 2015 17:48:22 IST

ClearPass Policy Manager 6.3.1.62009 on CP-SW-EVAL platform
=



A% ClearPass Policy Manager -... % | Q Dashboard % | O AAA NAC GuestAccess &, % % w i
E N
€ P & hps *

92.168.29.171 /tips/tipsContent.action#1424083391239 ‘ = B v A
Q & -
Google O Solutions - ASE /% Controller ~ CPPI rAut. How to authenticate ... Q Log out admin
A D ID N Support |

ClearPass Policy Manager

networks

admin (Super Administrator)

- Dashboard Configuration » Services » Edit - Newage_Mach_and_User_Auth_Service
(=] Monitoring Services - Newage_Mach_and_User_Auth_Service
d% Configuration Q)
Summary Service Authentication Authorization m Enforcement
i Start Here =
ﬁ Role Mapping Policy: | nge_Mach_and_U&er_Auﬂr_Role_MappilE Modify Add new Role Mapping Policy
- & Authentication Role Mapping Policy Details
{} Methods Description:
{) Sources Default Role: [Guest]
= Q 1dentity Rules Evaluation Algorithm: evaluate-all
{3 Single Sign-on (550) [%
{1 Local Users Conditions Role
. 3 {Endpoint:Newage_Devices £0U
{3 Endpoints | 1) AN {Authorization:Phoenix:UserDN =/ Newage_Mach_and_User_auth_Role
4} Static Host Lists CN=Users,DC=newage,DC=com)
{¥Roles
£} Role Mappings
= FF Posture
£} Posture Policies
£} Posture Servers

£} Audit Servers
B ﬁEnforcement

1 Palicies
£} Profiles

2 Ad ration

yright 2014 Aruba Networks. All rights reserved.

Feb 16, 2015 17: ClearPass Policy Manager 5.3.1.62009 on CP-SW-EVAL platform
=

| A% ClearPass Policy Manager -... % -Q Dashboard % | & AMANAC, GuestAccess & % % W'_ =
= \ -

(' ) @ https://192.168.29.171 /tips/tipsContent.action#1424083391239 |Q Search o ‘ = ﬁ B

Google () Solutions - ASE % Controller ~ CPP

A I Ny

networks

réut,. © Howto authenticate ... Q Log out admin

ClearPass Policy Manager

Support |
admin (Super Administrator)

- - Dashboard Configuration » Services » Edit - Newage_Mach_and_User_Auth_Service
(=] Monitoring Services - Newage_Mach_and_User_Auth_Service
d% Configuration @ i o o
Summary Service Authentication Authorization Roles
i Start Here =
ﬁ Use Cached Results: [TJ use cached Roles and Posture attributes from previous sessions
S5
-} & Authentication Enforcement Policy: | Newage_Mach_and_User_Auth_Policy =] Modify Add new Enforcement Policy
{3 Methods Enforcement Policy Details
{} Sources Description:
S§ e} Identity Default Profile: [Deny Access Profile] [}\
Single Sign-on (S50 . . .
£x Single Sign-0n { ) Rules Evaluation Algorithm: first-applicable
{1 Local Users L
£ Endpaints T | Conditions Enforcement Profiles
. Tips:Role MATCHES ALL [Machine Authenticated] Newage_Mach_and_User_Auth_Profile
Static Host List ( = — T B
£} Static Host Lists [User Authenticated]) Mach_and_User_Auth_Enty_Updte_Prof
¥ Roles 2. (Tips:Role EQUALS [Machine Authenticated]) Guest
Role M
t‘ ole Mappings 3 Tips:Role CQUALS [User Authenticated] Guest
M post £
= osture
£} Posture Policies
£} Posture Servers
£} Audit Servers
B ﬁEnforcement
1 Palicies
£} Profiles
T ad ration

yright 2014 Aruba Network: Il rights reserved

Feb 16, 2015 1 ClearPass Policy Manager

on CP-SW-EVAL platform
=




— — -
ClearPass Policy Manager -.. % | ()} Dashboard * ‘ ARR, NAC, Guest Access 8., % | % W I{
= = - .
c[Qsean = move $ ﬂ@
= er Aut... How ta authenticate .. () Log out admin \
t |

€ ’ @ https://192.168.29.171 /tips/tipsContent action#1424
= 4
|

Google () Solutions - ASE &% Controller ~ PRI Air nloadin meﬁ(?—ﬁmem“ e

Suppor Help Logout
admin (Super Administrator)

ClearPass Policy Manager

networks

;; Dashboard L] Configuration » Services » Edit - Newage_Mach_and_User_Auth_Service
(=] Monitoring ] Services - Newage Mach_and_User Auth_Service
a‘;} Configuration Q)
Summary Service Authentication Authorization Roles
4 Start Here =
Q Use Cached Results: [T use cached Roles and Pesture attributes fram previous sessions
- G Authentication Enforcement Policy: | Newage_Mach_and_User_Auth_Policy E| Modify Add new Enforcement Policy
{X Methods Enforcement Policy Details
£} Sources Description:
S§ e} Identity Default Profile: [Deny Access Profile]
{x Single Sign-0n (SS0) [}\

Rules Evaluation Algorithm: first-applicable
{xLocal Users

1

1 Endpoints | Conditions Enforcement Profiles
. Tips:Role ALL [Machine Authenticated] Newage_Mach_and_User_Auth_Profile
Static Host List: ( = = = - |t e
£ Static Hostlists = [User Authenticated]) Mach_and_User_Auth_Enty_Updte_Prof
¥ Roles 2. (Tips:Role £0! [Machine Authenticated]) Guest
Role M
L Role Mappings 3 (Tips:Role £ [User Authenticated]) Guest
-] FF Posture

4} Posture Policies
4} Posture Servers
L Audit Servers

B gEnforcememt

{2 Policies
1x Profiles

#2 Administration o

Feb 16, 2015 17:48:32 IST

I e M s oMz ¢ a PN

ClearPass Policy Manager 5.3.1.62009 on CP-SW-EVAL platform
— e ———
@ES ™ B SEBPM

In controller side nothing to do, just make sure that you have the VLAN and Role configured
in controller, because what are you defining[VLAN & Role] here will take effect from the

controller.

We need to configure our wireless ssid profile to make the both authentication work. Below
are the configuration steps.

Go to Control Panel\Network and Internet\Manage Wireless Networks click add and add

your desired network and go to the setting.
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In above user has completed both authentication so it's got authenticated role along with

VLANT.
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Session Identifier:
Date and Time: Feb 16, 2015 17:24:03 IST
End-Host Identifier: 0026B6BDF559
Username: host/sumansinha.newage.com
Access Device IP/Port: 192.168.29.170:0

System Posture Status: UNKNOWN (100)
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Authentication Source: AD:phoenix.newage.com
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In above users has completed only one authentication so it's got guest role along with
VLANZ2.
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