Configuring a Windows 2003 Server for IAS

When setting up a Windows 2003 server to function as an IAS server for
our demo environment we will need the server to serve several functions.
First of all we will configure the server to be a Domain Controller so that we
can use Active Directory to define users and/or machines. Next we will
configure the server to act as a Certificate Authority for providing
certificate services for our demo environment. In order for the certificate
services to operate fully, we will also need to enable IIS to all web access
for certificate requests. Finally we need to enable IAS to allow the server to
function as a Radius server.

The following tasks should be done in the order shown.

Configure the Server as a Domain Controller
Enable IIS on the Server

Configure the Server as a Certificate Authority
Download the CA Certificate

Enable and configure IAS

abhoN=

The remainder of this document will show the step by step process
required to complete each of these tasks. It is assumed that we will be
starting from a freshly installed Windows 2003 Server.



Configure the Server as a Domain Controller

When a newly installed 2003 server is first logged into, the following window will
be opened. This Manage Your Server window will allow you to change the role
that your server plays on the network. In order to configure the server to be a
Domain Controller we need to start the process by selecting the Add or remove a
role option in this window.

t Manage Your Server _-_IEJEJ

a M a n a ge Yo u r Se rve r Search Help and Support Center —

Server: GREG-LYN7GYYUXW

Tools and Updates

% Adding Roles to Your Server

Adding roles to your server lets it perform specific tasks. For add or remove a role Administrative Tools
example, the file server role enables your server to share files. To

add a role, start the Configure Your Server Wizard by clicking Add or @) Read about server roles More Tools

remove a role, 2 ‘Windows Update
Computer and Domain Name
Information

Internet Explorer Enhanced

Managing Your Server Roles Security Configuration

After vou have added a role, return to this page at any time for
tools and information to help you with yvour daily administrative

tasks, See Also
i ‘J Mo roles have been added to this server, To add a role, click Help and Support
© add or remove a role, _
Microsoft Techhet

Deployment and Resource Kits

List of Common Administrative
Tasks

Windows Server Communities
‘What's New

Strategic Technology Protection
Program

[~ Don't display this page at logon




The configuration wizard will now start and ask you to verify that preliminary
steps have been completed. Hit “Next” to continue.

Configure Your Server Wizard

Preliminary Steps

‘You can ensure that you successfully configure vour server by completing the fFollowing steps before
continuing.

Before continuing, verify that the following steps have been completed.

Install all modems and network cards,

Attach all necessary cables.

If vou plan to use this server for Internet connectivity, connect to the Internet now,
Turn on all peripherals, such as printers and external drives.

Have your Windows Server 2003 Setup CD available, or know vour network installation path.

When you click Next, the wizard will search for network connections.

Cancel

Help




The wizard will then provide a list of server roles that can be configured. As shown below, select
“Domain Controller” from the list and hit the “Next” Button.

Configure Your Server Wizard x|

Server Role =
‘You can set up this server to perform one or more specific roles. If you want to add more than one ‘
role ko this server, you can run this wizard again. I~

Select a role. If the role has not been added, you can add it. If it has already been added, you can
remove it. If the role you want to add or remove is not listed, open Add or Remove Programs.

Server Role | Configured | Domain Controller (Active
; Directory)
File server Mo
Print server Mo
Application server (115, ASP.NET) Mo Domain controllers store directory data
Mail server (POP3, SMTP) No and manage user logon processes and
Terminal server Mo directory searches,
Remote access [ VPN server MNo
Domain Controller (Active Directory) Read about domain controllers
DS server Mo
DHCP server Mo
Streaming media server MNo
WINS server Mo

< Back I Next = I Cancel Help

The Wizard will ask you to confirm your selection. Press “Next” to confirm and continue.

Configure Your Server Wizard 5]

Summary of Selections =
View and confirm the options you have selected. ‘
-

Summary:

Run the Active Directory Installation Wizard to set up this server as a domain controller

To change your selections, click Back, To continue setting up this role, click Mext,

Cancel Help




The Active Directory Installation Wizard will now start. Select “Next” to continue.

Active Directory Installation Wizard

Welcome to the Active Directory
Installation Wizard

This wizard helps you install Active Directory services on this
server, making the server a domain controller.

If this is the first time you have installed Active Directory, it is
recommended that you first read the overview in Active

Directory Help.

To continue, click Next.

Cancel I

A warning window will now be displayed. Press “Next” to continue.

Active Directory Installation Wizard

Operating System Compatibility
Improved security settings in Windows Server 2003 affect older versions of

Windows.

Domain controllers running Windows Server 2003 implement security settings that
require clients and other servers to communicate with those domain controllers in a more
secure way.

The following older versions of Windows cannot meet the new requirements:
e ‘Windows 95
®  ‘Windows NT 4.0 SP3 or earlier

By default, computers running those versions of Windows will not be able to log on with
a domain controller running Windows Server 2003 or access domain resources.

For more information, see Compatibility Help.

< Back

Cancel I




You will now be asked to specify a Domain Controller Type. Here we will want to select the
Domain controller for a new domain radio button, and select “Next” to continue.

Active Directory Installation Wizard x|

Domain Controller Type
Specify the role you want this server to have.

Do you want this server to become a domain controller for a new domain or an
additional domain controller for an existing domain?

o %Q_omain controller for a new domaire

Select this option to create a new child domain, new domain tree, or new forest.
This server will become the first domain controller in the new domain.

" Additional domain controller for an existing domain
,& Proceeding with this option will delete all local accounts on this server.

All cryptographic keys will be deleted and should be exported before
continuing.

All encrypted data, such as EFS-encrypted files or e-mail, should be decrypted
before continuing or it will be permanently inaccessible.

< Back I Next > I Cancel

Next select the “Domain in new forest” radio button, and select “Next” to continue.

Active Directory Installation Wizard x|

Create New Domain
Select which type of domain to create.

Create a new:

s %Q_omain in a new forest

Select this option if this is the first domain in your organization or if you want the new
domain to be completely independent of your current forest.

" Child domain in an existing domain tree

If you want the new domain to be a child of an existing domain, select this option.
For example, you could create a new domain hamed

headquarters.example. microsoft.com as a child domain of the domain
example.microsoft.com.

" Domain tree in an existing forest

If you don't want the new domain to be a child of an existing domain, select this
option. This will create a new domain tree that is separate from any existing trees.

< Back I Next > I Cancel




At this point you will be asked for the DNS name of the new domain to be created. Enter the
desired domain name and select “Next” to continue.

Active Directory Installation Wizard x|

New Domain Name
Specify a name for the new domain.

Type the full DNS name for the new domain
[for example: headquarters.example. microsoft.com).

Full DNS name for new domain:

Iarubawest.com

< Back I Next > I Cancel

Next you will be shown the NetBIOS name that will be used for this domain. Select “Next” to
continue.

Active Directory Installation Wizard x|

NetBIOS Domain Name
Specify a NetBIOS name for the new domain.

This is the name that users of earlier versions of Windows will use to identify the new
domain. Click Next to accept the name shown, or type a new name.

Domain NetBIOS name: ARLBAY

< Back I Next > I Cancel




Now you will be given the option to change the location of the Active Directory database and
directory. Just keep the defaults and select “Next” to continue.

Active Directory Installation Wizard x|

Database and Log Folders
Specify the folders to contain the Active Directory database and log files.

For best performance and recoverability, store the database and the log on separate
hard disks.

Where do you want to store the Active Directory database?

Database folder:

“Where do you want to store the Active Directory log?

Log folder:
C:\WINDOWSANTDS Browse...

C:AWINDOWSANTDS Browse... I

< Back I Next > I Cancel

Now you can change the location of the Shared System Volume. Select “Next” to continue.

Active Directory Installation Wizard x|

Shared System Yolume
Specify the folder to be shared as the system volume.

The SYSYOL folder stores the server's copy of the domain's public files. The contents
of the SYSYOL folder are replicated to all domain controllers in the domain.

The SYSYOL folder must be located on an NTFS volume.
Enter a location for the SYSYOL folder.

Folder location:

Browse... |

< Back I Next > I Cancel




At this point the wizard will give you the option of installing DNS on this server. If you ever want
to add a computer to this domain, it will be necessary for that computer to have access to the
DNS for this domain. Since this is a fictious domain, it works best if this server also acts as the
DNS server. Select “Install and configure the DNS server” as show below and select “Next” to
continue.

Active Directory Installation Wizard x|

DNS Registration Diagnostics
Verify DNS support, or install DNS on this computer.
Diagnostic Results a

The registration diagnostic has been run 1 time.

None of the DNS servers used by this computer responded within the timeout
interval.

For more information, including steps to correct this problem, see Help.

Details

The SU.G} query for _|dap._tcp.dec._msdcs. arubawest.com to find the primary DNS LI

" | have corected the problem. Perform the DNS diagnostic test again.

%' |nstall and configure the DNS server on this computer, and set this computer to use
this DNS server as its preferred DNS server.

" | will correct the problem later by configuring DNS manually. [dvanced)

< Back I Next > I Cancel

You will be asked if you need to support any pre-Windows 2000 operating systems will need to
be supported. Select “Next” to continue.

Active Directory Installation Wizard 5]

Permissions
Select default permissions for user and group objects.

Some server programs, such as Windows NT Remote Access Service, read information
stored on domain controllers.

" Permmissions compatible with pre“wWindows 2000 server operating systems

Select this option if you run server programs on pre-Windows 2000 server operating
systems or on Windows 2000 or Windows Server 2003 operating systems that are
members of prewWindows 2000 domains.

rﬁ Anonymous users can read information on this domain.

' ‘Permissions compatible only with Windows 2000 or Windows Server 2003
operating systems

Select this option if you run server programs only on Windows 2000 or Windows
Server 2003 operating systems that are members of Active Directory domains. Only
authenticated users can read information on this domain.

< Back I Next > I Cancel




You will now be prompted for a Restore Mode Password. Enter and confirm the password and
select “Next” to continue.

Active Directory Installation Wizard X|
Directory Services Restore Mode Administrator Password
This password is used when you start the computer in Directory Services Restore
Mode.

Type and confirm the password you want to assign to the Administrator account used
when this server is started in Directory Services Restore Mode.

The restore mode Administrator account is different from the domain Administrator
account. The passwords for the accounts might be different, so be sure to remember

bath.
Restore Mode Password: Ioooooooooo
LConfirm password: I"ﬂo"uo

For more information about Directory Services Restore Mode, see Active Directory Help.

< Back I Next > I Cancel

You will now be given an opportunity to review your config options before they are applied. Press
“Next” to continue or “Back” if something needs to be changed.

Active Directory Installation Wizard X|

Summary
Review and confirm the options you selected.

You chose to:
Configure this server as the first domain controller in & new forest of domain trees. |

The new domaih hame is arubawest.com. This is also the name of the new forest.
The NetBIDS name of the domain is ARUBAWEST
D atabase folder: C:\WINDOWSANTDS

Log file folder: C:\WINDOWSANTDS
SYSYOL folder: C:A\WINDOWSASYSVOL

The DNS service will be installed and configured on this computer. This computer |
will be configured to use this DNS server as its preferred DNS server.
=

To change an option, click Back. To begin the operation, click Next.

< Back I Next > I Cancel |




At this point the Active Directory Installation Wizard will install and configure AD based on all of
your previous selections. This could take several minutes to complete.

Active Directory Installation Wizard

The wizard is configuring Active Directory. This process can take several minutes or
considerably longer, depending on the options you have selected.

@

Starting...

Cancel |

When the Wizard finished the following window will be displayed. Select “Finish” to continue.

Active Directory Installation Wizard x|

Completing the Active Directory
Installation Wizard

Active Directory is now installed on this computer for the :I
domain arubawest.com.

This domain controller is assigned to the site
Default-First-Site-Name. Sites are managed with the
ctive Directory Sites and Services administrative tool.

To close this wizard, click Finish.

¢ Back I Finish I Cancel




You are now finished with the Active Directory configuration, and your server is now a Domain
Controller. Select “Finish” to continue.

x|

Configure Your Server Wizard

This Server is Now a Domain Controller

‘You have successfully set up this server as a domain controller. To add or
remove anather role, run the Configure Your Server Wizard again.

View the next steps For this role

For a record of vour changes, see the Configure Your Server log.
To close this wizard, click Finish,

< Back Cancel Help

At this point you must restart the system. Select “Restart Now” and the server will reboot.

Active Directory Installation Wizard x|

Windows must be restarted before the changes made by the Active
Directory Installation wizard take effect.

Restart Now Don't Restart Now |




Enable IIS on the Server

As Discussed before you will need to enable IS so that Certificate Services are available via the
web once we configure the server to be a Certificate Authority. This should be done before
Configuring the CA so that all CA components are installed properly. This install will start by
adding another role for your server using the window below. Select “Add or remove role” to start
adding the IIS features.

t nage Your Server ;IEIEI

5 M ana ge Yo ur Seme r Search Help and Support Center — @

Server: GREG-LY ]

Tools and Updates

? Adding Roles to Your Server

Adding roles to your server lets it perform specific tasks. For add or remove a role Administrative Tools
example, the file server role enables your server to share files. To

add a role, start the Configure Your Server Wizard by clicking Add or
remove a role.

b I More Tools
Read about server roles
L2 ‘Windows Update

Computer and Domain Name
Information

Internet Explorer Enhanced

Managing Your Server Roles Security Configuration

After vou have added a role, return to this page at any time for
tools and information to help you with your daily administrative
tasks, See Also

i‘) Mo roles have been added to this server. To add a role, click Help and Support
T add or remove arole. )
Microsoft TechNet

Deployment and Resource Kits

List of Common Administrative
Tasks

Wwindows Server Communities
What's New

Strategic Technology Protection
Program

[~ Don't display this page at logon




Now select “Application server(lIS, ASP.NET)” and select “Next” to continue.

Configure Your Server Wizard x|

Server Role =
‘You can set up this server to perform one or more specific roles. If you want to add more than one ‘
role to this server, you can run this wizard again. [~

Select a role. If the role has not been added, you can add it. If it has already been added, you can
remove it. If the role you want to add or remove is not listed, open Add or Remove Programs.

ServerRole | Configured | Application server (IIS, ASP.NET)
File server Mo
Print server Mo
Application server (II5, ASP.NET) No Application servers provide the core
Mail server (POP3, SMTP) Mo technologies required to build, deploy,
Terminal server Mo and operate XML Web Services, Web
Remote access | YPN server Mo al:iplicat?onsJ and FIist(ibuted
Domain Controller {Active Directory) Yes applications. Application server
DNS server Yes technologies include ASP.MNET, COM+
DHCP server Mo and Internet Information Services
Streaming media server Mo (11s).
#HIHS server Mo Read about application servers

View the Configure Your Server log.

< Back Cancel | Help l

You will then be asked if you want to install any other tools on the server. You don’t need any of
these, so just select “Next” to continue.

Configure Your Server Wizard x|

Application Server Options =
115, COM+, ASP.MET, and Microsoft .NET Framework are installed automatically For this role. ‘
[

Select the additional tools that you want to install on this server.

[ FrontPage Server Extensions

FrontPage Server Extensions are a set of Web server extensions that you can use to publish
content with FrontPage, Visual Studio, and Web Folders.

[~ Enable ASP.NET

ASP.NET is a powerful programming framework For building Web-based applications and
services that can target any browser or device.

< Back I Next = I Cancel Help




You will now have an opportunity to review your selections. Select “Next” to continue.

Configure Your Server Wizard x|
—_—

Summary of Selections
View and confirm the options you have selected.

Surnrmary:

Install Internet Information Services (IIS)

Enable COM+ for remote transactions

Enable Microsoft Distributed Transaction Coordinator {DTC) for remote access
Install FrontPage Server Extensions

To change your selections, click Back. To continue setting up this role, click MNext,

Cancel Help

I1S will now be installed.

Configure Your Server Wizard

Applying Selections
The Configure Your Server Wizard is adding the selected role to this server.

Installing and configuring IIS...

< Back Mext > Cancel Help




The wizard will change as IS continues to be installed.

Windows Components Wizard x|

Configuring Components

Setup is making the configuration changes you requested.

1=

Please wait while Setup configures the components. This may take
several minutes, depending on the components selected.

Status: Configuring WHI...

n

< Back Hegt > |

When IIS is finished installing you will see the window below.

This Server is Now an Application server

You have successfully set up this server as an application server by
installing IIS.

To add or remove anather role, run the Configure Your Server Wizard
again,

View the next steps For this role

For a record of your changes, see the Configure Your Server log.
To close this wizard, click Finish,

Configure Your Server Wizard

Cancel

Help




Configure the Server as a Certificate Authority

You can now configure the server to be a Certificate Authority. Start the process
by selecting Start> Control Panel> Add or Remove Programs as shown below.

Administrator
] Monage Yourserver | 43y Computer A —
- Wmecms.]
-cwm X
)zwrummu
\ﬂPrhtersmdFaxos e laas Cotoiat
@ Notepad _ 4 Internet Options
@) tieb and Support &5 Keybord
2 WordPad ,)5,,,_,, a- Licensing
; ) Mouse
gmmdsm 7~J Run... & Network Connections 5
2. Phone and Modem Options
2y Power Options
4y Printers and Faxes »
W Regional and Language Options
= Scanners and Cameras >
4) Scheduled Tasks »
@ Sounds and Audio Devices
All Programs  » af Speech

4 Stored User Names and Passwords
Loooff @Shmom ;’ - as:
@istart | (3 @ | ) vporadenrtf -wordPad | €1 Certifica gl Taskbar and Start Menu




Select “Windows Components” and a list of windows components will be displayed.
Now check the box next to “Certificate Services” and select “Next”.

Windows Components Wizard

Windows Components
You can add or remove components of Windows.

To add or remove a component, click the checkbox. A shaded box means that only

part of the component will be installed. To see what's included in a component, click
Details.

Components:

(=) Accessories and Utilities 45MB -
Application Server

1.4 MB
(] [ E-mail Services 1.1 MB

[] #%4Fax Servines 22 N MR j

Description: Installs a certification authority [CA] to issue certificates for use with
public key security programs.

Total disk space required: 46 MB Detail
Space available on disk: 2775.4 MB il

< Back I Next > I Cancel I Help I

You will see the following message. Press “Yes” to continue.

Microsoft Certificate Services

'f After installing Certificate Services, the machine name and domain membership may not be changed due to the
.

]

binding of the machine name to CA information stored in the Active Directory., Changing the machine name or domain

membership would invalidate the certificates issued from the CA. Please ensure the proper machine name and
domain membership are configured before installing Certificate Services. Do you want ko continue?




Now select the “Enterprise root CA” radio button, and select “Next” to continue.

Windows Components Wizard

CA Type
Select the type of CA you want to set up.

E CA
(" Enterprise subordinate C&
(" Stand-alone root C&
(" Stand-alone subordinate C&

Description of CA type
The most trusted Ca in an enterprise. Should be installed before any other Ca.

™ Use custom settings to generate the key pair and C4 certificate

< Back I Next > I Cancel Help

At this point you will ask for the Common Name for the CA. The CN “ArubawestCSVR” was used
in the example below. Select “Next” to continue.

Windows Components Wizard

CA ldentifying Information
Enter information to identify this Ca.

Common name for this CA:

Distinguished name suffiz:

DC=arubawest,DC=com

Preview of distinguished name:
|CN=ArubawestCSVR, DC=arubawest,DC=com

Validity period: Expiration date:
[5  freas | 4/6/201010:39 AM

< Back I Next > I Cancel Help




You will now be given an opportunity to change the location of the database and log files. Just

select “Next” to continue.
Windows Components Wizard

Certificate Database Settings

Enter locations for the certificate database, database log, and configuration
information.

Certificate database:

Browse...

Certificate database log:

I~ Store configuration information in a shared folder
Shared folder:

I Browse...

" Freserve existing certificate database

IC:\WINDOWS hsystem32\CertLog Browse... |

< Back I Next > I Cancel I

Help

You will get a warning that IS will need to be stopped. Select “Yes” to continue.

Microsoft Certificate Services

]

E To complete the installation, Certificate Services must temporarily stop the Internet Information Services. Do you
.

want to stop the service now?

| w |

You will get a message stating that Active Server Pages needs to be enabled. Select “Yes” to

continue.

Microsoft Certificate Services

Active Server Pages (ASPs) must be enabled in Internet Information Services (IIS) in order to allow Certificate
! Services to provide web enrollment services. Enabling ASPs is a potential security risk and must be carefully
evaluated. You can enable ASPs later if you choose not to do it now. IIS must be manually reconfigured later to

enable this functionality.
Do you want to enable Active Server Pages now?

Yes

]




At this point the wizard is finished, and the server will now function as a CA.

Windows Components Wizard _ Xl

Completing the Windows
Components Wizard

You have successfully completed the Windows
Components \Wizard.

To close this wizard, click Finish.

Help I




Download the CA Certificate

At this point you will need to Download the CA Certificate to make this server a
trusted CA on this local machine. To do this you need to open a web browser
and browse to the IP of this server and to the /certsrv page. In my case | needed

to browse to http://192.168.1.206/certsrv/. Internet explorer may show the
following warning. Select “OK” to continue.

Internet Explorer x|

Microsoft Internet Explorer's Enhanced Security Configuration is currently enabled on your
server. This enhanced level of security reduces the risk of attack from Web-based content
that is not secure, but it may also prevent Web sites from displaying correctly and restrict
access to network resources.

[V iin the future, do not show this message:

Learn more about Internet Explorer's Enhanced Security Configuration...

At this point you may prompted with a login screen. You can use the administrator account and

password.

lt': .
e\
R

21

Connecting to 192.168.1.206

User name: Iﬁ RUBAWEST\administrator ZI J

Password: | ecsccssese

[~ Remember my password

| oK I Cancel




At this point you should see the web page as shown below. Select the link “Download a CA
certificate, certificate chain, or CRL.

2} Microsoft Certificate Services - Microsoft Internet Explorer =10l x|

File Edit View Favorites Tools Help | :’.',.

QBack ~ ) - [x] 2] @ | - Search - Favorites @4 Media &% | R~ 5 B

Address |&] http://192.168.1.206/certsrv] | Eeo |Links »
-

Microsoft Certificate Services - ArubawestCSVR

Home

Welcome

Use this Web site to request a cettificate for your VWeb browser, e-mail client, or other program. By using a
certificate, you can verify your identity to people you communicate with over the Web, sign and encrypt
messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a cetificate authority (CA) certificate, certificate chain, or
certificate revocation list (CRL), or to view the status of a pending request.

For more information about Certificate Services, see Certificate Services Documentation.

Select atask:
Request a certificate
View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

N

€l [ [ | @ Trusted sites




Now you will see the following page. Select the link “Install this CA certificate chain”.

2 Microsoft Certificate Services - Microsoft Internet Explorer =] |
File Edit Vew Favorites Tools Help | .','
(Back v ) - %] 2] »| /) search < Favorites @ Media & | R~ tn B

Address I@ http:/{192.168.1.206/certsrv/certcarc.asp j Go I Links >

=l

Microsoft Certificate Services - ArubawestCSVR

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate chain.

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

Encoding method:

« DER

 Base 64
Dowinload CA certificate
Dowinload CA certificate chain
Download latest base CRL
Dowinload latest delta CRL

El
|&] Install this CA certificate chain [— [— [— |@ Trusted sites 4

You will be prompted asking if you want to add the certificate. Select “Yes” to continue.

Potential Scripting Yiolation x|

This Web site is adding one or more certificates to this computer. Allowing an untrusted Web site to update your
' certificates is a security risk. The Web site could install certificates you do not trust, which could allow programs that
.

wou do not trust ko run on this computer and gain access to your data.

Do you want this program to add the certificates now? Click Yes if you trust this Web site. Otherwise, click No.

Yes I
You may also see the following message. Select “Yes” to continue.

Internet Explorer x|

{?) When you send information to the Trusted sites, it might
(e be possible for others to see that information. Do you
want to continue?

V' In the future, do not show this message.




Windows Components Wizard

Windows Components
You can add or remove components of Windows.

To add or remove a component, click the checkbox. A shaded box means that only
part of the component will be installed. To see what's included in a component, click

Details.
Components:

e Internet Explorer Enhanced Security Configuration
O g::] Management and Monitoring Tools
i .1 Networking Services

(] 29 0ther Network File and Print Services
1 ™ Remnte Installatinn Services

0.0ME 4

6.1 MB
2.6 MB
0.0MB

?NMR .ﬂ

Description: Contains a variety of specialized, network-related services and protocols.

Details... I

Total disk space required: 29 MB

Space available on disk: 2748.7 MB

< Back I Next > I Cancel | Help I

Networking Services x|

To add or remove a component, click the check box. 4 shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.

Subcomponents of Networking Services:

lgDomain Name System [DNS) 1.6 MB ;I
O g Dynamic Host Configuration Protocol [DHCP) 0.0MB
M & Intemet Authentication Service 0.0 MB
[ BVRPC over HTTP Proxy 0.0 MB
[ = Simple TCP/P Services 0.0ME
O .@Windows Interet Name Service [WINS) 0.9MB

|.4]

Description:  Enables authentication, authorization and accounting of dial-up and VPN
users. |AS supports the BADIUS protocol.

Total disk space required: 29 MB
Space available on disk: 2748.7 MB

Details...

| 0K I Cancel




Enable and configure IAS

Now we are ready to install and configure IAS. Start the process by bring us the
windows component wizard just as we did earlier for installing Certificate
Services. Here you need to click on the “Networking Services” line to view all of
the available services. Check the box next to “Internet Authentication Service”
and select “Next” to continue.

Windows Components Wizard | x|

Windows Components -
You can add or remove components of Windows. @

To add or remove a component, click the checkbox. & shaded box means that only
part of the component will be installed. To see what's included in a component, click

Details.

Components:

e Internet Explorer Enhanced Security Configuration 0.0MB ZI
O gﬁj Management and Monitoring Tools 6.1 MB

M =1 Networking Services 2.6 MB
(] 8% Other Network File and Print Services 0.0MB
1 = Remate Installation Services 2 N MR LI

Description: Contains a variety of specialized, network-related services and protocols.

Total disk space required: 29MB Details
Space available on disk: 2769.6 MB ——I

< Back I Next > I Cancel | Help |

The wizard will complete and you should see the following message.

Windows Components Wizard ) i'

Completing the Windows
Components Wizard

You have successfully completed the Windows
Components Wizard.

To close this wizard, click Finish.

Help |




You can now configure IAS by going to Start>Administrative Tools>Internet Authentication
Service> .

Command Prompt

@ .( Windows Explorer

upgrade.rtf - WordPad § Active Directory Domains and Trusts

Faormat

File Edit View Insert

be @ Active Directory Sites and Services

| | | él&l _l _l_ @ Active Directory Users and Computers

dminisirator

g’ My Computer

1 @ Certification Authority
% Cluster Administrator

@ Component Services -
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Here you will be presented with the IAS setup GUI.

We will need to setup a Radius Client ( The Aruba Controller) and a Remote Access Policy to be
applied when users are authenticating.

';.ﬁ Internet Authentication Service - |EI|5|

File Action View Help

= |E &2 0

AFlrternet Authentication Sery

D RADIUS Clients 1 ) Welcome to Internet Authentication
D Remote Access Logging Service

ff@ Remote Access Policies

#-{_] Connection Request Processing Use Internet Authentication Service (IAS) to authenticate,

authorize, and account for dial-up, YPN, wireless and
Ethernet connections to your network, You can also
configure IAS to forward authentication requests to any
access server that is compatible with Remote Authentication
Dial-In User Service (RADIUS).

To configure IAS to read the remote access properties of
user accounts in Active Directory, on the Action menu, click
Register Server in Active Directory,

For more information about setting up IAS, deployment
scenarios, and troubleshooting, see Help.




To add a radius client right click on the “Radius Client” folder and select New>Radius client.

 Internet Authentication Service ‘_Lﬂlﬁl

File Action Yiew Help
- BRI 0E

2 i Welcome to Internet Authentication
% (] Remc  New RADIUS Chent | Service
@ -’g’ Remc

RADIUS Chent l.m Irkernet Authentication Service (IAS) to suthenticate,
authorize, and account for dial-up, VPN, wireless and —
Ethernet connections to your network. You can also
confiqure JAS to Forward authentication requests to any
access server that is compatible with Remote Authentication

& ] Conmn

I

Dial-In User Service (RADIUS).

To configure IAS to read the remote access properties of ._

user accounts in Active Directory, on the Action menu, chck .

Register Server in Active Directory. —

For more information about setting up 1AS, deployment -

scenarios, and troubleshooting, see Help. b
e
e .
AS
.

ICreates a new object in this container. [ [
I T T T

You will now see a menu allowing you to assign a Friendly Name, and IP address for the client.
Select “Next” to continue.

New RADIUS Client x|

Name and Address

Type a friendly name and either an IP Address or DNS name for the client.

Eriendly name: IArubaConlrolIer

Client address (IP or DNS):

192.168.1.234 Yerify... I

< Back I Nest > I Cancel




Next you will be asked to select a Client-Vendor, and to define a shared secret. Use RADIUS
Standard, and any shared secret you wish. Select “Finish” and the client is now created.

New RADIUS Client x|

Additional Information

If you are using remote access policies based on the client vendor attribute, specify the
vendor of the BADIUS client.

Client-Yendor:

|RADIUS Standard |
Shared secret: I

Caonfirm shared secret: I**********

[~ Bequest must contain the Message Authenticator attribute

< Back I Finish I Cancel




Next we need to create a Remote Access Policy. Again, right click on the Remote Access Policy
line, and select New>Remote Access Policy.

Ioi
Ele Action Yiew Help

«=» Om PDE| 2

8> Internet Authentication Service (Local) Narme [Order |

] RADIUS Clients Z§ Connections to Microsoft Routing and Remote ... 1
¥ —' Remote Access Logong 55 Connections to other access servers 2

New Remote Access Policy |

+- (] Connectiot

Refresh
Export List... !J

Help o

New Remote Access Policy

|

Now the Remote Access Policy Wizard will start, Select “Next” to continue.

New Remote Access Policy Wizard 5]

Welcome to the New Remote
Access Policy Wizard

This wizard helps you set up a remote access policy,
which is a set of conditions that determine which
connection requests are granted access by this server.

To continue, click Next.

Cancel |




First you need to give the policy a name, and select “Next” to continue

New Remote Access Policy Wizard x|

Policy Configuration Method
The wizard can create a typical policy, or you can create a custom policy.

How do you want to set up this policy?

' Use the wizard to set up a typical policy for a common scenario

" Set up a custom policy

Type a name that describes this policy.

Policy name: Aruba Users

Example: Authenticate all VPN connections.

< Back I Next > I Cancel

Next select “Wireless” as the access method, and select “Next” to continue.

New Remote Access Policy Wizard x|

Access Method
Palicy conditions are based on the method used to gain access to the network.

Select the method of access for which you want to create a policy.

" VPN

Use for all ¥PN connections. To create a policy for a specific VPN type, go back to the
previous page, and select Set up a custom policy.

" Dialup

Use for dial-up connections that use a traditional phone line or an Intearated Services
Digital Network (ISDN] line.

& Hidieiess

Use for wireless LAN connections only.

" Ethemet
Use for Ethernet connections, such as connections that use a switch.

< Back I Next > I Cancel




Now you will be asked if you want to grant access by individual user or by groups. In the
example below, User is chosen. Select “Next” to continue.

New Remote Access Policy Wizard 5]

User or Group Access
You can grant access to individual users, or you can grant access to selected
groups.

User access permissions are specified in the user account.

" Group
Individual user permissions override group permissions.

(Froup name;

Add. I

Er‘:m ove

< Back I Next > I Cancel

Now you will be asked what EAP type to use. IAS only supports PEAP and EAP-TLS. In this
example PEAP is selected. Select “Next” to continue.

New Remote Access Policy Wizard x|

Authentication Methods
EAP uses different types of security devices to authenticate users.

Select the EAP type for this policy.

Type:

Protected EAP (PEAP) Configure ... |

< Back I Next > I Cancel




The following window will be displayed. Select “Finish”.

New Remote Access Policy Wizard x|

Completing the New Remote
Access Policy Wizard

You have successfully completed the New Remaote Access
Policy Wizard. You created the following policy:

Aruba Users

Conditions:

NAS-Port-Type matches "wWireless - Other OR Wireless -
IEEE 802.11"
Authentication: EAP(Protected EAP (PEAP))

Encryption: Basic, Strong, Strongest, No encryption

To close this wizard, click Finish.

< Back

Cancel I

The new policy will be added

Aruba Users Properties 21l

Settings I

Specify the conditions that connection requests must match.

Policy conditions:

gd.. | Ed. Remove |

If connection requests match the conditions specified in this policy, the
associated profile will be applied to the connection.

Edit Profile... |

Unless individual access permissions are specified in the user profile, this
policy controls access to the network.

If a connection request matches the specified conditions:
¢ Deny remote access permission

(" Grant remote access permission

0K I Cancel Apply




Edit Dial-in Profile 2| x|

Dial-in Constraints | IP I Multilink
Authentication I Encryption | Advanced

Select the authentication methods you want to allow for this connection.

[V Microsoft Encrypted &uthentication version 2 [MS-CHAP v2)
™ User can change password after it has expired

[~ Microsoft Encrypted Authentication (MS-CHAP)
™| User can change password after it has expired

[ Encrypted authentication [CHAP)

[V Unencrypted authentication (PAP, SPAPE

Unauthenticated access

r Allow clients to connect without negotiating an authentication
method.

0K | Cancel | Apply

Select EAP Providers

EAP types are negotiated in the order in which they are listed.

EAP types:

Protected EAP [PEAP]

Add... Edit... Remove I | oK I

Move Up I
Move Down I

Cancel




Dial-in Settings X

3 ‘ou selected one or more authentication methods. To ensure that each protocol is correctly configured For the
d remote access, policy, and domain levels, follow the step-by-step procedures in Help.

View the corresponding Help topic?
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5(' Active Directory Users and Computers

@ File Action View Window Help

-»|[ERBE R LT ET

@ Active Directory Users and Computer:
-] Saved Queries
El@ arubawest.com

-] Builtin

-] Computers

(€] Domain Controllers

D ForeignSecurityPrincipals

Active Directory Users and Computers [greg-lvn7gyvuxw, arubawest.com] 2 objects

Name I Type l Description |
@arubawest.com Domain
(saved Queries Folder to store vour Favor...




.Qt' Active Directory Users and Computers

@ File Action View Window Help
e Bm e XEFRB R gREY& e

I@ Active Directory Users and Computers
#-[] Saved Queries
E]@ arubawest.com
-] Builtin
-] Computers
(€] Domain Controllers
[:] ForeignSecurityPrincipals

}j Users

Users 21 objects

Mame I Type l Description

€ Administrator  User Built-in account for admini. ..
mCert Publishers  Security Group ... Members of this group are...
mDnsAdmins Security Group ... DNS Administrators Group
mDnsUpdatePr. .. Security Group ... DNS clients who are permi...
ﬁDomain Admins  Security Group ...  Designated administrators. ..
ﬁiDomain Comp... Security Group ...  &ll workstations and serve...
mDomain Contr... Security Group ...  &ll domain controllers in th...
mDomain Guests  Security Group ...  &ll domain quests
@Domain Users  Security Group ...  All domain users
mEnterprise ad... Security Group ... Designated administrators...
mGroup Policy ... Security Group ... Members in this group can...
&Guest User Built-in account For guest ...
ﬁHelpServices. .. Security Group ...  Group for the Help and Su...
mIIS_WPG Security Group ... IIS Waorker Process Group
ﬁ IUSR_GREG-L... User Built-in account For anony...
€ IwAM_GREG-... User Built-in account for Intern...
@OWS_I?ISQS. .. Security Group ...  Microsoft SharePoint rale '...
@RAS and IAS ... Security Group ... Serversin this group can ...
mSchema Admins  Security Group ...  Designated administrators...
&SUPPORT_SB. .. User This is a vendor's account ...
@Telnetclients Security Group ...  Members of this group ha...




New Object - User
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.Q!' Active Directory Users and Computers

Action

<) File

View Window Help

& = | E

@y e XERE 2
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I@ Active Directory Users and Computers

Users 22 objects

Greg Pifer
!ﬁGroup Policy ...

% Guest

ﬁfHelpServices. .
€L 115_wPG

€7 1USR_GREG-L...
€ 1WAM_GREG-...
€T ows_171398...
€RRAS and IAS ...
mSchema Admins
€% SUPPORT_38...
mTeInetCIients

User

Security Group ...

User

Security Group ...
Security Group ...

User
User

Security Group ...
Security Group ...
Security Group ...

User

Security Group ...

D Saved Queries MName | Tvpe | Description
E]@ arubav'su?st.com € administrator  User Built-in account For admini...
g Ezll::uters mCert Publishers  Security Group ... Members of this group are...
A_ {—@ Domain Controllers mDnsAdmins Security Group ... DNS Administrators Group
C:l ForeignSecurityPrincipals !ﬁDnsUpdatePr. .. Security Group ... DNS clients who are permi...
29 Users mDomain Admins  Security Group ...  Designated administrators. ..
mDomain Comp... Security Group ...  &ll workstations and serve...
mDomain Contr... Security Group ...  &ll domain controllers in th...
mDomain Guests  Security Group ...  &ll domain quests
@Domain Users  Security Group ...  All domain users
mEnterprise ad... Security Group ... Designated administrators...

Members in this group can...
Built-in account for guest ...
Group for the Help and Su...
115 Worker Process Group
Built-in account For anony...
Built-in account for Intern...
Microsoft SharePoint role ...
Servers in this group can ...
Designated administrators...
This is a vendor's account ...
Members of this group ha...
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(" Control access through Hemate Sccess Policy:

I™ | Assign a Static |P Address

I~ Apply Static Boutes




