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The WLAN Lifecycle

e Administration
e Monitoring
e Troubleshooting
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e Requirements Definition
o Site Surveys

Define

Operate

Design

Deploy

e Staging & Provisioning
* |nstallation & Validation
3

Network Design
RF Design
Security Design
QoS Design
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Understand Mobility Requirements

Mobile Devices Multimedia

Virtual Desktops
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Site Surveys

Virtual Survey

Passive Survey

Spectrum
Clearing Survey

Description Uses customer-supplied Involves passive data Involves active testing of ~ Same as Active Survey, but
building drawings in JPG,  collection of the ambient | real APs throughout a also includes a spectrum
PDF, or DWG format to RF environment to facility (indoor or outdoor)  analysis (using a portable or
place APs. validate coverage or to determine the actual AP handheld spectrum analyzer)
identify interference. coverage footprint and at each active test location
throughput levels. to locate and measure
interference sources.
Location Remote Onsite Onsite Onsite
Deliverables e Marked-up JPG file o Heat maps of existing = e Heat maps of test APs e Same as Active Survey
indicating AP locations 2.4 GHz and 5 GHz RF with actual measured but including 2.4 GHz
and controller location environment. coverage. and 5 GHz noise and
codes. o Marked-up JPG file » Marked-up JPG file interference sources,
e Site bill of materials showing AP locations. showing AP locations. locations and duty
e Summary narrative o Detailed data analysis. cycles.
analysis.
Cost Low Moderate High Highest
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AP Coverage
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5 GHz Coverage in a 2.4 GHz Plan
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Mounting APs

Ceiling

Wall
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Virtual Survey Tools

VisualRF Plan Outdoor 3D Planner
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Aruba Controller vs. Aruba Instant

Relative cost
Scalability

Policy management

User security

Mobility

Provisioning and
software upgrades

Onsite IT required?

Operations
management
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Aruba Campus Solution

$59

Thousands of APs
Hundreds of thousands of
users/ devices

Centralized policy store

Context-aware security by
role, device, location

Voice ready Layer 3
Controller

Yes, at installation and
periodically during

operations
AirWave

10

Aruba Instant

$
32 APs
512 users/ devices

Centralize policies via
AirWave

User based

Voice ready single
subnet

Virtual Controller, cloud-
based image server, or
AirWave

No

AirWave
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AP Decision Tree

Determine application
and RF band requirements

l

Single Single- or Dual
dual-radio
L]
Yes AP-134 (3x3:3)
2o Sxeral, Yot/ p1ad 932
l y 7 ; AP-104 (2x2:2)
Yes External No No No
antenna ?
Omni Omni or Downtilt
AP-68P downtilt
| : AP-68 No External Yes antenna
(China only) antenna ? -
AP-125 (3x3:2) ﬁsqgg (g"gfg)
) AP-92 (2x2:2) Aol o)
Ceiling .~ Ceiling or ~_ Wall
wall mount
?

AP-93 (2x2:2) AP-93H (2x2:2)
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SSID Design

Most common SSID design for enterprise

organizations includes 2-3 different SSIDs
Employee users — strong authentication and encryption suite
Application — devices not capable of strong authentication and
encryption levels

Guest access — will not run any encryption; requires
authentication

N \__ _'/ Zuest
~___ X,\ SSID /ﬁ,.;_ .

7
Application SSID

A\
Z
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Role-Based Security Architecture

Role-Based
Access Control

SSID-Based ACCES{_AS_»_Eights
Access Control R i
7S = RADIUS
— ' { LDAP
, Virtual AP 1 8D
— :
= SSID: Corp -
Data Xy Corporate
\ Services
vl; \ A : . ‘\,,‘__:
i LAMC ’
Voice \ N o
- i ‘ i = AN o B
M veez | (EEEHEE A,
Signage SSID: GUEST ~ S3MC Amigopod
? N

Guest Access
Secure Tunnel

| Guest  g-% il
“ Captive Portal .
—_—

Guest ,
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Wireless Threat Protection Framework

Classify

Policy-Based Threat Prioritization

Discover
Complete 802.11 Spectrum Monitoring

Automatic classification of threats and

Continuous RF monitoring of
non-threats is critical to RF security

wireless devices, activity and
configuration across all 802.11
channels

m

Contain
Automated Threat Mitigation

Alert and Audit

Automated Compliance Reporting

Automated containment to block any

Automated logging and report
rogue or intruder

distribution ensures compliance with
wireless security policies and
regulations

o 4
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Quality of Service (QoS)

Bandwidth Management
Call Admission Control

Bandwidth Management
QoS Aware RF Management Queuing
_ Wireless | | LAN Edge LAN Core
N L
1

WMM / Strict Queuing Tagged DSCP, 802.1p

Tagged DSCP, 802.1p

WMM / SVP Tagged DSCP, 802.1p

Tagged DSCP, 802.1p

Downstream traffic

Upstream traffic

= arun_1001
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Deployment Considerations
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How big / how many subnets do you need to
support your devices (not just users)?

How will the APs discover the master
controller?

How will the installer let you know where the
AP was mounted?

How will RAPs be configured, IT or end
user?
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Campus Deployment

Data center F.|e
Master Master OS

active standby
Ai'Nave  Amigopod
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Remote Access
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Home Groups

Overview Search

< New Devices: 29

APs/Devices

Documentation

Clients Last 1 year

Show All

@O [ Max Clients

‘ @ ‘ 1 year ago

Monitoring Status

Clients

License

4 up: 529

Reports

User Info

4 wired: 18

System

4 wireless: 511

Device Setup

W¥ Down: 431
M Alerts: 270
AMP Setup

demo.airwave.com - Aruba Networks

Maximum

Il_ni Usage

Average

971 clients 355 clients

Last 1 year

whlLLGIL

Show All

¥ Mismatched: 821

RAPIDS

D || Avg Bits Per Second In

. |¥] Avag Bits Per Second In for VPN Sessions

. || Avag Bits Per Second Out

Q Rogue: 522

. || Ava Bits Per Second Out for VPN Sessions

oup
@ Down

55.1%
44, 9%

W 431 of 960 devices are Dowr

© Copyright 2012. Aruba Networks, Inc.

Configuration Compliance

@ Mismatched

0O Good

O Unknown

O Audit Disabled

85.5%
9.5%
5.0%
0.0%

821 of 960 devices are Mismatched

19

Authenticat

VisualRF

now
Alert Summary
Last 2 Hours Last Day
10 183
2268 17961
on Issues 1870 18369

Quick Links

- Go to folder -

- Go to group -

- View Latest Reports - B

- Common Tasks -
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¥ Clients: 562

Maximum

Average
15.6 Mbps 2.5 Mbps

1.2 Mbps 151.9 kbps
16.8 Mbps 6.8 Mbps

856 bps 8 bps

s d
(el |

Total Last Event

270

1/24/2012 11:12 AM

23101 1/24/2012 11:03 AM
26857 1/24/2012 11:03 AM




Troubleshooting

U New Devices: 20 | 4 Up: 520 | 4 Wired: 18 | 4 Wireless: 511 | W Down: 431 | 35 Mismatched: 821 | @ Rogwe: 522 | § Clients: 525 Log out alog

alogan

RAPIDS VisualRF

Home Groups APs/Devices Reports Device Setup

AMP Setup
VPN Users

Guest Users VPN Sessions

Connected A Rogue Clients
Detadl for 58:80:35:85:7E:8A

Diagnostics

Device Info Current Association

Usermame alogan Usemame alogan
First Seen: S/11/2010 2:17 PM on <Dedeted > for S mins Role: employee AP/Device:
Last Seen: 1/24/2012 11:22 AM on for 2 hrs 44 mins Sigral Quaiity 29 Controller:
Device Type: Assaciation: 1/24/2012 8:38 AM Group:

X Duration: 2 s 44 mins Folder:
0s: Mode: 802.11n (S GM2) AP/Device Location:
QS Detall: Usage: 148.74 Xbps Rado:
Menafacher: SSID: ethersphere-wpa2 VLAN 65

Ch. Bw: HT40 Forward Mode: Tunnel Encrypted
Model VWP 1 LAN Hostname 1:
Network Interface Vendor:  Apple Auth Type WPA2/EAP Auth Time 2 hvs 34 mins
ADS Device Type: 0sXx Cipher: AES SNMP Source: Poll
Aruba HTTP Fingerprint: Mozila/S.0 (Macintosh; Inted Mac OS X 10_7_2) AppleWebKit/S35.7 Deauthenticate Clent
(KHTML, lke Gecko) Crwome/16.0.912.75 Safari/S35.7
Classification: Vald :
Notes:
Save Open controler web U s Run & command

Signal Quality Usage Goodput Speed Signal Quality Usage Goodput Speed

Signal Quality for 58:80:35:85:7E:8A Last 2 hours el Signal Quality for 58:80:35:85:7€:8A  Last 2 hours ol
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Client Diagnostics

‘\3New Devices: 29 | 4 Up: 529 4 Wired: 18 | 4 Wireless: 511 | ¥ Down: 431 | % Mismatched: 821 @Roguc: 522 | ¥ Clients: 525 | W Alerts: 271

alogan
Home Groups APs/Devices Clients Reports System Device Setup AMP Setup RAPIDS VisualRF
Connected All Rogue Clients Guest Users Client Detall Diagnostics VPN Sesslons VPN Users Tags

C t Network AP Co

alogan ethersphere-wpa2 196C ethersphere-Ims3

s \ \,\‘-’"—“ T

- siemmie it

nEE| 000 [ 11} 00d mEE| 000 [ 11} 00(
3 possible issues 1 possible issue
Device Info Trends Quality
Username: alogan Signal & Noise (dBm) Usage Overall rating mam
Device Name: Indicators within the ideal range: 2
0S type: Apple Mac
MAC Address:  58:B0:35:85:7E:8A -~ —
Role: employee
Notes:
o SNR (dB)
Current Association
Connection Mode:  11n 5 GHz (40)
Duration: 2 hours 46 minutes
. 10.6.5.45

IP Address: — o~
Hostname:
SNR (dB): 29
Usage: 148.74 Kbps
Auth type: WPA2
Cipher: AES
VLAN: 65 §
Forward Mode:  unknown g
Floor Plan: / >
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Network Diagnosti

Y New Devices: 29 | 4 Up: 529 | # Wired: 18 | 4 W ss: 511 | W Down: 431 | 32 Mismat 821 | @Rogue: 522 | ¥ Clients: 525 | W Alerts: 271
aogan

System J AMP Setup RAPIDS VisualRF

Aogan ethersphere-wpal 196C ethersphere-ims3
\ v N _— -
3 possble issves 1 possible issue
Radio Info Trends Quality
AP 156C Chients Channed Weilization Overall rating  wes
e e AP Possible Issues (Network)
Last Contacted: 1/24/12 11:22 AM
e — . A Low Avg, SNR 24,55 @B 235d8
P Ko Too Marty Frame Errors/ses S40 frames/s < 250 frames/s
Channel: 153 B T A Too Mary Down Neighbor APs 3 0
TX Power. 9 dBm
Usage Noise (dBm) Indicators within the ideal range: 2
Anterna
MAC Address. 00:24:6C:29:81:E8
Notes:
Floor Plan: Surervale -> 1344 Crossman -> HO Floor?
Performance .
Clents: 9
Noise: -50 dBm
Total Usage: 253.28 Kbps
Usage To Clents 198.25 Kbps
Usage From Clients:  55.04 Kbps
Uptime: 100%
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