Aruba Airwave Authentication

TACACS+ via ClearPass

Airwave - Create two new Roles

AMP Setup > Roles

» Create a administrator role amp-admin
» Create a read-only role amp-readonly

This roles will be used in the ClearPass TACACS+ service to enforce the right role.
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Airwave - Role amp-admin
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Airwave - TACACS+ Configuration

AMP Setup > Authentication

» Enter the ClearPass hostname or IP address and Pre-Shared Key in the TACACS+
Configuration area.
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Enable AMP Whitelist:
Certificate Authentication

Enable Certificate Authentication:
Single Sign-on

Enable Single Sign-on: Single Sign-On only works with AOS 6.3.0.0 or later
Authentication Priority

Select Authentication Priority:
RADIUS Configuration

Enable RADIUS Authentication and Authorization:

Yes (9) No

Ves (@) No

@) Local Remate

Yes (9) No

TACACS+ Configuration
Enable TACACS+ Authentication and Authorization:
Primary Server Hostname/IP Address:
Primary Server Port (1-65535):
Primary Server Secret:

Confirm Primary Server Secret:

o) Yes No

172.16.200.2
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Secondary Server Hostname/IP Address:

Secondary Server Port (1-65535):

Secondary Server Secret:

Confirm Secondary Server Secret:
LDAP Configuration

Enable LDAP Authentication and Authorization:
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Yes (o) No

Q

ARUBA AIRWAVE AUTHENTICATION TACACS+ vIA CLEARPASS




Aruba Airwave Authentication

TACACS+ via ClearPass

ClearPass - Service Summary

aruba ClearPass Policy Manager Menu =

Dashboard &, The HTTPS Server Certificate will expire in 19 day(s)

g Monitoring [.] Configuration » Services » Edit - HomeLAB - Airwave Login Service

(i, Configuration © Services - HomelLAB - Airwave Login Service
¥ Service Templates & Wizards Service  Authentication  Roles  Enforcement
« B

+ & Authentication Service:

+ L Identity Name HomeLAB - Airwave Login Service

« i posture Description:

# Enforcement Type: TACACS+ Enforcement
£x Policies Status Enabled
Profil
£ Profiles Monitor Mode: Disabled
-4 Network
. More Options:
£ Devices
£ Device Groups Service Rule
£k Proxy Targets Match ANY of the following conditions:
g
£ Event Sources

Network Scan
& ‘ Connection

£ Policy Simulation

Authentication:
Authentication Sources: DCO01.MARCLKOEDIJK.NL [Active Directory]

Strip Username Rules:

Roles:

Role Mapping Policy: HomeLAB - Airwave Role Mapping
Enforcement:

Use Cached Results: Disabled

Enforcement Policy: HomeLAB - HomeLAB - Airwave Login Policy

<€ Back to Services Disable Copy Cancel
[ Disabie i Copy Ji| save i Cancel ]

© Copyright 2020 Hewlett Packard Enterprise Development LP Jul 04, 2020 19:08:44 CEST ClearPass Policy Manager 6.9.0.130064 on CLABV (Trial Version) platform
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ClearPass - Service Rule

Configuration » Services » Edit - HomeLAB - Airwave Login Service

Services - HomelLAB - Airwave Login Service

Summary Authentication Roles Enforcement
Name: |HomeLAB - Airwave Login Service |
Description:

4
Type: TACACS+ Enforcement
Status: Enabled
Monitor Mode: Er
More Options: [ Authorization

Service Rule

Matches @ ANY or O ALL of the following conditions:

5 ILE Operato :
1. Connection NAD-IP-Address BELONGS_TO_GROUP HomelLAB -_AMP_SERVERS By &
2. | Click to add...

ClearPass - Service Authentication

Configuration » Services » Edit - HomelAB - Airwave Login Service

Services - HomeLAB - Airwave Login Service

Summary Service Roles Enforcement

Authentication Sources: DC01 MARCLKOEDIJK NL [Active Directory] Add New Authentication Source
J
J
|
|
J

[~Select to Add-- ~]
Strip Username Rules: ] Enable to specify a comma-separated list of rules to strip username prefixes or suffixes
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ClearPass - Service Roles

Configuration » Services » Edit - HomelLAB - Airwave Login Service
Services - HomeLAB - Airwave Login Service
Summary Service Authentication Enforcement

Role Mapping Palicy: [HomelAB - Ainwave Role Mapping ~]
Role Mapping Policy Details

Add New Role Mapping Policy

Description:
Default Role: [Other]
Rules Evaluation Algorithm: first-applicable

Conditi Role

(Authorizati C01.MARCLKOEDIJK.NL:UserDN .
CN=Users,DC=marcelkoedijk,DC=nl) HomelAB -_AMP_ADMIN_ROLE

ClearPass - Service Enforcement

Configuration » Services » Edit - HomelLAB - Airwave Login Service

Services - HomelLAB - Airwave Login Service

Summary  Service  Authentication  Roles

Use Cached Results: Use cached Roles and Posture attribute: 0
Enforcement Palicy: |H0meLAB ~HomeLAB - Airwave Login Policy v ‘ Add New Enforcement Policy
Enforcement Policy Details

Description:
Default Profile: [TACACS Deny Profile]

Rules Evaluation Algorithm: first-applicable

Enforcement Profiles

Conditions
1 (Tips:Role HomeLAB -_AMP_ADMIN_ROLE) HomelLAB - Airwave Admin Profile
2. (Tips:Role HomeLAB -_AMP_VIEWONLY_ROLE) HomeLAB - Airwave Readonly Profile
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ClearPass - Enforcement Profile Admin

Configuration » Enforcement » Profiles » Edit Enforcement Profile - HomelAB - Airwave Admin Profile

Enforcement Profiles - HomelLAB - Airwave Admin Profile

.—m Profile Services

Profile:

Name: HomeLAB - Airwave Admin Profile
Description:

Type: TACACS

Action: Accept

Device Group List:

Services:
Privilege Level: 0
Selected Services: 1. AMP:https

Authorize Attribute Status: ADD
Custom Services:

Service Attributes

Type Name = Value

1. AMP:https role = amp-admin

ClearPass - Enforcement Profile Admin

Configuration » Enforcement » Profiles » Edit Enforcement Profile - HomeLAB - Airwave Admin Profile

Enforcement Profiles - HomelLAB - Airwave Admin Profile

Summary Services
Name: |HomeLAB - Ainwave Admin Profile |
Description:
P

Type: TACACS

Action: @® Accept O Reject

Device Group List: Add New Device Group
|
\

[~Select-- v
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ClearPass - Enforcement Profile Admin

» The role "amp-admin" will be enforced, this is the role we early create on the Airware
Management Platform

Configuration » Enforcement » Profiles » Edit Enforcement Profile - HomeLAB - Airwave Admin Profile
Enforcement Profiles - HomelLAB - Airwave Admin Profile

Summary Profile

—
Privilege Level: 0 (Minimum) ha
Selected Services: IAMP:https Export All TACACS+ Services Dictionaries
—Select—- ~
Authorize Attribute Status: |ADD -~ ‘
Custom Services: To add new TACACS+ services / attributes, upload the modified dictionary xml - Update TACACS+ Services Dictionary
Service Attributes
™
1. | AMP: https role = amp-admin W@
2. | Click to add...

ClearPass - Enforcement Profile Read Only

Configuration » Enforcement » Profiles » Edit Enforcement Profile - HomeLAB - Airwave Readonly Profile

Enforcement Profiles - HomelLAB - Airwave Readonly Profile

Profile Services

Profile:

Name: Homel AB - Airwave Readonly Profile
Description:

Type: TACACS

Action: Accept

Device Group List:

Services:
Privilege Level: 0
Selected Services: 1. AMP: https

Authorize Attribute Status: ADD
Custom Services:

Service Attributes

Type Name = Value
1. ‘ AMP:https role = amp-readonly
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ClearPass - Enforcement Profile Read Only

Configuration » Enforcement » Profiles » Edit Enforcement Profile - HomelAB - Airwave Readonly Profile
Enforcement Profiles - HomelLAB - Airwave Readonly Profile
Summary Services

Name: |[HomeLAB - Airwave Readonly Profile |
Description:

P
Type: TACACS
Action: ® Accept O Reject Drop

Add New Device Group

Device Group List:

[-Select-- v

ClearPass - Enforcement Profile Read Only

» The role "amp-readonly" will be enforced, this is the role we early create on the Airware
Management Platform

Configuration » Enforcement » Profiles » Edit Enforcement Profile - HomeLAB - Airwave Readonly Profile
Enforcement Profiles - HomelLAB - Airwave Readonly Profile

Summary Profile -

[0 (Minimum)
AMP-https Export All TACACS+ Services Dictionaries

Privilege Level:

Selected Services:

[~Select - ~
Authorize Attribute Status: |ADD ~ ‘
Custom Services: To add new TACACS+ services / attributes, upload the modified dictionary xml - Update TACACS+ Services Dictionary
Service Attributes
e
1. | AMP:https role = amp-readonly ]

|| 2. | Click to add...
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