What Aruba Wireless Tools Could Check RF and

802.11 Health?
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Wireless Tools — Spectrum Analysis

networks

Spectrum Monitors

1 View 2

MaxHold
Real-time FFT Extet:_conf_lzq16'0625 Mii= - $ v
-5 dEm

11:04:26 AM
11:44:48 AM
11:19:14 AM
11:28:18 AM

Fixed Freq ieo) -29
Freq Hopper (Cordless Base) -37
WiFi (AP} 00:0B:86:B6:09:90 -33
WiFi (AP} 00:0B:86:B6:09:91 -32

—— Average -  MaxHold

Active Devices Table (68) Exec_conf_room_AP : 2.4GHz « $ W
Signal Duty Activity Chani*

Device Type BSSID SSID (dBm) Cycle Discovered Duration Affect

10-1J

Microvave -61 50% S-24 11:40:41 AM 7m 37s
Fixed Freq (Video) -28 99% 9-24 11:04:26 AM 43m S5... 1 -4
Freq Hopper (Others) -60 5% S-24 11:14:12 AM  34m 4s 1- 14
Freq Hopper (Others) -26 5% 9-24 11:24:02 AM  24m 1... 1 - 14
Freq Hopper (Cordless Base) -41 5% S9-24 11:38:29 AM  Sm 43s 1 - 14
Freq Hopper (Cordless Base) -46 5% 9-24 11:39:53 AM  8m 145 1 - 14
Freq Hopper (Cordless Base) -37 5% 9-24 11:44:48 AM  3m 255 1 - 14
WiFi (AP) 00:0B:86:B5:E1:00 home-gn -66 1% 9-24 11:04:26 AM 43m 5...3-9
WiFi (AP) 00:1A:1E:50:17:D0 aruba-ap -38 1% 9-24 11:04:26 AM  43m 5... 3-9
WiFi (AP) 00:1A:1E:50:17:D1 alap -46 2% S-24 11:04:31 AM  43m 4... 3-9
WiFi (AP) 00:1A:1E:50:17:D2 guest22 -39 1% 9-24 11:04:31 AM 43m 4...3-9
WiFi (AP) 00:1A:1E:50:17:D3 alap-cp -36 1% S-24 11:04:27 AM  43m 4... 3-9 =
Lo ‘ J |
~
00
~
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Wireless Tools — 802.11 Packet Capture

Performing an Aruba AP Remote 802.11 Packet
Capture with Wireshark version 1.4.3 and newer

Setting up Aruba AP's to perform a remote packet
capture for a laptop/desktop
SSH into an Aruba Controller that has APs.

Find out which AP you would like to perform a remote
wireless packet capture by using the CLI command "show
ap active".

Tell the AP to perform a remote packet capture and send
the 802.11 data and above to the laptop/desktop that has
Wireshark 1.4.3.

pcap raw-start <AP IP address> <Laptop/Desktop that has Wireshark 1.4.3 running> <a specified udp port> 0

:k |
j/ networks



- Example
1. The AP-105 has an IP address of 10.8.7.104

2. There is a laptop with IP address 10.8.7.64 and has
Wireshark 1.4.3 running according to the instructions in the
following slides.

3. The syntax specifies O for the last value because it is telling
the AP to send the frames in Wireshark pcap format.

(Aruba Thailand 3600) #pcap raw-start 10.8.7.104 10.8.7.64 8888 O
pcap-id:1

(Aruba_ Thailand 3600) #

networks

© Copyright 2011. Aruba Networks, Inc.
All rights reserved



Wireless Tools — 802.11 Packet Capture

heliceshark Network Analyzer
A_/iew Go Capture Analyze Statistics Te|ephonz Tools Help

Copy '‘PeTFiEE QD EDB % B

Filter ™ B Fockebs SeF v Expression.. Clear Apply
| Find Next Ctrl+N
Find Previous Ctrl+B
Mark Packet (toggle) 800l st Popular Network Protocol Analyzer
Find Next Mark Shift+ Ctrl+N
‘ Find Previous Mark Shift+Ctrl+B
. Mark All Displayed Packets Shift+Ctrl+M
Unmark All Packets Ctrl+Alt+M
E Ignore Packet (toggle) Ctrl+D E OPen
Ignore All Displayed Packets Shift+Ctrl+D Open a previously captured file
Un-Ignore All Packets Ctrl+Alt+D
St Open Recent:
| & Set Time Reference (toggle) Ctrl+T
t: Find Next Reference Shift+Ctrl+Alt+N Sample Captures
t: Find Previous Reference Shift+ Ctrl+Alt+B B P
t A rich assortment of example capture files on the wiki
| onfiguration Profiles... Shift+Ctrl+A

getziled options

Capture Help

@ How to Capture

Step by step to 2 successful capture setup

@ Network Media

Specific information for capturing on: Ethernet, WLAN, _

(O | Ready to load or capture No Packets

© Copyright 2011. Aruba Networks, Inc.
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Website

Visit the project’s website

User's Guide

The User's Guide {local version, if installed)

Security

Work with Wireshark as securely as possible

[ Profile: Default

networks



8 The Wireshark Network Analyzer (=@ =]

File Edit View Go Capture Analyze Statistics Telephon! Tools ﬂelpr

Sweee BEx2E a+veT2EFeaan #8588 % B

Capture

-ARUBA encapsulated remote mirroring

Printing E ARUBA_ERM UDP Port numbers: | 8888| e! \
Name Resolution

Online

802.11 Radiotap
ACN

ACtrace
AgentX @ User's Guide

AH The User's Guide {local version, if instalied)

AM A
i @ Security

Work with Wireshark as securely as possible

@ Website

Visit the project’s website

ALCAP

AMR

ANSI BSMAP
ANSIMAP
ARP/RARP
ARTNET

[ o J[ sy [ Goncel

Network Media
@ =

ific ion for capturing on: WLAN,

®| Ready to load or capture No Packets Profile: Default

AD I K

"

networks
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0‘!\5&\“”‘_{1& ‘, Ho - S
J Analyze Statistics Telephony Tools Help

File Edit Vi

LT Tey s ab s o F 2 |[EE QD &0 W% B
Options... Ctrl+ ) o

Fllterl @ Start Ctrl+E v Expression.. Clear Apply

No. Protocol Info
IEEE 8(Beacon frame, SN—55/, FN=0, F]ag .....

EES

nation
adcast

Time
234 1. 5364 50

& Stop Ctrl+E
Ctrl+R

== an mmem oAV AAL CLAFAL ARAL ASAAL AR Ll AAEL AaSl Anal AT el AT sl A

# Frame 234: 322 bytes on wire (2576 bits), 322 bytes captured (2576 bits)
# Ethernet II, src: ArubaNet_61:1b:ec (00:0b:86:61:1b:ec), Dst: Usi_69:46:6e (00:27:13:69:46:6e)

# Internet Protocol,

Src: 10.8.7.104 (10.8.7.104), Dst: 10.8.7.64 (10.8.7.64)

User Datagram Protocol,

src port: ddi-udp-1 (8888), Dst Port: ddi-udp-1 (8888)

@ ARUBA encapsulated remote mirroring
# IEEE 802.11 Beacon frame, Flags: ........
@ IEEE 802.11 wireless LAN management frame

+ [malformed packet: IEee 802.111

0000 00 27 13 69 46 6e 00 Ob 86 61 1b ec 08 00 45 00 I T T T -
0010 01 34 la 7c 00 00 3f 11 3d 86 Oa 08 07 68 Oa 08 & B [ R R S (T =
0020 07 40 22 b8 22 b8 01 20 00 00 4d 37 a5 16 00 Oc BV oaMAs TS

0030 10 63 00 00 01 08 00 00 01 08 80 00 00 00 ff ff R —
0040 ff ff ff ff 00 la 1e 50 17 30 00 la le 50 17 30

nnen An "D af Ta 1 nn NN _NN_EA_ NN 1N _NA_ N1 NG ¥ _a

Packets: 5270 Displayed: 5270 Marked: 0 Dropped: 0

Profile: Default

.| File: "C.\Users\kperedla\AppData\Local\Te

/A I
© Copyright 2011. Aruba Networks, Inc. S WL =
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il Intel(R) 82567LF Gigabit Network Connection - Wireshark

Seeee BEEHXE Aes»T L (BE Qi #@0W % O

Filter: I v pression...  Clear  Apply

o | & s |

Description 1P

E] Intel(R) 82567LF Gigabit Network Connection fe80::5174:a72d:8de0:a984
E] Microsoft feB80::8dfe:82f4:5996:ebdc
£ Microsoft £e80::60¢6:3f41:b8¢1:2273

Help

l

[Details

| Details

0 0 |Start|| Options

| Detois
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Wireless Tools — 802.11 Packet Capture

-

ﬁ Capturing from Intel(R) 82567LF Gigabit Network Connection - Wireshark

=3 EOR =X~

File Edit View Go Capture Analyze Statistics Telephonx Tools Help

S8 e BEX2E Ae»d TS

Filter: v Expressio

No. Time Source Destination Protoco
2755 20.411563 ArubaNet_50:17:32 Broadcast IEEE 8
2756 20.411965 ArubaNet_50:17:33 Broadcast IEEE
2757 20.412311 ArubaNet_50:17:34 Broadcast IEEE 06U
2758 20.412719 ArubaNet_50:17:30 Broadcast IEEE 8CBeacon frafe, SN=2609,
2759 20.428235 SecondRu_1a:80:11 24:1a:00:01:73:7a IEEE 8(Probe Request, SN=128,
2760 20.428620 SecondRu_1a:80:11 24:1a:00:01:73:7a IEEE 8(Probe Request, SN=128,
2761 20.429037 SecondRu_1a:80:11 24:1a:00:01:73:7a IEEE 8(Probe Request, SN=128,
2762 20.479324 ArubanNet_81:14:99 Broadcast IEEE 8(Beacon frame, SN=1486,
2763 20.479955 ArubaNet_81:14:9a Broadcast IEEE 8(Beacon frame, SN=1485,
2764 20.480366 ArubanNet_81:14:9d Broadcast IEEE 8(Beacon frame, SN=1484,
2765 20.480856 ArubaNet_40:17:70 Broadcast IEEE 8(Beacon frame,
2766 20.481193 ArubaNet_40:17:71 Broadcast IEEE 8(Beacon frame,
2767 20.483450 ArubaNet_81:47:30 Broadcast IEEE 8(Beacon frame, SN=2272,
2768 20.514771 ArubaNet_50:17:34 Broadcast IEEE 8(Beacon frame, SN=2661,
2769 20.515215 ArubaNet_50:17:30 Broadcast IEEE 8(Beacon frame, SN=2610,
2770 20.530641 SecondRu_1a:80:11 24:1a:00:01:73:7a IEEE 8(Probe Request, SN=128,

= Frame 203: 277 bytes on wire (2216 bits), 277 bytes captured (2216 bits)
Arrival Time: Jan 19, 2011 19:02:46.405012000 Pacific standard Time
Epoch Time: 1295492566.405012000 seconds
[Time delta from previous captured frame: 0.028396000 seconds]

[Time delta from previous displayed frame: 0.028396000 seconds]
[Time since reference or first frame: 1.615900000 seconds]
Frame Number: 203

Frame Length: 277 bytes (2216 bits)

Capture Length: 277 bytes (2216 bits)

[Frame 1is marked: False]

[Frame is ignored: False]

[Protocols in frame: eth:ip:udp:aruba_erm:wlan]
[Coloring Rule Name: UDP]

[Coloring Rule String: udp]

FN=0,
FN=0,
FN=0,
FN=0,
FN=0,
FN=0,
FN=0,

FN=0,
FN=0,
FN=0,
FN=0,

# Ethernet II, Src: ArubaNet_61:1b:ec (00:0b:86:61:1b:ec), Dst: Usi_69:46:6e (00:27:13:69:46:6¢e)

# Internet Protocol, Src: 10.8.7.104 (10.8.7.104), Dst: 10.8.7.64 (10.8.7.64)
[# User Datagram Protocol, Src Port: ddi-udp-1 (8888), Dst Port: ddi-udp-1 (8888)
ARUBA encapsulated remote mirroring
Packet Capture Timestamp: Jan 19, 2011 19:02:46.138257000 Pacific Standard Time
Packet Captured Length: 219
packet Length: 219
[+ IEEE 802.11 Beacon frame, Flags: ........
# IEEE 802.11 wireless LAN management frame

These are the 802.11 frames from the AP being sent to
the laptop with the Wireshark 1.4.3 application.

- 5t " [Malformed Packet]

, BI=100, ssID="demo-employee"[Malformed Packet]

, BI=100, SSID="demo-app"

, BI=100[mMalformed pPacket]

..MPR.FT, SSID=Broadcast

..mPR.FT[Malformed Packet]

..mPR.FT[Malformed Packet]

, BI=100, ssID="jeff-wpa2-psk-aes-34"[malformed Packet]
, BI=100, SsSID="jhuang-tls-3400"[malformed Packet]

, BI=100, SSID="mm-wpa2-psk”[mMalformed Packet]
, BI=100, SSID="mm-wpa2"

, BI=100, SSID="demo-app"
, BI=100[mMalformed packet]
..mPR.FT[Malformed Packet] -

m

0000
0010
0020
0030

00 27
01
07

69 00
ed 3f
b8 00
1c 00 00

0040 ff 00 24 6c 59 00 6c Ob

nnen £n SN _E7 ~1 0N nn_&A n1_na

(T The frame matched the coloring rule with th... | Packets: 2770 Displaye&: 2770 Marked: 0

46 6e
00 00
22 b8
00 db

61 1b
4a 0Oa
00 4d
db 80

08
07
as
00 00

00
68
dé

Profile: Default

© Copyright 2011. Aruba Networks, Inc.
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- To stop the remote packet capture

*  Find out the BSSID that is being used to sniff use the CLI
command "show ap pcap status ip-addr <AP IP address>"

Example:
(Aruba Thailand 3600) #show ap pcap status ip-addr 10.8.7.104

Packet Capture Sessions

1 raw 00:24:6c:0b:57:b8 157 in-progress 10.8.7.64/8888

(Aruba Thailand 3600) #

- Stop the remote packet capture by using the CLI command
"pcap stop <AP IP address> bssid <intf column value shown
above>",

(Aruba Thailand 3600) #pcap stop 10.8.7.104 1 bssid 00:24:6c:0b:57:08
pcap-id:1
(Aruba Thailand 3600) #

-

networks
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?@ AirWave Management Cli

[[File Tools View Help-
Adapter Current Operation Quality Metrics - MOS: 4.2

Descriiption:  Intel(R) WiFi Link 5300 AGN CurrentPHY.  11an Signal:  -51d8m  LinkSpeed: 300MBps  09:46:52AM

MAC: 00:21-6A:51:71:-EA Auth Type: RSNA Auth Time: 109 ms DHCP Time: =2 m= 09:46:42 AM

Capability: ~ 802.11ag Cipher. ccup Latency: 0ms Jitter: - 09:47-06 AM

PCI Compliant: v BW In: 13.567 Mbps BW Out: 13802 Mbps  09:42:56 AM

RF Summary

Last AMP Update: 09:47:03 AM (Success)
Cateqories Networks  Radios

Total 67 83
Rogue 63 67

SSID I BSSID l Channel I PHY AI Sec... l Vendor I Device Name l Mode l Last Heard I RAPID Class...l

M sd-ai 00:24:6C:AE:92:9A 48 11an Aruba InfraStructure  09:46 AM Rogue
Mtest-open 00:1A:1E:84:92:B0 48 11an 4 Aruba InfraStructure  09:46 AM Rogue
M ethersphere-vocera  00:1A:1E:55:0F:E2 1" 11gn 4] Aruba InfraStructure  09:46 AM Managed
W Wifi corporativo BB... 00:1A:1E:84:92:B1 48 11an | Aruba InfraStructure  09:46 AM Rogue
B mm-test 00:1A:1E:50:03:50 161 11an Aruba InfraStructure  09:46 AM Rogue
Memp1 00:1A:1E:58:0C:20 " 11gn Aruba InfraStructure  09:46 AM Rogue
M AirPennNet-Help 00:24:6C.D0O:A4: 11 165 11a Aruba InfraStructure  09:46 AM Rogue
M upenntest-noaccess 00:24:6C:DO0:A Currently associated AP SSID, BS SID, 3 InfraStructure  09:46 AM Rogue

W AirPennNet 00:24:6C:DO:A i InfraStructure  09:46 AM Rogue
M guest channel, phy type, -dBm signal strength, InfraStructure  09:46 AM Managed

M guest 124:6C:29: and AP name. InfraStructure  09:46 AM Managed
M upenntest-noaccess A JE 32 3 ! Arun3 InfraStructure  09:46 AM Rogue
M guest1 3 % 1A InfraStructure  09:46 AM Rogue

00:1A1E:55:.0F:F3 11an

InfraStructure

M ethersphere-vocera  00:1A:1E:55:0F:F2 11an K = g InfraStructure  09:46 AM

M ethersphere-voip 00:1A:1E:55:0F:F1 1an | ' InfraStructure  09:46 AM Managed
M ethersphere-wpa2  00:1A:1E:55:0F:E3 11gn InfraStructure  09:46 AM Managed
Mtac-ascom 00:24:6C:D0:A5:80 g | InfraStructure  09:46 AM Rogue
M aruba-ap 00:1A:1E:8C:55:30 1a InfraStructure  09:46 AM Rogue
M cthersphere-wpa2  00:24:6C:29:B5:B3 11gn InfraStructure  09:46 AM Managed

Query Hunt Locate Renew IP/Auth Speed |

© Copyright 2011. Aruba Networks, Inc. &
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Checking Controller Health




(ethersphere-1lms3) #show cpuload

user 1.2%, system 0.9%, idle 97.9%

(ethersphere-1lms3) #

e

networks
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(ethersphere-1ms3) #show cpuload current

top2 - 08:02:44 up 28 days,

Tasks: 180 total,

Cpu(s): 0.7%us,

12:50,

0 users,

1 running, 179 sleeping,

0.4%sy, O

Mem: 1541896k total,

Swap: Ok total,
PID USER PR NI
30222 root 15 0
1546 root 16 0
1639 root 15 0
1 root 16 0

(ethersphere-1lms3) #

© Copyright 2011. Aruba Networks, Inc.

All rights reserved

.0%ni,

98.7%id,

255388k used,

VIRT

3860

5180

19220

5180

Ok used,
RES SHR S
1056 772 R
860 624 S
9372 1608 S
628 508 S

1286508k free,

%CPU

7

2

2

0

load average: 0.01, 0.04,
0 stopped, 0 zombie
0.0%wa, 0.0%hi, 0.2%si,

Ok free,

$MEM TIME+
0.1 0:00.09
0.1 260:20.45
0.6 1114:26
0.0 0:18.69

7592k buffers

107588k cached

COMMAND
top2
msgHandler
wms

init

0.01

0.0%st

ARUD K

networks



ethersphere-1lms3) #show processes sort-by cpu

%CPU

S

S

PID

1748

1639

1650

1649

1546

1505

1749

1143

PPID

1498

1498

1498

1498

1498

1498

1498

1141

VSz

11068

19220

19820

21868

5180

7000

11620

5740

RSS

3000

9372

10460

8344

860

1276

4152

1456

/mswitch/conf/syslog.conf

S

S

1625

30183

19

1548

1503

1628

1627

30198

1696

1624

1758

1

1498

1498

1498

1498

30183

1498

72244

9028

0

29132

28500

11488

6060

2176

8916

18164

2288

0

17244

17044

1996

1404

400

1944

© Copyright 2011. Aruba Networks, Inc.
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F

NI

START
Aug05
Aug05
Aug05
Aug05
Aug05
Aug05
Aug05

Aug05

Aug05
08:01
Aug05
Aug05
Aug05
Aug05
Aug05
08:02

Aug05

20

18

12

04

04

03:

02

00:

00

00

00

00

00

00

00

00

00

TIME

:57:

:34

122

:26:

:20

54

:09:

49:

141

:00:

:14

:05

:03

:02

:01

:00:

:01:

10

:33

01

04

124

:45

02

11

:27

00

:28

:34

147

:32

:31

00

11

EIP CMD

2b0£5094

2b2ae094

2b2e4094

2blbb094

2ae66094

2b011094

2b0£5094

2ad23094

2b28d0£8

2b046094

00000000

2b2e4094

2b074£10

2b2a2094

2aece094

2acl6094

2b0£4094

/mswitch/bin/snmpd
/mswitch/bin/wms -1 5
/mswitch/bin/stm
/mswitch/bin/auth
/mswitch/bin/msgHandler -g
/mswitch/bin/packet_filter
/mswitch/bin/trapd

/mswitch/bin/syslogd -x -r -n -m 0 -f

/mswitch/bin/fpapps
sshd: support@pts/0
[events/1]
/mswitch/bin/cfgm
/mswitch/bin/fpcli
/mswitch/bin/licensemgr
/mswitch/bin/pim
-sshwrap

/mswitch/bin/mobileip

ARUDA

networks



(ethersphere-1ms3) #show datapath utilization

Datapath Network Processor Utilization
—————— R e Sttt e TS
Cpu utilization during past |

1 Sec 4 Secs 64 Secs |

o
oe
o

o\°
o°
o°

o°
oe
o°

oe
o°
oe

o°
o°
o\

o°
oe
o°

oe
o°
oe

o°
o°
o\

o°
o°

o°
o°

o\
o°
o°

o°
oe
o°

o°

o\
o°
o°

o°
oe
o°

o°

o° oe
o° oo

o©

o°
o°
o°

o°
o°

o\°
o° oe
o\°

o°
o°
o°

o°
o°

o\°
o° oe
o\°

o°
- - - - - 3
o°
O

O O O O O OO OO OO OO0 ooo oo

o°

O O O O O OO OO OO OO0 ooo oo

o°

eNeoNeoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNe}
o°
o°

o°

ARUDA

networks
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(ethersphere-1ms3) #show datapath frame

Datapath Frame Statistics
Allocated Frames

IP Datagrams Fragmented

IP Fragmentation Failures
IP Reassembled Datagrams
IP Reassembly overlaps

IP Reassembly Failures
Invalid IP headers Received
BPDUs Received

LAPDUs Received

Runts Received

WIFI Frames Re-Assembled
WIFI Re-Assembly Failures
WIFI AMSDU

WIFI AMSDU De-aggregated
WIFI AMSDU De-agg Failures
xSec Frames Re-Assembled
xSec Re-Assembly Failures
Station Not Data Ready

Association Throttle

773

231003191

0

64779609

0

2994

135

10062

36

165632

0

© Copyright 2011. Aruba Networks, Inc.
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(ethersphere-1ms3) #show datapath frame

SLOT 0 SLOT 1 SLOT 2 SLOT 3
Rx Frames 0 0 0 1739824041
Rx Failures 0 0 0 0
Rx Underflows 0 0 0 0
Rx Overflows 0 0 0 0
Tx Frames 0 0 0 1854857209
Tx Failures 0 0 0 0
Tx Underflows 0 0 0 0
Tx Overflows 0 0 0 0
Descr Failures 0 0 0 0
Alloc Failures O 0 0 0
Dotld Discards 24755 0 0 247769
DotlQ Discards O 0 0 321
Denied Frames 134028 0 0 267090
Policed Frames 35336 0 0 251008

ARUSA

networ s

)

© Copyright 2011. Aruba Networks, Inc.
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(ethersphere-1ms3) #show datapath session table

Datapath Session Table Entries

Flags: F - fast age, S - src NAT, N - dest NAT
D - deny, R - redirect, Y - no syn
H - high prio, P - set prio, T - set ToS
C - client, M - mirror, V - VOIP

I - Deep inspect, U - Locally destined

Source IP Destination IP Prot SPort DPort
e
10.5.168.14 10.6.6.104 17 2241 49153
10.5.168.30 10.6.6.104 17 32773 5060
10.6.6.104 10.5.168.14 17 49153 2241

© Copyright 2011. Aruba Networks, Inc.
All rights reserved

F - Indicates fastage, Session will be aged out in 15-30 seconds if there 1is
no activity, without the flag it is 30 minutes.

Y - Two handshake incomplete. Same age restrictions as F apply]

C - Client side of the session. Usually the originator side of the traffic.
I - Deep inspect for ALG purpose. Packets get punted to SP most of the times
to open up additional ports.

U - Session is destined to me. Rarely used. Ex TFTP sessions from AP for
image download.

P- Set the .lp priority on the packet. It is also learnt .lp in most

cases. Cisco advocates I believe .lIp of 5 or 7 for voice, so you invariably
see voice sessions tied with this flag. Other than that they don’t have any
relation.

H - High priority. Any internal punts between CPU will use high priority
queue.

T - Set IP TOS to the shown value.

Cntr Prio ToS Age Destination TAge Flags

0 0 0
0 0 0
0 0 0
0 0 0

0 6 56

0 6 56

vlan 166 ff FHV
vlan 166 FHV

sysmsg 107 f£f FRHV

sysmsg 107 FRHV
0/0 14 FHPTMCI
0/0 FHPTMCI

sysmsg 107 f£ff FRHV

sysmsg 107 FRYHV
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