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Termination of EAP-TLS on Aruba OS 3.1

This setup for EAP-TLS termination was do with the following

* Aruba Controller running AOS 3.1 or greater

¢  Windows 2003 server running a Microsoft Cert Authority, IIS and acting as a Domain
Controller

* Juniper Odyssey Access Client

1. Certificate Creation
a. Server Cert
b. Trusted CA Cert
2. Controller Authentication Configuration
a. Configure TLS AAA Profile
3. AP Configuration
a. Add TLS Virtual AP
4. Client Configuration
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1. Certificate Creation
You will need both a Server Cert and a Trusted CA Cert for EAP-TLS.

a. Server Cert — Generate a CSR by going to the Aruba Controller:
i. Configuration> Management > Certificates > CSR
ji. Fill in all fields and click> Generate New
iii. View Current

17,5 . s )
AR A Configuration ~ :- ] .
networks ° | —

Configuration m Licenses will expire in 7 days Save Configuration | Logout jenga
Network —-
——— Management > Certificates > CSR
WANs Upload  CSR  Captive Portal Certificates
Ports
P CSR Information
sccurity ey Leng
Authentication
Common Name arubase
Access Control
Wircless Country us
AP Configuration State/Province [ca ]
AP Installation city [San Diego
Management
General Organization ]
Administration Unit T
Email Address gjenkins@arubanetwor
She Generate New | Reset View Current
Logging
Clock
Advanced Services
Redundancy
1P Mobility
Stateful Firewall
VPN Services
Wired Access
Wireless
All Profiles

iv. Copy entire request from “-----BEGIN....” to “...REQUEST-----“
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networks

Network
Controller

VLANs
Ports
P

Security
Authentication
Access Control

Wireless
AP Configuration

AP Installation

Management
General

Administration

Certificates

SNMP
Logging
Clock

Advanced Services
Redundancy

IP Mobility
Stateful Firewall
VPN Services
Wired Access
Wireless

All Profiles

ARUBA Configuration

o
o

—

)
]

[

AL LU Dagnostics | Maintenance | Pln | Events | Reports JIECAE NIt CRpRae

CSR Information
Subject
C=UsS
L=San Diego
o=IT
ou=IT
CN=arubase
emailAddress=gjenkins @arubanetworks.com

x]

MIIBx3CCASSCAQRAWOYUXCzAJBONVBAYTAIVIMQswCQYDVQQIEWIDQTESMBAGALUE
BxMJU2FuIERpZWdvMQswCQYDVQQKEWJJVDELMAKGA1UECKMCSVQXEDAOBGNVEAMT
B2FydWJhc2UxKTAnBgkqhkiGow0BCQENGmAQZWS ral5zQGFydWIhbmVod2 9ya3Mu
¥29tMIGEMAOGCSqGSIb3DQEBAQUAR4GNADCEiQKBgQCDYyuTLDZ/ SEAZnKSdAN3V
1dTBZeVxve6CsX000JrsZ fWPTsNbREuObSVISRB1afANRIeJ6aTI30CE3midWczh
ZYVC1RZnuv0CjSHJIeaZ/8bXnDXRT zXay1CZq+IM2 fuMwMC3uzLaWyA9gJmNTHXZP
A3vL1VuneYUSSPYtBfku2wIDAQABORAWDQYJKoZ IhveNAQEFBQADGYEACMFULZED
RDztCRIX£JUDb/ nJPCTKPVKcbtDj +CDKE+ZJqbOPByacWRKASa0pu2 lmerpAiUvA
D4ghvEVB+BxrdL7£5IK94MtUdWdmvK 71X fbNTPE3 IJ38EMEibQfzck6ZImZ £hNCD
GELbN7hErc/Kiy9L/1kY5xqSXnkWEYSFO58=

OK
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V.

Vi.

Using your web browser go to your MS Certificate Server with the url of

http://x.x.x.x/certsrv

> Request a certificate



(_ Microsoft Certificate Services - Microsoft Internet Explorer provided by Aruba “The Mobile Edge Company”

GA::;‘ v ‘g http:/{192.168.15.203/certsrv}

) [#2) (] [so0aee |[2]-
i Google |G~ v‘Go o) B v ¥¢ Bookmarksy B 12blocked P Check v 'y Autolink v | Autoril (e Sendtow @ setings~  femmowo
 Links ® Windows Marketplace £ | Windows Media £ | Aruba Mail V] Gmail - Inbox (55)
el S H oy »
w 83|+ ‘ (& Microsoft Certificate Serv... X Ig‘Switch Configuration I l : - fh v |:Page v () Tools ~

Microsoft Certificate Services — arubasecert

Welcome

Home

of a pending request.

For more information about Certificate Services, see Certificate Services Documentation.

Select a task:
Request a certificate
View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people
you communicate with over the Web, sign and encrypt messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view the status

vii. Submit a certificate request by using a base-64-e

{Z Microsoft Certificate Services - Microsoft Internet Explorer provided by Aruba “The Mobile Edge Company™

ncoded....

@@ v |§, http:{{192.168.15.203/certsrvfcertrqad.asp

Advanced Certificate Request

5[4 %) [ B
i Google C~ viGoog B~ ¢ Bookmarksy &1zblocked % Check v § Autolink v - Autoril (e Sendtow @ setings~  femowo
“Links % Windows Marketplace £ | Windows Media £ | Aruba Mail V] Gmail - Inbox (55)
™ (rm— : e »
¢ &[22+ | @microsoft Certificate Serv... X ‘ESwitch Configuration ‘ ‘ i f - deh ~ |2 Page ~ { Tools ~
Microsoft Certificate Services - arubasecert Home

The policy of the CA determines the types of certificates you can request. Click one of the following options to:
Create and submit a request to this CA.

file.

Note: You must have an enrollment agent certificate to submit a request on behalf of another user.

Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by using a base-64-encoded PKCS #7

Request a certificate for a smart card on behalf of another user by using the smart card certificate enroliment station.

viii. Paste in CSR information
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{Z Microsoft Certificate Services - Microsoft Internet Explorer provided by Aruba “The Mobile Edge Company™

@;; v [g, http:f{192.168.15.203/certsrv/certrqxt.asp V] || X [ ‘ P~
i Google G~ v Gog) B~ % Bookmarksy &12blocked "% Check v '\ Autolink v - Autoril (e Sendtow @ settinas~  femowo
 Links > Windows Marketplace & | Windows Media £ | Aruba Mail [M] Gmail - Inbox (S5)
e Ta ) : e »
w e [z -} @ Wicrosoft Certificate Serv... X ‘g‘smtch Configuration l | : R deh ~ b Page v () Tools ~
Microsoft Certificate Services - arubasecert Home

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request generated by an
external source (such as a Web server) in the Saved Request box.

Saved Request:

zZYVCIRZnuv0CjSHJeaZ/8bXnDXRTzXay1CZq+IM2 A
Base-64-encoded |AjvL1VuneYUSSPYtBfku2wIDAQABOAAWDQYJKOZI
certificate request |RDztCRIX£JUDb/nJPCTKPVKcbt D] +CDKE+ZJqbOP

(CMC or D4ghvEVB+BxrdL7£5IK94MtUdWAmvK 71X EONTPES

PKCS #10 or QELDbN7hErc/Kiy9L/1k¥Y5xgSXnkWEYSFO58=

PKCS#7): |- END CERTIFICATE REQUEST----- | 2
< | >

Browse for a file to insert.

Certificate Template:

Administrator v

Additional Attributes:

Attributes:

ix. The Cert Admin will need to approve the pending request via the MS Cert
Authority. You do this by right clicking on it and choosing Issue
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{&2 Certification Authority , E |D|5|

File Action View Help

& = | I 2
{E Certification Authority (Local) Request ID | Binary Request | Request Status Code | Request Disposition Message

E’@ arubasecert QIU ----- BEGIM ME...  The operation comple... Taken Under Subrmission
(] Revoked Certificates

(] Issued Certificates

«4_ Pending Requests

------ ([ Failed Requests

< | i

X. You will now be able to web surf back to http://x.x.x.x/certsrv and download

your cert. You should use a name that tells you it is the Server Cert so you don’t
get it mixed up with your CA Cert
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{Z Microsoft Certificate Services - Microsoft Internet Explorer provided by Aruba “The Mobile Edge Company”

6@ v ‘E http:/f192.168.15.203]certsrv/certckpn.asp

v|4, X ‘

i Google G+ V‘Go o) B v % Bookmarksw & 14blocked % Check v '\ Autolink v | Autorll (e Sendtow
* Links & Windows Marketplace £ Windows Media & Aruba Mail V] Gmail - Inbox (S5} A dot24

ﬁ&‘%

']b Switch Configuration ],@Microsoft Certificate Serv... X I . B

Microsoft Certificate Services - arubasecert

View the Status of a Pending Certificate Request

Select the certificate request you want to view:

Saved-Request Certificate (Wednesday June 13 2007 10:24:48 AM)

Upload the Server Cert to the Aruba Controller.
1. Cert formatis PEM
2. Cert Type is Server Cert
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D D N . » o = —
A A Configuration ° [ “ .‘ .
networks 15) _7__,
FM Configuration Licenses wil expire in 10 days I
Network —g=
Controller Management > Certificates > Upload
VLANS Upload CSR Captive Portal Certificates
Ports
P Upload a Certificate
Security Certificate Name TLS-ServerCert
Authentication
Certificate Filename  |C:\Documents and Set| Browse... |
Access Control
Wireless Passphrase (optional) |:] For import purpose only, will not be stored in the system.
30 Confurten Retpepospivase | |
SRR Certificate Format | PEM v
Management
General Certificate Type
Administration Upload Reset
Certificates
SNMP Certificate List
Loggi
CT::(ng Group By: None v
- e Name Type Filename Reference : Action
servercert ServerCert certnew.cer 1 View Delete
Redundancy ]
1P Mobility CA TrustedCA base64-arubase. cer 1 View Delete
Stateful Firewall
VDN Carvirae



b. Trusted CA Cert

Standalone | Extensions |
Use this page to add or remove a standalone Snap-in from the console.
Shap-ins added to: |a Console Root Vl &
Description
Add... Remove About
[ 0K ] [ Cancel ]

go to File > add snap-in

Add Standalone Snap-in

Available Standalone Snap-ins:

i. From the Windows 2003 server go to Start> run and type mmc into the run
dialog box. This will bring up the mmc console.

Add the Certificate snap-in with Computer account

AddIRemove Snap-in |1“§‘ —

[&?

Shap-in
ﬁ NET Framework 1.1 Configuration
gﬁAcliveX Control
EP Certificates
Component Services
Computer Management
g Device Manager
W Disk Defragmenter
g Disk Management
Event Viewer
C_:l Folder

Vendor &
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corp, Executi...
Microsoft and VERITAS...
Microsoft Corporation
Microsoft Corporation v

LLLL

Description

Certificates snap-in

O My user account
O Service account
(®) Computer account

iv. Under the Trusted Root Cert Auth. find your Cert. This was created during the

The Certificates snap-in allows you to browse the contents of the

This snap-in will always manage certificates for:

install of the MS Cert Server.
v. Right click on it to export it
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Vi.
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Export without the private key

fti cert - [Console RootCertificates {Local Computer) Trusted Root Certification Authorities' Certificates] ;’Elﬂ
'ﬁ] File Action View Favorites Window Help | =18l x|
= BmEl 4R XEFE 2
Q Console Root Issued To /7 l Issued By I Expiration Date l Intended Purposes I Frigndly Name I 1A
= i?g CCIeft;ficates l('-°=a' Computer)  |[E] ABA,ECOM Root CA ABA.ECOM Root CA 7(9/2009 Secure Emall, Server...  DST (ABA.ECOM) CA
- ersonal R SRR Al
. (3 Certificates e [Eautoridad Certificadora de la A e ertificador... 6{28{2009 Secure Email, Server...  Autoridad Certificad...
2 D Trusted F{'ool: Certiication Auj [E)autoridad Certificadora del Col Open 29(2009 Secure Email, Server...  Autoridad Certificad. ..
ﬁa;::r;zc::::t [Egaltimore £ by DST 70 Secure Email, Server...  DST (Baltimore EZ) CA
(33 Intermediate Certification Aut @Belgacom E-Trust Primary CA u Secure Email, Server...  Belgacom E-Trust Pri...
"-.(3 Certficate Revocation Lis! [Ecaw HKT Securehet CA Class, S9PY ecurehet ... 10/16/2009 Secure Email, Server...  CW HKT SecureNet ..,
L@l Certificates () CaoW HKT SecureNet Ca Class | Delete ecurehet ... 10/16/2009 Secure Email, Server... CW HKT SecureNet ...
[#-(2] Trusted Publishers [Ed caw HKT Securelet CA Raot Properties ecurelet ... 10{16/2010 Secure Email, Server... CW HKT SecureMet ...
-] Untrusted Certificates [E casw HKT SecureNet CA SGC R ecureMet ... 10/16/2009 Secure Email, Server...  CW HKT Securelet ...
-] Third-Party Root Certification @Certisign - Autoridade Certifica Help hutoridade...  6/26/2018 Secure Email, Server...  Certisign Autoridade ...
-] Trusted People [E Certisign - Autoridade Certificador... Certisign - Autoridade...  6/26{2018 Secure Email, Server...  Certisign Autoridade ...
[#-(_] Certificate Enrollment Reques |(ECertisign Autoridade Certificadora ... Certisign Autoridade ... 6/26{2018 Secure Email, Server...  Certisign Autoridade ...
-3 spC [E certisign Autoridade Certificadora ... Certisign Autoridade ... 7/9/2018 Secure Email, Server...  Certisign Autoridade ...
[EClass 1 Primary CA Class 1 Primary CA 7i612020 Secure Email, Server...  CertPlus Class 1 Prim...
[Eclass 1 Public Primary Certification... Class 1 Public Primary ... 8/1{2028 Secure Email, Client ... YeriSign Class 1 Publi...
[EClass 1 Public Primary Certification... Class 1 Public Primary ... 1/7/2020 Secure Email, Client ...  VeriSign Class 1 Prim...
Eclass 2 Primary CA Class 2 Primary CA 7/6/2019 Secure Email, Server...  CertPlus Class 2 Prim...
[EClass 2 Public Primary Certification... Class 2 Public Primary ... 1/7/2004 Secure Email, Client ...  VeriSign Class 2 Prim...
[Eclass 2 Public Primary Certification... Class 2 Public Primary ...  §/1{2028 Secure Email, Client ... YeriSign Class 2 Publi...
[Eclass 3 Primary CA Class 3 Primary CA 7/6/2019 Secure Email, Server...  CertPlus Class 3 Prim...
[Eclass 3 Public Primary Certification... Class 3 Public Primary ...  8/1/2028 Secure Email, Client ... YeriSign Class 3 Publi...
[Eclass 3 Public Primary Certification... Class 3 Public Primary ...  1/7{2004 Secure Email, Client ... VeriSign Class 3 Prim...
[Eclass 3P Primary CA Class 3P Primary CA 7/6/2019 Secure Email, Server...  CertPlus Class 3P Pri...
[Eclass 375 Primary CA Class 375 Primary CA 7/6/2019 Secure Email, Server...  CertPlus Class 3TSP...
[E copyright (c) 1997 Microsoft Corp.  Copyright {c) 1997 Mi...  12/30/1999 Time Stamping Microsoft Timestamp ...
Elpeutsche Telekom Root CA 1 Deutsche Telekom Ro...  7/9/2019 Secure Email, Server... Deutsche Telekom R...
[Epeutsche Telekom Roat CA 2 Deutsche Telekom Ro...  7/9/2019 Secure Email, Server... Deutsche Telekom R...
[EosT (aNX Network) CA DST (ANX MNetwork) CA  12/9/2018 Secure Email, Server...  DST {ANX Network) CA
[E1DST (MRF) RootCa DST (MRF) RootCa 12/8{2008 Secure Email, Server...  DST {National Retail ... «
J wlE | sl
[Export a certificate [ [



Export Private Key

You can choose ko export the private key with the certificate.

=10/

ISETE

I Expiration Date I Intended Purposes | Friendly Name I ia

Private keys are password protected, If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

" Yes, export the private key

' 1o, do not export the private key:

< Back I Mext > I

Cancel

< | »

[ZClass 2 Public Primary Certification. ..
[EClass 2 Public Primary Certification. ..
EClass 3 Primary CA

[Eclass 3 Public Primary Certification. ..
EClass 3 Public Primary Certification. ..
[Eclass 3p Primary CA

EClass 375 Primary CA

@Copyright (c) 1997 Microsoft Corp.
[Epeutsche Telekom Root CA 1
[Epeutsche Telekom Root CA 2
E=10ST (ANX Network) CA

EDST (MRF) RootCa

Kl

Class 2 Public Primary ...
Class 2 Public Primary ...
Class 3 Primary CA
Class 3 Public Primary ...
Class 3 Public Primary ...
Class 3P Primary CA
Class 3T5 Primary CA
Copyright {c) 1997 Mi...
Deutsche Telekom Ro...
Deutsche Telekom Ro...
DST {ANX Network) CA
DST {NRF) RootCA

7192009
5/26/2012
6/28/2009
6/29/2009
7/3/2009
1j21/2010
10/16/2009
10/16/2009
10/16/2010
10/16/2009
6/26/2018
6/26/2018
6/26/2018
792018
7{6{2020
8/1/2028
1/7/2020
716{2019
1/7/2004
8/1/2028
716{2019
&/1/2028
1/7/2004
716{2019
7/6/2019
12/30/1999
7/9{2019
7/9/2019
12{9{2018
12/8{2008

Secure Email, Server...
<All=

Secure Email, Server...
Secure Email, Server...
Secure Email, Server...
Secure Email, Server...
Secure Email, Server...
Secure Email, Server...
Secure Email, Server...
Secure Email, Server...
Secure Email, Server...
Secure Email, Server...
Secure Email, Server...
Secure Email, Server...
Secure Email, Server...
Secure Email, Client ...
Secure Email, Client ...
Secure Email, Server...
Secure Email, Client ...
Secure Email, Client ...
Secure Email, Server...
Secure Email, Client ...
Secure Email, Client ...
Secure Email, Server...
Secure Email, Server...
Time Stamping

Secure Email, Server...
Secure Email, Server...
Secure Email, Server...
Secure Email, Server...

DST (ABA.ECOM) CA
<None>

Autoridad Certificad. ..
Autoridad Certificad. ..
DST (Baltimore EZ) CA
Belgacom E-Trust Pri...
CW HKT SecureNet ...
CW HKT SecureNet ...
CW HKT SecureMet ...
CW HKT SecureNet ...
Certisign Autoridade ...
Certisign Autoridade ...
Certisign Autoridade ...
Certisign Autoridade ...
CertPlus Class 1 Prim...
VYeriSign Class 1 Publi...
VeriSign Class 1 Prim...
CertPlus Class 2 Prim...
VeriSign Class 2 Prim...
VeriSign Class 2 Publi...
CertPlus Class 3 Prim...
VYeriSign Class 3 Publi...
YeriSign Class 3 Prim...
CertPlus Class 3P Pri...
CertPlus Class 3TSP...
Microsoft Timestamp ...
Deutsche Telekom R...
Deutsche Telekom R...
DST {(ANX Network) CA

DST (Mational Retail ... I

vii.
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Base-64 encoded X.509 format.

the CA Cert.

Again name it with a name so that you know it is



Certificate Export Wizard

T 4.015P4 or-above)

™ Delete the private keyif the export is successful

viii. Upload the TrustedCA to the Aruba Controller.
1. Certformatis PEM
2. Cert Type is Trusted CA
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A DI §

networks

Monitoring Configuration Diagnostics

Network
Controller

VLANs
Ports
P

Security
Authentication
Access Control

Wireless
AP Configuration

AP Installation

Management
General

Administration

| certificates

SNMP
Logging
Clock

Advanced Services
Redundancy

IP Mobility
Stateful Firewall
VPN Services
Wired Access
Wireless

All Profiles

Configuration

Management > Certificates > Upload

Upload CSR

Upload a Certificate
Certificate Name

|c:\Documents and Set| Browse... |

Certificate Filename

, |
;. W W A

Maintenance

Licenses will expire in 10 days Save Configuration Logout jenga

Captive Portal Certificates

Passphrase (optional) \:I For import purpose only, will not be stored in the system.

Retype Passphrase
Certificate Format
Certificate Type

Certificate Lists

L ]

(oot ] e

Group By: | None N

l Name

servercert

CA

base64-arubase.cer

Filename | Reference i Actions
1 View Delete

1 View Delete

Aruba Networks® E-mail Support

2. Controller Authentication Configuration
a. Configure TLS AAA Profile

13| Page

Go to Configuration > Security > Authentication > Profiles

Click on add at the bottom and create a new AAA Profile

Chose the Initial and Default role you want to use



Configuration Licenses wil expire in 10 days save Configuration

Network
Controller

VLANs
Ports
P

Securi
Authentication
Access Control

Wireless
AP Configuration

AP Installation

Management
General

Administration
Certificates
SNMP

Logging

Clock

Advanced Services
Redundancy

IP Mobility
Stateful Firewall

VPN Services
Wired Access

Security > Authentication > Profiles

Servers AAA Profiles L2 Authentication L3 Authentication User Rules Advanced

[ AAA Profile default E‘;’;‘:'
[+ cp default-
dotix logon default
@ defaut default-
dotix- | default-psk
¥ defauit-dotix D:k = logon S
default-dotix-psk default-
= v P mac- logon  default
[#] default-mac-auth auth
default-
I
[# default-open open S
Home-
[# Home-AAA-Profie AAA- ;"°’::' home
- profile o9
[#  test-tis
test-tls  logon tis-auth-profile
[#  wired-auth wired-
auth logon
TLS-AAA-Profile
<l

Lol
Deletr —
Delet

Delet

Delet
Delet: -
Delet

Delet

Delet

Add | _Cancel g

M | >

b. 802.1X Authentication Profile

i
ii.
iii.
iv.
V.
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Create a new 802.1x auth profile

Enable Termination

EAP-Type — eap-tls

Inner EAP-Type — eap-tls

Make sure you Apply before the next step

Apply



Security > Authentication > Profiles

Servers

default-

default-open

test-tls

N &= &8 &5 &5 @

MAC Authentication

Profile

MAC Authentication

Server Group

default-dotix-psk

mac-auth

Home-AAA-Profile

TLS-AAA-Profile

AAA Profiles

default
tis-

ml I:I.lxl' tion Profi auth-

802.1X

Authentication

Server Group

RADIUS Accounting

Server Group

[#  wvired-auth

vii.

\

Vi.

profile

internal

Go into the Advanced tab

L2 Authentication

[

|<

|~

L3 Authentication

User Rules

Advanced

802.1X Authentication Profile > | ts-auth-profile v Save As Reset
Basic Advanced
Max authentication failures D
Enforce Machine Authentication
Machine Authentication: Default Machine Role guest
Machine Authentication: Default User Role guest
Reauthentication
Termination 2
Termination EAP-Type v eap-tls |~ eap-peap
Termination Inner EAP-Type v eap-tls |~ eap-mschapv2 [~ eap-gtc
i | &

Select your CA Cert and your Server Cert
If you want a cert based login you will need select TLS Guest Access and a TLS Guest
Role. If you do not select this option you will need to tie in some type of Auth Server

Security > Authentication > Profiles

Servers

default-mac-aut!

default-open

test-tls

0 ® # 8 @8 @

MAC Authentication

Profile

MAC Authentication

Server Group

802.1X

Authentication

802.1X
Authentication
Server Group

RADIUS Accounting

Server Group

[#  vired-auth
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default-dotix-psk

h

Home-AAA-Profile

TLS-AAA-Profile

AAA Profiles

default

tls-

auth-
Profile profile

internal

Apply

L2 Authentication L3 Authentication User Rules Advanced
o A g 2
o WPA/WPA2 Key Multicast Key T
Message Retry Count | Rotation
Unicast Key Rotation Reauthentication
Opportunistic Key [ .
e Validate PMKID
Use Session Key Use Static Key
XSecMTU 1300 bytes Termination
Termination EAP-Type |V eaptls [ eap-peap mmm Inner v eaptls | eap-mschapv2 | eap-gtc
2 Token Caching
Token Cading e s
CA-Certificate Server-Certicate
TLS Guest Access TLS Guest Role authenticated v
Ignore EAPOL-START Handle EAPOL-
after authentication » Logoff
Ignore EAP ID during i
e WPA-Fast-Handover
Disable rekey and
reauthentication for
g dients on call | L
v v

|~

| 3

Apply



c. 802.1X Authentication Server Group

i. Select the internal server as the Auth Server Group. | don’t understand why this is
required for Guest TLS but it is. You do not need any usernames or passwords for

Guest TLS.

Security > Authentication > Profiles

Servers AAA Profiles L2 Authentication L3 Authentication User Rules Advanced
— - -
default-dot1x-psk ] 802.1X Authentication Server Group > | internal |v

N/A
default-mac-auth CP-Auth
Servers default

default-open Name trim- tch-FQDN
West
Home-AAA-Profile Internal No --NEW--
New
Server Rules
TLS-AAA-Profie Priority Attribute Operation Operand

MAC Authentication New
Profile

test-tls

0 ® # = #H #

MAC Authentication
Server Group default

802.1X t:
Authenticstion Profis 5

h-

it
ofile

802.1X
Authentication
Server Group internal

RADIUS Accounting
Server Group

[#  wired-auth ™
< > <

Commands

3. AP Configuration
a. Add TLS Virtual AP
b. under Configuration > AP Group > - add a SSID

c. From the AAA Profile drop down menu select the TLS profile and apply

16| Page

Save As Reset

Actions
_Edit |_Delete | & ¥

Value Actions

>

Apply

View Commands



A Di D K

Frauaass Configuration g r | Ei .
Configuration | I I e I M IS Licenses will expire in 30 days
k
"i:m::uer Configuration > AP Group > Edit "TLS"
VLANs
s Profiles Profile Details
P [=] wirsless LAN Virtual APs
Security = Virtual AR 5SID Profil Forward Profil Virtual AP Acti
Authentication @ s R UL o enable
Access Control . . TLS ‘ default | N/A v | |[N/A Delete
2nagemen —
0 s g =
AP Installation % EQDDSS
Management [ Mesh
General
Administration
Certificates
SNMP
Logging
Clock
Advanced Services
Redundancy
1P Mobility
Stateful Firewall
VPN Services
Wired Access
Wireless
All Profiles < | 3
Apply
d. Gointo the new virtual AP and edit the SSID profile
e. Adda SSID name
f. Select WPA and TKIP or WPA2 and AES
g. Click on save as at the top right and give it a name.
h. Apply

17| Page

Note: do not edit the default



ARUBAK | configuration Ay

-
networks g | |

W N

Conlr:er Configuration > AP Group > Edit "TLS"

VLANs
o= Profiles Profile Details
E B Wireless LaN SSID Profile >

Security = virtusl AP --NEW-- ¥ |TLS-SSID

Authentication
= TS
Access Control Basic Advanced
wirel [=] SSID Profile default

Tis-ana- Network

Monitoring [N Diagnostics | Maintenance | Plan | Events | Reports [ENeUE-ERN ENGTENRelR e Save Configuration | Logout

: [#  AAA Profie
AP Instalation Profie Network Name (SSID)
Management
General

RF Management
AP 802.11 Security

Administration
Certificates
SNMP
Logging Encryption @ kP
Clock

Advanced Services Keys
Redundancy
1P Mobility
Stateful Firewall
VPN Services
Wired Access
Wireless
All Profiles

0S
@ T None " 802.1xWEP * wPA  wpAPsK " wpA2 " WPA2-PSK
s Network Authentication

Mesh  Mixed

[CRCRCRECRC)

|~

4. Client Configuration
a. From you client web surf to your cert server http://x.x.x.x/certsrv

b. Click on Request a certificate
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Microsoft Certificate Services - arubasecert Home
Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate,
you can verify your identity to people you communicate with over the Web, sign and encrypt messages, and,
depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate
revocation list (CRL), or to view the status of a pending request.

For more information about Certificate Services, see Certificate Services Documentation.

Select a task:
Request a certificate

View the status of a pending certificate request
Download a CA certificate, certificate chain,_or CRL

c. Select Web Browser Certificate
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Request a Certificate

Select the certificate type:
Web Browser Certificate
E-Mail Protection Certificate

Or, submit an advanced certificate request.

d. Fillin form
e. Submit
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Web Browser Certificate - Identifying Information

To complete your certificate, type the requested information in the following boxes.
Name: IAruba SE

E-Mail: Iarubase@arubanetworks.com|

Company: I

Department:

City:
State:

|

|

|
Country/Region: |:]

More Options ==

i The Cert Admin will need to approve the pending request via the MS Cert
Authority. You do this by right clicking on it and choosing Issue
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File Action View Help

e @ RE[ 2

@ Certification Authority {Local)
El@ arubasecert

-] Revoked Certificates
(1] Issued Certificates

Request ID Binary Request Request Status Code

Request Disposition Message

@10 ----- BEGINME...  The operation comple... Taken Under Submission

< |

ii.  You will now be able to web surf back to http://x.x.x.x/certsrv and install your

cert.
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View the Status of a Pending Certificate Request

Select the certificate request you want to view:
Saved-Request Certificate (Wednesday June 13 2007 10:24:48 AM)

23| Page



