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[bookmark: _Toc47863860]AOS-CX VOIP Deployment Guide
 
 Prior condition or prerequisite (not mandatory):
· Good know Power over Ethernet (PoE), LLDP, CDP, VLANs.
· Good know about Voice VLAN and it's Significance.
· Good know Local User Roles, Downloadable User Roles.

Pre-Checklist:
· Check CX operating system version 
BLDG01-F1# show version
· Verify Connectivity Check 
show lldp neighbor-info or show CDP neighbor-info 
· Before starting VOIP deployment, verify voice vlan assignment. 
BLDG01-F1(config)# vlan 10
BLDG01-F1(config-vlan-10)# voice
BLDG01-F1# show lldp neighbor-info 2/1/3
Note: Enabling Voice on Vlan context is must for CX VOIP deployment.
 Flow of SIMPLE CX VOIP Deployment:
· Use Case 1: With Local authentication using local mac match, device-profile
· Use Case 2: With Remote AAA authentication using radius-attribute
· Use Case 3: With Remote AAA authentication using Local User Role
· Use Case 4: With Remote AAA authentication using Downloadable User Role
Reviewer:
[bookmark: _GoBack]Thank you Hasenaug, Holger for quick review and format, much appreciate!
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Step1:Configure local mac match and device profile as below.
 
BLDG01-F1# show running-config mac-group
mac-group localmacauth
     seq 10 match mac 00:04:f2:80:23:57

BLDG01-F1# show running-config port-access
port-access role localmacauthrole
    mtu 1600
    reauth-period 5
port-access device-profile localauthdp
    enable
    associate role localmacauthrole
    associate mac-group localmacauth
 
Step2: Enable authentication on interface connected to Phone.
interface 2/1/3
    no shutdown
    no routing
    vlan trunk native 1
    vlan trunk allowed 10
    spanning-tree port-type admin-edge
    aaa authentication port-access allow-cdp-bpdu
    aaa authentication port-access allow-lldp-bpdu
    aaa authentication port-access client-limit 2
    port-access security violation action shutdown
    aaa authentication port-access dot1x authenticator
        max-eapol-requests 3
        max-retries 1
        reauth
        enable
    aaa authentication port-access mac-auth
        cached-reauth
        cached-reauth-period 86400
        quiet-period 30
        enable
    exit
BLDG01-F1# show port-access clients

Port Access Clients
--------------------------------------------------------------------------------
Port     MAC Address       Onboarded      Status      Role
                           Method
--------------------------------------------------------------------------------
2/1/3    00:04:f2:80:23:57 device-profile Success     localmacauthrole
 
BLDG01-F1# sh port-access clients detail
 
Port Access Client Status Details:
 
Client 00:04:f2:80:23:57
============================
  Session Details
  ---------------
    Port         : 2/1/3
    Session Time : 558s
    IPv4 Address :
    IPv6 Address :
 
  Authentication Details
  ----------------------
    Status          : Authenticated
    Auth Precedence : dot1x - Authenticating, mac-auth - Unauthenticated
 
  Authorization Details
  ----------------------
    Role   : localmacauthrole
    Status : Applied
 
 
Role Information:
 
Name  : localmacauthrole
Type  : local
----------------------------------------------
    Reauthentication Period             : 5 secs
    Authentication Mode                 :
    Session Timeout                     :
    Client Inactivity Timeout           :
    Description                         :
    Gateway Zone                        :
    UBT Gateway Role                    :
    Access VLAN                         :
    Native VLAN                         :
    Allowed Trunk VLANs                 :
    Access VLAN Name                    :
    Native VLAN Name                    :
    Allowed Trunk VLAN Names            :
    MTU                                 : 1600
    QOS Trust Mode                      :
    STP Administrative Edge Port        :
    PoE Priority                        :
    Captive Portal Profile              :
    Policy                              :
 
Note: Authentication default order on AOS-CX is dot1x, mac-auth and then local mac match device-profile. You can always change the order of authentication.
 
[bookmark: _Toc47863862]Use case 2: authenticate phone using AAA radius server.
 
Step1: Make sure radius connectivity to switch is proper
 
BLDG01-F1# show radius-server detail
******* Global RADIUS Configuration *******
Shared-Secret: None
Timeout: 5
Auth-Type: pap
Retries: 1
TLS Timeout: 5
Tracking Time Interval (seconds): 60
Tracking Retries: 3
Tracking User-name: radius-tracking-user
Tracking Password: None
Number of Servers: 1
****** RADIUS Server Information ******
Server-Name              : aoss-cppm.tmelab.net
Auth-Port                : 1812
Accounting-Port          : 1813
VRF                      : mgmt
TLS Enabled              : No
Shared-Secret            : AQBapdAz4irjSK61Zg/CFArsNYWKbn1LObqDD/v9SH1eMQ6ABQAAADY26liu
Timeout (default)        : 5
Retries                  : 5
Auth-Type (default)      : pap
Server-Group (default)   : radius
Default-Priority         : 1
Tracking                 : enabled
Tracking-Mode            : any
Reachability-Status      : reachable
ClearPass-Username       : admin
ClearPass-Password       : AQBapYv/u3/YfG9vYRpFxmOTtsFLIWxuAX442RdG9j11jsZ6CQAAACZ5Y2/BK9FmhQ==
  
Note: In this demonstration I am using clearpass as Radius-server, you can use any other radius-server such Cisco ISE or free radius.
 
Step2: Enable authentication on the interface.
 
BLDG01-F1# show running-config interface 2/1/3
interface 2/1/3
    no shutdown
    no routing
    vlan trunk native 1
    vlan trunk allowed 10
    spanning-tree port-type admin-edge
    aaa authentication port-access allow-cdp-bpdu
    aaa authentication port-access allow-lldp-bpdu
    aaa authentication port-access client-limit 2
    port-access security violation action shutdown
    aaa authentication port-access dot1x authenticator
        max-eapol-requests 3
        max-retries 1
        reauth
        enable
    aaa authentication port-access mac-auth
        cached-reauth
        cached-reauth-period 86400
        quiet-period 30
        enable
    exit
 
BLDG01-F1# show port-access clients detail
Port Access Client Status Details:
Client 00:04:f2:80:23:57, 0004f2802357
============================
  Session Details
  ---------------
    Port         : 2/1/3
    Session Time : 75s
    IPv4 Address :
    IPv6 Address :
  Authentication Details
  ----------------------
    Status          : mac-auth Authenticated
    Auth Precedence : dot1x - Unauthenticated, mac-auth - Authenticated
  Authorization Details
  ----------------------
    Role   : RADIUS_773420618
    Status : Applied
Role Information:
Name  : RADIUS_773420618
Type  : radius
----------------------------------------------
    Reauthentication Period             :
    Authentication Mode                 :
    Session Timeout                     :
    Client Inactivity Timeout           :
    Description                         :
    Gateway Zone                        :
    UBT Gateway Role                    :
    Access VLAN                         :
    Native VLAN                         :
    Allowed Trunk VLANs                 :
    Access VLAN Name                    :
    Native VLAN Name                    :
    Allowed Trunk VLAN Names            :
    MTU                                 :
    QOS Trust Mode                      :
    STP Administrative Edge Port        :
    PoE Priority                        :
    Captive Portal Profile              :
    Policy                              :
 


BLDG01-F1# show vlan port 2/1/3
-------------------------------------------------------------------------------
VLAN  Name                            Mode            Mapping
-------------------------------------------------------------------------------
10    VLAN10                          trunk           port

BLDG01-F1# sh lldp neighbor-info 2/1/3
 
Port                           : 2/1/3
Neighbor Entries               : 1
Neighbor Entries Deleted       : 1
Neighbor Entries Dropped       : 0
Neighbor Entries Aged-Out      : 1
Neighbor Chassis-Name          : Polycom VVX 500
Neighbor Chassis-Description   : Polycom;VVX-VVX_500;3111-44500-001,7;SIP/4.1.2.25646/13-Feb-13 17:14;UP/5.1.2.0869/13-Feb-13 17:28;
Neighbor Chassis-ID            : 0.0.0.0
Neighbor Management-Address    :
Chassis Capabilities Available : Bridge, Telephone
Chassis Capabilities Enabled   : Bridge, Telephone
Neighbor Port-ID               : 00:04:f2:80:23:57
Neighbor Port-Desc             : 1
Neighbor Port VLAN ID          :
TTL                            : 120
Neighbor PoE information       : MED
Neighbor Power Type            : PD
Neighbor Power Priority        : Unknown
Neighbor Power Source          : BOTH
PD Requested Power Value       : 8.0 W
PSE Allocated Power Value      : 8.0 W
Neighbor MED Capabilities
Neighbor Device class          : CLASS_III
MED capabilities enabled       : Capabilities, Network Policy, PD, Inventory
MED capabilities supported     : Capabilities, Network Policy, PD, Inventory
Neighbor Med Network Policy
Neighbor Med Application type  : voice
Neighbor Med Policy VLAN ID    : 10
Neighbor Med Policy Priority   : 5
Neighbor Med Policy DSCP       : 46
Neighbor Med Policy Unknown    : false
Neighbor Med Policy Tagged     : true
Neighbor Med Application type  : voice-signaling
Neighbor Med Policy VLAN ID    : 10
Neighbor Med Policy Priority   : 5
Neighbor Med Policy DSCP       : 44
Neighbor Med Policy Unknown    : false
Neighbor Med Policy Tagged     : true
 
Neighbor Mac-Phy details
Neighbor Auto-neg Supported    : true
Neighbor Auto-Neg Enabled      : true
Neighbor Auto-Neg Advertised   : 1000 BASE_TFD, 100 BASE_TXFD, 100 BASE_TX, 10 BASET_FD, 10 BASE_T
Neighbor MAU type              : 1000 BASETFD
 
BLDG01-F1#
 
Note: For Pre-standard Phone, enable below command on interface.
BLDG01-F1(config-if)# power-over-ethernet pre-std-detect
 
[bookmark: _Toc47863863]Use case 3: VOIP deployment using Local User Role (LUR)
 
Step1: Configure local user role
 
BLDG01-F1# show running-config port-access
port-access role phone_role
    auth-mode client-mode
    vlan trunk allowed 10
 
BLDG01-F1# show running-config interface 2/1/3
interface 2/1/3
    no shutdown
    no routing
    vlan trunk native 1
    vlan trunk allowed all
    spanning-tree port-type admin-edge
    aaa authentication port-access allow-cdp-bpdu
    aaa authentication port-access allow-lldp-bpdu
    aaa authentication port-access client-limit 2
    port-access security violation action shutdown
    aaa authentication port-access dot1x authenticator
        max-eapol-requests 3
        max-retries 1
        reauth
        enable
    aaa authentication port-access mac-auth
        cached-reauth
        cached-reauth-period 86400
        quiet-period 30
        enable
    exit
 
Step2: On radius-server make sure same role name is configured and phone is authenticated.
 
 
BLDG01-F1# show port-access clients

Port Access Clients
--------------------------------------------------------------------------------
Port     MAC Address       Onboarded      Status      Role
                           Method
--------------------------------------------------------------------------------
2/1/3    00:04:f2:80:23:57 mac-auth       Success     phone_role
 
BLDG01-F1#
BLDG01-F1# show port-access role
Role Information:
Name  : phone_role
Type  : local
----------------------------------------------
    Reauthentication Period             :
    Authentication Mode                 : client-mode
    Session Timeout                     :
    Client Inactivity Timeout           :
    Description                         :
    Gateway Zone                        :
    UBT Gateway Role                    :
    Access VLAN                         :
    Native VLAN                         :
    Allowed Trunk VLANs                 : 10
    Access VLAN Name                    :
    Native VLAN Name                    :
    Allowed Trunk VLAN Names            :
    MTU                                 :
    QOS Trust Mode                      :
    STP Administrative Edge Port        :
    PoE Priority                        :
    Captive Portal Profile              :
    Policy                              :
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Enable aaa authentication on the interface.
Configure downloadable user role “phone_role” on Clearpass as below.
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BLDG01-F1# sh port-access clients
 
Port Access Clients
--------------------------------------------------------------------------------
Port     MAC Address       Onboarded      Status      Role
                           Method
--------------------------------------------------------------------------------
2/1/3    00:04:f2:80:23:57 mac-auth       Success     DUR_PY_CX-3099-10
 
 
BLDG01-F1# show port-access role clearpass
 
Role Information:
 
Name  : DUR_PY_CX-3099-10
Type  : clearpass
Status: Completed
----------------------------------------------
    Reauthentication Period             :
    Authentication Mode                 : client-mode
    Session Timeout                     :
    Client Inactivity Timeout           :
    Description                         :
    Gateway Zone                        :
    UBT Gateway Role                    :
    Access VLAN                         :
    Native VLAN                         :
    Allowed Trunk VLANs                 : 10
    Access VLAN Name                    :
    Native VLAN Name                    :
    Allowed Trunk VLAN Names            :
    MTU                                 :
    QOS Trust Mode                      :
    STP Administrative Edge Port        :
    PoE Priority                        :
    Captive Portal Profile              :
    Policy                              :


Attached CX switch Working Running configuration



 Note: Please configure ip helper address on interface vlan if you looking to assign dhcp ip address to phone, will add dhcp section in next document.
Below Simple references will help during CX VOIP deployment:
· AOS-CX Simple steps to configure Radius-server 
· AOS-CX Downloadable User Role (DUR) simple steps to Configure 
· AOS-CX Local User Role (LUR) simple steps to Configure
 Have a nice day!
Yash
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VOIP-working-running-cfg.txt
BLDG01-F1# sh running-config

Current configuration:

!

!Version ArubaOS-CX FL.10.05.0001

!export-password: default

hostname BLDG01-F1

user admin group administrators password ciphertext AQBapWuhprnxKXLb4zjyNq7EImrSxoC+mScxxj+sxba3qQvQYgAAALqGFM7NaDljbfP/JH3n/iKxRQ4BGvIyXsC01/nvMdQtVi6+escpOFRJmnYHRauT0HvXeI31R0LDzUOOY2H/aRfmlLGus3U36QIigSsmaiB01l1CsixQVPFnLnxuTSntxT9O

tls certified-algorithms-only

clock timezone pst8pdt

radius-server tracking interval 60

radius-server tracking retries 3

ntp server 10.80.2.219 iburst

ntp enable

ntp vrf mgmt

cli-session

    max-per-user 5

    timeout 0

!

!

!

!

radius-server host aoss-cppm.tmelab.net key ciphertext AQBapdAz4irjSK61Zg/CFArsNYWKbn1LObqDD/v9SH1eMQ6ABQAAADY26liu retries 5 tracking enable clearpass-username admin clearpass-password ciphertext AQBapYv/u3/YfG9vYRpFxmOTtsFLIWxuAX442RdG9j11jsZ6CQAAACZ5Y2/BK9FmhQ== vrf mgmt

!

radius dyn-authorization enable

logging facility local1

ssh server vrf default

ssh server vrf mgmt

crypto pki ta-profile cp

    ta-certificate

        -----BEGIN CERTIFICATE-----

        MIIDYzCCAkugAwIBAgIQZiDAdPhWQqNE3PpMDBcTBjANBgkqhkiG9w0BAQsFADBE

        MRMwEQYKCZImiZPyLGQBGRYDbmV0MRYwFAYKCZImiZPyLGQBGRYGdG1lbGFiMRUw

        EwYDVQQDEwx0bWVsYWItQUQtQ0EwHhcNMTcwMzI5MDExMzA4WhcNMjIwMzI5MDEy

        MzA4WjBEMRMwEQYKCZImiZPyLGQBGRYDbmV0MRYwFAYKCZImiZPyLGQBGRYGdG1l

        bGFiMRUwEwYDVQQDEwx0bWVsYWItQUQtQ0EwggEiMA0GCSqGSIb3DQEBAQUAA4IB

        DwAwggEKAoIBAQDrdqdR2QQm4Lo3i/X9bvTu41cf3sVFzPFn727zlgrYySXWtyvW

        M3Jzf6P3FsqQzrsaP+QhlNsYMTrY2Yiccm7C9gNshpx95elzXsZ2TBP88qoUPD9F

        jH42YgnqAN61+opmct8aRgSJhTtKv+WEolVtLgL9/CL3zmvmbpz3oyYjF9W3lesp

        D52BeEbPqsBrALbYQypxJJLonZuueM7ePhSYbPnbrGuV8M9BiDyEyQ87OUYGgq7J

        krwjrer+BKYFIxqJQDHbY96ozbaUScv8nOylpUrH56r3jT5Xn05JDdOIJvBKniYK

        ZxIK+m4Mv2XS0zxuZBG1F1YDl/bcQ353jazbAgMBAAGjUTBPMAsGA1UdDwQEAwIB

        hjAPBgNVHRMBAf8EBTADAQH/MB0GA1UdDgQWBBQuBjOz0LpCALxkgy9bWbziV+1D

        UDAQBgkrBgEEAYI3FQEEAwIBADANBgkqhkiG9w0BAQsFAAOCAQEAydVR86YZez9N

        uIvJOftLczu0y3YfGoA5PK88Yv3TSMv+gxK5yiceU2HkV3PvVeCXyN9Nn9EUKLJ8

        87/BqDTsNKKD20axHNk/w2p5I8LY6g/Y8t3N84gXx3439+GezBdlxznEmWAhebAQ

        /JMnp+aD9Xhw9tgGeDXMB/GIhx0PCK22VbRUoDeZP3o+LmdB2fOdqhfN8+e2OMpz

        AGsBGGEJJWqOKSUkHC25Jkl0RfyymdxuWEflHofbF2DjSWheR023A5dA6a5WkxTV

        7WxwC8ekitnlY5BT2ZHV1LXLUsgvuN3j8G2+yvYiS6Z/da3ORb6Grm79sqZpzlKZ

        XWjU/zVxBQ==

        -----END CERTIFICATE-----

        END_OF_CERTIFICATE

vsf secondary-member 3

vsf member 1

    type jl668a

    link 1 1/1/25

    link 2 1/1/26

vsf member 2

    type jl666a

    link 1 2/1/25

    link 2 2/1/26

vsf member 3

    type jl661a

    link 1 3/1/49

    link 2 3/1/50

class ip clshello

    10 match icmp any any

class ip test

client track ip

vlan 1

    client track ip

vlan 10

    voice

vlan 20,70,100,195,197-200,4000

spanning-tree

interface mgmt

    no shutdown

    ip static 10.6.9.15/24

    default-gateway 10.6.9.1

ubt-client-vlan 4000

ubt zone Aruba vrf default

    primary-controller ip 10.6.9.6

    backup-controller ip 10.6.9.5

    enable

mac-group localmacauth

     seq 10 match mac 00:04:f2:80:23:57

port-access policy plcyhello

    10 class ip clshello

port-access role localmacauthrole

    mtu 1600

    reauth-period 5

port-access role phone_role

    auth-mode client-mode

    vlan trunk allowed 10

port-access device-profile localauthdp

    enable

    associate role localmacauthrole

    associate mac-group localmacauth

port-access port-security enable

aaa authentication port-access dot1x authenticator

    enable

aaa authentication port-access mac-auth

    enable

interface lag 1

    no shutdown

    no routing

    vlan trunk native 1

    vlan trunk allowed 1,195,197-200

    lacp mode active

interface 1/1/1

    no shutdown

    no routing

    vlan access 1

    aaa authentication port-access auth-precedence mac-auth dot1x

    aaa authentication port-access mac-auth

        cached-reauth

        cached-reauth-period 6000

        quiet-period 0

        reauth

        reauth-period 600

        enable

interface 1/1/2

    shutdown

    description radius_assign_att

    no routing

    vlan access 1

    aaa authentication port-access auth-precedence mac-auth dot1x

    aaa authentication port-access client-limit 10

    aaa authentication port-access mac-auth

        cached-reauth

        cached-reauth-period 6000

        quiet-period 0

        reauth

        reauth-period 600

        enable

    client track ip update-interval 60

interface 1/1/3

    no shutdown

    no routing

    vlan access 1

interface 1/1/4

    no shutdown

    no routing

    vlan access 1

interface 1/1/5

    no shutdown

    no routing

    vlan access 1

interface 1/1/6

    no shutdown

    no routing

    vlan access 1

interface 1/1/7

    no shutdown

    no routing

    vlan access 1

interface 1/1/8

    no shutdown

    no routing

    vlan access 1

interface 1/1/9

    no shutdown

    no routing

    vlan access 1

interface 1/1/10

    no shutdown

    no routing

    vlan access 1

interface 1/1/11

    no shutdown

    no routing

    vlan access 1

interface 1/1/12

    no shutdown

    no routing

    vlan access 1

interface 1/1/13

    no shutdown

    no routing

    vlan access 1

interface 1/1/14

    no shutdown

    no routing

    vlan access 1

interface 1/1/15

    no shutdown

    no routing

    vlan access 1

interface 1/1/16

    no shutdown

    no routing

    vlan access 1

interface 1/1/17

    no shutdown

    no routing

    vlan access 1

interface 1/1/18

    no shutdown

    no routing

    vlan access 1

interface 1/1/19

    no shutdown

    no routing

    vlan access 1

interface 1/1/20

    no shutdown

    no routing

    vlan access 1

interface 1/1/21

    no shutdown

    no routing

    vlan access 1

interface 1/1/22

    no shutdown

    no routing

    vlan access 1

interface 1/1/23

    no shutdown

    no routing

    vlan access 1

interface 1/1/24

    no shutdown

    no routing

    vlan access 1

interface 1/1/25

    no shutdown

interface 1/1/26

    no shutdown

interface 1/1/27

    no shutdown

    no routing

    vlan access 1

interface 1/1/28

    shutdown

    lag 1

interface 2/1/1

    shutdown

    no routing

    vlan trunk native 1

    vlan trunk allowed 10

interface 2/1/2

    shutdown

    description radius_allow_access

    no routing

    vlan access 1

    aaa authentication port-access auth-precedence mac-auth dot1x

    aaa authentication port-access client-limit 10

    aaa authentication port-access mac-auth

        cached-reauth

        cached-reauth-period 6000

        quiet-period 0

        reauth

        reauth-period 600

        enable

    client track ip update-interval 60

interface 2/1/3

    no shutdown

    no routing

    vlan trunk native 1

    vlan trunk allowed all

    spanning-tree port-type admin-edge

    aaa authentication port-access allow-cdp-bpdu

    aaa authentication port-access allow-lldp-bpdu

    aaa authentication port-access client-limit 2

    port-access security violation action shutdown

    aaa authentication port-access dot1x authenticator

        max-eapol-requests 3

        max-retries 1

        reauth

        enable

    aaa authentication port-access mac-auth

        cached-reauth

        cached-reauth-period 86400

        quiet-period 30

        enable

interface 2/1/4

    no shutdown

    no routing

    vlan access 1

interface 2/1/5

    no shutdown

    no routing

    vlan access 1

interface 2/1/6

    no shutdown

    no routing

    vlan access 1

interface 2/1/7

    no shutdown

    no routing

    vlan access 1

interface 2/1/8

    no shutdown

    no routing

    vlan access 1

interface 2/1/9

    no shutdown

    no routing

    vlan access 1

interface 2/1/10

    no shutdown

    no routing

    vlan access 1

interface 2/1/11

    no shutdown

    no routing

    vlan access 1

interface 2/1/12

    no shutdown

    no routing

    vlan access 1

interface 2/1/13

    no shutdown

    no routing

    vlan access 1

interface 2/1/14

    no shutdown

    no routing

    vlan access 1

interface 2/1/15

    no shutdown

    no routing

    vlan access 1

interface 2/1/16

    no shutdown

    no routing

    vlan access 1

interface 2/1/17

    no shutdown

    no routing

    vlan access 1

interface 2/1/18

    no shutdown

    no routing

    vlan access 1

interface 2/1/19

    no shutdown

    no routing

    vlan access 1

interface 2/1/20

    no shutdown

    no routing

    vlan access 1

interface 2/1/21

    no shutdown

    no routing

    vlan access 1

interface 2/1/22

    no shutdown

    no routing

    vlan access 1

interface 2/1/23

    no shutdown

    no routing

    vlan access 1

interface 2/1/24

    no shutdown

    no routing

    vlan access 1

interface 2/1/25

    no shutdown

interface 2/1/26

    no shutdown

interface 2/1/27

    no shutdown

    no routing

    vlan access 1

interface 2/1/28

    no shutdown

    no routing

    vlan access 1

interface 3/1/1

    no shutdown

    no routing

    vlan access 1

interface 3/1/2

    no shutdown

    no routing

    vlan access 1

interface 3/1/3

    no shutdown

    no routing

    vlan access 1

interface 3/1/4

    no shutdown

    no routing

    vlan access 1

interface 3/1/5

    no shutdown

    no routing

    vlan access 1

interface 3/1/6

    no shutdown

    no routing

    vlan access 1

interface 3/1/7

    no shutdown

    no routing

    vlan access 1

interface 3/1/8

    no shutdown

    no routing

    vlan access 1

interface 3/1/9

    no shutdown

    no routing

    vlan access 1

interface 3/1/10

    no shutdown

    no routing

    vlan access 1

interface 3/1/11

    no shutdown

    no routing

    vlan access 1

interface 3/1/12

    no shutdown

    no routing

    vlan access 1

interface 3/1/13

    no shutdown

    no routing

    vlan access 1

interface 3/1/14

    no shutdown

    no routing

    vlan access 1

interface 3/1/15

    no shutdown

    no routing

    vlan access 1

interface 3/1/16

    no shutdown

    no routing

    vlan access 1

interface 3/1/17

    no shutdown

    no routing

    vlan access 1

interface 3/1/18

    no shutdown

    no routing

    vlan access 1

interface 3/1/19

    no shutdown

    no routing

    vlan access 1

interface 3/1/20

    no shutdown

    no routing

    vlan access 1

interface 3/1/21

    no shutdown

    no routing

    vlan access 1

interface 3/1/22

    no shutdown

    no routing

    vlan access 1

interface 3/1/23

    no shutdown

    no routing

    vlan access 1

interface 3/1/24

    no shutdown

    no routing

    vlan access 1

interface 3/1/25

    no shutdown

    no routing

    vlan access 1

interface 3/1/26

    no shutdown

    no routing

    vlan access 1

interface 3/1/27

    no shutdown

    no routing

    vlan access 1

interface 3/1/28

    no shutdown

    no routing

    vlan access 1

interface 3/1/29

    no shutdown

    no routing

    vlan access 1

interface 3/1/30

    no shutdown

    no routing

    vlan access 1

interface 3/1/31

    no shutdown

    no routing

    vlan access 1

interface 3/1/32

    no shutdown

    no routing

    vlan access 1

interface 3/1/33

    no shutdown

    no routing

    vlan access 1

interface 3/1/34

    no shutdown

    no routing

    vlan access 1

interface 3/1/35

    no shutdown

    no routing

    vlan access 1

interface 3/1/36

    no shutdown

    no routing

    vlan access 1

interface 3/1/37

    no shutdown

    no routing

    vlan access 1

interface 3/1/38

    no shutdown

    no routing

    vlan access 1

interface 3/1/39

    no shutdown

    no routing

    vlan access 1

interface 3/1/40

    no shutdown

    no routing

    vlan access 1

interface 3/1/41

    no shutdown

    no routing

    vlan access 1

interface 3/1/42

    no shutdown

    no routing

    vlan access 1

interface 3/1/43

    no shutdown

    no routing

    vlan access 1

interface 3/1/44

    no shutdown

    no routing

    vlan access 1

interface 3/1/45

    no shutdown

    no routing

    vlan access 1

interface 3/1/46

    no shutdown

    no routing

    vlan access 1

interface 3/1/47

    no shutdown

    no routing

    vlan access 1

interface 3/1/48

    no shutdown

    no routing

    vlan access 1

interface 3/1/49

    no shutdown

interface 3/1/50

    no shutdown

interface 3/1/51

    no shutdown

    no routing

    vlan access 1

interface 3/1/52

    no shutdown

    lag 1

interface loopback 0

    ip address 10.10.10.15/32

interface vlan 1

    ip address 20.1.1.1/24

    no ip dhcp

interface vlan 200

    ip address 10.1.200.4/24

ip route 0.0.0.0/0 10.1.200.1

ip dns host aoss-cppm.tmelab.net 10.5.8.12

ip dns host aoss-cppm.tmelab.net 10.5.8.12 vrf mgmt

!

!

!

!

!

ip source-interface ubt interface vlan200

https-server vrf default

https-server vrf mgmt

BLDG01-F1#
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