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Agenda

• ClearPass recap
• Visibility methods
• Tuning ClearPass for visibility
• Summary
• Q&A
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Control – REMOVING UNCERTAINTY

Defines WHO and WHAT DEVICES can connect to:

Which
DEVICES

Which
DATA

Which
INFRASTRUCTURE

Which
APPLICATIONS

• Enterprises define who can access
• Files
• Applications

• ClearPass extends that capability to network access
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VISIBILITY
• Know what's connected on your wired & wireless multivendor environment
• See who is authenticated by role

CONTROL
• Reduce risk and workload through Automation – All devices Authenticated or 

Authorized – NO UKNOWN DEVICES

RESPONSE
• Change rules for users and devices based on behavior
• Adaptive response brokering with best of breed security solutions

ClearPass Solution
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Visibility – Profile Everything

Visitor

EmployeeEmployee BYOD

Headless

Contractor

Administrator

IoT

Infrastructure
Servers

Data & Storage

Internal Applications

Cloud Applications

Network Infrastructure

KNOW WHATS 
CONNECTED

• REALTIME 24x7
• AGENTLESS
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user/role device type / health

locationtime / day

Control – AUTOMATED AUTHENTICATION & AUTHORIZATION

• IoT
• BYOD
• CORP
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Security Challenges – Separate Systems

Security SIEM Device Management MFA Services

TOO MANY SECURITYTOOLS
SECURITY TOOLS NEED

TO WORK TOGETHER
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Internet of 
Things (IoT)

BYOD and 
corporate owned

REST API, 
Syslog Security monitoring and 

threat prevention

Device management and 
multi-factor authentication

Helpdesk and voice/SMS 
service in the cloud

Multi-vendor 
switching

Multi-vendor 
WLANs

Aruba ClearPass with 
Exchange Ecosystem

ClearPass Exchange: End to End Control



11#ArubaAirheads

Controlling Network Access

adding some colour…
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Step 1: Initial Device Connection

SWITCH# show port-access clients 1
Downloaded user roles are preceded by *
Port Access Client Status

Port Client Name  MAC Address   IP Address   User Role       Type  VLAN
---- ------------ ------------- ------------ --------------- ----- ----
1    b827ebde000d b827eb-de000d 10.228.85.6  *Profile-3139-1 MAC   3008
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Step 2: ClearPass Profiles Device

DHCP 
fingerprint

Information
Other attributes can be manually set or 

pulled in from another database
e.g. MDM/EMM

Device 
category  
profiled
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Step 3: Device Category Change 

Port disconnects for 
12 seconds. 

Device forgets IP

Forces port 
bounce
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Step 4: Now “Profiled” device connects

SWITCH# show port-access clients 1
Downloaded user roles are preceded by *
Port Access Client Status

Port Client Name  MAC Address   IP Address   User Role       Type  VLAN
---- ------------ ------------- ------------ --------------- ----- ----
1    b827ebde000d b827eb-de000d 10.228.87.5  *IoT-3139-4     MAC   3012

Different VLAN 
(could be tunnelled)

Inform other 
services
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Yes, we can do that on wireless as well, and multi-vendor
Aruba 

ClearPass
MAC Auth
+ Profiling

Printer VLAN Infusion Pump VLAN

802.1X wired/wireless 
support

No 802.1X

• Use 802.1X whenever possible

• Fallback to MAC authentication for non 802.1X capable devices
• Leverages ClearPass profiling for wired/wireless - IoT, laptops, mobile 

phones. 
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Profiling and Visibility
Methods and techniques
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Visibility - What’s on your network ?
Total 

number of 
devices

Device 
Fingerprints

Device 
Types
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Step 0:  Device Visibility

• DHCP 
Fingerprinting

• TCP 
Fingerprinting

• HTTP User-
Agent

• Aruba Device 
Fingerprint

• Cisco Device 
Sensor

• IPFIX/sFlow/
Netflow

Passive

• NMAP
• SNMP
• SSH
• WMI
• ARP
• CDP/LLDP 

Table
• OnGuard

Active

• MDM/EMM
• CMDB
• Endpoint/EDR
• Network Audit 

database

Exchange

• IntroSpect
• ClearPass 

Device Insight*

ML/AI
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Tuning ClearPass for visibility



31#ArubaAirheads

Endpoints: What, Where and When?

• Understanding what is connecting to your network
• Taking advantage of existing ClearPass tools

• Passive Scanning: DHCP profiling
• Active Scanning using SNMP, SSH, WMI and NMAP

• Network hierarchical scanning
• Subnet scanning

• Using enhanced reports
• Stakeholder focused overview report
• Detailed technician report
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ClearPass Deployment

• Install the Physical or Virtual appliance
• Supports up to 4000 concurrent MAC addresses

• Configure the basic IP address credentials
• Login to GUI 

• Change default admin password
• Install and activate Access licenses
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Use only the 
Management 
port – keeps 

design simple

Enable Insight
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By default 
database retains 
information for 30 

days

Better to extend to say 
90 days – can go to 

270 days! If disk space 
permitting

Configure Insight
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• L3: DHCP relay to ClearPass

• L2: Port mirror traffic on to 
the ClearPass Data port

• Configure ClearPass Data 
port as SPAN receiver

Configure Span port Profiling
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Validate fingerprints 
have been updated

If ClearPass operating 
in offline mode can 
manually download 
updates and upload 

on to ClearPass

Configure Auto-Profile Fingerprints Update
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Enable nmap
and WMI active 

scanning

WARNING
Nmap scanning 
scans all 64K 
TCP ports on 
each device

Initially do full scan then gather 
ports of interest and other 

common and malicious ports and 
populate here 

(disabling NMPA scna once done)

One option: Initially do full scan. 
Gather ports of interest and other 

known common and malicious ports. 
Populate the “Profiler Scan Ports” 
(disable NMAP scan once done)

Enable Active Fingerprinting
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Define all the 
networks to be 

scanned

Define SNMP 
credentials

Define WMI 
credentials

Define SNMP and WMI credentials
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Define number of 
router hops the 

discover will traverse

Specify as many 
known “seed” routers

Make sure you read 
the ARP tables

On saving this will take 
typically 30s before 

the scan commences

If the network is large 
best to do the as a 

scheduled scan 
overnight

Force Network Scan – Get a quick report
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WARNING
The scans can take a significant 

time – have a break, lunch or 
finish for the day

This indicates the 
status of the scan

The scan process will 
appear here

Once scan complete 
has an indication of 

the Endpoint and NAS 
found

Monitor Network Scan
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Select and 
imported NAS as 
ClearPass NAD

WARNING: Only 
devices with a 
name can be 

imported

Discovered NAS - 1
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As a minimum 
define the 

RADIUS secret

This is not used at 
this stage but 
good step to 

control

Discovered NAS - 2
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If you have a raft of Network Devices to 
import use a CSV file – follow 

instructions defined here 
https://ase.arubanetworks.com/solutions/id/95

Alternatively Manually Define NAD

https://ase.arubanetworks.com/solutions/id/95
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ClearPass will poll each defined 
NAD and pull back the ARP table

This is useful to do in conjunction 
with the Subnet Scan

Manually Update NAD SNMP Details
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Clearly a problem 
with the SNMP poll

By default poll occurs 
every 60 minutes…

Verify the SNMP Poll is Working
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Default is to poll 
switches/controllers
/IAP/etc every 60 

minutes

NAS Poll Rate
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Quick Review of Discovered Endpoints
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Defined all the seed 
routers

Hourly, Daily, 
Weekly

Quiet time for scan

Update Network Scan to be Scheduled



50#ArubaAirheads

Defined a Subnet 
scan for interested 

networks

Scan is network 
intensive – run at 

quiet time

Create Scheduled Subnet Scan
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Having manually run the 
scans you can look at 
the learnt Endpoints 

If this is a legitimate 
Endpoint make it 

“Known”

What the device has 
been profiled as The 

fingerprint

Look at Endpoint Details
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Only Known Devices Should Connect

• Unknown devices are potential risk
• Should these be connected?
• What are they

• Pulling any existing asset database – MAC address based
• Configure MDM
• Import existing network audits/CMDB

• Use https://ase.arubanetworks.com/solutions/id/91

https://ase.arubanetworks.com/solutions/id/91
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This custom report is 
embedded in the 

supplied deployment 
document

Two reports templates appear

Import Insight Enhanced Endpoint Audit Report
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Hold it! Where can I get this template?

– Should be part of ClearPass at some point

– Till then, we need to find a proper distribution location still

– Please contact me and I can share it.
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Click on to the 
Save button

This will report all the 
endpoints that have been 
updated in the last week

Create Endpoints Audit Report
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Click on to the 
Save button

This will report all the 
endpoints that have not been 

seen for over a month –
assuming the Insight logging 

is set to >30 days

Create Missing Endpoints Audit Report
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To manually run 
this report click 

this button

These reports are 
waiting for the 

schedule period

Insight Endpoint Reports
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Wait for the scheduled 
report…
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This contains a 
PDF geared at 

stakeholders and a 
CSV to technicians

Endpoint Audit Report
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PDF Stakeholder Report
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Detailed CSV Endpoint Report
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Validating Endpoints

• Unknown devices: status = Unknown
• These devices need to be validated

• Disabled devices: status = Disabled
• Why are these devices still connected to the network?

• IP only
• Devices that have been found by subnet scan
• No associated MAC address
• ARP table scanning issue?

• Static IP
• Is this a legitimate device with a static IP? 
• If not why is ClearPass not seeing the DHCP Request?

• No IP
• Possibly an indication that ClearPass is not polling the correct ARP table
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Validating Profiles

• Generic category
• Identify the device type and create custom fingerprint for these devices
• Feed this information (device type, category and fingerprint) back to Aruba TAC

• Unprofiled
• DHCP Requests are not being relayed to ClearPass
• Device has a static IP – ie no DHCP
• Active scanning is not scanning that network
• Firewall is blocking the active scans
• Device is transient and was not connected during active scan

• OUI fingerprint only
• Device has been scanned but reported no fingerprint – is this correct?

• NULL fingerprints component
• Possible indication of SNMP/WMI/SSH credential issue

• Spoof detected
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Importing Updated Endpoints

• Use the ASE Batch Import to convert this CSV into a suitable XML import file
• https://ase.arubanetworks.com/solutions/id/91

https://ase.arubanetworks.com/solutions/id/91


66#ArubaAirheads

ClearPass Benefits
– Real-time Visibility, Control and Reponses

– NO GAPS
– NO AGENTS
– Multivendor Wired and Wireless Security Solution

– Fully Featured
– Built in Fingerprinting and Profiling
– Automated BYOD solution
– Built in Secure and Public Guest Solution
– Concurrent User Licensing
– Over 120 Security Vendor Partners

– Automates Secure Connectivity
– Reduces fragmentation
– Speeds up incident response
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