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Security Challenges —

Vulnerabilities Identified per year

# CVEs by year (https://cve.mitre.org)
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loT & Vulnerabilities

Internet of Things Units Installed Base by Category
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Control - REMOVING UNCERTAINTY

« Enterprises define who can access

 Files
» Applications

« ClearPass extends that capability to network access

Defines WHO and WHAT DE\'_IICE§_._’_"can connect to:

Which Which Which Which
DEVICES DATA INFRASTRUCTURE APPLICATIONS

arheads .
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ClearPass Solution

VISIBILITY

« Know what's connected on your wired & wireless multivendor environment
« See who is authenticated by role

CONTROL

» Reduce risk and workload through Automation — All devices Authenticated or
Authorized — NO UKNOWN DEVICES

RESPONSE

« Change rules for users and devices based on behavior
« Adaptive response brokering with best of breed security solutions

arheads |
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Visibility — Profile Everything

Servers

Contractor

: Data &

loT

Headless ? i KNOW WHATS
- CONNECTED

 REALTIME 24x7
 AGENTLESS

Employee BYOD
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Control - AUTOMATED AUTHENTICATION & AUTHORIZATION

user/role device type / health
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Security Challenges — Separate Systems

Security SIEM Device Management MFA Services
servicenow

JuniPer ArcSIght<C B2 Microsoft | [

paloalto splunk> @ Mobileiron ﬁ pagerduty

IMAGEWARE SysTEMS, INC.

13 Check Point Radar Google
<asadz
@.Ee’l‘ Security @ @.t’d Security @ alr:\rlvwgsvg!g

Infoblox SAPd
®

/Mtivo TOO MANY SECURITYTOOLS

SECURITY TOOLS NEED

Afas

TO WORK TOGETHER
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ClearPass Exchange: End to End Control

SLET ARISTA

S

Internet of
Things (loT) Multi-vendor
switching

l an,
BYOD and
corporate owned Multi-vendor
WLANSs
arheads

Leci A T

JUNIPEL

JUNIREL

ArcSight<C  palo

'An WP Company NETWORKS

splunk - 2 Check Point

Security monitoring and
threat prevention

(intel) securiys @ Microsoft

Go gle

@ Mobieron B 2vatch

Device management and
multi-factor authentication

ServiCenvw pagerduty
() twilio ¢ sendarid

Helpdesk and voice/SMS
service in the cloud
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Controlling Network Access

2019/01/17 08:57:16 RADIUS 1 b827ebde000d b827ebde000d Derin_Wired MAC - AOSS ACCEPT Introspect-Login-Logout-Profile, IoT

Email Security Response Team -
Unknown Device Connected, Isolate

2019/01/17 08:37:09 RADIUS 1 b827ebde000d b827ebde000d Derin_Wired MAC - AOSS ACCEPT Profile

-
2. ’ 2019/01/17 08:38:15 RADIUS 1 b827ebde000d b827ebde000d Derin_Wired MAC - AOSS ACCEPT
5. |

adding some colour...

Port Color per Role Assighed

PoE Mode : O] oOff = No PoE ;Kslow Flash = Fault / Over Budget Ml On = PoE enabled |
Speed Mode: [ 0ff =100r100Mbps ;€ Slow Flash =1Gbps M On =10Gbps 2930F
l 59| -9 5| 5 | JL258A

AConsole Portsv

Reset Clear

arheads |
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Initial Device Connection

Output Alerts Accounting

Login Status:
Session Identifier:
Date and Time:
End-Host Identifier:
Username:

Access Device IP/Port:

System Posture Status:

Service:

Authentication Method:

Authentication Source:

Authorization Source:

Roles:

Enforcement Profiles:

Port Color per Role Assigned

. Infrastructure
i -e

- Unknown ‘ Corp

i AppleTV
- WebCam
‘ GuestReg E Guest

E VolP

™5 Uplink
4P

' Block

™1 profite

I ot
i svoo

Leci A T

ACCEPT
R000005a8-06-5c40af35
Jan 17, 2019 08:37:09 PST
b8-27-eb-de-00-0d
b827ebde000d
10.228.80.49:1
UNKNOWN (100)

(Derin 2930F / Hewlett-Packard-Enterprise)

Policies Used -
Derin_Wired MAC - AOSS
MAC-AUTH
None

[Guest User Repository], [Guest Device Repository], [Endpoints Repository], [Time
Source]

1st_Unknown, Not_ProﬁIed,][User Authenticated]

1547743030

Profile

POE Mode: [1 Off=NoPoE Y Slow Flash = Fault / Over Budget B On = PoE enabled
Speed Mode: [ Off =100r100Mbps 1oL Slow Flash=1Gbps B On =10Gbps

L 106bESFP+Ports —!

10/100/1000 BASE-T PoE+ Ports (1-8)

SWITCH# show port-access clients 1
Downloaded user roles are preceded by *
Port Access Client Status

Port Client Name MAC Address

b827ebde000d b827eb-de000d

IP Address

10.228.85.6

- - —
Step 1:

*Profile-3139-1 MAC

aruvba
2930F
JL258A

D
AConsole Portsy

Reset Clear
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Step 2: ClearPass Profiles Device

Attributes Device Fingerprints

MAC Address b827ebde000d IP Address 10.228.85.6
Description ' Static IP FALSE
Hostname raspberrypi

Status ® Known client Device Category \Computer

(éﬁl' Unknown client Device OS Family Raspberry Pi \\\\

(©) Disabled client Device Name Raspberry Pi  \\
MAC Vendor Raspberry Pi Foundation Added At Jan 17, 2019 08:
Added by Policy Manager Last Profiled At Jan 17, 2019 08:4

Online Status @ Online

Connection Type Wired

Switch IP 10.228.80.49 _
Switch Port 1 Device
category
profiled
arheads
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Step 3: Device Category Change

Summary Input Output Accounting Alerts RADIUS CoA

CoA Action# 1

Date and Time Jan 17, 2019 08:37:32 PST
Application Name Policy Manager

RADIUS CoA Action Type CoA

_( Forces port

RADIUS CoA Action Name [ArubaOS Switching - Bounce Switch Port]
<\\ bounce
Status Code 1
Status Message Radius [ArubaOS Switching - Bounce Switch Port] successful for client
b827ebde000d.

RADIUS CoA Attributes NAS-IP-Address = 10.228.80.49
User-Name = b827ebde000d
HPE-Port-Bounce-Host = 12

Event-Timestamp = 1547743050 Port disconnects for
Port Color per Role Assigned Calling-Station-Id = b8-27-eb-de-00-0d 12 seconds.
i:j Uplink . Infrastructure NAS-Port = 1 DeV|Ce forgets IP

- PoEMode: 1 Off =NoPoE  L;f Slow Flash = Fault / Over Budget Bl On = PoE enabled 1
E loT . WebCam Speed Mode : [ 0Off =10 or 100Mbps J:E Slow Flash =1Gbps M On =10Gbps § 2030F
o= ( - = § | i ] JL258A
' GuestReg m Guest 3 . !
. uiD
‘ BYOD E VolP AConsole Portsy

arheads | EESENE
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Step 4: Now “Profiled” device connects

Input Output Accounting

Login Status: ACCEPT

Session Identifier: R0O00005ab-06-5c40b3ec

Date and Time: Jan 17, 2019 08:57:16 PST

End-Host Identifier: b8-27-eb-de-00-0d (Computer / Raspberry Pi / Raspberry Pi)

Username: b827ebde000d

Access Device IP/Port: 10.228.80.49:1 (Derin 2930F / Hewlett-Packard-Enterprise)

System Posture Status: UNKNOWN (100) Different VLAN
Policies Used - (could be tunnelled)

Service: Derin_Wired MAC - AOSS

MAC-AUTH
Inform other

services

Local:localhost SWITCH# show port-access clients 1
Downloaded user roles are preceded by *
Port Access Client Status

[Guest User Repository], [Endpoints Repository], [Time Source]

1547744237, Computer, [Ae), |Profiled, Raspberry Pif[User Authenticated],
raspberrypi Port Client Name MAC Address IP Address User Role

Enforcement Profiles:

Introspect-Login-Logout-Profil{, IoT 1 b827ebde000d b827eb-de000d 10.228.87.5 *IoT-3139-4

Port Color per Role Assigned -
;-} Uplink ‘ Infrastructure PoE Mode: [ Off =NoPoE  J;£ Slow Flash = Fault / Over Budget M On = PoE enabled aruvba
. i Speed Mode : [ Off =10 or 100Mbps n Slow Flash=1Gbps M On =10Gbps 2930F

- B | = JL258A

D
AConsole Portsy

f IS 10GbE SFP+ Ports E— 10/100/1000 BASE-T PoE+ Ports (1-8)

Reset Clear




Yes, we can do that on wireless as well, and multi-vendor

Aruba

ClearPass
E MAC Auth : -
No 802.1X = = = ——

+ Profiling
I}% B
802.1X wired/wireless

support
Printer VLAN  Infusion Pump VLAN

« Use 802.1X whenever possible

 Fallback to MAC authentication for non 802.1X capable devices

- Leverages ClearPass profiling for wired/wireless - IoT, laptops, mobile
phones.

arheads .
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Profiling and Visibility

Methods and techniques

arheads
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Visibility - What’s on your network ?

Total
number of

Maonitoring = Profi

Endpoint § deVICGS

24305 Totsl Devices 14419(59%) smartdevices 6624(27%) computers 3262

Fllter: | As Escporns §

Device Category Devi Device Name
Apple W1TH Aogla 06 Qurvce (1580
E=tdded 3O » Bracnferry (18 » Ao Fruee (15
T Feyrman O, Agpie Pad (17TH)
o el Sony Encesen (1) Agpie Pod i)

BB Medical Device [ Thin Clienes I Server
@ Home Avso/Video Egepment [ Rourer
B Pringer I Game Console I Switch
Unkacwn [l Computer

@D tarcede Scancer [l Embedded

B smanDevice [ VoiF Prone B Apple I BlackBerry Bl Symban
B Access Points I Monsoring Devices B sony Ercsson I Samseng 8
B Network Camera B ok W Asdrod

W Appie 105 Device [l Aople Phone
W Apoke Pad [ Accie Pod I Apsile

Device

Change Selection
s MAC Address & Hostname F|ngerpr|nts Status
1. 001e529a0647 Unicnown
2. 002436cb1cf? simesa Uniknown
- 00243647 206f chives Uniknown
4 0025401 1cfee rana.pod SmartDevice Agple Uriknown
5. 00250c550e73 SmartDevice Agple Uriknown
6. 00265034820 SmartDevice Agple Urniknown
ri 006171chaSa4 arubasales SmartDevice Agple Uniknown
8. DO86518e049 SmartDevice Apple Urniknown
9. 00886547 e0aD SmanDevice Apple Uniknown
10, 008865593572 saibotphone SmartDevice Apple Urinown

Showing 1-10 of 1568 b I Authentcation Records
erﬁggeng%gé #ArubaAirheads 25
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Step 0: Device Visibility

ClearPass Policy Manager

4 N N N )

- R - - DHCP « NMAP « MDM/EMM * IntroSpect
— — _Ilz_ggerprlntmg - SNMP - CMDB « ClearPass
s = Fingerprinting | | * SSH + Endpoint/EDR Device Insight”
e HTTP User- « WMI * Network Audit
Agent . ARP database
* Aruba Device « CDP/LLDP
Fingerprint
Table
» Cisco Device
Sensor « OnGuard
» |PFIX/sFlow/
Netflow

~ — o NG AN AN /

arheads .
m LIVE #ArubaAirheads 26



Tuning ClearPass for visibility

arheads
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Endpoints: What, Where and When?

* Understanding what is connecting to your network

« Taking advantage of existing ClearPass tools

« Passive Scanning: DHCP profiling
 Active Scanning using SNMP, SSH, WMI and NMAP

* Network hierarchical scanning
* Subnet scanning

« Using enhanced reports
« Stakeholder focused overview report
» Detailed technician report

arheads |
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ClearPass Deployment

* Install the Physical or Virtual appliance
« Supports up to 4000 concurrent MAC addresses

« Configure the basic IP address credentials

* Login to GUI
« Change default admin password
e |nstall and activate Access licenses

arheads |
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Enable Insig

aruba

Dashboard Administration » Server Manager »

[ Monitoring Server Configuration

Configuration

°
°
°
©|

3* Administration

& ClearPass Portal
+ & Users and Privileges
- | Server Manager

P Server Configuration .

P Server: vis-cppm
# Log Configuration

ht

ClearPass Policy Manager Menu =

Server Configuration

& Set Date & Time

*s" Change Cluster Password

|#2f Manage Policy Manager Zones

‘s NetEvents Targets

*s" Clear Machine Authentication Cache

*s" Virtual IP Settings

% Make Subscriber

*s" Cluster-Wide Parameters
ubademo.com [192.168.137.25]

# Local Shared Folders # Server Name Management Port  Data Port Zone Insight Cluster Sync  Last Sync Time
#° Licensing ily vis-cppm.hpearubademo.com  192.168.137.25 = default Enabled Enabled -
1 External sepvers — .

+ &) Certific;

Services Control Service Parameters System Monitoring Network FIPS

Hostname:
FQDN:

Policy Manager Zone:

Enable Performance Monitoring Display:

Insight Setting:

Enable Ingress Events Processing:

Master Server in Zone:

Span Port:

IP Address
Management Port Subnet Mask
Default Gateway
IP Address
Data/External Port  Subnet Mask
Default Gateway
Primary
Secondary

DNS Settings
Tertiary

DAIC oo L

vis-cppm.hpearubademo.com

default v Manage Policy

Enable this server for performance monitoring display

Enable Insight« Enable as Insight Master
Current Master:vis-
cppm.hpearubademo.com(192.168.137.25)

Enable Ingress Events processing on this server

Primary master v I System

Data Port v [C] Enable TCP/ARP Fingerprinting
IPv4
192.168.137.25
255.255.255.0
192.168.137.254

Use only the
8.8.8.8 Management

port — keeps

arheads
m:.lv.s

design simple

Select Service: Radius server

Parameter Name

EAP-FAST

Master Key Expire Time
Master Key Grace Time
PACs are valid across cluster
Proxy

Maximum Response Delay
Maximum Reactivation Time
Maximum Retry Counts
Accounting

Thread Pool

Maximum Number of Threads

Number of Initial Threads

Services Control System Monitoring Network FIPS

Parameter Value

1 weeks ¥
3 weeks ¥
TRUE v
5 seconds
120 seconds
5 retries
TRUE
40 threads
20 threads

Default Value

1 weeks

3 weeks

TRUE

120

FALSE

40
20

Allowed \

1-5
60-3600
2-10

10-300

5-300

#ArubaAirheads
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Configure Insight

orUbo ClearPass Insight ° ° o o ALERTS o Menu —

hboard . . .
Deshacse Administration

Inventory

Reports
Alerts _

File Transfer Settings

Administration

Host Protocol Port Username Password
. By default
. database retains Better to extend to say
information for 30 90 days —can go to
days 270 days! If disk space
Database Settings pe rm |tt| n g
Database Retention Report Retention CSV Report Limit
90| Days 60 Days 50000 Rows

=3 Y
arheads |
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Configure Span port Profiling

aruvba ClearPass Policy Manager Menu ==

Dashboard Administration » Server Manager » Server Configuration
& Set Date & Time
“2" Change Cluster Password
\zzf Manage Policy Manager Zones
4 Administration [ NetEvents Targets
# ClearPass Portal *s" Clear Machine Authentication Cache
*s" Virtual IP Settings
% Make Subscriber

(=) Monitoring

Server Configuration

Configuration

0] © © ©

+ B Users and Privileges
- I Server Manager

*s" Cluster-Wide Parameters
P server Configuration) *

n - Publisher Server: vis-cppm.hpearubademo.com [192.168.137.25]
# Log Configuration

#Local Shared Folders Server Name 4 Management Port  Data Port Insight Cluster Sync  Last Sync Time

& Licensing i vis-cppm.hpearubademo.com  192.168.137.25 = default Enabled Enabled

+ &) Certificates

* L3: DHCP relay to ClearPass /JEES «e o oo e D e

Hostname: vis-cppm.hpearubademo.com
FQDN:

Policy Manager Zone: default v

Enable Performance Monitoring Display: Enable this server for performance monitoring display

' L2 : PO rt m i rro r traffi C O n to Insight Setting: Enable Insight Enable as Insight Master

Current Master:vis-
cppm.hpearubademo.com(192.168.137.25)

th e C I e a r P a SS D at a p O rt :::t:: Isr;gr:srsi :\;::::Processing: Dpr:::; ::::ess Events prticessing on this server
« Configure ClearPass Data
po rt aS S PA N re Ce ive r Management Port Subnetn:'IS:sk 255:255:255:0

Default Gateway 192.168.137.254
IP Address

Span Port: Data Port v [C] Enable TCP/ARP Fingerprinting

Data/External Port  Subnet Mask
Default Gateway
Primary

: Secondary
DNS Settings

arheads Ty
m:.lv.s

Manage Policy
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onfigure Auto-Profile Fingerprints Update

Cluster-Wide Parameters

aruba ClearPass Policy Manager Menu —

Dashboard Administration » Server Manager » Server Configuration

m Cleanup Intervals Notifications Standby Publisher Virtual IP Mode Database Profiler TACACS

) -
© Set Date & Time rameter Name Parameter Value Default Value L

[Z] Monitoring Server Configuration )
*s" Change Cluster Password
Configuration ) A ; = ..
» Manage Policy Manager Zones Policy result cache timeout 5 minutes 5
3* Administration © NetEvents Targets i e
> Clearpass portal Clear Machine Authentication Cache Free disk space threshold value 30 % 30
+ S Users and Privileges + Virtual 1P Set_t'ngs Free memory threshold value 20 % 20
-1 i Server Manager % Make Subscriber —
- Frv= G| “2" Cluster-Wide Parameters Endpoint Context Servers polling interval 60 minutes 60
- Publisher Server: vis-cppm.hpearubademo.com [192.168.137.25] —
& Log Configuration Syslog Export Interval 120 seconds 120
# Local Shared Folders # Server Name 4 Management Port Data Port Zone Insight Cluster Sync  Last Sync Time
& Licensing 1. vis-cppm.hpearubademo.com  192.168.137.25 default Enabled Enabled - Automatically check for available Software Updates TRUE v TRUE
+ | External Servers Showing 1-1 of 1 =3 | Shutdown | Automatically download Posture Signature and Windows Hotfixes Updates  FALSE v FALSE 3
+ ) Certificates
point Profile Fingerprints TRUE FALSE
Login Banner Text
Allow Concurrent Admin Login TRUE v TRUE
aruba ClearPass Policy Manager menu = gTimeout 30 minutes 30
eout 360 minutes 360 L

Administration » Agents and Software Updates » Software Updates

Dashboard

*2" Cluster Upgrade
3" Cluster Update
= Check Status Now

(= Monitoring Software Updates e Timeout 360 minutes 360

L
L
Configuration o
pport None v None
o)

” Administration Done querying for updates from ClearPass Webservice

& ClearPass Portal Use the Software Updates page to receive updates for posture signatures, hotfixes, and endpoint profile fingerprints. None v None
S Users and Privileges

#°Admin Users

S Admin Privileges Username: derin.mellor @hpe.com

licy (CSP) Disable v Disable -

Restore Defaults

HPE Passport Credentials (More Info)

& server Manager Password: eessessssseseee
& Server Configuration
#Log Configuration
#Local Shared Folders
& Licensing Data

Validate fingerprints
& External Servers Version
#° SNMP Trap Receivers Posture Signature Updates* - - - - Needs Update h ave bee n u pd ated

#*Syslog Targets Windows Hotfixes Updates® 1.2381 2018/05/18 11:42:30 File 2018/09/24 08:21:10 Needs Update
& Syslog Export Filters Endpoint Profile Fingerprints*  2.626 2018/09/19 09:12:29 File 2018/11/02 11:15:20 Latest
#*Messaging Setup
#Endpoint Context Servers
#File Backup Servers

Posture & Profile Data Updates

Update Type Data Created Last Update Last Updated Update Status

Import Updates

* Automatic download and install is Gisabled
To manuslly impert Posturs & Prafile Dats Updstes, refer to Help for this page.

O omaate e T If ClearPass operating

#Trust List Update Type Name Version Size (MB) gpldate " Last Checked Status Delete . .
S oocaion s . in offline mode can
iearPass Cumulative Patcl or 6.7.0, B -
5 u:chtlonaneds . , Patch Ao OeR O IO 6.7.6.109050 1276.2631 2018/09/14 2018/11/02 11:36:21  Installed
% Agents and Software Updates ClearPass Cumulative Patch 7 for 6.7.0,
JOnGuard Settings Patch 6.7.1, 6.7.2, 6.7.3, 6.7.4, 6.7.5 and 6.7.6°" 6.7.7.109065 1280.6559 2018/10/24 2018/11/02 11:36:21  Installed - an ua"y down Ioad
P Software Updates| Guest Skin  Galleria Skin 3 6.6.0-0 3.2516  2015/03/25 2018/11/02 11:36:21 -

updates and upload
erhqu et i
TECHTAIC

on to ClearPass

#ArubaAirheads 37
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Enable Active Fingerprinting

aruba

Dashboard

Administration » Server Manager » Server Configuration

[Z Monitoring

». .. Configuration

Server Configuration

3* Administration

& ClearPass Portal
+ & Users and Privileges
- | Server Manager
P Conhguraton
#° Log Configuration
# Local Shared Folders #
& Licensing il

Publisher Server: vis-cppm.hpearubademo.com [192.168.137.25]

Server Name 4 Management Port  Data Port

vis-cppm.hpearubademo.com  192.168.137.25

ClearPass Policy Manager

default

—
Menu =—

& Set Date & Time

*" Change Cluster Password

|z Manage Policy Manager Zones

s NetEvents Targets

*s" Clear Machine Authentication Cache
3" Virtual IP Settings

% Make Subscriber

Y Clust%fWide Parameters

Insight Cluster Sync
Enabled Enabled

Last Sync Time

+ | External Servers
+ &) Certificates
+ LI Dictionaries

Showing 1-1 of 1

Collect Logs [l Backup |

[Fesore J ciesrup [ shutdoun [ evoor |

WARNING
Nmap scanning

scans all 64K
TCP ports on
each device

arheads
m“w

General

Cluster-Wide Parameters

Cleanup Intervals  Notifications

e R

Standby Publisher Virtual IP Mode

Parameter Name

Enable nmap

Profiler Scan Ports

Enable Endpoint Port Scans using Nmap
Enable Endpoint Posture scan using WMI

Netflow Reprofile Interval

Parameter Value Default Value .

53w | TOP ports 135,389 and WMI active
Process wired device information from IF-MAP interface ﬂ FALSE .

e [ scanning

hours 24

One option: Initially do full scan.
Gather ports of interest and other
known common and malicious ports.
Populate the “Profiler Scan Ports”
(disable NMAP scan once done)

#ArubaAirheads 38



Define SNMP and WMI credentials

Define all the
e networks to be
scanned

IP Subnets/IP Addresses:  192.168.137.0/24,10.137.10.0
/24,10.137.20.0/24,10.137.30.0
/24,10.137.40.0/24,10.137.50.0
/24,10.137.60.0/24

- Entries

Define SNMP
credentials

Version Username Description
© vac public
® vac private

aruba123

o

IP Subnets/IP Addresses: }92.168.0.0/8, 172.16.0.0

12,10.0.0.0/8

SNMP Version: SNMP v1 with community strings

Entries

arheads
m“w

Description:

Community String:

Verify:

Save Cancel

Username Description

1. hpearubademo.com/administrator

Define WMI

credentials

Domain:

Username:

Password:

Description:

Verify Password:

[Reset | save Enry

Save Cancel

#ArubaAirheads 39
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Force Network Scan — Get a quick report

aruba ClearPass Policy Manager Menu =

[[] Monitoring » Profile and Network Scan » Network Scan

P— |
(£8) Monitoring © Network Scan @ Auto Refresh

. o Start Scan
+ FH Live Monitoring @ Vie: dpoints
5 ol
B En er

& View Discovered Devices
Scan saved

Clear Filter

Seed Device / IP Subnet(s)  Start Time v

Scan Type: © Network Scan « SpeCify aS many

© Subnet Scan ; 5
- et . known “seed” routers

Seed Devices (CSV): 152.168.135.99,152.168.137.254

If the network is large ——rE— = = Define number of
beSt tO dO the as a Start Time of Scan: (optional) router hOpS the

Scan Depth: 3 - o .
SChed u I eld Sca n Probe A:P entries: Probe all the ARP entries found to d IScover WI I | trave rse
overnight

discover devices

WARNING: Performing network scans can be resource inmes
time consuming. For large networks, scans could take more than=
and ideally should be done on a ClearPass node that is not servicing core

authentications, or should be done outside of normal business hours. M a ke SU re yO U read
the ARP tables

On saving this will take

typically 30s before

the scan commences
Q";Q%%qé #ArubaAirheads 40



Monitor Network Scan

aruba ClearPass Policy Manager Menu =
Monitoring » Profile and Network Scan » Network Scan
[£8) Monitoring © Network Scan @ Auto Refresh

- St% Scan
+ 44 Live Monitoring @ View Endpoints

= Epmge and Network Scan @ View Discovered Devices
Endpoint Profiler

Network Scan uses a configured seed network device (typically a switch, router, or controller) to discover endpoints and

P Network Scan] network devices. - - -
Forworrs v ['his indicates the
& audi Viewer Filter: Zone v contains ¥ Show[20 _~]records
@ Event Viewer
Boota Filters #  Zone Type Seed Device / IP Subnet(s) End Time Endpoints Devices Status a u S O t e Sca n
! ) 192.168.137.90 Running s
Blacklisted U: -02-12 09:15: ERS
@ Blacklisted Users L default  Discovery 105 i6g's37 55y 2019-02-12 09:15:09 8 2 3

The scan process will
appear here

aruvba ClearPass Policy Manager Menu =—

Dashboard [(] Monitoring » Profile and Network Scan » Network Scan

@ Monitoring © Network Scan @ Auto Refresh
«» Start Scan

@ View Endpoints
& View Discovered Devices

- 44 Live Monitoring
& Access Tracker

& Accounting Network Scan uses a configured seed network device (typically a switch, router, or controller) to discover endpoints and

& OnGuard Activity network devices.

B Analysi & Trending Once scan complete
H System Monitor Filter: Zone v [contains ~ Clear Filter Show 20 ~ records

has an indication of

-} “H Profile and Network Scan

Endpoint Profiler Seed Device / IP Subnet(s) Start Time End Time Endpoints Devices Status

Pl Network Scan il default Discovery 192.168.137.90 2018-01-24 16:15:07 2018-01-24 16:18:44 7 2 Completed ° the E nd po i nt a n d N A S
P : 192.168.137.90
& Discovered Devices 2. default Discovery 2018-02-22 08:35:55  2018-02-22 08:44:13 | 12 . Completed &
TH Avdie imienr 192.168.137.99 I I

found

arheads |
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Discovered NAS -1

aruvba ClearPass Policy Manager Menu —
Monitoring » Profile and Network Scan » Discovered Devices
8 Monitoring © Discovered Devices
- o Live Monitoring This page provides detailed information about a discovered network device, including a list of its neighbors in the network.
& Access Tracker
& Accounting Vendor B Status
& OnGuard Activity
B Analysis & Trending Aruba (2) Imported (2)
System Monitor Hewlett-Packard-Enterprise (2) New (4)
IETF (2 Z Z
-1 “H Profile and Network Scan (2)

Endpoint Profiler —y
& Network Scan
B Discovered Devices|

& Audit Viewer

& Event Viewer ’

& Data Filters -

& Blacklisted Users

@ Aruba @B IETF N
B Hewlett-Packard-Enterprise [- New @@ Imported
J

devices with a [ e Show 20~ records
name Can be Name 4 IP Address Vendor Status Update Time

192.168.137.254 v IETF New 2019-03-11 15:0

192.168.137.90 v  IETF New 2019-03-11 15:0 Select and
20:4c:03:1f:fb:30 192.168.137.101 ¥ Aruba Imported 2018-01-24 16:1] imported NAS as

Aruba-2930F-8G-PoEP-2SFPP 10.137.50.90 ~ Hewlett-Packard-Enterprise New 2018-02-22 08:
ClearPass NAD

imported

0RO OO

HP-2920-24G-PoEP 10.137.1090 ~ Hewlett-Packard-Enterprise Imported 2018-01-24
Configuration TeamX 192.168.137.99 ~ Aruba New 2018-02-2203:44%
#> Administration (4] Showing 1-6 of 6 l lmpod‘n
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Discovered NAS -2

aruba

@ Monitoring
- 4 Live Monitoring
& Access Tracker
gAccounting
& OnGuard Activity
Analysis & Trending
System Monitor
-1 “H Profile and Network Scan
Endpoint Profiler
& Network Scan
P Discovered Devices
& Audit Viewer
& Event Viewer

& Data Filters
& Blacklisted Users

Configuration

#° Administration

TECH TATK I3

ClearPass Policy Manager

Dashboard [(] Monitoring » Profile and Network Scan » Discovered Devices

© Discovered Devices

RADIUS Shared Secret:

Verify:

TACACS+ Shared Secret:

Override Vendor:
Enable RADIUS CoA:

by underscore

Verify:

RADIUS CoA Port: 3799

Network Device Details °

Note: Names with special characters other than -, _, { }, [ 1, ( ), dot and space will be replaced

@8 Aruba @B IETF

B Hewlett-Packard-Enterprise
\ J

[- New (@@ Imported )

Menu =
—

As a minimum
define the
RADIUS secret

This is not used at
this stage but
good step to

Filter: Name ¥ contains ¥
# ( Name a
1.
2.
3. 20:4c:03:1f:fb:30
4. Aruba-2930F-8G-PoEP-2SFPP
5. [l HP-2920-24G-PoEP
6. TeamX

| Go | clearFiter

IP Address Vendor
192.168.137.254 v  IETF
192.168.137.90 v  IETF
192.168.137.101 v Aruba

10.137.50.90 ~ Hewlett-Packard-Enterprise
10.137.1090 ~ Hewlett-Packard-Enterprise

192.168.137.99 ~ Aruba

Status
New

New
Imported
New
Imported

New

Show 20 ¥ records

Update Time

2019-03-11 15:04:48
2019-03-11 15:04:48
2018-01-24 16:18:27
2018-02-22 08:44:07
2018-01-24 16:18:27
2018-02-22 08:44:07

° Showing 1-6 of 6

Fimpogy

control
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Alternatively Manually Define NAD

aruvba

Dashboard

=] Monitoring

& Configuration
£ Service Templates & Wizards

1 Services

+ &= Authentication

+ K Identity

+ H posture

+ ﬁEnforcement

- *4= Network
o O —
£ Device Groups
&

2
+ =M Profile

ClearPass Policy Manager

] Configuration » Network » Devices

M Network Devices

A
Menu s
—

IE o™

21 rt

& Export All

«» Discovered Devices

A Network Access Device (NAD) must belong to the global list of devices in the ClearPass database in order to connect to

ClearPass.

Filter: Name ¥ contains ¥

[ Go | ClearFilter

Show 20 ~ records

20_4c_03_1f_fb_30

Cisco 3750 Switch

Edit Device Details

SNMP Read Settings SNMP Write Settings CLI Settings OnConnect Enforcement Attributes

Poli Name:
Q olIC
Y IP or Subnet Address:

Description:

RADIUS Shared Secret:
TACACS+ Shared Secret:
Vendor Name:

Enable RADIUS CoA:
Enable RadSec:

orhésw=

IAP #

192.168.137.100 « (e.g., 192.168.1.10 or 192.168.1.1/24 or 192.168.1.1-20)

Verify:
Verify: |

|Aruba *

RADIUS CoA Port: 3799

[~]

<4

IP or Subnet Address
192.168.137.101
10.29.17.29
0.29.17.28

0.7.2.170

{2.2.2

72.16.0.109

Description

Added by Network Discovery

Cisco WLC located into the Test Plant

If you have a raft of Network Devices to
import use a CSV file — follow

instructions defined here
https://ase.arubanetworks.com/solutions/id/95

[ TECH TALK JRIZ;
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Manually Update NAD SNMP Details

arvba ClearPass Policy Manager Menu —
Dashboard Configuration » Network » Devices
[Z] Monitoring Network Devices “"%
: - 21 rt

& Configuration ¢ Exnart All

£ Service Templates & Wizards 0 - bred Devices

{ Services A Network Access Device (NAD) must belong to the global list of devices in CIearPaSS WI” pOII eaCh defl ned
T icati ClearPass.

% Authentication NAD and pull back the ARP table
+ L Identity
+ ¥ Posture Filter: Name ¥ contains ¥ =SS 0 v records
: :Enforccrekment # Name . IP or Subnet Address Descrip!
- etwo

N )
2 1. 20_4c_03_1f_fb_30 192.168.137.101 Added b scovery

Cisco 3750 Switch 10.29.17.29

£ Device Groug
Device SNMP Read Settings SNMP Write Settings CLI Settings OnConnect Enforcement

£ Proxy Target

This is useful to do in conjunction

£ Event Source! Allow SNMP Read: Enable Policy Manager to perform SNMP read operations 4— .
+ =4 Profile and Netwo Policy Manager Zone: default <— - Wlth the SUbnet SCan
Policy Simulati
£ Policy Simulation SNMP Read Setting: SNMP v2 with community strings 4— v

Community String: eecccccccccccee « Verify: eeeccccccccccee «
Force Read: Always read information from this device 4—

Read ARP Table Info: Read ARP table from this device 4—

arheads |
m LIVE #ArubaAirheads 45



Verify the SNMP Poll is Working

By default poll occurs

P every 60 minutes...

Dashboard (<] Monitoring » Event Viewer

Monitoring © Event Viewer
= i Live Monitoring Select Server: cppm.hpearubademo.com (172.16.137.20) ¥
& Access Tracker
& Accounting -
& onGuard Activity Filter: Source v contains v | Clear Filter Show 50 ¥ records
Analysis & Trending Source Level Category Action Timestamp v
\ i ClearPass Validate Update Portal .
B system Monitor 1. derntial P ERROR validation Error 4— None Sep 14, 2018 10:20:23 BST
+ 4 Profile and Network Scan Credentials
& Audit Viewer 2. ; 14, 2018 10:20:14 BST
BlEvent viewer 3. System Event Details 14 2018 17:43 BST
&pata Filters 4. sl [ = Servi 14, 14:27 BST
. ource nmpService
& Blacklisted Users 5. Snm 14 13:19 BST
Level WARN
6. Snm)| 14, 2018 10:09:11 BST
= < | Category ReadDevicelnfo O B SRR e
8. snmg  Action Failed 14, 2018 10:04:55 BST
9. Snm| Timestamp Sep 14, 2018 10:13:19 BST 14, 2018 10:04:47 BST
10. Snm Description SNMP GET failed for device 10.29.17.29 with error=No 14,2018 10:00:31 BST

response received
Reading sysObjectld failed for device=10.29.17.29
Reading switch initialization info failed for 10.29.17.29

Clearly a problem
with the SNMP poll

arheads
m“vs
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NAS Poll Rate

aruba

Dashboard

(=) Monitoring

Configuration

3* Administration ©|
# ClearPass Portal
+1 & Users and Privileges
-1 | Server Manager
Psecer Conrgurator]
& Log Configuration
# Local Shared Folders
& Licensing
+ i External Servers
+ 1 Certificates

ClearPass Policy Manager

Administration » Server Manager » Server Configuration

Server Configuration

Publi: Server: vis-cppm.h ubademo.com [192.168.137.25]

Server Name 4

i, vis-cppm.hpearubademo.com

Management Port Data Port

192.168.137.25 = default

Menu =

& Set Date & Time

2" Change Cluster Password

|#f Manage Policy Manager Zones

== NetEvents Targets

*s* Clear Machine Authentication Cache
*s" Virtual IP Settings

% Make Subscriber

*s* Cluster-Wide Parameters

Insight Cluster Sync  Last Sync Time
Enabled Enabled -

Showing 1-1 of 1

[Cotec ogs I osciup I Resore [N Giesru [} Sutsoun ] revor

arheads
m“vs

System Services Control System Monitoring Network FIPS

Select Service:

SnmpService

SNMP Timeout

SNMP Retries

LinkUp Timeout

IP Address Cache Timeout

Uplink Port Detection MAC Threshold
SNMP v2c Trap Community

SNMP v3 Trap Username

SNMP v3 Trap Authentication Protocol
SNMP v3 Trap Privacy Protocol
SNMP v3 Trap Authentication Key
SNMP v3 Trap Privacy Key

Device Info Poll Interval

ClearPass network services «
Parameter Name Parameter Value

4  seconds
1 retries
5 seconds
600  seconds
SRR
ecsees

aruba

-

Default is to poll
switches/controllers
/IAP/etc every 60
minutes
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Quick Review of Discovered Endpoints

aruvba

Dashboard [{] Monitoring » Profile and Network Scan » Endpoint Profiler

Monitoring
- 44 Live Monitoring
& Access Tracker
gAccounting
& onGuard Activity
) Analysis & Trending
System Monitor
“H Profile and Network Scan
& Network Scan
& Discovered Devices
& Audit Viewer
@ Event Viewer
& Data Filters
& Blacklisted Users

Configuration

# Administration

@© Copvriaht 2018 Hewlett Packard Enterprise Develooment LP

arheads
m:./v.s

ClearPass Policy Manager

“ Endpoint Profiler

If the Profiler license is enabled, a list of the profiled endpoints is visible on this page.

—
Menu =
—

Toggle Dashboard View

75 Total Devices 25(339 ) Smartdevices

36(489%) Computers

14(199%) Other Devices

Filter: All Endpoints ¥

Device Category

Server (2)
Switch (1)
Generic (5

mEs

%
/

@ server @B Switch @8 Generic |
@ Computer

@8 Home Audio/Video Equipment
B smartDevice @8 Access Points

J

Device Family

Apple Mac (2)
Linux (2

‘ @8 Apple Mac @ Linux @ Windows

Device Name

Windows Vista/7/2008 (1)
f Windows (26

Windows 8/10 (1)
Windows 10 (4) v

\J

p \
@ windows Vista/7/2008 @8 Windows
@ windows 8/10 @ Windows 10

. J

# MAC Address a Hostname
il (] 0028f8676871 shatviel602
2. ] o0260f4a3e1db admin

=k [ 100ba9ead4934 ackermannd1
4. O 2816ad15a739 chlucnb1099
- ] B L ~

Mar 11. 2019 15:50:43 GMT

| Change Filter Selection & Mark Known @ Mark Unknown ) Mark Disabled

Device Category

Computer
Computer
Computer

Computer

Device OS Family Status

Windows Known
Windows Known
Windows Known
Windows Known

ClearPass Policv Manaaer 6.7.9.109195 on CLABV (Trial Version) platfor
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Update Network Scan to be Scheduled

aruvba ClearPass Policy Manager Menu
Dashboard Configuration » Profile and Network Scan » Network Scan
=] Monitoring Network Scan o» Start Scan
& Configuration © Configure Network Scans by adding the configurations (SNMP, SSH, or WMI) needed to query all the devices in the target network, as well
£} Service Templates & Wizards as schedule a network scan or a subnet scan.
Services [
< L Schedule Scan [} B
+ & Authentication Filter: Type Show 20  ~ records
1 Posture can lype: '@ Network Scan
1. default be ARP enabled. On D d
+ $ Enforcement = ) Subnet Scan - cnave Ll o
+ *#= Network 2. default Zone: default v Defi
ha ' in Il th
_ ﬁprome and Network Scan 3 default Seed Devi (CSV) 192.168.137.90,1592.168.137.99,192.16 e ed a t e Seed
. eed Devices : - - .90, . - .99, .
Fod Network Scan etau 8.137.254 routers
‘ £ Profile Settings 4. default .
Frequency of Scan: Daily Hourly Dally
’ )
Start Time of Scan: 00:00 Weekly
Scan Depth: 3 -
Probe ARP entries: Probe all the ARP entries found to QUiet tlme for scan

discover devices

WARNING: Performing network scans can be resource intensive and
time consuming. For large networks, scans could take more than an hour
and ideally should be done on a ClearPass node that is not servicing core
authentications, or should be done outside of normal business hours.

~ Save Cancel

arheads | | |
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Create Scheduled Subnet Scan

arheads
m“w

Schedule Scan

Scan Type:

Zone:

IP Subnet(s):

Frequency of Scan:

Start Time of Scan:

© Network Scan
@ Subnet Scan

default
10.137.10.100/32

Cancel

Defined a Subnet
scan for interested
networks

Scan is network
intensive — run at
quiet time
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Look at Endpoint Details

aruvba

Dashboard

[j Monitoring

& Configuration ©
{2 Service Templates & Wizards
L Services

Endpoints

Configuration » Identity » Endpoints

This page automatically lists all authenticated endpoin

Having manually run the

scans you can look at
the learnt Endpoints

= on a TCP/IP network (e.g. laptops, smart phones, tablets, etc.).

+ & Authentication

Filter: MAC Address

Clear Filter

¥ contains ¥

- Q 1dentity
. . ress a ostname evice Lategory evice amily atus
# MAC Add Host Devi Cat Devi OSF il Stat
£} Single Sign-On (SS0)
s Local Users il 000c29325d18 Server VMWare Known
i 2. 000c298df655 Generic Generic Known
fo4 Endpoints
£ Static Host Lists 3. 000c29b4347a cppm.hpearubademo.com Server ClearPass Unknown
{¥Roles a, 000c29b43484 Generic Generic Unknown
) {3 Role Mappings 53 001ale084bc6 Team1 IAP Access Points Aruba Known
+ 7 Posture 6. 0028f8676871 shatviel602 Computer Windows Known
+ # Enforcement . . .
5 e galaxy-j5- martDevice ndroi nown
4 Network 7 008701944e3b laxy-j5-2016 SmartD Android K
+ etworl
= . .
- [# profile and Network Scan 8. 0260f4a3eldb admin Computer Windows Known
£ Network Scan 9. 04d6aase6cfb galaxy-note8 SmartDevice Android Known
{3 Profile Settings A 10. 1002b5b9a091 waltersnl Computer Windows Known
{3 Policy Simulation m Attributes  Device Fingerprints Known
MAC Address 008701944e3b IP Address 192.168.137.118 Wh at the deVICe haS
Description Static IP FALSE bee n p rofi Ied aS Th e
Hostname galaxy-j5-2016 ﬁngerp rint
= Device Category = [SmartDevice Access Points
SIatuS @ known client

(:) Unknown client

C) Disabled client
MAC Vendor
Added by

Online Status

Samsung Electronics Co.,Ltd
Policy Manager
Not Available

Connection Type Wireless

Access Point TeamX

arh

Network SSID TeamX-Corp

Access Points Aruba

[=]
[=]

Device OS Family |Android

Device Name |[Samsung Android SmartDevice

Attributes

Endpoint

Device Fingerprints

—
Menu e
—

o Add
& Import
& Export All

Show 20 ¥ records
Profiled
Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

Yes
Yes

Yes

Yes

%

45.52 GMT Computer

7 BST

Computer Endpoint Fingerprint Details
DHCP Option60:
DHCP Options:

DHCP Option55:

android-dhcp-7.1.1
53,61,50,54,57,60,12,55
1,3,6,15,26,28,51,58,59,43

SmartDevice

entication Records

If this is a legitimate
Endpoint make it

“Known”
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Only Known Devices Should Connect

« Unknown devices are potential risk
« Should these be connected?
 What are they

 Pulling any existing asset database — MAC address based
« Configure MDM

* Import existing network audits/CMDB
 Use https://ase.arubanetworks.com/solutions/id/91

arheads |
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https://ase.arubanetworks.com/solutions/id/91

- -
Import Insight Enhanced Endpoint Audit Report

QrUbO ClearPass Insi ght o o ° ° ALERTS o Menu —

rraizl Import Custom Report template

This custom report is
embedded in the

e 20190122-3291o-Enhancement.signed.tar4— I |
Configuration Supp Ied dep Oyment
document

Inventory

Select file to import

Custom Reports

Custom Reports
Alerts -

# v REPORT TITLE ~

Administration No data available in table

Page: a

20 v per page

Two reports templates appear

Custom Reports

REPORT TITLE ~

Updated Endpoints Report

Not Updated Endpoints Report

arheads |
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Hold it! Where can | get this template?

— Should be part of ClearPass at some point
— Till then, we need to find a proper distribution location still

— Please contact me and | can share it.

arheads .
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Create Endpoints Audit Report

orUbo ClearPass Insight o o o o ALERTS o Menu ——

This will report all the
pashboard endpoints that have been

Configured Reports . Import report Create New Report
oy updated in the last week el

#.-
#
Configuration
What would you like to see in your new Report?
Custom Reports
Report Name Category Notifications Options
Alerts 20
Endpoint Audit Report 4— Custom 4— < Notify by Email v Include raw data in output 4—
e This is an executive report which includes
Description Not Updated Endpoints Report derin.mellor@hpe.com 4— pre-defined CSV columns
Report all endpoints that have been updated v Updated Endpoints Report ‘ y Enable remote copy

in the scheduled period Configure the Remote Directory in the

Notify by SMS Administration section to specify the
remote copy destination.

Repeat Scheduled Report Repeat On Hour of the day CI |Ck On to the

h d Weekly 4— v Monday 4_ v 04 4_ ¥ Save button
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Create Missing Endpoints Audit Report

ALERTs @) Menu =—

QrUbQ ClearPass Insight o

This will report all the
endpoints that have not been
seen for over a month —
assuming the Insight logging

Configured Reports is set to >30 days

Dashboard
Inventory

Reports
Report Name Category Notifications Options

Configuration
e ) 4_ Custom > Not Updated — , . - _
Custom Reports Derin Missing Endpoints Endpoints Report 4_ v Notify by Email 4— ( Include raw data in output
L This is an executive
Alerts 20 Description derin.mellor@hpe.co report which includes

m 4_ | pre-defined CSV columns

Reports all the endpoints | Enable remote copy

that have not been seen in | Notify by SMS Confi the R ¢
onfigure the Remote
the last month ‘— &

Directory in the
Administration section to
specify the remote copy
destination.

Repeat Scheduled Report Day of the month  Hour of the day Click on to the

erhecds Monthly < 12 —— 01—~ Save button
m“vs
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Insight Endpoint Reports

orUbo ClearPass Insight

Dashboard

Configured Reports

Inventory

Reports
# NAME -
Configuration
Custom Reports 1 Endpoint Audit Report

Alerts
Missing Endpoints

Administration

® Error

page

These reports are

waiting for the
schedule period

arheads
m“v.s

Menu

aerts ()

Import report Create New Report

ENABLE

Page:

DESCRIPTION TEMPLATE

Report all endpoints that have been updated in the
scheduled period

~Bece@a»

Updated Endpoints Report

~Bec@a»

Reports all the endpoints not seen in the scheduled period Not Updated Endpoints Report

® Completed

To manually run

this report click
this button
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Endpoint Audit Report

Attachment Tools Report Notification [Derin Endpoint Audit] - Message (Plain Text)

File Message  Help Attachments Q Tell me what you want to do

S X @7 Rk o @ BB &

Open Quick Remove Save Save All Upload Upload A Select Copy Show
Print Attachment As  Attachments - Attachments All Message
Actions Save to Computer Save to Cloud Selection Message A

Report Notification [Derin Endpoint Audit]
° secure@arubademo.net © Reply | € ReplyAll | —> Foward

To @ Mellor, Derin Mon 11/03/2019 17:52

i Derin Endpoint Audit_11-Mar-2019_17-52-03_report.zip o
+ 103 KB

https://10.67.10.113/insight/reports/downloadreport?repo =3030/11-Mar-2019 17-52-03/report.html

This contains a
PDF geared at

stakeholders and a
CSV to technicians
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PDF Stakeholder Report

Endpoint_Device_Status

Generic (1823 )

VoIP Phome (1234 )
Competer (612 )

Null Fingerpring (138 )

UNKNOWN (2516 )
w— KNOWN (645 )

Switch (138)

Printer (31 )
DISABLED (888 )

Embedded (21)
Access Polnts (17 )
Router (14 )

Others (21 )

Endpoints_MAC_Spoofing Endpoints_IP_Address_Scheme

1.44K 735 3.31K

Latest_10_MAC_Spoofed_devices

MAC device_fingerprint other_fingerprint updated_at
00000c07ac32 Switch:Csco:Catalyst Router:Cisco:Clsco Router 2018-04-23 07:41
00000ch7ac5a Switch:Csco:Catalyst Router:Cisco:Clsco Router 2018-04-23 07:40
00000ch7achc Switch:Csco:Catalyst Router:Cisco:Clsco Router 2018-04-23 07:40
00000cO7ac33 Switch:Csco:Catalyst Router:Cisco:Cisco Router 2018-04-23 07:40
00029456862 Windows Vista/7/2008 Server:VMW are:VMWare 2018-04-23 06
00029707820 Windows Vista/7/2008 Server:VMW are:VMWare 2018-04-23 06
000c29588fad Computer:Windows :Windows Vista/7/2008 Server:VMW are:VMWare 2018-04-23 05:.
00029417977 Computer:Windows :Windows Vista/7/2008 Server:VMW are:VMWare 2018-04-23 05:43

For complete data, download csv report

Endpoints_Address_Scheme

604 2.56K 886

Endpoints_with_Profiie_Issues

arheaqds 910 1.82K 877 28 |
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Detailed CSV Endpoint Report

status | ~ | macaddress | ~ | nas_ip |~ | nas_name |~ | nas_locatior ~ | med ~ | wired_port |~ |ssid |~ |ap |~ |mac_vendor - |ip - |is_static| ~ | hostname |~ | device_cate( - | device_fami - | device_name | ~ | spoof_¢ - | fingerprint
6854 Unknown 000e101971fe' 10.218.196.134 JS0649_iAP Camden Wifi Linbury JS0649_C-guys, Inc. 10.218.198.251  FALSE  wIp8a801058 Generic C-guys Unclassified Device FALSE  {"dhcp": {"options’
6855 Unknown 000e10197220' 10.220.20.134 JS0007_iAP Eltham Wifi Linbury JS0007_ C-guys, Inc. 10.220.22.143 FALSE  wlp8a800858 Generic C-guys Unclassified Device FALSE  {"dhcp": {"options’
6856 Unknown 000e10197268' 10.190.39.158 1S4484 AP Wandsworth Ez Wifi Linbury 1S4484 C-guys, Inc. 10.190.39.209 FALSE  wlp8a800936 Generic C-guys Unclassified Device FALSE {"dhcp": {"options'
6857 | Unknown 00010197297 C-guys, Inc. 10.228.174.229 FALSE  wlp8a801070 Generic C-guys Unclassified Device FALSE  {"dhcp": {"options’
6858 Unknown 000e101972ae’ 10.235.148.135 JS2258_ WLC02_3200 Wakefield Wifi Linbury JS2258 C-guys, Inc. 10.235.150.147  FALSE  wlIp8a801067 Generic C-guys Unclassified Device FALSE  {"dhcp": {"options’
6859 Unknown 000e7f3clade’ 10.236.128.12 JS_JS2037-0G-M-01-C296-2 Wired FastEthernet0/3 10.236.128.79 TRUE FALSE {}
6860 Unknown 000e7fad16e0' 10.152.1.121 BC0001_B2_3750X_S01 Wired GigabitEthernet3/0/2 TRUE FALSE {}
6861 Unknown 000e7faedeb8' 10.152.1.121  BC0001_B2_3750X_SO1 Wired GigabitEthernet3/0/2 TRUE FALSE {}
686% Unknown 000e7fdf9ec3' 10.228.224.11 JS_JS0814-0G-M-01-C296-1 Wired FastEthernet0/2 10.228.224.72 TRUE FALSE {}
6863 Unknown 000e7fe39f08' 10.242.96.11  JS_JS2057-0G-M-01-C296-1 Wired FastEthernet0/11 10.242.96.79 TRUE FALSE {}
6864 |Unknown 000ec6cd1262' 10.155.1.21 BC0004-702-CS3850-SW01 Wired GigabitEthernet3/0/40 ASIX ELECTRON 10.155.28.228 FALSE  walsnt81004 Computer Windows Windows 8/10 FALSE {"dhcp": {"options'

arheads .
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Validating Endpoints

Unknown devices: status = Unknown
* These devices need to be validated

Disabled devices: status = Disabled
* Why are these devices still connected to the network?

IP only
« Devices that have been found by subnet scan
* No associated MAC address
« ARP table scanning issue?

Static IP

 |s this a legitimate device with a static IP?
* If not why is ClearPass not seeing the DHCP Request?

No IP
« Possibly an indication that ClearPass is not polling the correct ARP table

arheads |
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Validating Profiles

Generic category
 |dentify the device type and create custom fingerprint for these devices
» Feed this information (device type, category and fingerprint) back to Aruba TAC

Unprofiled
« DHCP Requests are not being relayed to ClearPass
» Device has a static IP — ie no DHCP
« Active scanning is not scanning that network
« Firewall is blocking the active scans
« Device is transient and was not connected during active scan

OUI fingerprint only

« Device has been scanned but reported no fingerprint — is this correct?

NULL fingerprints component
* Possible indication of SNMP/WMI/SSH credential issue

Spoof detected
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Importing Updated Endpoints

« Use the ASE Batch Import to convert this CSV into a suitable XML import file
e https://ase.arubanetworks.com/solutions/id/91
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ClearPass Benefits

— Real-time Visibility, Control and Reponses
— NO GAPS AL
— NO AGENTS @
— Multivendor Wired and Wireless Security Solution

— Fully Featured
— Built in Fingerprinting and Profiling
— Automated BYOD solution @
— Built in Secure and Public Guest Solution 0 g
— Concurrent User Licensing
— Over 120 Security Vendor Partners

— Automates Secure Connectivity
— Reduces fragmentation
— Speeds up incident response
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