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Statische Config

interface 1/1
name “workstation”
untagged vian 50
speed-duplex 100-full
spanning-tree admin-edge-port
spanning-tree root-guard bpdu-protection
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Wired Auth - the beginning

- MAC Auth

auth perlod 3600‘“ S
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« Tunnel-Medium-Type *
 Tunnel-Pvt-Group-I1D
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User-Role

class ipv4 "DNS"
10 match udp 0.0.0.0 255.255.255.255 0.0.0.0 255,255.255.255 eq 53

exit
policy user "DENY-INTERNAL
. " " . R Vendor Name: Hewlett-Packard-Enterprise (11)
10 class ipv4 "DNS" action permit 20.| HPE-NAS-Filter-Rule 61 String in out -
o o o 21.| HPE-Port-B -Host 23 Unsi d32 i t
20 class ipv4 "DHCP" action permit et e —
22.| HPE-Port-Dot1x-Client-Limit 10 Unsigned32 in out
30 class ipv4 "INTERNAL" action deny 23.| HPE-Port-Dot1x-Port-Mode 13 Unsigned32 in out
24.| HPE-Port-MA-Port-Mode 14 Unsigned32 in out
40 C1ass 1PV4 “IP'ANY'ANY" action per‘mlt 25.| HPE-Port-Macauth-Client-Limit 11 Unsigned32 in out
exit 26. HPE-Port-Priority-Reg.enera.tio.n-TabIe 40 Strifmg in out
27.| HPE-Port-Webauth-Client-Limit 12 Unsigned32 in out
aaa authorization user-role name “SECURE” 28.| HPE-Privilege-Level ! Unsigned32 in out
. “ " 29.| HPE-Time 22 Unsigned32 in out
pO]-le DENY-INTERNAL 30.| HPE-User-Role 25 String in out .

reauth-period 28800 [ Export |
vlan-name “SECURE_EDGE"
exit
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AirWave & Central

Restrict to this version:

Template firmware version:

Template Select aruvba central

Search Devices: Customer: n ‘m&

Bestuurskantoor

Fetch template from device: < Return To MSP View

HEE CURRENT APP
[ 288 WIRED MANAGEMENT

Template
P Q Search Current App

m Find devices, clients and networks
radius-server host 10.25.51.43 dyn-auth

radius-server host 10.25.51.43 time-win

radius-server host 10.25.51.43 time-win

radius-server host 10.25.51.44 key "S3Jc Templates
radius-server host 10.25.51.44 dyn-auth

radius-server host 10.25.51.44 time-win Variables
radius-server host 10.25.51.44 time-win
radius-server cppm identity "admdur"
timesync sntp

sntp unicast

sntp server priority 1 10.25.10.10

no telnet-server

time daylight-time-rule western-europe
time timezone 6@

no web-management

web-management ssl

ip arp-mcast-replies

ip authorized-managers 10.25.0.0 255.25
ip authorized-managers 172.16.3.0 255.2
ip default-gateway %gateway®

ip dns domain-name "gemeente.leusden.lo
ip dns server-address priority 1 1@.25.
ip dns server-address priority 2 10.25.
ip ssh filetransfer
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Advanced Settings

Configuration Audit
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Yes (@) No

& C @ https://app2-eu.central.arubanetworks.com/frontend/#/TEMPLATES

V FILTER WIRED MANAGEMENT

® KJL -BSTKTR-1e... (1Total Devices | 0 Offline APs | 0 Offline SWITCHES ) W

Templates

Templates
TEMPLATE NAN
OMO-BSTKTR-

+

§E - [

Cancel

EDIT TEMPLATE X
@ f Templates/variables are modified, entire configuration will be pushed and switches with firmware version lower than 16.05 will be rebooted.
Template Name BSTKTR-SW11A Device v
Model 2930F v Version ALL v 3MT
Part Name (ALL)
@ Not applicable if stacking is enabled
Select a device to import configuration v
@ mporting configuration from a device will replace the existing template
Template Template Variables
1 %_sys_template_header% 1 _sys_module_command =
2 %_sys_module_command% 2 _sys_template_header
2 class ipv4 "DNS” 3 defgwy
4 10 match udp ©.0.0.8 255.255.255.255 ©.08.0.0 255.255.255.255 eq 53 4 dnsl
5 20 match tcp ©.0.8.0 255.255.255.255 ©.08.0.8 255.255.255.255 eq 53 5 dns2
6 exit 6 hostname -
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Enforcement Profiles Profile Role Configuration

Role Configuration Summan Profile:

Template: \Aruba Download Template: Aruba Downloadable Role Enforcement
Name:

Name: ’
Description:

Description:
Type: RADIUS

Profile I Action: Accept
Type: R Captive Port: Device Group List: -
Action: < policy: Role Configuration:

Device Group List: .
| o Secondary R/ Captive Portal Profile: =

Controller st Policy: PERMIT-ALL
~ VLAN: Controller Static Role : secure-wired
= VLAN Name: VLAN Name: SECURE-EDGE
Role Configuration Mode: VLAN Tagged VLAN ID Tagged <1-4094>: 0

Product: A .
L Re-Authentic VLAN Name Tagged:

Re-Authentication Period <0-999999999>: 28800 Seconds

Class Configt
User Role Configuration: class ipv4 "IP-ANY"
User Role Co 10 match ip any any
exit

policy user "PERMIT-ALL"
10 class ipv4 "IP-ANY" action permit
exit
aaa authorization user-role name "cppmrole_7f71e0f2a00f4a9"
policy "PERMIT-ALL"
vlan-name SECURE-EDGE
O AI RH EADS tunneled-node-server-redirect secondary-role "secure-wired"

reauth-period 28800
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Enforcement Profiles

w Attrihutec Summarv
Profile Attributes
Templat
Profile:

Name:
Desa Template: Aruba Downloadable Role Enforcement

== Name:

I Description:
Type:  Type: RADIUS
Actior  Action: Accept

Devic  pevice Group List: -

Attributes:
1 Type Name Value
class ipv4 "IP-ANY"
Role ¢ 10 match ip 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255
exit
Produ |
policy user "PERMIT-ALL"
10 class ipv4 "IP-ANY" action permit
. . exit
1. | Radius:Hewlett-Packard-Enterprise HPE-CPPM-Role =
aaa authorization user-role name "SECURE"
policy "PERMIT-ALL"
reauth-period 28800
vlan-name “"SECURE_EDGE"
tunneled-node-server-redirect secondary-role secure-wired
exit
O
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Switch Output (1)

A-SW-SERO# show port-ac clients 3/9 detail

Port Access Client Status Detail

Client Base Details :

Port : 3/9 Authentication Type : mac-based
Client Status : authenticated Session Time : 29488 seconds
Client Name : 442b03a2e511 Session Timeout : 86400 seconds
MAC Address : 442b03-a2e511

IP : 10.25.91.121
Downloaded user roles are preceded by *

User Role Information

Name : * DUR___VoIP_Client_-3033-3

Type : downloaded

Reauthentication Period (seconds) : 86400

Logoff Period (seconds) : 86400

Untagged VLAN :

Tagged VLANs : 91

Captive Portal Profile :

Policy : VOIP-CLIENTS__DUR__ VoIP Client_-3033-3

Y. AIRHEADS

&)) meeTup #ArubaAirheads 14

-



- -
Switch Output (2)

Statements for policy "VOIP-CLIENTS__DUR__ VoIP_Client_-3033-3"
policy user "VOIP-CLIENTS__DUR__ VoIP_Client_-3033-3"
10 class ipv4 "IP_ANY_ANY__DUR__ VoIP_Client_-3033-3" action permit
exit

Statements for class IPv4 "IP_ANY_ANY__DUR__ VoIP_Client_-3033-3"
class ipv4 "IP_ANY_ANY__DUR__ VoIP_Client_-3033-3"

10 match ip 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255
exit

Tunnelednode Server Redirect : Disabled
Secondary Role Name :
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User Based Tunneling - MC

(A-Aruba-MC-02) #show user-table role printer

Users
IP MAC Name Role Age(d:h:m) Auth VPN link AP name
Roaming Essid/Bssid/Phy Profile Forward mode

Type Host Name User Type

10.25.80.13 ©00:20:6b:83:a4:ec printer 00:12:51 tunnel
9 Wired TUNNELED_NODE_ESSID/04:09:73:9c:8c:a2/- default-tunneled-user tunnel
TUNNELED USER

10.25.80.15 ©00:20:6b:83:a5:2d printer ©00:00:05 tunnel
243 Wired TUNNELED_NODE_ESSID/b8:83:03:el:be:c0/- default-tunneled-user tunnel
TUNNELED USER

User Entries: 2/2
Curr/Cum Alloc:160/38619 Free:77/38459 Dyn:237 AllocErr:0 FreeErr:0
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User Based Tunneling - MM

CONTROLLERS ACCESS POINTS CLIENTS ALERTS
® 2 © 48 = 204 £ 10

) Default Columns ~
Wireless (202) Wired (10)

Client IP Address Device Type Role Connected to Rx Bytes
v v v v v v
10.25.108.205 10.25.108.205 - thin-client tunnel 371 1850 M
10.25.109.14 10.25.109.14 = thin-client tunnel 147 27.65M
10.35.10.201 10.35.10.201 - lariks tunnel 254 4349 M
10.25.80.13 10.25.80.13 = printer tunnel 9 5.56 M
10.25.102.144 10.25.102.144 - wired-specials tunnel 155 30.00 M
10.25.108.191 10.25.108.191 = thin-client tunnel 227 877 M
10.25.108.212 10.25.108.212 - thin-client tunnel 91 78.69 M
10.45.10.11 10.45.10.11 = voila tunnel 297 297.72 M
10.25.130.22 10.25.130.22 - kiosk tunnel 163 1.92 M
10.25.130.23 10.25.130.23 = kiosk tunnel 62 263G
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User Based Tunneling - AMP

Client
00206b83adec
Usage

500 K

Default View: Conni  ° \
\
. |
| sook — )
USERNAME & l \,\ // \ / SIG. QUAL.
A \ ‘

00206b83a4dec 1M -

15M

14:50 15:00 15:10 15:20 15:30 15:40 15:50 16:00 16:10 16:20 16:30 16:40 16:50
Device Info Current Association

Username: 00206b83a4ec Connection Mode: Wired

Device Name: Duration: 4 days 3 hours 15 minutes

Device Type: KONICA MINOLTA HOLDINGS, INC. P Address: 10.25.80.13

MAC Address: 00:20:6B:83:A4:EC Hostname:

Role: _DUR__TN__Printer_-3045-9_724q Usage: 16.8 Kbps

Notes: Security Mode:
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Aandachtspunten

HTTP GET
Importeren CPPM Intermediate HTTPS Certificate @J

VLAN DATABASE (Per User Tunneled Node)
Configureren VLAN op switch en Mobility Controller

TRAFFIC
Broadcast & multicast

METHODE
User-Roles vs “traditioneel”

Some legacy secure client access functionality is not supported when user roles
are enabled.
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