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Description

"VDR - Add to history of user user fc:db:b3:74:f5:46 vlan 10
derivation_type Default VLAN index 31.

"VDR - set vlan in user for fc:db:b3:74:f5:46 vlan 10 fwdmode 0
derivation_type Current VLAN updated.

"VDR - Add to history of user user fc:db:b3:74:f5:46 vlan 10
derivation_type Current VLAN updated index 0.

Role Derivation for user N/A-fc:db:b3:74:f5:46- N/A Set AAA profile
defaults.

Idle timeout should be driven by STM for MAC fc:db:b3:74:f5:46.

clr_pmkcache_ft():1016: MAC:fc:db:b3:74:f5:46 BSS:18:64:72:09:4f:
70

Auth GSM : MAC_USER publish for mac fc:db:b3:74:f5:46 bssid
18:64:72:09:4f:70 vlan 10 type 1 data-ready O

VDR - mac fc:db:b3:74:f5:46 rolename public-access fwdmode 0
derivation_type Initial Role Contained vp not present.

"VDR - set vlan in user for fc:db:b3:74:f5:46 vlan 10 fwdmode O
derivation_type Initial Role Contained.

"VDR - Add to history of user user fc:db:b3:74:f5:46 vlan 10
derivation_type Initial Role Contained index 1.



Jan au

26 th VDR - mac fc:db:b3:74:f5:46 derivation_type Initial Role Contained
10:1 m derived vlan 10.

6:34 gr

Jan au

26 th handle_sta_up_dn (2989): rtts user=fc:db:b3:74:f5:46 enabled=0
10:1 m initial tput=202666

6:34 gr

Jan au

26 th dotlx_supplicant_up(): MAC:fc:db:b3:74:f5:46, pmkid_present:False,
10:1 m pmkid:N/A

6:34 gr

Jan au

26 th "VDR - set vlan in user for fc:db:b3:74:f5:46 vlan 10 fwdmode 0
10:1 m derivation_type Current VLAN updated.

6:34 gr

Jan au

26 th "VDR - Add to history of user user fc:db:b3:74:f5:46 vian 10

10:1 m derivation_type Current VLAN updated index 2.

6:34 gr

Jan au

26 th "VDR - Cur VLAN updated fc:db:b3:74:f5:46 mob 0 inform 1 remote 0
10:1 m wired O defvlan 10 exportedvlan 0 curvian 10.

6:34 gr
Jan au —freAR-hR T4 fC- i .
26 th MAC=fc:db:b3:74:f5:46 Station Updated Update MMS:
10:1 m BSSID=18:64:72:09:4f:70 ESSID=WIRELESS VLAN=10 AP-
- name=Shenck_110:c8:94:f6
6:34 gr
3236” a‘j Auth GSM : USER publish for uuid 0x9ace01b7808fb066 mac
10:1 m fc:db:b3:74:f5:46 name role public-access devtype Android wired 0
6'?;4 gr authtype 0 subtype 0 encrypt-type 0 conn-port 8448 fwd-mode 0
Jan

26 st Disassoc from sta: fc:db:b3:74:f5:46: AP 10.0.192.23-18:64:72:09:4f:
10:1 m 70-Shenck_110:c8:94:f6 Reason STA has left and is disassociated

6:38

Jan au

26 th Auth GSM : USER_STA delete event for user fc:db:b3:74:f5:46 age 0
10:1 m deauth_reason 8

6:38 gr
Jan

26 st
10:1 m
6:38

Station fc:db:b3:74:f5:46: Clearing state
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MAC=fc:db:b3:74:f5:46 Station DN: BSSID=18:64:72:09:4f:70
ESSID=WIRELESS VLAN=10 AP-name=Shenck_110:c8:94:f6

Setting idle timer for user fc:db:b3:74:f5:46 to 3600 seconds (idle
timeout: 3600 ageout: 0).

Station fc:db:b3:74:f5:46: Clearing state

Deauth from sta: fc:db:b3:74:f5:46: AP 10.0.192.23-18:64:72:09:4f:
70-Shenck _110:c8:94:f6 Reason Class 2 frames from non authenticated
STA

Station fc:db:b3:74:f5:46: No authentication found trying to de-
authenticate to BSSID 18:64:72:09:4f:70 on AP Shenck_110:c8:94:f6

Deauth from sta: fc:db:b3:74:f5:46: AP 10.0.192.23-18:64:72:09:4f:
70-Shenck_110:c8:94:f6 Reason Class 2 frames from non authenticated
STA

Station fc:db:b3:74:f5:46: No authentication found trying to de-
authenticate to BSSID 18:64:72:09:4f:70 on AP Shenck_110:c8:94:f6

Auth success: fc:db:b3:74:f5:46: AP 10.0.192.23-18:64:72:09:4f:70-
Shenck_110:c8:94:f6

Assoc request @ 10:16:45.142776: fc:db:b3:74:f5:46 (SN 779): AP
10.0.192.23-18:64:72:09:4f:70-Shenck_110:c8:94:f6

Assoc success @ 10:16:45.144650: fc:db:b3:74:f5:46: AP
10.0.192.23-18:64:72:09:4f:70-Shenck_110:c8:94:f6

Assoc success @ 10:16:45.142112: fc:db:b3:74:f5:46: AP
10.0.192.23-18:64:72:09:4f:70-Shenck_110:c8:94:f6
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Auth GSM : USER_STA event O for user fc:db:b3:74:f5:46

MAC=fc:db:b3:74:f5:46 Station UP: BSSID=18:64:72:09:4f:70
ESSID=WIRELESS VLAN=10 AP-name=Shenck_110:c8:94:f6

MAC=fc:db:b3:74:f5:46 ingress 0x0x10091 (tunnel 145), u_encr 1,
m_encr 1, slotport 0x0x2100 , type: local, FW mode: 0, AP IP: 0.0.0.0
mdie 0 ft_complete 0

MAC=fc:db:b3:74:f5:46, wired: 0, vlan:10 ingress:0x0x10091 (tunnel
145), ingress:0x0x10091 new_aaa_prof: WIRELESS-aaa-profile, stored
profile: WIRELESS-aaa-profile stored wired: 0 stored essid: WIRELESS,
stored-ingress: 0x0x10091

User idle timer removed for user with MAC fc:db:b3:74:f5:46.

"VDR - Add to history of user user fc:db:b3:74:f5:46 vlan O
derivation_type Reset VLANs for Station up index 3.

"VDR - set vlan in user for fc:db:b3:74:f5:46 vlan 10 fwdmode 0O
derivation_type Default VLAN.

"VDR - Add to history of user user fc:db:b3:74:f5:46 vlan 10
derivation_type Default VLAN index 4.

"VDR - set vlan in user for fc:db:b3:74:f5:46 vlan 10 fwdmode 0
derivation_type Current VLAN updated.

mdns_parse_auth_userapname_message 452 Auth->MDNS User
APNAME: MAC:fc:db:b3:74:f5:46, NEW AP NAME:Shenck_110:c8:94:f6

"VDR - Add to history of user user fc:db:b3:74:f5:46 vlan 10
derivation_type Current VLAN updated index 5.
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Role Derivation for user N/A-fc:db:b3:74:f5:46- N/A Set AAA profile
defaults.

Idle timeout should be driven by STM for MAC fc:db:b3:74:f5:46.

clr_pmkcache_ft():1016: MAC:fc:db:b3:74:f5:46 BSS:18:64:72:09:4f:
70

Auth GSM : MAC_USER publish for mac fc:db:b3:74:f5:46 bssid
18:64:72:09:4f:70 vlan 10 type 1 data-ready 0

VDR - mac fc:db:b3:74:f5:46 rolename public-access fwdmode 0
derivation_type Initial Role Contained vp not present.

"VDR - set vlan in user for fc:db:b3:74:f5:46 vlan 10 fwdmode 0
derivation_type Initial Role Contained.

"VDR - Add to history of user user fc:db:b3:74:f5:46 vlan 10
derivation_type Initial Role Contained index 6.

VDR - mac fc:db:b3:74:f5:46 derivation_type Initial Role Contained
derived vlan 10.

handle_sta_up_dn (2989): rtts user=fc:db:b3:74:f5:46 enabled=0
initial tput=192000

dotlx_supplicant_up(): MAC:fc:db:b3:74:f5:46, pmkid_present:False,
pmkid:N/A

"VDR - set vlan in user for fc:db:b3:74:f5:46 vlan 10 fwdmode 0
derivation_type Current VLAN updated.
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"VDR - Add to history of user user fc:db:b3:74:f5:46 vlan 10
derivation_type Current VLAN updated index 7.

"VDR - Cur VLAN updated fc:db:b3:74:f5:46 mob 0 inform 1 remote O
wired 0 defvlan 10 exportedvlan 0 curvlan 10.

MAC=fc:db:b3:74:f5:46 Station Updated Update MMS:
BSSID=18:64:72:09:4f:70 ESSID=WIRELESS VLAN=10 AP-
name=Shenck_110:c8:94:f6

Auth GSM : USER publish for uuid 0x9ace01b7808fb066 mac
fc:db:b3:74:f5:46 name role public-access devtype Android wired 0
authtype 0 subtype 0 encrypt-type 0 conn-port 8448 fwd-mode O

Disassoc from sta: fc:db:b3:74:f5:46: AP 10.0.192.23-18:64:72:09:4f:
70-Shenck_110:c8:94:f6 Reason STA has left and is disassociated

Auth GSM : USER_STA delete event for user fc:db:b3:74:f5:46 age O
deauth_reason 8

MAC=fc:db:b3:74:f5:46 Station DN: BSSID=18:64:72:09:4f:70
ESSID=WIRELESS VLAN=10 AP-name=Shenck_110:c8:94:f6

Setting idle timer for user fc:db:b3:74:f5:46 to 3600 seconds (idle
timeout: 3600 ageout: 0).

Station fc:db:b3:74:f5:46: Clearing state

Station fc:db:b3:74:f5:46: Clearing state

Auth success: fc:db:b3:74:f5:46: AP 10.0.192.23-18:64:72:09:4f:70-
Shenck 110:c8:94:f6
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Assoc request @ 10:16:51.498669: fc:db:b3:74:f5:46 (SN 806): AP
10.0.192.23-18:64:72:09:4f:70-Shenck_110:c8:94:f6

Assoc success @ 10:16:51.500094: fc:db:b3:74:f5:46: AP
10.0.192.23-18:64:72:09:4f:70-Shenck_110:c8:94:f6

Assoc success @ 10:16:51.496920: fc:db:b3:74:f5:46: AP
10.0.192.23-18:64:72:09:4f:70-Shenck_110:c8:94:f6

Auth GSM : USER_STA event 0 for user fc:db:b3:74:f5:46

MAC=fc:db:b3:74:f5:46 Station UP: BSSID=18:64:72:09:4f:70
ESSID=WIRELESS VLAN=10 AP-name=Shenck_110:c8:94:f6

MAC=fc:db:b3:74:f5:46 ingress 0x0x10091 (tunnel 145), u_encr 1,
m_encr 1, slotport 0x0x2100 , type: local, FW mode: 0, AP IP: 0.0.0.0
mdie 0 ft_complete O

MAC=fc:db:b3:74:f5:46, wired: 0, vlan:10 ingress:0x0x10091 (tunnel
145), ingress:0x0x10091 new_aaa_prof: WIRELESS-aaa-profile, stored
profile: WIRELESS-aaa-profile stored wired: 0 stored essid: WIRELESS,
stored-ingress: 0x0x10091

User idle timer removed for user with MAC fc:db:b3:74:f5:46.

"VDR - Add to history of user user fc:db:b3:74:f5:46 vlan O
derivation_type Reset VLANs for Station up index 8.

"VDR - set vlan in user for fc:db:b3:74:f5:46 vlan 10 fwdmode 0O
derivation_type Default VLAN.

"VDR - Add to history of user user fc:db:b3:74:f5:46 vlan 10
derivation_type Default VLAN index 9.
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"VDR - set vlan in user for fc:db:b3:74:f5:46 vlan 10 fwdmode O
derivation_type Current VLAN updated.

"VDR - Add to history of user user fc:db:b3:74:f5:46 vlan 10
derivation_type Current VLAN updated index 10.

Role Derivation for user N/A-fc:db:b3:74:f5:46- N/A Set AAA profile
defaults.

Idle timeout should be driven by STM for MAC fc:db:b3:74:f5:46.

mdns_parse_auth_userapname_message 452 Auth->MDNS User
APNAME: MAC:fc:db:b3:74:f5:46, NEW AP NAME:Shenck_110:c8:94:f6

clr_pmkcache_ft():1016: MAC:fc:db:b3:74:f5:46 BSS:18:64:72:09:4f:
70

Auth GSM : MAC_USER publish for mac fc:db:b3:74:f5:46 bssid
18:64:72:09:4f:70 vlan 10 type 1 data-ready O

VDR - mac fc:db:b3:74:f5:46 rolename public-access fwdmode 0
derivation_type Initial Role Contained vp not present.

"VDR - set vlan in user for fc:db:b3:74:f5:46 vlan 10 fwdmode 0
derivation_type Initial Role Contained.

"VDR - Add to history of user user fc:db:b3:74:f5:46 vlan 10
derivation_type Initial Role Contained index 11.

VDR - mac fc:db:b3:74:f5:46 derivation_type Initial Role Contained
derived vlan 10.



Jan au

26 th handle_sta_up_dn (2989): rtts user=fc:db:b3:74:f5:46 enabled=0
10:1 m initial tput=197333

6:51 gr

Jan au

26 th dotlx_supplicant_up(): MAC:fc:db:b3:74:f5:46, pmkid_present:False,
10:1 m pmkid:N/A

6:51 gr

Jan au

26 th "VDR - set vlan in user for fc:db:b3:74:f5:46 vlan 10 fwdmode 0

10:1 m derivation_type Current VLAN updated.

6:51 gr

Jan au

26 th "VDR - Add to history of user user fc:db:b3:74:f5:46 vian 10

10:1 m derivation_type Current VLAN updated index 12.

6:51 gr

Jan au

26 th "VDR - Cur VLAN updated fc:db:b3:74:f5:46 mob 0 inform 1 remote 0
10:1 m wired O defvlan 10 exportedvlan 0 curvian 10.

6:51 gr
Jan au A R T ; .
26 th MAC=fc:db:b3:74:f5:46 Station Updated Update MMS:
. BSSID=18:64:72:09:4f:70 ESSID=WIRELESS VLAN=10 AP-

10:1 m

) name=Shenck_110:c8:94:f6
6:51 gr
Jan au . . .
26 th Auth GSM : USER publish for uwd_0x9ace01b7808fb066 mac
10:1 m fc:db:b3:74:f5:46 name role public-access devtype Android wired 0
6'5'1 ar authtype 0 subtype 0 encrypt-type 0 conn-port 8448 fwd-mode 0
Jan

26 st Disassoc from sta: fc:db:b3:74:f5:46: AP 10.0.192.23-18:64:72:09:4f:
10:1 m 70-Shenck _110:c8:94:f6 Reason STA has left and is disassociated
6:53

Jan
26 st - vAR R T4 fC AR ;
. Station fc:db:b3:74:f5:46: Clearing state
10:1 m
6:53
J2a6n st Deauth from sta: fc:db:b3:74:f5:46: AP 10.0.192.23-18:64:72:09:4f:
10:1 m 70-Shenck_110:c8:94:f6 Reason Class 2 frames from non authenticated
o STA
6:53
Jan au

26 th Auth GSM : USER_STA delete event for user fc:db:b3:74:f5:46 age O
10:1 m deauth_reason 8
6:53 gr
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Station fc:db:b3:74:f5:46: No authentication found trying to de-
authenticate to BSSID 18:64:72:09:4f:70 on AP Shenck_110:c8:94:f6

MAC=fc:db:b3:74:f5:46 Station DN: BSSID=18:64:72:09:4f:70
ESSID=WIRELESS VLAN=10 AP-name=Shenck_110:c8:94:f6

Setting idle timer for user fc:db:b3:74:f5:46 to 3600 seconds (idle
timeout: 3600 ageout: 0).

Station fc:db:b3:74:f5:46: Clearing state

Auth success: fc:db:b3:74:f5:46: AP 10.0.192.23-18:64:72:09:4f:70-
Shenck_110:c8:94:f6

Assoc request @ 10:17:00.994907: fc:db:b3:74:f5:46 (SN 835): AP
10.0.192.23-18:64:72:09:4f:70-Shenck_110:c8:94:f6

Assoc success @ 10:17:00.996325: fc:db:b3:74:f5:46: AP
10.0.192.23-18:64:72:09:4f:70-Shenck_110:c8:94:f6

Assoc success @ 10:17:00.993252: fc:db:b3:74:f5:46: AP
10.0.192.23-18:64:72:09:4f:70-Shenck_110:c8:94:f6

Auth GSM : USER_STA event 0 for user fc:db:b3:74:f5:46

MAC=fc:db:b3:74:f5:46 Station UP: BSSID=18:64:72:09:4f:70
ESSID=WIRELESS VLAN=10 AP-name=Shenck_110:c8:94:f6

MAC=fc:db:b3:74:f5:46 ingress 0x0x10091 (tunnel 145), u_encr 1,
m_encr 1, slotport 0x0x2100 , type: local, FW mode: 0, AP IP: 0.0.0.0
mdie 0 ft_complete O
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MAC=fc:db:b3:74:f5:46, wired: 0, vlan:10 ingress:0x0x10091 (tunnel
145), ingress:0x0x10091 new_aaa_prof: WIRELESS-aaa-profile, stored
profile: WIRELESS-aaa-profile stored wired: 0 stored essid: WIRELESS,
stored-ingress: 0x0x10091

User idle timer removed for user with MAC fc:db:b3:74:f5:46.

"VDR - Add to history of user user fc:db:b3:74:f5:46 vlan O
derivation_type Reset VLANSs for Station up index 13.

"VDR - set vlan in user for fc:db:b3:74:f5:46 vlan 10 fwdmode 0O
derivation_type Default VLAN.

"VDR - Add to history of user user fc:db:b3:74:f5:46 vlan 10
derivation_type Default VLAN index 14.

"VDR - set vlan in user for fc:db:b3:74:f5:46 vlan 10 fwdmode 0O
derivation_type Current VLAN updated.

"VDR - Add to history of user user fc:db:b3:74:f5:46 vlan 10
derivation_type Current VLAN updated index 15.

mdns_parse_auth_userapname_message 452 Auth->MDNS User
APNAME: MAC:fc:db:b3:74:f5:46, NEW AP NAME:Shenck_110:c8:94:f6

Role Derivation for user N/A-fc:db:b3:74:f5:46- N/A Set AAA profile
defaults.

Idle timeout should be driven by STM for MAC fc:db:b3:74:f5:46.

clr_pmkcache_ft():1016: MAC:fc:db:b3:74:f5:46 BSS:18:64:72:09:4f:
70
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Auth GSM : MAC_USER publish for mac fc:db:b3:74:f5:46 bssid
18:64:72:09:4f:70 vian 10 type 1 data-ready O

VDR - mac fc:db:b3:74:f5:46 rolename public-access fwdmode 0
derivation_type Initial Role Contained vp not present.

"VDR - set vlan in user for fc:db:b3:74:f5:46 vlan 10 fwdmode O
derivation_type Initial Role Contained.

"VDR - Add to history of user user fc:db:b3:74:f5:46 vlan 10
derivation_type Initial Role Contained index 16.

VDR - mac fc:db:b3:74:f5:46 derivation_type Initial Role Contained
derived vlan 10.

handle_sta_up_dn (2989): rtts user=fc:db:b3:74:f5:46 enabled=0
initial tput=202666

dot1x_supplicant_up(): MAC:fc:db:b3:74:f5:46, pmkid_present:False,
pmkid:N/A

"VDR - set vlan in user for fc:db:b3:74:f5:46 vlan 10 fwdmode 0
derivation_type Current VLAN updated.

"VDR - Add to history of user user fc:db:b3:74:f5:46 vlan 10
derivation_type Current VLAN updated index 17.

"WVDR - Cur VLAN updated fc:db:b3:74:f5:46 mob 0 inform 1 remote O
wired 0 defvlan 10 exportedvlan O curvlan 10.

MAC=fc:db:b3:74:f5:46 Station Updated Update MMS:
BSSID=18:64:72:09:4f:70 ESSID=WIRELESS VLAN=10 AP-
name=Shenck_110:c8:94:f6



Jan au
26 th
10:1 m
7:00 gr

Jan au

26 th Auth GSM : USER_STA delete event for user fc:db:b3:74:f5:46 age O
10:1 m deauth_reason 8

7:03 gr

Jan

26 st Disassoc from sta: fc:db:b3:74:f5:46: AP 10.0.192.23-18:64:72:09:4f:
10:1 m 70-Shenck_110:c8:94:f6 Reason STA has left and is disassociated

7:03

Jan au

26 th MAC=fc:db:b3:74:f5:46 Station DN: BSSID=18:64:72:09:4f:70
10:1 m ESSID=WIRELESS VLAN=10 AP-name=Shenck_110:c8:94:f6
7:03 gr

Jan au

26 th Setting idle timer for user fc:db:b3:74:f5:46 to 3600 seconds (idle
10:1 m timeout: 3600 ageout: 0).

7:03 gr

Jan

26 st
10:1 m
7:03

Jan

26 st
10:1 m
7:03

Jan

26 st Auth success: fc:db:b3:74:f5:46: AP 10.0.192.23-18:64:72:09:4f:70-
10:1 m Shenck 110:c8:94:f6

7:08

Jan

26 st Assoc request @ 10:17:08.660591: fc:db:b3:74:f5:46 (SN 901): AP
10:1 m 10.0.192.23-18:64:72:09:4f:70-Shenck_110:c8:94:f6

7:08

Jan

26 st Assoc success @ 10:17:08.658890: fc:db:b3:74:f5:46: AP

10:1 m 10.0.192.23-18:64:72:09:4f:70-Shenck_110:c8:94:f6

7:08

Jan

26 st Assoc success @ 10:17:08.662209: fc:db:b3:74:f5:46: AP
10:1 m 10.0.192.23-18:64:72:09:4f:70-Shenck_110:c8:94:f6
7:08

Auth GSM : USER publish for uuid 0x9ace01b7808fb066 mac
fc:db:b3:74:f5:46 name role public-access devtype Android wired 0
authtype 0 subtype 0 encrypt-type 0 conn-port 8448 fwd-mode 0

Station fc:db:b3:74:f5:46: Clearing state

Station fc:db:b3:74:f5:46: Clearing state
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dn

Auth GSM : USER_STA event O for user fc:db:b3:74:f5:46

MAC=fc:db:b3:74:f5:46 Station UP: BSSID=18:64:72:09:4f:70
ESSID=WIRELESS VLAN=10 AP-name=Shenck_110:c8:94:f6

MAC=fc:db:b3:74:f5:46 ingress 0x0x10091 (tunnel 145), u_encr 1,
m_encr 1, slotport 0x0x2100 , type: local, FW mode: 0, AP IP: 0.0.0.0
mdie 0 ft_complete 0

MAC=fc:db:b3:74:f5:46, wired: 0, vlan:10 ingress:0x0x10091 (tunnel
145), ingress:0x0x10091 new_aaa_prof: WIRELESS-aaa-profile, stored
profile: WIRELESS-aaa-profile stored wired: 0 stored essid: WIRELESS,
stored-ingress: 0x0x10091

User idle timer removed for user with MAC fc:db:b3:74:f5:46.

"VDR - Add to history of user user fc:db:b3:74:f5:46 vlan O
derivation_type Reset VLANs for Station up index 18.

"VDR - set vlan in user for fc:db:b3:74:f5:46 vlan 10 fwdmode 0O
derivation_type Default VLAN.

"VDR - Add to history of user user fc:db:b3:74:f5:46 vlan 10
derivation_type Default VLAN index 19.

"VDR - set vlan in user for fc:db:b3:74:f5:46 vlan 10 fwdmode 0
derivation_type Current VLAN updated.

"VDR - Add to history of user user fc:db:b3:74:f5:46 vlan 10
derivation_type Current VLAN updated index 20.

mdns_parse_auth_userapname_message 452 Auth->MDNS User
APNAME: MAC:fc:db:b3:74:f5:46, NEW AP NAME:Shenck_110:c8:94:f6
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Role Derivation for user N/A-fc:db:b3:74:f5:46- N/A Set AAA profile
defaults.

Idle timeout should be driven by STM for MAC fc:db:b3:74:f5:46.

clr_pmkcache_ft():1016: MAC:fc:db:b3:74:f5:46 BSS:18:64:72:09:4f:
70

Auth GSM : MAC_USER publish for mac fc:db:b3:74:f5:46 bssid
18:64:72:09:4f:70 vlan 10 type 1 data-ready 0

VDR - mac fc:db:b3:74:f5:46 rolename public-access fwdmode 0
derivation_type Initial Role Contained vp not present.

"VDR - set vlan in user for fc:db:b3:74:f5:46 vlan 10 fwdmode 0
derivation_type Initial Role Contained.

"VDR - Add to history of user user fc:db:b3:74:f5:46 vlan 10
derivation_type Initial Role Contained index 21.

VDR - mac fc:db:b3:74:f5:46 derivation_type Initial Role Contained
derived vlan 10.

handle_sta_up_dn (2989): rtts user=fc:db:b3:74:f5:46 enabled=0
initial tput=186666

dotlx_supplicant_up(): MAC:fc:db:b3:74:f5:46, pmkid_present:False,
pmkid:N/A

"VDR - set vlan in user for fc:db:b3:74:f5:46 vlan 10 fwdmode 0
derivation_type Current VLAN updated.



Jan au

26 th "VDR - Add to history of user user fc:db:b3:74:f5:46 vian 10

10:1 m derivation_type Current VLAN updated index 22.

7:08 gr

Jan au

26 th "VDR - Cur VLAN updated fc:db:b3:74:f5:46 mob 0 inform 1 remote 0
10:1 m wired O defvlan 10 exportedvlan 0 curvian 10.

7:08 gr
Jan au PSP . .
26 th MAC=fc:db:b3:74:f5:46 Station Updated Update MMS:
10:1 m BSSID=18:64:72:09:4f:70 ESSID=WIRELESS VLAN=10 AP-
e name=Shenck_110:c8:94:f6
7:08 gr
J2a6n ,?# Auth GSM : USER publish for uuid 0x9ace01b7808fb066 mac
10:1 m fc:db:b3:74:f5:46 name role public-access devtype Android wired 0
7'68 gr authtype 0 subtype O encrypt-type 0 conn-port 8448 fwd-mode 0
Jan

26 st Disassoc from sta: fc:db:b3:74:f5:46: AP 10.0.192.23-18:64:72:09:4f:
10:1 m 70-Shenck_110:c8:94:f6 Reason STA has left and is disassociated

7:09

Jan au

26 th Auth GSM : USER_STA delete event for user fc:db:b3:74:f5:46 age O
10:1 m deauth_reason 8

7:09 gr
Jan

26 st
10:1 m
7:09

Jan au
26 th MAC=fc:db:b3:74:f5:46 Station DN: BSSID=18:64:72:09:4f:70
10:1 m ESSID=WIRELESS VLAN=10 AP-name=Shenck_110:c8:94:f6
7:09 gr

Jan au

26 th Setting idle timer for user fc:db:b3:74:f5:46 to 3600 seconds (idle
10:1 m timeout: 3600 ageout: 0).

7:09 gr
Jan

26 st
10:1 m
7:09

Jan

26 st
10:1 m
7:09

Station fc:db:b3:74:f5:46: Clearing state

Station fc:db:b3:74:f5:46: Clearing state

Deauth from sta: fc:db:b3:74:f5:46: AP 10.0.192.23-18:64:72:09:4f:
70-Shenck_110:c8:94:f6 Reason Class 2 frames from non authenticated
STA
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Station fc:db:b3:74:f5:46: No authentication found trying to de-
authenticate to BSSID 18:64:72:09:4f:70 on AP Shenck_110:c8:94:f6

Deauth to sta: fc:db:b3:74:f5:46: Ageout AP
10.0.192.23-18:64:72:09:4f:60-Shenck_110:¢c8:94:f6 handle_sapcp

Deauth to sta: fc:db:b3:74:f5:46: Ageout AP
10.0.192.23-18:64:72:09:4f:60-Shenck_110:c8:94:f6 Sapcp Ageout
(internal ageout)

Auth success: fc:db:b3:74:f5:46: AP 10.0.192.23-18:64:72:09:4f:70-
Shenck _110:c8:94:f6

Assoc request @ 10:22:45.758062: fc:db:b3:74:f5:46 (SN 38): AP
10.0.192.23-18:64:72:09:4f:70-Shenck_110:c8:94:f6

Assoc success @ 10:22:45.759864: fc:db:b3:74:f5:46: AP
10.0.192.23-18:64:72:09:4f:70-Shenck_110:c8:94:f6

Assoc success @ 10:22:45.761090: fc:db:b3:74:f5:46: AP
10.0.192.23-18:64:72:09:4f:70-Shenck_110:c8:94:f6

Auth GSM : USER_STA event O for user fc:db:b3:74:f5:46

MAC=fc:db:b3:74:f5:46 Station UP: BSSID=18:64:72:09:4f:70
ESSID=WIRELESS VLAN=10 AP-name=Shenck_110:c8:94:f6

MAC=fc:db:b3:74:f5:46 ingress 0x0x10091 (tunnel 145), u_encr 1,
m_encr 1, slotport 0x0x2100 , type: local, FW mode: 0, AP IP: 0.0.0.0
mdie 0 ft_complete 0

MAC=fc:db:b3:74:f5:46, wired: 0, vlan:10 ingress:0x0x10091 (tunnel
145), ingress:0x0x10091 new_aaa_prof: WIRELESS-aaa-profile, stored
profile: WIRELESS-aaa-profile stored wired: 0 stored essid: WIRELESS,
stored-ingress: 0x0x10091
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User idle timer removed for user with MAC fc:db:b3:74:f5:46.

"VDR - Add to history of user user fc:db:b3:74:f5:46 vlan O
derivation_type Reset VLANs for Station up index 23.

"VDR - set vlan in user for fc:db:b3:74:f5:46 vlan 10 fwdmode 0O
derivation_type Default VLAN.

"VDR - Add to history of user user fc:db:b3:74:f5:46 vlan 10
derivation_type Default VLAN index 24.

"VDR - set vlan in user for fc:db:b3:74:f5:46 vlan 10 fwdmode O
derivation_type Current VLAN updated.

"VDR - Add to history of user user fc:db:b3:74:f5:46 vlan 10
derivation_type Current VLAN updated index 25.

mdns_parse_auth_userapname_message 452 Auth->MDNS User
APNAME: MAC:fc:db:b3:74:f5:46, NEW AP NAME:Shenck_110:c8:94:f6

Role Derivation for user N/A-fc:db:b3:74:f5:46- N/A Set AAA profile
defaults.

Idle timeout should be driven by STM for MAC fc:db:b3:74:f5:46.

clr_pmkcache_ft():1016: MAC:fc:db:b3:74:f5:46 BSS:18:64:72:09:4f:
70

Auth GSM : MAC_USER publish for mac fc:db:b3:74:f5:46 bssid
18:64:72:09:4f:70 vlan 10 type 1 data-ready 0
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VDR - mac fc:db:b3:74:f5:46 rolename public-access fwdmode 0
derivation_type Initial Role Contained vp not present.

"VDR - set vlan in user for fc:db:b3:74:f5:46 vlan 10 fwdmode 0
derivation_type Initial Role Contained.

"VDR - Add to history of user user fc:db:b3:74:f5:46 vlan 10
derivation_type Initial Role Contained index 26.

VDR - mac fc:db:b3:74:f5:46 derivation_type Initial Role Contained
derived vlan 10.

handle_sta_up_dn (2989): rtts user=fc:db:b3:74:f5:46 enabled=0
initial tput=176000

dotlx_supplicant_up(): MAC:fc:db:b3:74:f5:46, pmkid_present:False,
pmkid:N/A

"VDR - set vlan in user for fc:db:b3:74:f5:46 vlan 10 fwdmode 0
derivation_type Current VLAN updated.

"VDR - Add to history of user user fc:db:b3:74:f5:46 vlan 10
derivation_type Current VLAN updated index 27.

"VDR - Cur VLAN updated fc:db:b3:74:f5:46 mob 0 inform 1 remote 0
wired 0 defvlan 10 exportedvlan 0 curvlan 10.

MAC=fc:db:b3:74:f5:46 Station Updated Update MMS:
BSSID=18:64:72:09:4f:70 ESSID=WIRELESS VLAN=10 AP-
name=Shenck_110:c8:94:f6

Auth GSM : USER publish for uuid 0x9ace01b7808fb066 mac
fc:db:b3:74:f5:46 name role public-access devtype Android wired 0
authtype 0 subtype 0 encrypt-type 0 conn-port 8448 fwd-mode O
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Disassoc from sta: fc:db:b3:74:f5:46: AP 10.0.192.23-18:64:72:09:4f:
70-Shenck_110:c8:94:f6 Reason STA has left and is disassociated

Auth GSM : USER_STA delete event for user fc:db:b3:74:f5:46 age O
deauth_reason 8

Station fc:db:b3:74:f5:46: Clearing state

MAC=fc:db:b3:74:f5:46 Station DN: BSSID=18:64:72:09:4f:70
ESSID=WIRELESS VLAN=10 AP-name=Shenck_110:c8:94:f6

Setting idle timer for user fc:db:b3:74:f5:46 to 3600 seconds (idle
timeout: 3600 ageout: 0).

Station fc:db:b3:74:f5:46: Clearing state



