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Revision History

The following table lists the revisions of this document:

Revision Change Description

Revision 1 Initial Publication

Table 1 Revision History
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About this Guide

Overview

This document explains two scenarios while deploying L2 GRE for Guest access and steps to
configure the same on ArubaOS 8. It assumes that the wireless network is deployed using
standard Aruba design practices. The intended audience for this document is the network
administrators who want to implement secure guest access solution with captive portal
authentication between clusters of Mobility Controllers in the Campus network with the DMZ
Mobility Controllers.

Related Documents
ArubaOS 8.7.0.x User Guide

ArubaOS 8 Fundamentals Guide

ArubaOS 8 CLI Reference Guide

ArubaOS 8 Base Design Lab Guide

Acronym List

Acronym Definition

MCR Mobility Conductor (Old name: MM or Mobility Master)
MC Mobility Controller

AP Access Point

CLI Command Line Interface

VIP Virtual IP

DMz Demilitarized Zone

L2 GRE for Guest Access in ArubaOS8 About this Guide | 5


https://support.hpe.com/hpesc/public/docDisplay?docId=a00101266en_us
https://community.arubanetworks.com/t5/Validated-Reference-Design/ArubaOS-8-Fundamentals-Guide/ta-p/428914
https://support.hpe.com/hpesc/public/docDisplay?docId=a00101267en_us
https://community.arubanetworks.com/browse/articles/blogviewer?blogkey=a9871e7a-8e5f-41a9-8524-f4accd16e5e8

To keep the guest traffic isolated from the corporate network, it is recommended to deploy MCs in

DMZ to handle all the guest user authentication, captive portal, IP addressing and data traffic
management.

This would mean that WLAN configuration of the Guest network would reside on Campus MCs
and the clients would connect to APs on Campus side but all the traffic would be tunneled to the
DMZ. A Guest VLAN will be created on MCs which will not be present anywhere else on the
corporate network and this VLAN will be extended to DMZ through L2 GRE tunnels. This will keep
the guest traffic isolated from the corporate network.

Multizone is another feature which could be used for configuring guest access and multi-tenancy,
however this document focuses on L2 GRE concept and configuration.

There are two ways to configure the GRE tunnels which are described in this document:

e Configuring tunnels from each individual Campus controller to DMZ controllers
e Configuring a single tunnel from Campus controllers to DMZ controllers.
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This is lab network topology used to validate the configuration described throughout this
document.

Figure 1 7opology Diagram
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Assumptions

The configuration shown below is with respect to the topology shown in the above
diagram.

There are 4 MCs on the Campus side in cluster and 2 MCs on the DMZ side which are
standalone MCs configured with a VRRP in L2 redundancy.

The node-hierarchy on the Campus side: root>md>Aruba>Campus>4 MCs(mc01, mc02,
mc03, mc04)

DMZ side Configuration
Creating a new guest VLAN 999 for all the guest traffic.

Create a Guest VLAN on Firewall/Router on DMZ side

Create a Guest VLAN 999 on the Firewall/Router in DMZ with IP address: 192.168.1.1
255.255.255.0

Create a Guest VLAN on uplink switch of DMZ MCs

SW-AGG-DMZ #conf t

SW-AGG-DMZ(config)# vlan <999>

SW-AGG-DMZ(vlIan-999)# name <999-GuestClients>
SW-AGG-DMZ(vlan-999)# ip address <192.168.1.2> <255.255.255.0>
SW-AGG-DMZ(vlan-999)# save

Create a Guest VLAN on DMZ MCs

(mc-dmz01) [mynode] #conf t

(mc-dmz01) [mynode] (config) #vlan <999>

(mc-dmz01) [mynode] (config-submode)#exit

(mc-dmz01) [mynode] (config) #vlan-name <GuestVLAN>

(mc-dmz01) [mynode] (config) #vlan GuestVLAN 999

(mc-dmz01) [mynode] (config) #interface vlan 999

(mc-dmz01) [mynode] (config-submode)#ip address <192.168.1.11> <255.255.255.0>
(mc-dmz01) [mynode] (config-submode)#exit

(mc-dmz01) [mynode] (config) #interface vlan 10 (This is the vian which holds the controller-IP)

(mc-dmz01) [mynode] (config-submode)#ip nat outside (Configured to achieve successful communica-
tion of return traffic from ClearPass guest page)
(mc-dmz01) [mynode] (config-submode)#write memory
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NOTE

NOTE

(mc-dmz02)
(mc-dmz02)
(mc-dmz02)
(mc-dmz02)
(mc-dmz02)
(mc-dmz02)
(mc-dmz02)
(mc-dmz02)

(mc-dmz01)
(mc-dmz01)

[mynode]
[mynode]
[mynode]
[mynode]
[mynode]
[mynode]
[mynode]
[mynode]

[mynode]
[mynode]

#conf t
(config) #vlan <999>
(config-submode)#exit

(config) #vlan-name <GuestVLAN>

(config) #vlan GuestVLAN 999
(config) #interface vlan 999

(config-submode)#ip address <192.168.1.12> <255.255.255.0>

(config-submode)#exit

(config) #interface vlan 10

(config-submode)#ip nat outside

tion of return traffic from ClearPass guest page)
(mc-dmz02) [mynode] (config-submode)#write memory

(This is the vian which holds the controller-1P)
(Configured to achieve successful communica-

Make sure to allow this newly created vlan 999 on the uplink port/port-channel of the MC.

Create DHCP server on DMZ MCs

Typically, there will be dedicated DHCP server(s) in the DMZ for providing IP addresses to the
guest devices (recommended). However if there is a need, DHCP can be set up on the MCs in the

DMZ.

Mobility Controllers typically support around 4000 DHCP addresses depending on each model.

Configuring VIP to be used during DHCP server configuration:

(mc-dmz01)
(mc-dmz01)
(mc-dmz01)

<192.168.1.

(mc-dmz01)
(mc-dmz01)
(mc-dmz01)
(mc-dmz01)

(mc-dmz02)
(mc-dmz02)
(mc-dmz02)

<192.168.1.

(mc-dmz02)
(mc-dmz02)
(mc-dmz02)
(mc-dmz02)

[mynode]
[mynode]
[mynode]
10>

[mynode]
[mynode]
[mynode]
[mynode]

[mynode]
[mynode]
[mynode]
10>

[mynode]
[mynode]
[mynode]
[mynode]

#conf t
(config) # vrrp <192>
(config-submode) #ip address

(config-submode) #vlan 999
(config-submode) #priority 110
(config-submode) #no shutdown
(config-submode) #exit

#conf t
(config) # vrrp <192>
(config-submode) #ip address

(config-submode) #vlan 999
(config-submode) #priority 100
(config-submode) #no shutdown
(config-submode) #exit
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Configuring the DHCP server:

(mc-dmz01) [mynode] #conf t

(mc-dmz01) [mynode] (config) #ip dhcp pool guestnet

(mc-dmz01) [mynode] (config-submode)#default-router 192.168.1.10
(mc-dmz01) [mynode] (config-submode)#dns-server 10.20.30.40

(mc-dmz01) [mynode] (config-submode)#network 192.168.1.0 255.255.255.128
(mc-dmz01) [mynode] (config-submode)#write memory

(mc-dmz02) [mynode] #conf t

(mc-dmz02) [mynode] (config) #ip dhcp pool guestnet

(mc-dmz02) [mynode] (config-submode)#default-router 192.168.1.10
(mc-dmz02) [mynode] (config-submode)#dns-server 10.20.30.40

(mc-dmz02) [mynode] (config-submode)#network 192.168.1.128 255.255.255.128
(mc-dmz02) [mynode] (config-submode)#write memory

User role and Captive Portal Configuration

This section covers the standard configuration of user roles and captive portal for guest SSID.

(mc-dmz01) [mynode] (config) #cd /mm (This will create the config at higher node level which can be inher-
ited by the other MC)

(mc-dmz01) [mm] (config) #netdestination guest-dmz-external-cap- Create alias for the

tive-portal captive portal

(mc-dmz01) [mm] (config-submode) #host <CPPM-1P>
(mc-dmz01) [mm] (config-submode) #exit

(mc-dmz01) [mm] (config) #netdestination guest-dmz-internal-net Create alias for the

(mc-dmz01) [mm] (config-submode) #network <10.0.0.0 255.0.0.0> &gtﬁrnal and DMZ net-

(mc-dmz01) [mm] (config-submode) #network <192.168.0.0 255.255.0.0>
(mc-dmz01) [mm] (config-submode) #exit

(mc-dmz01) [mm] (config) #ip access-list session guest-dmz-allow- | Permit http and https
external-captive-portal traffic to captive por-

(mc-dmz01) [mm] (config-submode) #user alias guest-dmz-external- tal

captive-portal svc-http permit

(mc-dmz01) [mm] (config-submode) #user alias guest-dmz-external-captive-portal svc-https
permit

(mc-dmz01) [mm] (config-submode) #exit

(mc-dmz01) [mm] (config) #ip access-list session guest-dmz-block Block client traffic to
the internal network

(mc-dmz01) [mm] (config-submode) #user alias guest-dmz-internal-net any deny
(mc-dmz01) [mm] (config-submode) #exit
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(mc-dmz01)
out

[mm]

(config) #ip access-list session guest-dmz-cplog- | Permit redirect to con-
troller after success-
ful guest registration

(mc-dmz01) [mm] (config-submode) #user alias controller svc-https

dst-nat 8081

(mc-dmz01) [mm] (config-submode) #exit

(mc-dmz01) [mm] (config) #ip access-list session guest-dmz-au- Permit http and https

thenticated traffic

(mc-dmz01) [mm] (config-submode) #any any svc-http permit

(mc-dmz01) [mm] (config-submode) #any any svc-https permit

(mc-dmz01) [mm] (config-submode) #exit

(mc-dmz01) [mm] (config) #ip access-list session guest-dmz-drop- Deny all traffic not

all explicitly permitted by

other ACLs

(mc-dmz01) [mm] (config-submode) #user any any deny log position 1

(mc-dmz01) [mm] (config-submode) #exit

(mc-dmz01) [mm] (config) #user-role guest-dmz Create guest-dmz user role and
apply ACLs

(mc-dmz01) [mm] (config-submode) #access-list session guest-dmz-cplogout position 3

(mc-dmz01) [mm] (config-submode) #access-list session logon-control position 4

(mc-dmz01) [mm] (config-submode) #access-list session guest-dmz-block position 5

(mc-dmz01) [mm] (config-submode) #access-list session guest-dmz-authenticated position 6

(mc-dmz01) [mm] (config-submode) #access-list session guest-dmz-drop-all position 7

(mc-dmz01) [mm] (config-submode) #exit

(mc-dmz01) [mm] (config) #user-role guest-dmz-logon Create guest-dmz-logon

(mc-dmz01) [mm] (config-submode) #access-list session guest-dmz- Xgﬁ; role and apply

allow-external-captive-portal position 3

(mc-dmz01)
(mc-dmz01)
(mc-dmz01)

(mc-dmz01)

(mc-dmz01)
(mc-dmz01)
(mc-dmz01)
(mc-dmz01)

(mc-dmz01)

(mc-dmz01)

[mm]
[mm]
[mm]

[mm]
[mm]
[mm]

[mm]
[mm]

[mm]

[mm]

(config-submode) #access-list session logon-control position 4
(config-submode) #access-list session captiveportal position 5
(config-submode) #exit

(config) #aaa authentication-server radius CP-DMZ Designate RADIUS
server

(RADIUS Server '"CP-DMZ'™) #host <CPPM-IP>

(RADIUS Server "CP-DMZ'™) #key <adminl23>

(RADIUS Server "CP-DMZ'™) #mac-delimiter colon

(RADIUS Server "CP-DMZ'™) #exit

(config) #aaa rfc-3576-server <CPPM-IP> Designate RFC 3576
server

(RFC 3576 Server ' CPPM-IP') #key <adminl23>
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(mc-dmz01) [mm] (RFC 3576 Server " CPPM-IP™) #exit

(mc-dmz01) [mm] (config) #aaa server-group CP-DMZ Define AAA server group

(mc-dmz01) [mm] (Server Group "CP-DMZ'™) #auth-server CP-DMZ
(mc-dmz01) [mm] (Server Group "CP-DMZ') #exit

(mc-dmz01) [mm] (config) #aaa authentication mac guest-dmz ) }
_ _ _ } Define MAC authentica-
(mc-dmz01) [mm] (MAC Authentication Profile "guest-dmz') #delim- tion profile

iter colon

(mc-dmz01) [mm] (MAC Authentication Profile "guest-dmz') #case upper
(mc-dmz01) [mm] (MAC Authentication Profile "guest-dmz') #exit

(mc-dmz01) [mm] (config) #aaa authentication captive-portal Define captive portal
guest-dmz profile

(mc-dmz01) [mm] (Captive Portal Authentication Profile "guest-dmz') #login-page https://
CPPM-1P/guest/guest_registration.php

(This value: “guest registration” should match the ClearPass Guest Self-Registration Page configuration. This is de-
scribed in the next sections)

(mc-dmz01) [mm] (Captive Portal Authentication Profile "guest-dmz') #welcome-page
/auth/welcome.html

(mc-dmz01) [mm] (Captive Portal Authentication Profile "guest-dmz') #no guest-logon
(mc-dmz01) [mm] (Captive Portal Authentication Profile "guest-dmz') #redirect-pause 3
(mc-dmz01) [mm] (Captive Portal Authentication Profile "guest-dmz') #server-group CP-DMZ

(mc-dmz01) [mm] (Captive Portal Authentication Profile "guest-dmz') #default-role guest-
dmz-logon

(mc-dmz01) [mm] (Captive Portal Authentication Profile "guest-dmz'™) #exit

(mc-dmz01) [mm] (config) #user-role guest-dmz-logon Apply captive portal
profile to the guest-

(mc-dmz01) [mm] (config-submode) #captive-portal guest-dmz dnz-logon role

(mc-dmz01) [mm] (config-submode) #exit

(mc-dmz01) [mm] (config) #aaa profile guest-dmz Define the AAA profile

(mc-dmz01) [mm] (AAA Profile "guest-dmz') #initial-role guest-dmz-logon
(mc-dmz01) [mm] (AAA Profile "guest-dmz') #mac-default-role guest-dmz
(mc-dmz01) [mm] (AAA Profile "‘guest-dmz') #radius-accounting CP-DMZ
(mc-dmz01) [mm] (AAA Profile "guest-dmz') #rfc-3576-server <CPPM-I1P>
(mc-dmz01) [mm] (AAA Profile "guest-dmz') #authentication-mac guest-dmz
(mc-dmz01) [mm] (AAA Profile "guest-dmz') #mac-server-group CP-DMZ
(mc-dmz01) [mm] (AAA Profile "'guest-dmz'™) #exit
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Assign AAA profile to Wired Authentication Profile

The traffic coming in over the L2 GRE tunnel to the DMZ is considered wired traffic to the DMZ
controllers. Hence we configure this wired authentication profile.

(mc-dmz01) [mynode] (config) #cd /mm

(mc-dmz01) [mm] (config) #aaa authentication wired

(mc-dmz01) [mm] (Wired Authentication Profile) #profile guest-dmz  (This AAA profile was created in
the previous step)

(mc-dmz01) [mm] (Wired Authentication Profile) #write memory

Campus side Configuration
Create a Guest VLAN on Campus MCs

This guest VLAN will only be present on the MCs. This VLAN is unknown to the rest of the
corporate network. Log in to your MM and navigate to your MC

(mcr0l)#cd md>Aruba>Campus

(mcr01) [Campus] #conf t

(mcr01) [Campus] (config) #vlan <999>

(mcr01) [Campus] (config-submode)#exit

(mcr01) [Campus] (config) #vlan-name <GuestVLAN>
(mcr01) [Campus] (config) #vlan GuestVLAN 999
(mcr01) [Campus] (config) #write memory

Optionally configure interface IP addresses for each MC if granular control is required for
troubleshooting

(mcr01)#cd mcO0l

(mcr01) [mc01] #conf t

(mcr01) [mc01] (config) #interface vlan 999

(mcr01) [mc01] (config-submode)#ip address <192.168.1.21> <255.255.255.0>
(mcr01) [mc01] (config-submode)#write memory

(mcr01)#cd mc02

(mcr01) [mc02] #conf t

(mcr01) [mc02] (config) #interface vlan 999

(mcr01) [mc02] (config-submode)#ip address <192.168.1.22> <255.255.255.0>
(mcr01) [mc02] (config-submode)#write memory

Similar configuration on MC3 and MC4

Make sure to allow this newly created vlan 999 on the uplink port/port-channel of the MC.

NOTE
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User Role and WLAN SSID Configuration

Configure allow-all user role and assign it to AAA profile

Allow all user role is created and assigned to the Guest SSID since we want all the unfiltered guest
traffic to be sent to the DMZ and then actual roles with appropriate policies are assigned by the
DMZ controller.

(mcr01)# cd /md/Aruba/Campus

(mcr01) [Campus] # conf t

(mcr01) [Campus] (config) # ip access-list session allowall-guest-acl

(mcr01) [Campus] (config-submode) #any any svc-http permit

(mcr01) [Campus] (config-submode) #any any svc-https permit

(mcr01) [Campus] (config-submode) # exit

(mcr01) [Campus] (config) # user-role guest-allowall

(mcr01) [Campus] (config-submode) # access-list session allowall-guest-acl position 1

(mcr01) [Campus] (config) #aaa profile Guest-SSID-AAA
(mcr01) [Campus] (AAA Profile "ABC") #initial-role guest-allowall
(mcr01) [Campus] (AAA Profile "ABC'") #write memory

WLAN SSID Configuration

(mcr01) [Campus] (config) # wlan ssid-profile Guest-SSID
(mcr01) [Campus] (SSID Profile "Guest-SSID") #essid Guest-SSID
(mcr01) [Campus] (SSID Profile "Guest-SSID') #opmode opensystem
(mcr01) [Campus] (SSID Profile "Guest-SSID™) #exit

(mcr01) [Campus] (config) #wlan virtual-ap Guest-SSID

(mcr01) [Campus] (Virtual AP profile "Guest-SSID'") # aaa-profile Guest-SSID-AAA
(mcr01) [Campus] (Virtual AP profile "Guest-SSID") #ssid-profile Guest-SSID
(mcr01) [Campus] (Virtual AP profile "Guest-SSID") #vlan 999

(mcr01) [Campus] (Virtual AP profile "Guest-SSID') #exit

(mcr01) [Campus] (config) #ap-group CampusAP

(mcr01) [Campus] (AP group "CampusAP') #virtual-ap Guest-SSID
(mcr01) [Campus] (AP group "CampusAP') #exit
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Configuration required on Clearpass for Guest Authentication

ClearPass Policy Manager Configuration
Adding DMZ controllers

Navigate to ClearPass Policy Manager>Configuration > Network > Devices. Click Add in the
top-right corner to add controllers to the list. Note that the MCs have been added in a cluster
using an IP range of 10.127.93.11-12.

aruvba ClearPass Policy Manager S_u::ﬁn (slupfidmlinistf:,_u:,
Dashboard L] Configuration » Network » Devices

Network Devices

&fo Configuration ©) &, EXport All
£ Start Here < Didcovered Devices
LI Services
%Authe:]ti::ti;m Filter: Name ~| contains = n Show N0 ~| records

£ Methods

# Name A IP or Subnet Address Description

L Sources
+ Q Identity 1.’ DMZ Mobility Con s 10.127.93.11-12 Mobility controllers in DMZ to serve gugst WiFi.
+ i posture Showin 1 Export\ Delete

+ $ Enforcement

4. Network Add Device et

e Devices|
1z Device Groups SNMP Read Settings SNMP Write Settings CLI Settings
13 Proxy Targets ‘ Name: [DMZ Mobility Controllers
L3 Event Sources IP or Subnet Address: [10.127.93.1112 (e.g., 192.168.1.10 or 192.168.1.1/24 or
1 Policy Simulation 192.168.1.1-20)
1} Profile Settings Description: Mobility controllers in DMZ
to serve guest WiFi.
RADIUS Shared Secret: arubal23 Verify: |aruba123
TACACS+ Shared Secret: i Verify:
Vendor Name: jAruba \ = \
Enable RADIUS CoA: RADIUS CoA Port: 3799
Attribute Value i
1.‘C|ick to add...

Cancel
\ J

Figure 2 Adding DMZ Controllers as Devices to ClearPass

Adding Services for Guest Authentication

Navigate to ClearPass Policy Manager>Configuration > Start Here. Click Guest
Authentication with MAC Caching to begin the wizard. Self-Registration will be added later when
the Captive Portal is configured. Go through the wizard using the tabs, filling in the fields as
follows. Everything else can be left blank or use the default value.
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e —— ”g Guest Access - Web Login
Fo 72} 1] n ) .

To authenticate guest users logging in via guest portal.
£

11 Services

# & Authentication guji Guest Authentication with MAC Caching

. $:>1e:iw To authenticate users once using captive portal and later to allow logins using cached MAC Address
+ 1 Posture of the device.
+ $¥ Enforcement

+ -f- Network

£ Policy Simulation (SE: Guest Social Media Authentication

Profil i - . . . : i " "
1 Profile Settings To authenticate guest users logging in via captive portal with their social media accounts. Guests

must re-authenticate after their session ends.
#7 Administration ©

Figure 3 Guest Authentication with MAC Caching

General:

1. Navigate to the General tab

2. Enter guest-dmz as the Name Prefix

3. Click Next
Wireless Network Settings MAC Caching Settings Posture Settings Access Restrictions
Select Prefix: Select ~|
Name Prefix*: guest-dmz

Users first login via captive portal and their MAC addresses are cached. Subsequent logins will use MAC
authentication and bypass the captive portal. Network access can be restricted based on day of the week,
bandwidth limit or number of unique devices used by the User. The cache lifetime of the MAC address can vary
according to the user's role (Guest, Employee or Contractor) and after that the user will have to re-authenticate via
captive portal. Posture checks can be enabled, optionally, to validate the client device for AntiVirus, AntiSpyware,
Firewall status. These results will determine the enforcement for the device.

« Back to Start Here Delete m

Figure 4 General Tab

Wireless Network Settings:

1. Navigate to the Wireless Network Settings tab
2. Enter the following details:

> Wireless SSID: <TME-MobileFirst-Guest> (7his should match the SSID name on Campus
side)
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» Select Wireless Controller: DMZ Mobility Controllers
3. Everything else can be left as default
4. Click Next

General Wireless Network Settings MAC Caching Settings Posture Settings Access Restrictions

Select a wireless controller from the list, or create a new one

Wireless SSID*: | TME-MobileFirst-guest _
( Select Wireless Controller: | DMz Mobility Controllers ;U
Wireless Controller Name: "i’DMZ Mobility Controllers _T‘
Controller IP Address: [10127.9310-12 !
Vendor Name: [ Aruba ~|
RADIUS Shared Secret: [s90a0sasesssnss ]
Enable RADIUS CoA: 7 Automatlcally filled
from Device List
RADIUS CoA Port: \ 3799

< Back to Start Here [Delets [[Next> | update Service | Cancel

Figure 5 Wireless Network Settings Tab

MAC Caching Settings:

1. Navigate to the MAC Caching Settings tab
2. Enter One Dayfor Cache duration for Guest
3. Click Next

General Wireless Network Settings MAC Caching Settings Posture Settings Access Restrictions

Enter MAC Caching duration for the users. After this time expires, users will have to re-authenticate
via captive portal

Cache duration for Employee: | Account Expiry Time ~|
(Cache duration for Guest: ' One Day ~|)
Cache duration for Contractor: | Account Expiry Time ~I

< Backto start Here [Doleto [ Noxt > | Updats Sovics | Cancal

Figure 6 MAC Caching Settings Tab

Posture Settings:

1. Leave the Posture Settings tab blank
2. Click Next
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General Wireless Network Settings MAC Caching Settings Posture Settings Access Restrictions

Enable Posture Checks to perform health checks after authentication.

Enable Posture Checks: Configure Guest Web Login page

« Back to Start Here  Doleto ([ Next > || Update Service

Figure 7 Posture Settings Tab

Access Restrictions:

1. Navigate to the Access Restrictions tab
2. Enter the following values:
» Enforcement Type: Aruba Role Enforcement
» Captive Portal Access: guest-dmz-logon
» Maximum number of devices allowed per user: 3
» Guest Access: guest-dmz

3. Everything else can be leave blank or in their default states.

General Wireless Network Settings MAC Caching Settings Posture Settings Access Restrictions

+ Enforcement Type applies to the Captive Portal Access, Employee Access, Guest Access, and Contractor Access fields.
+ Captive Portal Access is used for unauthenticated users and after the MAC caching duration has expired.
* At least one of Employee, Guest, and Contractor Access must be provided.

Enforcement Type*: Aruba Role Enforcement |
Captive Portal Access*: guest-dmz-logon
Days allowed for access™*:

Monday Tuesday Wednesday Thursday Friday Saturday Sunday
Maximum number of devices allowed per user*: 2
Maximum bandwidth allowed per user*: [\] MB (For unlimited bandwidth, set value to 0)

Employee Access:
Guest Access: guest-dma-logon

Contractor Access:

< Back to Start Here Delete

Figure 8 Access Restrictions Tab
Wizard Summary and Edit Services

ClearPass will notify that you have added a number of profiles, policies, and services that make up
this solution. Notice also that guest-dmz MAC Authentication and guest-dmz User Authentication
with MAC Cachingwere added to the list of services. It is important that MAC Authentication is
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above User Authentication with MAC Caching. This order enables users to proceed to the self-
registration captive portal page only if they fail MAC Authentication.

Added 8 Enforcement Profile(s)
Added 2 Enforcement Policies
Added 2 Role Mapping Policies
Added 2 service(s)

Filter: | Mame + | contains B |+ “ Show | 10 % | records
# Order &4 MName Type Template Status -

1 1 g;"i’f:eqdanager Admin Network Login - yacacs TACACS+ Enforcement e

2. 2 [AlrGroup Authorization Service] RADIUS RADIUS Enforcement [ Generic ) (%]

3. 3 [Aruba Device Access Service] TACACS TACACS+ Enforcement (=]

4. 4 [Guest Operator Logins) Application Aruba Application Authentication a

5. 5 [Insight Operator Logins] Application Aruba Application Authentication [s]

6. 6 guest-dmz MAC Authentication RADIUS MAC Authentication a

7. 7 i':;&m’gzcﬁmz“me"ti“aﬁo" RADIUS RADIUS Enforcement { Generic ) (=]

Figure 9 Wizard Summary and Edit Services
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ClearPass Guest Configuration

Navigate to ClearPass Guest>Configuration > Pages> Guest Self-Registrations. Click Create
new self-registration page in the top-right corner to add new self-registration page.

aruba

-y Guest (-] Home = Configuration = Pages =
bt M Self-Registrations

“, Configuration
i Start Here
+ g Advertising
&y futhentication
+ G Content Manager
87 Guest Manager
- B} Hstsper Manager
B Fages
wp Start Hare
B Fieids
Iy Forms.
[Tl List views
s
4l web Logins
4, Web Pages
*| g Receipts
. SMS Services
) Translations

ClearPass Guest

Use this (st view fo manage the pages used for self-registration.
O ouick Hei
> Name Register Page Skin Parent
i Rl quest_register (Detaur) (Mo Farent)
1 selt-registravion () Reload Show 8 rows -

B+ Back to pages
*, Back to configuration

5 Back to main

Figure 10 Se/f-Registration Page Creation

| @ Create new self-registration pang

Please note the ‘Register Page' value, since this will be used while setting the login-page value under captive portal on
the DMZ MC. Eg: https://CPPM-IP/guest/guest_registration.php

Home » Configu

Customize

ration » Pages » Self-Registrations

Self-Registration (new)

Use this form to create a new instance of self-registration.

Customize Self-Registration

Basic Prope

rties

Options controlling basic operation of self-registration.

* Name

guest-dmz Self-Registration Page
Tter a narme Lo (gent g selr-registration instance. This is visible only to administrators.

Description:

Enabled:

* Register Page:

Parent:

Authentication:

Hotspot:

Enter comments about this instance of self-registration. This is visible only to administrators.
*
Enable self-registration

. | .guest_registration
ERter the base page name for the self-registration page.

(No parent - standalone) ~
Fields and text will use the parent's value unless overridden.
Simply edit a field to override the parent value.

Require operator credentials prior to registering the guest
If checked, access to this registration page will require operator credentials.
The sponsor's operator profile must have the Guest Manager > Create New Guest Account privilege.

Prepare self-registration for Hotspot Transactions
Check this box if registrants will be required to pay for access.

Figure 11 Sel/f-Registration Page Configuration
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Click Save and Continue till you reach the below page
Home = Configuration » Pages » Self-Registrations

Customize Self-Registration (guest-dmz Self-Registration Page)

Use this form to make changes to the self-registration instance guest-dmz Self-Registration Page.

o Updated self-registration: guest_registration

Customize Self-Registration

Login
Options controlling logging in for self-registered guests.

Enabled: | Enable guest login to a Network Access Server v

Aruba Networks

* vendor Settings: | | B s - - - )
e Sk e e e B e Likg Eebipa-Ti datderrebworn-corfget 210N s,
Controller-initiated — Guest browser performs HTTP form submit ~

Login Method:  Select how the user’s network login will be handled
Server-initiated logins require the user's MAC address to be available, usually from the captive portal redirection process

captiveportal-login.aruba-tme.com

*1p Address:l
Enter the IP address or hostname of the vendor’s preduct here.

Use vendor default ~

Secure Login: .
Select a securily option to apply to the web login process.

The controller will send the IP to submit credentials
Dynamic Address:  In multi-controller deployments, it is often required to post credentials to different addresses made available as part of the original redirection.
The address above will be used whenever the parameter is not available or fails the requirements balow.

Do not check — login will always be permitted ~
Security Hash:  select the level of checking to apply to URL parameters passed to the web login page.
Use this option to detect when URL parameters have beasn modified by the user, for example their MAC address.

Default Destination
Options for controlling the destination clients will redirect to after login

* Default URL: | Enter the default URL to redirect clients.
Please ensure you prepend "http://" for any external domain.

Force default destination for all clients
If selected, the client's default destination will be overridden regardless of its value.

Figure 12 Se/f-Registration Page Configuration

Override Destination:

Click Save and Continue till you reach the below setting where you need to increase the ‘Login
Delay' to 2 seconds
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Footer HTML:

Insert... ~
HTML template code displayed after the login form.

Nelwork Login In Progress...
The page title to display while logging into the NAS,

Title:

Please wait while you are logged into the network...

Login Message:

Insert... M
HTML template code displayed while the login attempt is in progress.

Automatic Login
Options controlling automatic.

receipt form.

seconds

* I &
Login Bieing; The time in_seconds

p delay while displaying the login message.

Cloud Identity

Optionally present guests with various cloud identity / social login options.

Enabled: Enable logins with cloud identity / sccial network credentials

™ Save Changes #" Save and Continue

Figure 13 Self-Registration Page Configuration

Click Save and Continue and click Save Changes on the next page to finish this configuration.
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In the following two sections, the two options to configure L2 GRE tunnels from the controllers in
cluster on Campus side to the DMZ controllers are discussed. Option 1 describes configuring
tunnels from each individual Campus controller to the DMZ controllers and Option 2 describes
configuring single tunnel from Campus controllers to the DMZ controllers. Refer to the details of
these sections to learn about specific advantages of each as well as the ways to configure them.

In this scenario, L2 GRE tunnels need to be configured from each individual Campus MCs to DMZ
MC VIP. This is the recommended design practice. This would mean that if there are 4 MCs in
cluster at Campus side, there will be a total of 4 tunnels from each MC at Campus to DMZ MC VIP.
From configuration standpoint: 1 tunnel each from individual MCs on Campus side to DMZ MC VIP
and 4 tunnels each on both DMZ MCs from DMZ MC VIP to each Campus MCs.

Assumptions

Campus MCs may or may not be configured to be in cluster.

VRRP IP with L2 redundancy may or may not exist between the Campus MCs that are in the
same L2 broadcast domain.

DMZ MCs are standalone MCs which are configured together with a VRRP IP in L2
redundancy, if there is more than one MC.

Configuration

MC-IP used in the below sections are the controller-IP addresses of the individual controllers and
DMZ-MC-VIP is the virtual IP which is configured to be in the same subnet of controller-IP
addresses of individual controllers.

Campus side configuration

Configure L2 GRE tunnel on Campus MCs with DMZ MCs

(mcr01) [mc01] (config) #interface tunnel <1>

(mcr01) [mc01] (config-submode)#tunnel mode gre 1

(mcr01) [mc01] (config-submode)#tunnel source <MC1l-1P>

(mcr01) [mc01] (config-submode)#tunnel destination <DMZ-MC-VIP>
(mcr01) [mc01] (config-submode)#tunnel keepalive

(mcr01) [mc01] (config-submode)#trusted

(mcr0l1l) [mc01] (config-submode)#tunnel vlan 999 (This commands triggers the tunneling of traffic on vian
999)
(mcr01) [mc01] (config-submode)#write memory
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(mcr01) [mc02] (config) #interface tunnel <2>

(mcr01) [mc02] (config-submode)#tunnel mode gre 1

(mcr01) [mc02] (config-submode)#tunnel source <MC2-1P>

(mcr01) [mc02] (config-submode)#tunnel destination <DMZ-MC-VIP>
(mcr01) [mc02] (config-submode)#tunnel keepalive

(mcr01) [mc02] (config-submode)#trusted

(mcr01) [mc02] (config-submode)#tunnel vlan 999

(mcr01) [mc02] (config-submode)#write memory

Same configuration for MC 3 and 4

Check the status of the tunnels using: #show interface tunnel

NOTE

DMZ side configuration

(mc-dmz01) (config) #interface tunnel <1>

(mc-dmz01) (config-submode)#tunnel mode gre 1
(mc-dmz01) (config-submode)#tunnel source <DMZ-MC-VIP>
(mc-dmz01) (config-submode)#tunnel destination <MC1l-1P>
(mc-dmz01) (config-submode)#tunnel keepalive

(mc-dmz01) (config-submode)#no inter-tunnel-flooding

(mc-dmz01) (config-submode)#tunnel vlian 999 (This commands triggers the tunneling of traffic on

vian 999)
(mc-dmz01) (config-submode)#write memory

(mc-dmz01) (config) #interface tunnel <2>

(mc-dmz01) (config-submode)#tunnel mode gre 1
(mc-dmz01) (config-submode)#tunnel source <DMZ-MC-VIP>
(mc-dmz01) (config-submode)#tunnel destination <MC2-1P>
(mc-dmz01) (config-submode)#tunnel keepalive

(mc-dmz01) (config-submode)#no inter-tunnel-flooding
(mc-dmz01) (config-submode)#tunnel vlan 999

(mc-dmz01) (config-submode)#write memory

Similar configuration for tunnel 3 and 4. Also, same set of config on other MC in the DMZ since this
is device level config and cannot be done at higher node.

Check the status of the tunnels using: #show interface tunnel.

NOTE
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The use case described in Scenario 1 is recommended by Aruba. But if there is a need where the
IT admins do not want to configure multiple individual tunnels from each Campus MC and instead
just have 1 single tunnel from multiple Campus MCs, then configuration described in this second
scenario can be used.

There is one fundamental issue which would arise in this case. When L2 redundancy is configured
between the MCs in a cluster, one ‘Master’ MC is auto assigned by the system which will hold the
VIP. Now if a client connects to an AP which is terminated on some other MC in the cluster, the
return L2 GRE traffic will be dropped since the GRE tunnel is terminated on the VIP which is
currently held by another MC.

To resolve this issue, the Guest VLAN needs to be configured on the uplink switch of the MCs. This
way the traffic incoming from the DMZ will first reach the MC which holds the VIP through the
tunnel, it will be then sent to its uplink switch since the intended destination for that traffic is the
other MC. Once this reaches the uplink switch, it will then be forwarded to the correct MC.

Assumptions
Campus MCs may or may not be configured to be in cluster.

VRRP IP with L2 redundancy exists between the Campus MCs that are in the same L2
broadcast domain.

DMZ MCs are standalone MCs which are configured together with VRRP IP with L2
redundancy, if there is more than one MC.

Admin is ready to configure Guest VLAN on the uplink switch of the MCs

Configuration

MC-VIP and DMZ-MC-VIP used in the below sections are the virtual IP addresses which are
configured to be in the same subnet of controller-IP addresses of individual controllers.

Campus side configuration

(mcr01) [mc01] (config) #interface tunnel <1>

(mcr01) [mc01] (config-submode)#tunnel mode gre 1

(mcr01) [mc01] (config-submode)#tunnel source <MC-VIP>

(mcr01) [mc01] (config-submode)#tunnel destination <DMZ-MC-VIP>
(mcr01) [mc01] (config-submode)#tunnel keepalive

(mcr01) [mc01] (config-submode)#trusted

(mcr01) [mc01] (config-submode)#no inter-tunnel-flooding

(mcr01) [mc01] (config-submode)#tunnel vlan 999 (This commands triggers the tunneling of
traffic on vian 999)
(mcr01) [mc01] (config-submode)#write memory
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(mcr01) [mc02] (config) #interface tunnel <2>

(mcr01) [mc02] (config-submode)#tunnel mode gre 1

(mcr01) [mc02] (config-submode)#tunnel source <MC-VIP>

(mcr01) [mc02] (config-submode)#tunnel destination <DMZ-MC-VIP>
(mcr01) [mc02] (config-submode)#tunnel keepalive

(mcr01) [mc02] (config-submode)#trusted

(mcr01) [mc02] (config-submode)#no inter-tunnel-flooding
(mcr01) [mc02] (config-submode)#tunnel vlan 999

(mcr01) [mc02] (config-submode)#write memory

Same configuration for MC 3 and 4

Check the status of the tunnels using: #show interface tunnel.

NOTE

Create Guest VLAN on the uplink switch of the MCs

SW-CORE-STACK #conf t

SW-CORE-STACK (config) #vlan 999

SW-CORE-STACK (vlan-999) #ip address 192.168.1.5 255.255.255.0
SW-CORE-STACK (vlan-999) #save

DMZ side configuration

(mc-dmz01) (config) #interface tunnel <1>

(mc-dmz01) (config-submode)#tunnel mode gre 1
(mc-dmz01) (config-submode)#tunnel source <DMZ-MC-VIP>
(mc-dmz01) (config-submode)#tunnel destination <MC-VIP>
(mc-dmz01) (config-submode)#tunnel keepalive

(mc-dmz01) (config-submode)#no inter-tunnel-flooding

(mc-dmz01) (config-submode)#tunnel vlan 999 (This commands triggers the tunneling of traffic on
vian 999)
(mc-dmz01) (config-submode)#write memory

Same configuration on the other MC in the DMZ.

Check the status of the tunnels using: #show interface tunnel.

NOTE
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