172.16.1.42 Client
192.168.250.50 DNS server
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1. Client send a query to dns server asking for www.msftncsi.com
[image: ]
2. DNS server replies the query
[image: ]
3. Computer tries to download ncsi.txt (it is expecting to see Microsoft NCSI inside that txt) from that address but since it has no internet access yet it fails
[bookmark: _GoBack]*** attaching this image to show what the txt file looks like***

[image: ]
4. Computer now tries to go to www.msftncsi.com/redirect
5. WLC spoofs the destination IP address and send a http 302 “temporarily moved”
[image: ]
6. Guest now knows that it need to go to the captive portal.
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251.480944 172.16.1.42  23.218.156.11 HTTP 222 GET /redirect HTTP/1.1

27 1.522562 23.218.156.11 172.16.1.42  HTTP 500 HTTP/1.1 362 Temporarily Moved
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No.  Tme  Source Destnaton  Protocol _ Length Info
- 222.165%7 172.16.1.47  192.168.350.50 OIS 76 Standard query 60814 A wav-msFEncsi-con
232160485 192.168.250.50 172.16.1.42 DN, 182 Standard query response 0x0814 A waw.msTEncs1. con CHANE wame.msTEncsL-con.edgesuite.net CNANE 21961.g2.-akanai net A 96.16.7.50 A 96.16.7.83
272173592 172.16.1.42  96.16.7.80  HTP 151 GET /ncsi.tt WTTP/L1
292177722 %6.16.7.80  172.16.1.42 HTP 427 HITP/L1 200 Ok (text/html)
36 2.186005 172.16.1.42  96.16.7.80  WITP 222 GET /redirect HTTR/1.1
382.226305 9%.16.7.80  172.16.1.42 WP 500 HTTP/1.1 302 Temporarily Hoved
77 3222862 172.16.1.42  192.168.50.10 HTTP 635 GET /guest/wlanlsb_guests.phplcnd-logingsuitchip-192.168. 256, 2mac-d e1:cecchip-172.16.1. 4285 id-K20kapnane-tumne 1%20108pgroup—Sur
80 3.220706 192.168.50.10 172.16.1.42 HTP 967 HITP/L.1 200 OK (Eext/html)
523.303553 172.16.1.42  192.168.50.10 HTTP 569 GET /guest/wlanlsb_guests.php?cnd-logingsuitchip-192.168. 256, smac-d e1:cecchip-172.16.1. 4285 id-K20kapnane-tumne 1%20108pgroup—Sur
121 4.047927 192.166.50.10 172.16.1.42 HTTP 1040 Continuation
207 6.654552 192.168.50.10 172.16.1.42  HTTP 1040 HTTP/L.1 200 OK (text/heml)Continuation[TCP seguent of a resssembled FOU]
221 665832 192.168.50.10 172.16.1.42 TP 998 ContinustionContinuationContinuation
729 25.575092 172.16.1.42  192.168.250.50 DN 76 Standard query 0x987e A wav.nsftncsi.con
730 25.979965 192.168.250.50 172.16.1.42 DN 182 Standard query response 0x987e A waw.msTtncsi. con CNAME waee.sftncsd.con.edgesuite.net CNAHE 21961.g2. akamai.net A 96.16.7.83 A 96.16.7.80
734 25.962724 172.16.1.42  %.16.7.83  WTP 151 GET /ncsi.txt HITR/LL
T TEER CRANTT | PRAALE TP o A A Eh i)
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> Frame 22: 76 bytes on wire (603 bits), 76 bytes captured (603 bits) on interface 0
b Ethernet IT, Src: WLAB-WS.wlanlab.com (dc:ef:09:elicescc), Dst: Arubalet_01:31:cO (00:1a:le:01:31:co)
> Internet Protocol Version 4, Src: 172.16.1.42, Dst: 192.168.250.50

> User Datagram Protocol, Src Port: 65339, Dst Port: 53

4 Domain Name System (query)

[Responze Tn: 23]

Transaction ID: exesl4
> Flags: oxe100 Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
4 Queries
4 wae.msFtncsi.com: type A, class IN
Name: www.msftncsi.com
[Name Length: 16]
[Label Count: 3]
Type: A (Host Address) (1)
Class: IN (exeoo1)
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> Frame 23: 182 bytes on wire (1456 bits), 182 bytes captured (1456 bits) on interface @
> Ethernet IT, Src: Aruballet_o: 0 (00:1a:1e: 0), Dst: WLAB-WS.wlanlab.com (dc:ef:@9:elice:cc)
> Internet Protocol Version 4, Src: 192.168.250.50, Dst: 172.16.1.42
> User Datagram Protocol, Src Port: 53, Dst Port: 65339
4 Domain Name System (response)

[Request In: 22

[Tine: 0.003146000 seconds]

Transaction ID: exesl4

> Flags: @x3180 Standard query response, No error

Questions: 1

Answer RRs: 4

Authority RRs: @

Additional RRs: @

4 [Queries

4 [wae.msFencsi.com: type A, class IN

Name: www.msFtncsi.com
[Name Length: 16]
[Label Count: 3]
Type: A (Host Address) (1)
Class: IN (exeoo1)
4 Answers
> wmr.msFtncsi.com: type CNAME, class IN, cname wav.msftncsi.com.edgesuite.net
> wmv.msFtncsi.com.edgesuite.net: type CNAME, class IN, cname al961.g2.akamai.net
> a1961.g2.akamai.net: type A, class IN, addr 96.16.7.30
b 21961.g2.akamai.net: type A, class IN, addr 96.16.7.83
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