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About This Guide

This document is from a family of technology guides called Aruba Validated Solution Guides (VSG).
VSGs are cross-portfolio solution guides that cover multiple technology areas, including wired,
wireless, data center, SD-WAN and security. They are validated by Aruba’s Solution TME and
Solution Quality Assurance teams on an ongoing basis using a rigorous process. A VSG provides
prescriptive guidance focused on the Aruba recommended best practices specific to the solution
being covered.

The goal is to describe a solution implementation which addresses the primary use cases for
customer networks, while avoiding the corner cases. The intent is to enable partners and customers
to efficiently install end-to-end solutions using Aruba technology in a consistent and repeatable
manner. The result will be improved stability and supportability by limiting the number of deployment
variations.

VSGs are categorized into volumes to differentiate each guide type from the others.
Volumes

. Design: Identify products and technologies to meet customer business requirements
. Deploy: Step-by-step set of procedures to build the solution
. Operate: Recommended procedures to maintain and optimize the solution

Document Conventions

Bold text indicates a command, navigational path, or a user interface element.
Examples:

* the show vsx status command

* Navigate to Configurations > Routing > VRF

Italic text indicates the definition of important terminology.

Example:

* A VXLAN Tunnel Endpoint (VTEP) is the function within leaf switches that handles the origination
and termination of point-to-point tunnels forming an overlay network.

Code blocks indicates a variable for which you should substitute a value appropriate for your
environment.

Example:

* BGP routerid: 10.0.5.1
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Introduction

The Aruba Networks ESP Data Center is built on a technology platform which provides the tools for
transforming the data center into a modern, agile, services delivery platform satisfying the
requirements of organizations large, small, distributed, and centralized. The Aruba AOS-CX
operating system simplifies operations and maintenance with a common switch operating system
across the campus, branch, and data center, managed from the cloud or on-premises, and backed
by an artificial intelligence capability which provides best practices guidance throughout the
operational lifecycle of a network.

Converged ethernet is changing the way compute hosts access storage in the modern data center.
Dedicated storage area networks are no longer required. Lossless ethernet and bandwidth
management protocols ensure timely reads and writes over a traditional IP LAN. The cost savings
and operational simplicity of converged ethernet are major drivers for transformation in the data
center today.

At the same time, network topologies have become virtualized. While this virtualization promotes the
flexibility required to meet today’s transformational data center requirements, it can lead to
complexity during implementation and management. The Aruba ESP Data Center mitigates these
challenges by leveraging automation in the management plane and capabilities of the Aruba AOS-CX
operating system such as automated configuration backups and built-in alerts instrumented on critical
network performance metrics.

As you begin the process of designing a new or transformed data center the first step is to
understand your organization’s cloud applications strategy. This will allow you to determine which
applications will remain on-premises and what a right-sized data center looks like for your
requirements. When establishing a new data center intended to grow and adapt into the future, plan
to implement a spine and leaf underlay supporting software defined overlay networks. The Aruba
Networks CX 83xx and 84xx switching platforms provide a best in class suite of products featuring a
variety of high throughput port configurations and industry leading operating system modularity
providing real-time analytics and always up maintenance.
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Purpose of this Guide

This guide covers the Aruba Data Center Network deployment, including reference architectures
along with their associated hardware and software components. It contains best practices
recommendations for deploying a next generation spine and leaf data center fabric using VXLAN and
BGP EVPN leveraging the orchestration capabilities of Aruba Fabric Composer. Please refer to
volume one of this VSG for design guidance:

Aruba VSG: Data Center Design

This guide assumes the reader has an equivalent knowledge of an Aruba Certified Switching
Associate.

Audience

This guide is written for IT professionals who need to deploy an Aruba Data Center Network. These
IT professionals can fill a variety of roles:

e Systems engineers who need a standard set of procedures for implementing solutions
e Project managers who create statements of work for Aruba implementations
e Aruba partners who sell technology or create implementation documentation

Customer Use Cases

Data center networks are changing rapidly. The most pressing challenge is to maintain operational
stability and visibility while placing compute and storage resources where they need to be in order to
best serve users. In addition, data center teams are being asked to support the rapid pace of DevOps
environments including requirements to connect directly with public cloud infrastructure. Given the
rapidly changing landscape for data center requirements it is critical that network and system
engineers be provided with tools to simplify and automate complex infrastructure configurations.


https://www.arubanetworks.com/techdocs/VSG/DatacenterDG/Aruba_VSG_Data-Center-Design.pdf
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Initializing the Network

The first step in deploying a data center involves the physical installation of the switches and
compute hosts. Please verify the airflow configuration for the products to be installed to make sure
they support the cooling design for the data center. If required, an optional air duct kit is available for
Aruba data center top-of-rack (ToR) switches to redirect hot air away from the servers inside the
rack.

Switch Installation

Prior to installation of the switches, download the Aruba Installation Guide for the specific model
being deployed. Review the Installation Guide prior to beginning to install the switches. Review
requirements for power, cooling, and mounting, then ensure the required data center infrastructure is
available.

Step 1: Open a web browser and navigate to the Aruba Support Portal at
https://asp.arubanetworks.com/.

Step 2: From the Support Portal page, select the Software & Documents tab.

b Jal CONTACTUS = LOGIN
QrypQ Ssupport

a Hewl ackard

Enterprise company Portal Software & Documents Service Management Resources
Get started now and log in or register for a HPE Passport account. You can also email us for help or feedback.

Service Management Software & Documents Notifications

Log into ASP to register your devices and

Case Management & contracts, enabling you to access software
Create and manage your support cases relevant to your network
(@) Case Management

License Management &
Add and manage your Aruba licenses

@) License Management Learn how to register your contracts on ASP!
(@ video Tutorial
Online RMA &
Submit your request to process your Aruba product returns online
(® Online RMA
Related Information
Airheads Innovation Zone Solution Exchange
Discuss product-specific topics, visit our knowledge Have an idea for a product or a product document Generate device configuration for a variety of use
base. or jump into our learning portal request? Submit it here. cases.
® airheads Community ® Innovation Zone (® Aruba Solution Exchange (ASE)
Resources
Understand how best to access and Access network designs to rapidly deploy  Verify Aruba product compliance by Understand more about your product
utilize Aruba support services Aruba solutions country warranty coverage!
(& TAC User Guide Validated Reference Guides [ Worldwide Product Compliance [ Product Warranty and Support [



https://asp.arubanetworks.com/
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Step 3: From the Software & Documents tab, select Switches.

Get started now and log in or register for a HPE Passport account. You can also email us for help or feedback.
Service Management Software & Documents Notifications
search for product documentation, software updates, and release notes for your Aruba products Log into ASP to register your devices and
contracts, enabling you to access software

(3 Mobility Controllers (AOS) 3 Centra relevant to your network

(3 Switches (3 Netinsight m

(® ClearPass Policy Manager (CPPM) (3 Virtual Intranet Access (VIA)

@ AirWave (3 Analytics and Location Engine (ALE)

@ Access Points (3 HPE DataCenter Switches Learn how to register your contracts on ASP!
@) HPE FlexNetwork Switches @ video Tutorial

ass Device Insight (CPDI) (3 HPE Intelligent Management Center (IMC)

(@ View all Aruba Products

Step 4: Select filter options on the left.
File Type: Document

Product: Aruba Switches

FILTERS

File Type
™ Document (2161)

Product

Aruba Switches (2161)

File Category: Installation Guide

File Category

Installation Guide (157)

Release Type
[] standard (157)

Step 5: Download the Installation Guide version for the switch model being installed.
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Step 6: Complete the physical installation of switches into the racks.

NOTE:

Leaf switches should be installed ToR in high-density environments or middle-of-row in low-density
environments. Spine switches should be installed at middle-of-row or end-of-row locations depending
on cabling requirements and space availability. The key consideration is cable distance and media
types used between leaf and spine switches.

Physical Cabling

Consistent port selection across racks and in the spine switches will result in increased ease of
configuration management, monitoring, reporting and troubleshooting tasks within the data center.
Document all connections. Ensure distance limitations are observed for your preferred host
connection media and between switches. Please refer to Volume 1 for guidance related to cabling
design options for your installation.

Top of Rack Cabling

The following picture illustrates the port configuration on an 8325 48-port ToR switch.

1@ 4@ 7@ W® 12@ WO WG 2@ 250 2@ 319 UG 337G WG 20 BV

5@ 1@ 1O Ve 200 20 260 20O RO O 3O NG HO Fe

5

6@ ©°@ 2@ 150 128 21® 240 X0 UG 2O BO 20O 20 450 ue 2

In a high-density, ToR configuration the first set of uplink ports (49-52) should be allocated for
interconnecting to a redundant peer ToR switch while the second set of uplink ports (53-56) should
be allocated for connecting to spine switches. The number of spine switches should match the
number of leaf to spine links required on each ToR (providing a fully meshed, Clos switch topology)
and the number of inter-switch links required between ToR peers (providing sufficient bandwidth
between peers to accommodate a complete uplink failure on one). This port allocation approach will
also ensure consistent port selection in the event that an additional spine layer is added in the future
to increase capacity within the fabric.

A similar approach can be followed when using lower density ToR designs. When deploying ToR
configurations that require server connectivity at multiple speeds, review the switch guide to
determine if doing so will effect adjacent ports. Configuration steps for changing port speeds are
covered later in this guide. Please refer to Volume 1 for design guidance regarding port speed groups
across the different HW platforms.
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Spine to Leaf Cabling

The following picture illustrates the port configuration on an 8325 32-port spine switch.

In a dual ToR configuration, a spine switch needs to be connected to each switch in the redundant
ToR pair in each rack. A 32 port spine switch will support up to 16 racks in this design. Using the

same port number on each spine switch to connect to the same leaf switch (e.g. port 1 of each spine
switch connects to leaf switch 1) results in simplified switch management and documentation.

Border Leaf Cabling

In a VXLAN spine and leaf design a pair of leaf switches is the single entry and exit point to the data
center. This is called the border leaf but it is not required to be dedicated to that function. Cabling of
the border leaf can vary between deployments as it is dependent on how the external network is
connected to the data center and if the border leaf contains hosts or service nodes such as firewalls
and load balancers.

Once all switches are physically installed with appropriate power and networking connections,
continue to the next procedure.

Out-of-Band Management

The Aruba ESP Data Center spine and leaf design strongly recommends a dedicated management
LAN for the data center. A dedicated management LAN on separate physical infrastructure ensures
reliable connectivity to data center infrastructure for automation, orchestration, and traditional
management access. The management LAN should also be the network to which Aruba Fabric
Composer and Aruba NetEdit are connected. Ensure that the host infrastructure needed for those
applications can also be connected to the management LAN.

Deploy management LAN switches at top-of-rack with switch and host management ports connected.
Plan for an IP subnet with enough capacity to support all management ports in the data center. DNS
and NTP services for the fabric should be reachable from the out-of-band management network.

Configuration steps for the management LAN are not covered in this guide. For design assistance,
refer to the ESP Data Center Volume 1 Design Guide, as mentioned in the Purpose of this Guide
section.
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Switch Initialization

Using the Aruba Support Portal at https://asp.arubanetworks.com/ and following the same process as
earlier, filter for the AOS-CX Fundamentals Guide which matches the version of the operating system
you plan to run.

NOTE:

The version decision is made easier by referring to the operating system release notes and
consulting with an Aruba Networks SE or TAC team member.

Under the Initial Configuration section of the Fundamentals Guide, there are detailed instructions for
connecting to the switch console port. After connecting to the console port, follow the steps below.

Step 1. Enable power to the switch by connecting power cables to switch power supplies.

Step 2: Monitor the console window and observe the boot messages. The console window should
look similar to the one below.

Step 3: Confirm that all switches in the fabric are running AOS-CX version 10.06 or later for
compatibility with Aruba Fabric Composer.

Boot Profiles:

. service 05 console
. Primary Software Image [GL.10.06.0113]
2. Secondary Software Image [GL.10.06.0113]

select profile(primary):

Booting primary software image...
Verify1ng Image. . .
Image Info:

MName: Arubaos-Cx
version: GL.10.06.0113
Build Id: Arubaos-Cx:GL.10.06.0113:4abclcl949c8:202104152031
Build Date: 2021-04-15 14:10:04 PDT

Extracting Image...
Loading Image...

re: Starting new kernel
?: FIPS_POST: Cryptographic selftest started...SUCCESS

fips_post_check[371
System is initializing

(C) copyright 2017-2021 Hewlett Packard Enterprise Development LP

RESTRICTED RIGHTS LEGEMD
Cconfidential computer software. valid license from Hewlett Packard Enterprise
Development LP required for possession, use or copying. Consistent with FAR
12.211 and 12.212, cummercﬁa? Computer Software, Computer Software
pocumentation, and Technical pata for Commercial Items are licensed to the
U.5. Government under wvendor's standard commercial license.

wWe'd 1ike to keep you up to date about:
software feature updates
New product announcements
special events
Please register your products now at: https://asp.arubanetworks.com

8325 login: i

Step 4: Login with the username admin and an empty password.

10




ESP Data Center, Volume 2: Deployment Guide

Step 5: Enter a new password for the admin account.

NOTE:

As with the earlier step, under the Initial Configuration section of the Fundamentals Guide, you will
find detailed instructions for logging into the switch for the first time.

Step 6: If the switch has been previously configured, reset to factory config. Aruba Fabric Composer
requires a factory default configuration for orchestration of the fabric configuration process.

8325# erase all zeroize

This will securely erase all customer data and reset the switch
to factory defaults. This will initiate a reboot and render the
switch unavailable until the zeroization is complete.

This should take several minutes to one hour to complete.
Continue (y/n)? y

Step 7: Configure the switch hostname.

hostname 8325-DC1-L1

NOTE:

It is important to use a canonical naming scheme which makes it easier to identify each switch
functionally. See the above schemas an example to name the switch in a way that will make it easy
to add it to the correct fabric and role when configuring the network from Aruba Fabric Composer.

Step 8: Configure the Switch Management Interface.

interface mgmt interface mgmt no shutdown ip static 172.16.20.232/24
default-gateway 172.16.20.1 nameserver 172.16.1.98
NOTES:

According to your existing IP address management process, determine a subnet to be used for your
management LAN. The management LAN is where out-of-band (OOB) management ports on your
switches are configured. This is also the LAN on which you should install Aruba Fabric Composer
and Aruba NetEdit.

Under the Initial Configuration section of the Fundamentals Guide, you will find detailed instructions
for configuring the management interface.

Download Aruba Fabric Composer

Step 1: Navigate to https://asp.arubanetworks.com/.

Step 2: From the menu at the top of the page, select Software & Documents.
Step 3: From the menu on the left under Product, select Show All.

Step 4: In the Product popup, select Aruba Fabric Composer, and then click Apply.

11
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Step 5: From the search results, choose the latest OVA version and download it to your computer.

Install Aruba Fabric Composer

On the second page of the Aruba Support Portal search results, find the Aruba Fabric Composer
Install Guide. Review the installation considerations to ensure you have adequate host resources
available.

Step 1: Select the OVA file using the Deploy OVF Template workflow within vCenter.

Deploy OVF Template
Select an OVF template

2 Select a name and folder Select an OVF template from remote URL or local file system

3 Select a compute resource

4 Review details Enter a URL to download and install the OVF package from the Internet, or browse to a location accessible from your computer, such as
view details

a local hard drive, a network share, or 3 CD/DVD drive.

O uRL

5 Select storage

6 Ready to complete

@® Local file

Choose Files | ArubaFabricCo..r-6.0.2-8872 . ova

CANCEL NEXT

NOTE:

Refer to the Aruba Fabric Composer Release Notes available on the Aruba Support Portal for
minimum host requirements.

Steps 2: Proceed through selection of appropriate vSphere resources for your environment and
accept the license agreement.

12
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Step 3: Complete the Customize template form in the 2nd to last step of the pre-deployment. See
below for the types of information you will need to have ready.

Deploy OVF Template

1 Select an OVF template Customize template
2 Select a name and folder Customize the deployment properties of this software solution.
3 Select a compute resource

4 Review details ‘ @ Al properties have valid values X

5 License agreements

6 Select storage (A) Network - General settings 4 settings

S A AR AR S

7 Select networks

8 Customize template (1) Hostname

9 Ready to complete

(Short) host name to assign to this WM. For static IP addresses, this name must resclve to the IP address on your DNS server.

aruba-fabric-composer

(2) Domain Name

Domain name to assign to this VM. For static IP addresses, this domain must resolve on your DNS server.

examplelocal

(3) Primary NTP Server

Hostname or P address of primary NTP server. Leave blank if not using or if NTP servers are provided by DHCP.

17216198
(4) Secondary NTP Server Hostname or IP address of secondary NTP server.
17216199
(B) Network - Static IP settings 5 settings

(1) IP Address

Static IP address to assign for this interface. (Note: For all IP address fields, specify as "0.0.0.0" to use DHCP)

17216.20.25
(2) Network Mask Network mask for this interface
255.255.255.0
(3) Default Gateway Default gateway for this interface
17216201
(4) Primary Name Server Primary DNS name server IP address.
172168198
(5) Secondary Name Server Secondary DNS name server P address
172.16.1.99
(C) Metwork - DHCP settings 1 settings
Use DHCP Check to use DHCP to obtain an IP address
O
(D) Linux Password 1settings
Linux admin Password Set the Linux admin user account password
Password
Confirm Password e
(E) Deployment Options 1settings

High Availability Mode

(]

CANCEL

NEXT

13



ESP Data Center, Volume 2: Deployment Guide

Step 4: Verify all settings and power on the new virtual machine. Wait several minutes for the system
to initialize and for the application to become available.

Step 5: Open a web browser and connect to Aruba Fabric Composer at the IP address previously
configured.

NOTE:

The software version will not be displayed while the system is initializing and will not allow login
during that time.

Step 6: From the Fabric Composer page, enter the following default credentials, and then click
LOGIN.

Username: admin

Password: aruba

Fabric Composer

admin

O Remember Me m

arvba

Hewlett Packard
Enterprise company

14
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Step 7: Change your password from the default, and then click APPLY.

f Change Password

Your password must be changed to login.

Current *
New *
Must be more than 1 character(s) long
Confirm™* | eeeeeeen
Must match the new password field
PASSWORD POLICY
*=

required) CANCEL APPLY

Step 8: Confirm that the Aruba Fabric Composer empty dashboard view is displayed.

arvbQ  Fabric Compose Dashboard Configurations~  Visualizations v

E_, &admmv ? hd

SWITCHES x FABRIC INVENTORY x VMWARE INVENTORY x
Guided Setup
Switches in Fabric Q0  MAC Attachments 0  CDP Neighbors 0 VMware VMs
0 Perform the following steps to initialize
0 LLDP Neighbors 0 Ports 0 ESX Hypervisors and configure your system.
FABRIC *
0 LAGs 0  VMKernel Adapters Add a Fabric to the system.
SWITCHES *
Discover new Switches
VMWARE NSX-T INVENTORY X NUTANIX INVENTORY X HPE ILO INVENTORY X

0 WMs Q0 Segments 0 Nutanix VMs Servers

Q  Transport Zones 0 Host Transport Nodes Q0  AHVHypervisors 0

0  Tier-0 Gateways 0O  Tier-1 Gateways 0 CvMs

0 N-VDSs

FABRIC x INTEGRATIONS X
X-T (0 Configurations, v6.0.2]
ere (0 Configurations, v6.0.2)
Nutanix Prism (0 Configurations, v6.0.2) . (* = required)
AUDITS X
Alarms Events

15



ESP Data Center, Volume 2: Deployment Guide

Installing Aruba Fabric Composer for High Availability

Refer to the Aruba Fabric Composer Installation Guide available on the Aruba Support Portal. In the
section Deploying High Availability for Aruba Fabric Composer, review the installation
requirements described and ensure you have adequate host resources available. Follow the steps
provided for deployment of the HA cluster.

16
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Deploying the fabric

Configuration of an Aruba ESP Data Center fabric using a spine and leaf topology is best performed
using the Aruba Fabric Composer Guided Setup process. Guided Setup will take you through the
following steps:

e Fabric creation - Definition of the logical construct within Aruba Fabric Composer to identify a
fabric.

e Switch discovery - Discovery and inventory of switches within Aruba Fabric Composer
e Switch assignment - Switch and role assignments within a fabric.

e NTP & DNS configuration - Information about NTP and DNS servers for the fabric

e VSX configuration - Automated configuration of VSX for redundant ToR, leaf pairs.

e Leaf/Spine configuration - Automated configuration of IP links between leaf and spine
switches.

e Underlay/Overlay configuration - Configuration of the OSPF underlay and BGP overlay.
e EVPN configuration - Establishment of EVPN instances for mapping VLANS into overlay VRFs.

Once the Guided Setup is completed, configuration details for compute host onboarding and external
fabric connectivity are also required:

e Layer 3 services within overlays.
e Routing between the data center and campus.
e  Multi-chassis LACP LAG configuration for host connectivity.

For additional details regarding the Guided Setup steps, find the Aruba Fabric Composer User Guide
on the Aruba Support Portal. In the User Guide, refer to the section Guided Setup > Guided Setup
Configuration Options.

Planning for Deployment

Before starting the guided setup it is important to plan ahead and identify values to be used that will
ensure consistent numbering and addressing schemes that will accommodate your deployment size
while leaving room for growth. A consistent approach in the physical and logical configurations will
improve the management and troubleshooting characteristics of the fabric. This section provides
example values and context regarding why those values were chosen. Some values may need to be
adjusted to best accommodate the size of the fabric being deployed.

17
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Naming Conventions

The Aruba Fabric Composer supports executing operations on a single switch or a selected group of
switches. Establishing a switch naming convention that indicates the switch type, role and location
will simplify and increase efficiency when operating production scale fabrics.

Example values used in this guide:

Name Fabric Role | Description

8325-DC1-L1 | Leaf Fabric #1, Leaf #1 (Rack #1)
8325-DC1-L2 | Leaf Fabric #1, Leaf #2 (Rack #1)
8325-DC1-S1 | Spine Fabric #1, Spine #1

During the Guided Setup you will be prompted to include a Name Prefix for specific steps. These
prefixes are logical names inside of Aruba Fabric Composer. Choosing a descriptive name will make
it easy to monitor, edit and execute operations. During the detailed procedures you will see example
names that can be used in your deployment.

Underlay Connectivity and Addressing

The point-to-point connections between spine and leaf switches are discovered and automatically
configured for IP connectivity using /31 subnet addresses from a single network range. A subnet
using a /24 mask will support up to 125 links inside a fabric. The maximum number of links on a
fabric is determined by the aggregate port count of the spine switches.

Another network range is provided to create:

e A /32 loopback address on each switch used as the router ID for OSPF and BGP.

e A/31 transit VLAN between ToR switch pairs to ensure data plane continuity in the event of a
host link failure.

e A /31point-to-point interface between ToR switch pairs is used to transmit keepalive messages
for VSX peer loss detection.

Each of these subnet types is automatically created by Aruba Fabric Composer from a single network
range provided during the VSX setup process. In the case that VSX is not used, the network range
will be provided during the underlay configuration process.

Example values used in this guide:

Name Description Example
Leaf-Spine IPv4 An IPv4 address block used for creating /31, point-to-point | 172.18.105.0/24
Subnetwork Address | layer 3 links between leaf and spine switches.
VSX Keep Alive An IPv4 address block used to allocate loopback 10.0.5.0/24
Interfaces IPv4 addresses (/32) for each switch, for VSX keep-alive point-
Subnetwork Address | to-point connection (/31) and also as a transit routed

VLAN between redundant ToRs (/31)

18




ESP Data Center, Volume 2: Deployment Guide

Overlay Connectivity and Addressing

The overlay network is created using VXLAN tunnels that are originated by Virtual Tunnel Endpoints
(VTEPSs) within the leaf switches in the fabric. A single logical VTEP per rack is required. This is
implemented by creating a dedicated /32 loopback interface which is common to both ToR peer
switches. The interfaces are automatically assigned from a single subnet scope provided during the
Overlay guided setup.

Two BGP Autonomous System Number (ASN) are required for Guided Setup. One is used in the
spine layer. The other ASN is used for the leaf layer. A future release of Aruba Fabric Composer will
include support for configuring a single ASN across the fabric as described in Volume 1 of this guide.

A Virtual Network Identifier (VNI) is a numerical value used to identify network segments within the
overlay topology of the fabric. A VNI is carried in the VXLAN header to enable switches in the fabric
to identify which overlay each frame belongs to and apply the correct policy to it. When configuring
the overlay topology, a Layer 3 VNI represents the routed component of the overlay. Each Layer 3
VNI maps to a VRF. A Layer 2 VNI represents the bridged component of the overlay. Each Layer 2
VNI maps to a VLAN ID. Multiple Layer 2 VNIs can be associated to a single VRF/L3 VNI. Plan your
VNI numbering scheme in advance to ensure values do not overlap.

Example values used in this guide:

Name Description Example
L2 VNI | VLAN ID + 10,000 VLAN100 == L2 VNI 10100, VLAN200 == L2VNI 10200
L3 VNI | Overlay # + 100,000 Overlayl == L3 VNI 100001, Overlay2 == L3 VNI 100002

MAC Address Best Practices

A Locally Administered Address (LAA) should be used anytime Aruba Fabric Composer requires a
MAC address to be entered. This will primarily be required when configuring the Active Gateway for a
Distributed SVI. An LAA is a MAC which looks like one of the four examples below:

X2-XX=XX=XX=-XX-XX
X6-XX=XX=XX=-XX-XX
XA -XX=XX=XX=XX=-XX
XE - XX - XX=-XX=-XX-XX

The x positions can be any valid hex value. It is helpful to create a binary representation of the
associated VLAN ID using the hex positions. For more details on the LAA format, see the IEEE

tutorial quide.
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Fabric Initialization

Configuration of an Aruba ESP Data Center fabric using a spine and leaf topology is best performed
using the Aruba Fabric Composer Guided Setup process. Any time that you need to return to Guided
Setup, simply select it on the menu bar at the top of the Aruba Fabric Composer Ul.

E__, &adminv ? v
Guided Setup

Guided Setup

Create a Fabric

The first procedure will create a named fabric within the Aruba Fabric Composer system. The fabric
name will be used in later steps as the target of fabric wide configuration settings. This name is
internal to Aruba Fabric Composer operations and is not tied to any specific switch configuration. In
the 6.0 release of Aruba Fabric Composer only a single fabric can be managed per software
instance.

Step 1: At the top of the Guided Setup menu on the right side of the dashboard select Fabric.

Guided Setup
Perform the following steps to initialize
and configure your system.
qaar) FABRIC *
—~/ Add a Fabric to the system.

SWITCHES *
Discover new Switches.

(* = required)
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Step 2: Define a unique logical name for your data center fabric, assign a location, and then click
APPLY.

s Fabric ® x

Enter a required Fabric Name and an optional Description and Time Zone. A time zone will be applied to all switches in the fabric.

Name * Example_Fabrico1
Any non empty string, example: fabric01
Description Example Fabric #1
Example MNew Fa
Time Zone America/Aruba X -
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Discover Switches on the Network

Switches to be added to the fabric must first be discovered on the network and added to the device
inventory. An orderly naming convention for switch host names should be implemented prior to
continuing with this procedure in order to simplify switch selection in the following steps.

Step 1: From the Guided Setup menu, select Switches.

Guided Setup

Perform the following steps to initialize
and configure your system.

SWITCHES *
Discover new Switches.

NTP CONFIGURATION
Configure Switch NTP.
DMNS CONFIGURATION
Configure Switch DMS.
VSX CONFIGURATION
O Configure VSX Switch Pairing.

LEAF SPINE CONFIGURATION
Configure Leaf Spine Connections.

@ UNDERLAY/OVERLAY
Configure Underlay/Overlay.

EVPN CONFIGURATION
= Configure EVPN Instances.

[* = required)

Step 2: From the Discover Switches page, enter the OOBM IP information for the fabric switches.
Switch IP addresses can be entered in a comma separated list or in one or more ranges.

CAUTION:
If a range is provided, it must contain only valid switch addresses.

Step 3: Enter the admin Switch Password created during switch initialization step then confirm it in
the next field.
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Step 4: Enter a new password for the afc_admin Account Password, confirm it in the next field,

and then click APPLY.

[ Discover Switches

Enter the details of the Switches to be discovered.

Switches * 172.16.20.230-172.16.20.233,172.16.20.220-172.16.20.222

An IPv4 address, Hostname and/or an IPv4 hyphenated range, not to

admin Switch
Password *

Confirm admin Switch

Password *
Must match the admin Switch Password

afc_admin Account
Password *

b
S
o
rn
=4
m
o
)
o

Confirm afc_admin
Account Password *

Aust match the afc_admin Account Password

(* =required)

exceed 256 switches, example

198.162.3.4, hostname.example.com, 172.10.1.1-172.10.1.10

ty string, example: car top-2

Step 5: Navigate to Configuration > Maintenance > Switches and verify the health status of the

switches.

Configuration / Maintenance / Switches

o o |

0 Health Status Name Fabric
O Unassigned 8325-DC1-L1
O Unassigned 8325-DC1-L2
O Unassigned 2325-DC1-L3
O Unassigned 8325-DC1-14
O Unassigned 8325-DC1-51
O Unassigned 2325-DC1-52
O Unassigned 2325-DC1-53
NOTE:

At the completion of the previous step, a new afc_admin account for API access from Aruba Fabric
Composer will be created in all of the switches. The health status of the switches should indicate
HEALTHY, BUT NOT ADDED TO A FABRIC. This state is indicated with the dark blue color.
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Add Switches to the Fabric

Switches must be added to a fabric before they can be configured. When adding a switch to the
fabric, a role is declared. In the following steps, begin by adding spine switches. Leaf switches can
then be added more easily as a group.

Step 1: From the Guided Setup menu, select ASSIGN SWITCH TO FABRIC.

Guided Setup

Perform the following steps to initialize
and configure your system.

SWITCHES
Discover new Switches.

=% ASSIGN SWITCH TO FABRIC *
Assign Switches to a Fabric.

NTP CONFIGURATION
Configure Switch NTP.

DMNS CONFIGURATION
Configure Switch DMS.
VSX COMFIGURATION
O Configure VSX Switch Pairing.

LEAF SPINE CONFIGURATION
Configure Leaf Spine Connections.

@ UMDERLAY/OVERLAY
Configure Underlay/Overlay.

EVPN CONFIGURATION
= Configure EVPN Instances.

[*

= required)
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Step 2: Assign switches to the fabric grouped by role. Use the drop-down to expand a list of switches
and roles available. For a large fabric the form can be used to filter on hostname. First select all spine
switches, select Spine as Role, and then click ADD.

ji#  Assign Switches To Fabric .

Assign Switches to Fabric: Example_Fabric01

Switches = | 8325-DC1-51 x| 8325-DC1-52 x| 8325-DC1-53 R m

_ <
Role Spine -

Switch Role

t a role for the selected Switches.

There is no data to display

Step 3: Repeat the above steps for border leaf switches.
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Step 4: Verify all switches are listed with the correct role before proceeding to the next step, and then
click ADD.

B Assign Switches To Fabric X

Assign Switches to Fabric: Example_Fabric01

Switches ® | 8325-DC1-L1 x| 8325-DC1-L2 X m

Raole Border Leaf v
elect a role for the selected Switches.
switch Role
8325-DC1-51 Spine i}
8325-DC1-52 Spine 1o
8325-DC1-53 Spine 1o

Step 5: Repeat the previous step for leaf switches.

NOTE:

SELECT ALL can be used to catch all the leaf switches. It is important to verify the role assignments
to ensure successful configuration of the switches.
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Step 6: Once all switches are added to the fabric with the correct role, click APPLY.

B3 Assign Switches To Fabric

Assign Switches to Fabric: Example_Fabric01

Switches

Role

Switch

8325-DC1

8325-DC1

8325-DC1

8325-DC1

8325-DC1

8325-DC1-

8325-DC1

(*

-51

S

-53

-1

-L2

L4

= required)

or the selected Switches.

Role
Spine
Spine
Spine
Border Leaf
Border Leaf
Leaf

Leaf

B B Eb B E E EP

Step 7: Navigate to Configuration > Maintenance > Switches and verify the health status of the
switches.

Configuration / Maintenance / Switches

v o o I

O Health Status dame Fabric

Synce 325-DC Example_Fabrict
O Sy d 8325-DC1-L E Fabrico1

ynce 325- 2 xample_Fabric
O s d 8325-DC1-L2 E Fabric01

Synce 325-DC1-L2 Example_Fabrict
O Sy d 8325-DC1-L3 E Fabrico1
O Synced 8325-DC1-L4 Example_Fabric01
O Synced 8325-DC1-51 Example_Fabric01
| Synced 8325-DC1-52 Example_Fabric01
O Synced 8325-DC1-53 Example_Fabric01

All switches should be in the fabric and displayed as HEALTHY in green. The MTU of the physical
ports will be adjusted to 9198 in order to support jumbo frames and VXLAN encapsulation overhead.
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Configure NTP for the Fabric

Modern networks require accurate, synchronized time. In the following steps, provide the host details
for one or more NTP servers reachable from the management LAN of the data center network and
associate them with your fabric. At the completion of this procedure the data center switches should
have date and time synchronized with the NTP servers.

Step 1: From the Guided Setup menu, select NTP CONFIGURATION.

Guided Setup

Perform the following steps to initialize
and configure your system.

SWITCHES
Discover new Switches,

NTP CONFIGURATION
Configure Switch NTP.
DNS CONFIGURATION
Canfigure Switch DNS.
VSX COMFIGURATION
O Configure VSX Switch Pairing.

LEAF SPINE CONFIGURATION
Canfigure Leaf Spine Connections.

UNDERLAY/OVERLAY
Configure Underlay/Overlay.

EVPN CONFIGURATION
=1

Configure EVPN Instances.

[* = required)

CLOSE
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Step 2: From the NTP Configuration page, enter a name and description, and then click NEXT.

(® NTP Configuration X

® ® ®

Name Settings Application summary

Enter a required Name and an optional Description.

Name * Example_Fabric01_NTP
Any non empty string, example ntp-fabric
Description NTP servers for Example Fabric #1
Example: NTP Configuration settings for NTP Config 1

(* = required) m
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Step 3: Enter a valid NTP server host name or IP address. Use the tab or return key to complete the
entry or the mechanism illustrated below. After at least one valid NTP server is entered, click NEXT.

Enter a required Server(s). an optional Key Id and Key Password. Select a Key Type as required.
servers * 172.16.1.98|

Create option "172.16.1.98" {

(® NTP Configuration X

® ®

MName settings Application summary
Enter a required Server(s), an optional Key Id and Key Password. Select a Key Type as required.
Servers * x| 172.16.1.98 x| 172.16.1.99 X -
alid Hostname, IPv4 or IPve Address, example: hostname.example.com, 198.162.3 .4, 2001:db8:85a3::1234
[ Enahle NTP Authentication

Key ID

Enter a number between 1 and 65534, example: 30

Key Password

Key Type

Enable Trust

(* = required) | CANCEL || BACK |m
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Step 4: In the Fabric field, select the name of the fabric, and then click NEXT.

(® NTP Configuration X

®

Name Settings Application summary
Select a Fabric or Switches for this configuration to be applied to. A fabric implies all switches contained in it.

Fabric x| Example_Fabric01 X v

Switches

(* = required) | CANCEL || BACK |m

Step 5: Confirm the information was entered correctly and click APPLY.

(® NTP Configuration X
Name Settings Application Summary
Name Example_FabricO1_NTP
Description NTP servers for Example Fabric #1
Servers 172.16.1.98
172.16.1.99
NTP Authentication Enabled No
Fabric Example_Fabric01
Switches

| CANCEL || BACK | APPLY
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Step 6: Verify the switches have synchronized date and time with the show ntp status command.

8325-DC1-L1# show ntp status

NTP Status Information

NTP : Enabled

NTP Authentication : Disabled

NTP Server Connections : Using the mgmt VRF

System Time : Thu Apr 29 10:29:49 AsT 2021

NTP uptime : 16 hours, 12 minutes, 55 seconds

NTP Synchronization Information

: 172.16.1.99 at stratum 3
Poll interwval : 64 seconds
Time accuracy : Within 0.169670 seconds
RetTerence time : Thu Apr 29 2021 10:16:24.115 as per america/aruba

NOTE:

This could take a few minutes and the verification step will fail if a hosthame is used until the next
step is completed for defining DNS servers.
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Configure DNS for the fabric

In most deployments, DNS is required for applications to function correctly. In the following steps,
provide one or more DNS server IP addresses reachable from the management LAN of the data
center network and associate them with your fabric.

Step 1: From the Guided Setup menu, select DNS CONFIGURATION.

Guided Setup

Perform the following steps to initialize
and configure your system.

SWITCHES
Discover new Switches.

@ NTP CONFIGURATION
Configure Switch NTP.

DNS CONFIGURATION
Configure Switch DIMS.
VSX COMFIGURATION
O Configure VSX Switch Pairing.

LEAF SPINE CONFIGURATION
Configure Leaf Spine Connections.

@ UMDERLAY/OVERLAY
Configure Underlay/Overlay.

EVPN CONFIGURATION
= Configure EVPN Instances.

[* = required)

CLOSE
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Step 2: From the DNS Configuration page, enter a name and description, and then click NEXT.

@ DNS Configuration X

® ® ®

Name Settings Application summary

Enter a required Name and an optional Description.

Name * Example_Fabric01_DNS
Any non empty string, example: dns-fabric
Description DNS servers for Example Fabric #1
Example: D onfig ngs D fig

Step 3: Observe the mechanism for entering Name Servers as discussed above for NTP Servers,
and then click NEXT.

& DNS Configuration X

® ®

Name settings Application Summary

Enter the required Domain Name or Domain List, and any Name Servers.

Domain Name * example.local
An Domain Narr ample: mynet.com

Domain List
A valid list of Domains, example: mynet.com, mynet.org

Name Servers * x| 172.16.1.98 x| 172.16.1.99 X
A valid IPv4 or IPv6 address, example: 192.168.1.10, 2001:db8:85a3:1234

(* =required) | CANCEL || BACK |m
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Step 4: In the Fabrics field, select the name of the fabric, and then click NEXT.

@ DNS Configuration X

®

Name Settings Application summary
Select the Fabric or Switches in which to apply this configuration. A Fabric implies all Switches contained within it.

Fabrics x| Example_Fabric01 .

Switches

(* =required) | CANCEL || BACK |m

Step 5: Confirm the information was entered correctly and click APPLY.

& DNS Configuration X
Name Settings Application summary
Name Example_Fabric01_DNS
Description DNS servers for Example Fabric #1
Domain Name example.local
Domain List
Name Servers 172.16.1.98
172.16.1.99
Fabrics Example_Fabric01
Switches

| CANCEL || BACK | APPLY
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Configure VSX on Leaf Switches

Aruba Fabric Composer will automatically identify VSX switch pairs and configure them appropriately.

Be sure to cable the redundant ToR leaf pairs fully and consistently across racks before proceeding
to the next steps.

NOTE:

It is recommended that the number and speed of Inter-Switch Link (ISL) ports on the ToRs should

equal the uplink port capacity. An additional link of any available speed can be used for keepalive
messages between VSX peers.

Step 1: From the Guided Setup menu, select VSX CONFIGURATION

Guided Setup

Perform the following steps to initialize
and configure your system.

SWITCHES
Discover new Switches.

@ NTP CONFIGURATION
Configure Switch NTP.

DNS CONFIGURATION

Configure Switch DMS.
VSX CONFIGURATION
o= Configure VSX Switch Pairing.

LEAF SPINE CONFIGURATION
Configure Leaf Spine Connections.

UNDERLAY/OVERLAY
Caonfigure Underlay/Overlay.

EVPN CONFIGURATION
-_—

Configure EVPN Instances.

[* = required)

CLOSE

36



ESP Data Center, Volume 2: Deployment Guide

Step 2: From the VSX Create Mode page, select Automatically generate VSX Pairs, and then click

B VSX X
Create Mode Name Inter-Switch Link  Keep Alive Interfaces  Keep Alive Settings Options Summary
Settings

Select an option to create the VSX Pair(s). Choose to automatically generate the VSX Pairs based on discovered connection data or manually configure a single VSX
Pair.

@ Automatically generate VSX Pairs

Ports used to interconnect switches must be enabled and have LLDP enable

(O Manually configure a VSX Pair
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Step 3: From the VSX Name page, enter a name prefix and description, and then click NEXT.

[ VSX x

® @ ® @ O

Create Mode Name Inter-Switch Link  Keep Alive Interfaces Settings Options summary
Settings

Enter a required Name Prefix and an optional Description.

Name Prefix * Example_Fabric01_VsX
Any non empty string, example: MyVsxPair
Description VSX Pairs for Example Fabric #1
Example P

(* = required) | CANCEL || BACK |m
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Step 4: From the VSX Inter-Switch Link Settings, leave the default settings, and then click NEXT.

[ VSX x

® @ ® @

Create Mode Name Inter-Switch Link  Keep Alive Interfaces  Ke ettings Options summary
Settings

‘ﬂ

Specify the required Hello and Peer Detect Intervals as well as the Hold Time and Timeout. This will be applied to the automatically generated Inter-Switch Links.

Hello Interval * 1

A number of seconds between 1 and 5, example
Peer Detect Interval * 300

A number o 300
Hold Time * 0

A number o n0and 3, example: 0
Timeout * 20

(* = required) | CANCEL || BACK |m
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Step 5: From the VSX Keep Alive Interfaces page, implement the following setting, and then click
Next.

° Interface Mode: Point-to-Point
° IPv4 Subnetwork Address: 10.0.5.0/24

L VSX X

® o O

Create Mode Name Inter-Switch Link Keep Alive Keep Alive Settings Options summary
Settings Interfaces

Specify the required Keep Alive Interface attributes. This will be used to automatically generate and associate IP Interfaces of the selected type to the VSX Switch
members. The IPv4 Subnetwork Address will be utilized to automatically assigniPv4 Addresses to the generated IP Interfaces.

Interface Mode Point-to-Point v
IPv4 Subnetwork 10.0.5.0/24
Address *

Avalid IPv4 Subnetin CIDR format. Example: 192.168.1.0/24

(* =required) | CANCEL || BACK |m

NOTE:

The IPv4 address block will be used to allocate loopback addresses (/32) for each switch, for VSX
keep-alive point-to-point connection (/31) and also as a transit routed VLAN between redundant
ToRs (/31). Please plan to use a block large enough to support the size of the fabric.
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Step 6: From the VSX Keep Alive Settings page, leave the default settings, and then click NEXT.

[ VSX x

® O

Create Mode Name Inter-Switch Link  Keep Alive Interfaces Keep Alive Settings Options summary
Settings

Specify the required Hello and Dead Intervals as well as the UDP Port to be used for the Keep Alive Interfaces.

Hello Interval * 1

A number of secon &nd 5, example: 1
Dead Interval * 3

A number of seconds 2 and 20, example: 3
UDP Port * 7678

A number between 1024 and 65535, example: 7678

(* = required) | CANCEL || BACK |m
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Step 7: From the VSX Options page, leave the default settings, and then click NEXT.

[ VSX

®

Options summary

Name Inter-Switch Link  Keep Alive Interfaces  Ke
Settings

Create Mode

Set the required Linkup Delay Timer, and System MAC Address.

Linkup Delay Timer * 180

A number of seconds betwee and 600, example: 130
System MAC Address 02:00:00:00:01:00-02:00:00:00:01:FF
Range *

(* = required) | CANCEL || BACK |m
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Step 8: Confirm the information was entered correctly and click APPLY.

B VSX
Create Mode Name Inter-Switch Link
Settings
Name Prefix
Description

ISL Hello Interval

ISL Peer Detect Interval

ISL Hold Time

ISL Timeout

Keep Alive Interface Mode
Keep Alive IPv4 Subnetwork
Keep Alive Hello Interval
Keep Alive Dead Interval
Keep Alive UDP Port

Linkup Delay Timer

System MAC Address Range

Keep Alive Interfaces

Example_Fabric01_VSX

VSX Pairs for Example Fabric #1

1

300

0

20
Point-to-Point
10.0.5.0/24

1

3

7678

180

02:00:00:00:01:00-02:00:00:00:01:FF
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Configure Leaf to Spine Connections

Aruba Fabric Composer will automatically identify leaf to spine connections. Be sure to cable the
links fully and consistently across the data center. This allows for automated configuration of the
routed ports and related IP subnets between leaf and spine switches. In the following steps, an IP
network address space is provided, additional default values are accepted, and Aruba Fabric
Composer completes the configuration of routed links between leaf and spine switches.

Step 1: From the Guided Setup menu, select LEAF SPINE CONFIGURATION.

Guided Setup

Perform the following steps to initialize
and configure your system.

SWITCHES
Discover new Switches.

@ NTP CONFIGURATION
Configure Switch NTP.

DNS CONFIGURATION

Configure Switch DMS.
VSX CONFIGURATION
-

Configure VSX Switch Pairing.

LEAF SPINE CONFIGURATION
Configure Leaf Spine Connections.

@ UNDERLAY/OVERLAY
Configure Underlay/Overlay.

EVPN CONFIGURATION
= Configure EVPN Instances.

[* = required)

CLOSE
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Step 2: From the Leaf-Spine Create Mode page, select Automatically generate Leaf-Spine Pairs,
and then click NEXT.

=g Leaf-Spine X

® ® ®

Create Mode Name Settings Summary

Select an option to create the Leaf-Spine Pair(s). Choose to automatically generate the Leaf-Spine Pairs based on discovered connection data or manually configure
a single Leaf-Spine Pair.

® Automatically generate Leaf-Spine Pairs

(O Manually configure a Leaf-Spine Pair

(* =required) m
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Step 3: From the Leaf-Spine Name page, enter a name prefix and description, and then click NEXT.

=g Leaf-Spine X

® ®

Create Mode Name Settings summary

Enter a required Name Prefix and an optional Description.

Name Prefix * Example_Fabric01_Link
Any non empty string, example: MylLeafSpinePair
Description P2P links for Example Fabric #1

Example: Leaf-Spine Pair

(* = required) | CANCEL || BACK |m
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Step 4: From the Leaf-Spine Settings page, enter an IPv4 Subnetwork Address, and then click
NEXT.

=g Leaf-Spine x

®

Create Mode Name Settings Summary

Specify the required IPv4 Subnet Address. The IPv4 Subnetwork Address will be utilized to automatically assign IPv4 Addresses to the generated IP Interfaces which
will be assigned to the Leaf-Spine members.

IPv4 Subnetwork 172.18.105.0/24

Address *
A valid IPv4 Subnetin CIDR format. Example: 192.168.1.0/24

(* = required) | CANCEL || BACK |m

NOTE:

Use a subnet that is distinct from the subnets you plan to use in your overlay networks. The provided
subnet will be used to configure routed ports on the fabric switches. In order to simplify route
summarization between the campus and data center, ensure this range is unique to the underlay.
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Step 5: Confirm the information was entered correctly and click APPLY.

=g Leaf-Spine X
Create Mode Name Settings Summary
MName Prefix Example_Fabric01_Link
Description P2P links for Example Fabric #1
IPv4 Subnetwork Address 172.18.105.0/24

| CANCEL || BACK | APPLY
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Configure Underlay Network Routing

The Aruba ESP Data Center spine and leaf design uses OSPF as the underlay routing protocol. In
the following steps, a transit VLAN ID for redundant ToRs is provided, additional default values are
accepted, and Aruba Fabric Composer completes the OSPF configuration.

Step 1: From the Guided Setup menu, select UNDERLAY/OVERLAY.

Guided Setup

Perform the following steps to initialize
and configure your system.

SWITCHES
Discover new Switches.

@ NTP CONFIGURATION
Configure Switch NTP.

DNS CONFIGURATION

Configure Switch DMS.

@ VSX CONFIGURATION
=" Configure VSX Switch Pairing.

LEAF SPINE CONFIGURATION
Configure Leaf Spine Connections.

@ UNDERLAY/OVERLAY
Configure Underlay/Overlay.

EVPN CONFIGURATION
= Configure EVPN Instances.

[* = required)

CLOSE
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Step 2: Select the UNDERLAYS tab, and then from the ACTIONS menu on the right, click Add.

o o |

Name 1£ | Type Route Disti... L3 VNI Route Targe... Route Targe... Route Targe... Route Targe...

Configuration / Routing / VRF / default

default Default 0

IP INTERFACES IP STATIC ROUTES UNDERLAYS OVERLAYS

Name 1 | Underlay Type ASN Type AS Numbe

Thereis noy

Step 3: From the Underlay Configuration Name page, enter a name and description, and then click

NEXT.
Gk Underlay Configuration X
® ® ®
Name Underlay Type Settings Summary

Enter a required Name and an optional Description.

MName * Example_Fabric01_Underlay

Any non empty string, example: My Underlay
Description OSPF Underlay for Fabric #1
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Step 4: From the Underlay Configuration Underlay Type page, leave the default OSPF, and then
click NEXT.

Gh Underlay Configuration X

Name Underlay Type Settings Summary

Select an Underlay type. Only one of each Underlay configuration type may be created.

@® OSPF

O EBGP

(* = required) | CANCEL || BACK |m
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Step 5: From the Underlay Configuration Settings page, implement the following setting, and then
click Next.

e Transit VLAN: 3966
e Bidirectional Forwarding Detection: Disabled

Gh Underlay Configuration x

Name Underlay Type Settings summary

Set the required Transit VLAN, IPv4 Subnetwork Address, Hello and Dead Intervals, and Authentication Type.

Transit VLAN * 3966
AVLAN between 1 and 3966, example: 1. 3967-4095 are reserved for internal VLANS
Hello Interval * 10
Anum econds b 6553 mple
Dead Interval * 40
A num econds b 6553 mple: 4
Authentication Type None ~
Authentication Key
Type
Authentication Key *
Authentication Key value -
(* = required) | CANCEL | | BACK |m

NOTE:

Enter a VLAN ID which will not be easily confused with other VLANSs within the network. Scroll down
to the bottom to see the Bidirectional Forwarding Detection option.
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Step 6: Confirm the information was entered correctly and select APPLY.

Gh Underlay Configuration X
Name Underlay Type Settings summary

Name Example_Fabric01_Underlay

Description OSPF Underlay for Fabric #1

Underlay Type QSPF

Transit VLAN 3966

Hello Interval 10

Dead Interval 40

Authentication Type Mone

BFD Enabled Yes

| CANCEL || BACK | APPLY

Step 7: Verify the spine switches have established FULL OSPF adjacencies to all leaf switches with
the show ip ospf neighbors command.

8325-DC1-51# sh ip ospf nei
OSPF Process ID 1 VRF defaul

Total Number Neighbors: 4

Neighbor ID iority State Nbr address Interface

FULL 172.18.105.
FULL 172.18.105.
FULL 172.18.105.

FULL 172.18.105.
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Configure Overlay Network Routing

The first series of steps for deploying an overlay network is to configure BGP as the control plane for
the fabric. The Aruba ESP Data Center spine and leaf design implements MP-BGP in the overlay to
communicate host routes across the fabric using the EVPN address family. In the following steps, a
default private ASN is accepted, an IP network address space for VTEPs is provided, additional
default values are accepted, and Aruba Fabric Composer completes the router configuration.

Step 1: Navigate to Configuration > Routing > VRF > default and select the Overlays tab.

v o o I

Name 12 | Type Route Disti... L3 VNI Route Targe... Route Targe... Route Targe... Route Targe...

Configuration / Routing / VRF / default

default Default 0
1 3

o o |

-

IP INTERFACES IP STATIC ROUTES UNDERLAYS OVERLAYS

ASN Type AS Numbers IPv4 Subnetwork Address
There is no data to display
Step 2: From the ACTIONS menu on the right, select Add.

Configuration / Routing / VRF / default

7 o - |

Name 12 | Type Route Disti... L3 VNI Route Targe... Route Targe... Route Targe... Route Targe...

default Default 0
L 3

ASN Type AS Numbers IPv4 Subnetwork Addre

IP INTERFACES IP STATIC ROUTES UNDERLAYS OVERLAYS

There is no data to display
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Step 3: From the Overlay Configuration AS Numbers page, implement the following settings, and
then click Next.

e Dual-ASN: Select
e Spine ASN: 65001
e Leaf ASN: 65000

Ca Overlay Configuration x

® ® ®

AS Numbers Pv4 Network Address Settings Summary

M

Select the ASN Type to be used for setting ASNs on switches.

@ Dual-ASN

Spine ASN * 65001

ASPLAIN notation between 1 and 4284967295 or ASDOT notation between 1 and 65535.65535, examples: 4294967295 and 65535.1

Leaf ASN * 65000

ASPLAIN notation between 1 and 4254967295 or ASDOT notation between 1 and 65535.65535, examples: 4294967295 and 65535.1
O Multi-ASN
Starting Spine-Leaf
ASN
ASPLAIN notation between 1 and 42594967295 or ASDOT notation between 1 and 65535.65535, examples: 4294967295 and 65535.1
Starting Border ASN
ASPLAIN notation between 1 and 4294967295 or ASDOT notation between 1 and 65535.65535, examples: 4294967295 and 65535.1

(* = required) m

NOTE:
The use of a 2-byte private ASN (64512-65534) will make the configurations easier to parse.
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Step 4: From the Overlay Configuration IPv4 Network Address page, enter an IPv4 Subnetnetwork
Address, and then click NEXT.

Ch Overlay Configuration X

AS Numbers IPv4 Network Address Settings Summary

Set the required Loopback IPv4 Network Address

IPv4 Subnetwork 10.0.10.0/24

Address *
Avalid IPv4 Subnetin CIDR format. Example: 192.168.1.0/24

(* = required) | CANCEL || BACK |m

NOTE:
The IPv4 subnet address is used to configure VTEP addresses.
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Step 5: From the Overlay Configuration Settings page, leave the default settings, and then click
NEXT.

Ch Overlay Configuration X

®

AS Numbers Pv4 Network Address Settings Summary

Set the required Keep Alive and Hold Down timers.

Keep Alive Timer * 60

A number of seconds between 0 and 65535, example: 60
Hold Down Timer * 180

A number of seconds between 0 and 65535, example: 180

(* = required) | CANCEL || BACK |m
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Step 6: Confirm the information was entered correctly and click APPLY.

Ca Overlay Configuration X
AS Numbers Pv4 Network Address Settings summary
ASN Type Dual-AsN
Spine ASN 65001
Leaf ASN 65000
IPv4 Subnetwork Address 10.0.10.0/24
Keep Alive Timer 60
Hold Down Timer 180

| CANCEL || BACK | APPLY

Step 7: Verify the spine switches have Established BGP neighbors to all leaf switches with the
show bgp all-vrf all summary command.

8325-DC1-51# sh bg summary
VRF : default
BGP summary

Local As T 65001 BGP Router Identifier
Peers : 4 Log Neighbor changes
cfg. Hold Time : 180 cfg. Keep Alive
confederation Id : 0

Address-family : IPv4 Unicast

: IPVE Unmicast

Remote-AS MsgRcvd MsgSent  Up/Down Time State Adminstatus
10.0. 5. 65000 1325 1320 18h:51m:47s |[Established
10.0. 5. 65000 133 1327 18h:51m:32s |Established | up
10.0.5.9 65000 1329 1330 18h:51m:47s |Established | up
10.0. 65000 1323 1324 18h:51m:47s | Established| up
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Configure Overlay VRFs

The next series of steps for deploying the fabric is to configure the overlay VRFs. An overlay VRF
provides network virtualization and macro segmentation, necessary for flexible and secure data
centers. In the Aruba ESP Data Center spine and leaf design each overlay VRF is associated to an
L3VNI and one or more L2VNIs for host access. In the following steps, two overlay VRFs are
created, an L3 VNI is created using a provided ID number, and an EVPN enabled route target is
created. The VNIs and RTs should be unique to preserve separation and to be used as a filtering
mechanism to enable route leaking if required.

Step 1: From the menu on the left, select VRF.

arvbQ Fabric Composer Dashboard Configurations~ Visualizations v
Includes IP Interfaces, IP

@2 VRF Static Routes, Underl

I @ S S F / default
and Overlay

& BGP

OSPFE Mame 12 | Type Rout
default Default

= EVPN

4

Step 2: Confirm that the view context is set to Configuration/Routing/VRF, and then from the
ACTIONS menu on the right, select Add.

Configuration / Routing / VRF
Fabric Example_Fabric01

MName Type Route Distinguisher L3 WNI

—
e

@] default Default 0

O mgmt Management 0
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Step 3: From the Virtual Routing & Forwarding Name page, enter the name and description, and
then click NEXT.

@ Virtual Routing & Forwarding

® ® ®

Name Routing Route Targets Summary

Enter a required Name and an optional Description.

Name * overlay

Any non empty string between 1 and 92 characters, example: VRF1
Description Example Overlay #1

Example: New Virtual Routing and Forwarding

(* =required) m
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Step 4: From the Virtual Routing & Forwarding Routing page, enter an L3 VNI, and then click NEXT.

@ Virtual Routing & Forwarding ® x

® ®

Name Routing Route Targets summary
Set the optional L3 VNI.

L3 VNI 100001

(* = required) | CANCEL || BACK |m

NOTE:
Refer back to Overlay Connectivity and Addressing section for a reference numbering approach.
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Step 5: From the Virtual Routing & Forwarding Route Targets page, implement the following settings,
and then click ADD

° Route Target Mode: Both
° Route Target Ext-Community: 65000:101
e  Address Family: IPv4 Unicast
e Enable EVPN: checkmark
@ Virtual Routing & Forwarding @ x
Name Routing Route Targets Summary
Enter the optional Route Target Mode and Ext-Community. Enter both or none of the fields.
Route Target Mode Both — Eal
Route Target Ext- 65000:101
Community
A valid Autonomous System Number, example: 65001:107
Address Family IPv4 Unicast — Eal
Enable EVPN
=
Route Target Mode Route Target Ext-Community Address Family Enable EVPN
There is no data to display
(* = required) | CANCEL | | BACK |
NOTE:

For the Route Target External Community, enter the private autonomous system number used in the
leaf ASN and a unique ID you plan to use for the overlay separated by a colon.
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Step 6: Verify the Route Target information is correct and click NEXT.

@ Virtual Routing & Forwarding @ x

Name Routing Route Targets summary
Enter the optional Route Target Mode and Ext-Community. Enter both or none of the fields.

Route Target Mode v

Route Target Ext-

Community
m Number, example: 65001:10
Address Family —
O Enable EVPN
Route Target Mode Route Target Ext-Community Address Family Enable EVPN
Both 65000:101 IPv4 Unicast Yes OV (i {

(* = required) | CANCEL || BACK |m

Step 7: Confirm the information was entered correctly and click APPLY.

@ Virtual Routing & Forwarding @ x
Name Routing Route Targets summary
Name Overlay1
Description Example Overlay #1
Fabric Example_Fabric01
L3 VNI 100001
Route Target Mode Route Target Ext-Community Address Family Enable EVPN
Both 65000:101 IPv4 Unicast Yes

| CANCEL || BACK | APPLY
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Step 8: Repeat this procedure for any additional overlay VRFs required.

o) i i i — x
A Virtual Routing & Forwarding -- Overlay2 ©)
NAME ROUTING ROUTE TARGETS SUMMARY

Name Overlay2

Description Example Overlay #2

Fabric Example_Fabric01

L3 VNI 100002

Route Target Mode Route Target Ext-Community Address Family Enable EVPN

Both 65000:102 IPv4 Unicast Yes
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Configure Overlay VLANs and SVIs

The Aruba ESP Data Center uses one or more SVIs within each VRF to provide routed connectivity
within the fabric. In the following steps, a Distributed SVI for an overlay VRF is created, the SVI is
assigned an IP network range from which the active gateway and local SVI IP addresses are also
assigned, and a locally administered MAC address is provided.

Step 1: Confirm that the view context is set to Configuration/Routing/VRF, and then from the
ACTIONS menu on the right, select IP interfaces.

Configuration / Routing / VRF

Fabric Example_Fabric01

Name 12 | Type Route Distinguisher L3VNI  Add
O default Default 0 Edit
O mgmt Management 0 Delete
O] Overlay1 User 10000
B Reapply VRF
@) Overlay2 User 10000)

Open IP Interfaces
IP Static Routes

Step 2: From the Configuration/Routing/VRF/Overlay 1 page, select the ACTIONS menu and the
right, and then click Add.

Configuration / Routing / VRF / Overlay1

o o |

MName 12 | Type Route Disti... L3 VNI Route Targe... Route Targe... Route Targe... Route Targe...

Overlay1 User 100001 65000:101 Both IPv4 Unicast Yes
4 3

< o |

IP INTERFACES IP STATIC ROUTES

Type Enabled Switch VLAN
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Step 3: From the IP Interface, Interface Type page, implement the following settings, and then click
NEXT.

e  Type: Distributed SVI
° VLAN: 100
° IPv4 Subnetwork Address: 10.5.1.0/24
e Active Gateway IP Address: 10.5.1.1
e Active Gateway MAC Address: 02:00:10:05:01:01
e  Switch Addresses: 10.5.1.2-10.5.1.5
® IP Interface @ x
Interface Type Mame Summary
Type Distributed svi ~
VLAN * 100
AVLAN b exam 3967-4 d fi LA
IPv4 Subnetwork 10.5.1.0/24
Address *
A 4 Subnet in CIDR format. Exam 2 4
Active Gateway IP 10.5.1.1
Address *
A 4 Address, exam 92.16:
Active Gateway MAC 02:00:10:05:01:01
Address * — .
Switch Addresses 10.5.1.2-10.5.1.5
Enter a range of IPv4 Addresses to be assigned to the switches in the fabric, example: 192.168.1.100-192.168.1.200. The range must include at least 4 addresses.
(* = required) m
NOTES:

The range provided for Active Gateway IP Address and Switch Addresses must be from the same
network range as the IPv4 Subnetwork Address provided initially above.

Active Gateway is the IP address which will be configured on each switch that will serve as default
gateway for the subnet.

Active MAC is the MAC address which will be configured on each switch.

Switch addresses a range of addresses to be assigned as the switch unique IP for each SVI. Allocate
a range that will support one IP address for every ToR.
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Step 4: From the IP Interface Name page, enter the name and description, and then click Next.

@ IP Interface ® x

®

nterface Type Name Summary

Enter an optional Name and Description.

Mame Overlay1_SVI100

A g, up to 42 characters. ex ample: erface
Description Overlay #1 SVI VLAN100

Example: My New IP Interface

(*=

required) | CANCEL || BACK |m

NOTE:
Including the VLAN ID in the Name can be helpful during management operations.
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Step 5: Confirm the information was entered correctly and click APPLY.

@ IP Interface ® x
nterface Type Name Summary
Name Overlay1_svI100
Description Overlay #1 SVI VLAN100
Type Distributed svi
Enabled Yes
VLAN 100
Active Gateway |P Address 10.5.1.1
Active Gateway MAC Address 02:00:10:05:01:01
Switch Addresses 10.5.1.2-10.5.1.5
VSX Shutdown on Split Yes

| CANCEL || BACK | APPLY
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Step 6: Repeat this procedure for each additional overlay subnet required.

@ IP Interface ® x
nterface Type Name Summary
Name QOverlay2_svI200
Description Overlay #2 SVI VLAN20O
Type Distributed svi
Enabled Yes
VLAN 200
Active Gateway |P Address 10.5.2.1
Active Gateway MAC Address 02:00:10:05:02:01
Switch Addresses 10.5.2.2-10.5.2.5
VSX Shutdown on Split Yes

| CANCEL || BACK |
v o o I

Name 1£ | Type Route Disti... L3 VNI Route Targe... Route Targe... Route Targe... Route Targe...

Configuration / Routing / VRF / Overlay2

Overlay2 User 100002 65000:102 Both Pw4 Unicast Yes

IP INTERFACES IP STATIC ROUTES

v o [

Type Enabled Switch VLAN
O SVl Yes 8325-DC1-11 200
O SVl Yes 8325-DC1-L2 200
O SVl Yes 8325-DC1-L3 200
O SVl Yes 8325-DC1-L4 200
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Configure EVPN Instances

In order to dynamically provide host reachability information across the overlay fabric, the Aruba ESP
Data Center uses the EVPN address family of MP-BGP to communicate the location of an IP
address. In the steps below, an EVPN instance is created, VLAN IDs are mapped to automatically
generated L2 VNI values so they map to overlay networks. A prefix value is provided for automatic
generation of route targets.

Step 1: From the Guided Setup menu, select EVPN CONFIGURATION.

Guided Setup

Perform the following steps to initialize
and configure your system.

SWITCHES
Discover new Switches.

@ NTP CONFIGURATION
Configure Switch NTP.

DNS CONFIGURATION

Configure Switch DMS.

@ VSX CONFIGURATION
=" Configure VSX Switch Pairing.

LEAF SPINE CONFIGURATION
Configure Leaf Spine Connections.

UNDERLAY/OVERLAY
Configure Underlay/Overlay.

EVPN CONFIGURATION
E=2

Configure EVPN Instances.

[* = required)

CLOSE
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Step 2: Observe the provided guidance and click NEXT.

= EVPN

® @ ® ®

Introduction Name VNI Mapping Settings summary

This configuration will be used to generate multiple EVPN Instances, one for each VLAN included in the VNI Mapping step.
The EVPN EVIs will not be active until after an Underlay and Overlay has been configured on the default VRF.

(* ) reqL”rEd) i m
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Step 3: From the EVPN Name page, enter a name prefix and description, and then click NEXT.

= EVPN

® ® ®

Name VNI Mapping Settings summary

Enter a required Name Prefix and an optional Description.

Mame Prefix * Example_EVPN_Map

Description VLAN to VNI map for EVPN

(*=

required) | CANCEL || BACK |m
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Step 4: From the EVPN VNI Mapping page, enter one or more VLANs and a Base L2VNI, and then

click NEXT.
= EVPN =
Introduction Name

VNI Mapping Settings Summary

Specify required VLANs and Base L2VNI for generating the VLAN-to-VNI mappings.

VLANS * 100,200

A number, set, or range of VLANs between 1 and 3966, example: 5, 10-45, 102. 3967-4095 are reserved for internal VLANS.
Base L2VNI * 10000

A numbs etween nd 16777214, mple

(* = required) | CANCEL || BACK |m

NOTE:

The Base L2VNI value which will be the base for automatically generated VNIs.
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Step 5: From the EVPN Setting page, enter Route Target ASN Prefix, accept the default for System
MAC Address Range, and then click NEXT.

= EVPN

®

Introduction Name VNI Mapping Settings Summary

Set the required Route Target ASN Prefix and System MAC Address range. The Route Target ASN Prefix will be used to generate the route targets using the format of
"ASN-PreficVND.

Route Target ASN 65000
Prefix *
A number between 1 and 65535, example 1
System MAC Address 02:00:00:00:02:00-02:00:00:00:02:FF
Range *
A hyphen-separated range of valid MAC Addresses, example: 02:00-:00:00-:02-00-02-00-00-:00:02:FF

(* = required) | CANCEL || BACK |m

NOTE:

The Route Target ASN Prefix should be the same or similar to the ASN created during the BGP
configuration.
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Step 6: Confirm the information was entered correctly and click APPLY.

= EVPN

Introduction Name

Name Prefix
Description

VLANS

Base L2VNI

Route Target ASN Prefix
Route Distinguisher
Import Route Targets
Export Route Targets
Redistribute Host Route

System MAC Address Range

VNI Mapping Settings

Example_EVPN_Map

VLAN to VNI map for EVPN

100.200

10000

65000

auto

auto

auto

Yes
02:00:00:00:02:00-02:00:00:00:02:FF

summary

| CANCEL

|| BACK | APPLY

Step7: The Guided Setup is now complete.
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Border Leaf Configuration

The border leaf is the ToR switch pair connecting the data center fabric to other networks such as a
campus, WAN, or DMZ. Inside the data center, overlay networks provide multi-tenancy and
segmentation while supporting overlapping IP address ranges.

When connecting overlay networks to external networks there are three fundamental design
approaches to handling segmentation at the border:

« Keep the overlay network restricted to the data center, no external connectivity to campus and/or
WAN required.

»  Preserve overlay network isolation outside the data center using a 1:1 mapping of an overlay
network to an external VRF and VLAN(S).

«  Combine overlay networks outside the data center using a N:1 mapping of multiple overlay
networks to a single IGP and/or BGP network for external connectivity.

The following diagram illustrates the topology orchestrated using Aruba Fabric Composer and the
detailed connectivity between the border leaf and campus core switches.

Lo0: 10.0.5.11/32 Lo0: 10.0.5.1/32 Lo0: 10.0.5.7/32
8325-DC1-51 8325-DC1-S2 8325-DC1-S3
— ——
AS65001 [ rommseesessganes PO | — |

AS 65000 [msmmsmmmmsmimmmmiaza| [mzzmzzsmmmsmmssananizn == | [zzmszzssmsmmssscmsszize= | smzmzammzmamisamiemnzi == w|
8325-DC1-L1 8325-DC1-12 8325-DC1-L3 8325-DC1-L4
Lo0: 10.0.5.9/32 Lo0: 10.0.5.10/32 Lo0: 10.0.5.8/32 . Lo0: 10.0.5.3/32
/ Lo1: 10.0.10.2/32 ~ / Lo1:10.0.10.1/32

8T°00T 8v/1/T
100.26 1/1/4

S/T/T SZ00T

. ‘ 1/1/5 100.17

(D« — )
.1.IBlol | 1oiol, |, I"[alal" 1 [alal "
AS 65001 HH R EHH El5|0(0| | |D[O)E(E
HH R HH £[5|0(0| | |O[O)E (&
.L.100}s[zjojo); -L-[0gls]zjoL [

8400-C1-1 8400-C1-2

Lo1: 10.0.0.1/32 Lo1: 10.0.0.2/32
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When using MP-BGP with EVPN address families, type-2 EVPN routes identify host reachability
while type-5 routes identify network reachability inside the data center. EVPN host routes should be
summarized when propagated outside of the data center. When combining multiple overlay VRFs
into a single IGP and/or BGP network the use of Inter-VRF Route Forwarding (IVRF) is required. This
allows routes to dynamically propagate from data center overlay VRFs into a common external VRF.

In the configuration steps below, a new VRF named Campus is created, eBGP routing is established
between the campus and data center networks and route redistribution between Campus and overlay
VRFs is established. This example configuration is for the design option in which the virtual networks
in the data center are combined into the global routing table in the campus.

Step 1: Create a new VRF called Campus on each border leaf switch. Assign an RD value that is
unique and use the same value on both border leaf switches.

vrf Campus
rd 10.0.10.2:100

NOTE:

A Route Distinguisher (RD) is used to identify which routes belong to a VRF and must be a unique
value assigned to each VRF. Aruba Fabric Composer uses the VTEP IP with a unique sequence
number for assigning RD values to VRFs

Step 2: Redistribute routes between the Campus VRF and the Overlay VRFs on each border leaf
switch. Notice the use of import RT values to dynamically redistribute prefixes from both overlays into
the campus and vice versa. Overlay VRFs do not import RT values between each other to preserve
separation of routing tables inside the data center.

vrf Campus
address-family ipv4 unicast
route-target export 65000:1
route-target import 65000:101
route-target import 65000:102
exit-address-family

vrf Overlayl
address-family ipv4 unicast
route-target import 65000:1
exit-address-family

vrf Overlay2
address-family ipv4 unicast
route-target import 65000:1
exit-address-family

NOTE:

Route targets (RT) are BGP extended communities that are associated with prefixes inside a VRF
and are used for establishing filtering rules.
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Step 3: Configure the IP interface on the border leaf switches which will connect to the Campus core
switches. Add the interfaces to the Campus VRF.

interface 1/1/47
no shutdown
mtu 9198
vrf attach Campus
ip mtu 9198
ip address 172.18.100.30/30

interface 1/1/48
no shutdown
mtu 9198
vrf attach Campus
ip mtu 9198
ip address 172.18.100.18/30

CAUTION:

Order of operations is important, the IP address must be configured after attaching the VRF to the
interface.

Step 4: Configure the IP interface on the core switches which will connect to the Data Center border
leaf switches.

interface 1/1/5
no shutdown
mtu 9198
description 8325-DC1-1 1/1/1
ip mtu 9198
ip address 172.18.100.17/30

interface 1/1/6
no shutdown
mtu 9198
description 8325-DC1-2 1/1/1
ip mtu 9198
ip address 172.18.100.21/30

NOTE:

Unlike the border leaf, there is no need to create and attach a VRF on the campus core in this non-
virtualized campus example.
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Step 5: Configure a prefix list on the border leaf switches that will match /32 subnet mask. This will
be used in the next step to create a route map that will prevent EVPN type-2 host prefixes from
getting propagated into the campus as host routes.

ip prefix-1list PL_DC-Campus seq 10 permit 0.0.0.0/0 ge 32

Step 6: Configure a route-map on the border leaf switches that will deny /32 subnet mask. This will
be used in the next step to attach to the BGP neighbor definition

route-map DC-Campus deny seq 10
match ip address prefix-list PL_DC-Campus
route-map DC-Campus permit seq 20

Step 7: Configure eBGP peering from the border leaf switches to campus core routers.

router bgp 65000
neighbor 172.18.100.17 remote-as 65001
neighbor 172.18.100.29 remote-as 65001

vrf Campus
bgp router-id 10.0.5.10
neighbor 172.18.100.17 remote-as 65001
neighbor 172.18.100.29 remote-as 65001
address-family ipv4 unicast
neighbor 172.18.100.17 activate
neighbor 172.18.100.17 route-map DC-Campus out
neighbor 172.18.100.17 send-community extended
neighbor 172.18.100.29 activate
neighbor 172.18.100.29 route-map DC-Campus out
neighbor 172.18.100.29 send-community extended
exit-address-family

NOTE:

BGP router ID should be the unique loopback address of each switch. Use the IP addresses of the
interfaces between border leaf switches and campus core for eBGP peering. Make sure to apply the
route-map created in the previous step to the eBGP neighbors.
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Step 8: Configure eBGP peering from the campus core to the border leaf switches.

router bgp 65001

bgp router-id 10.0.0.1

bgp fast-external-fallover

neighbor 172.18.100.18 remote-as 65000

neighbor 172.18.100.22 remote-as 65000

address-family ipv4 unicast
neighbor 172.18.100.18 activate
neighbor 172.18.100.18 default-originate
neighbor 172.18.100.18 send-community extended
neighbor 172.18.100.22 activate
neighbor 172.18.100.22 default-originate
neighbor 172.18.100.22 send-community extended

exit-address-family

NOTE:

In this example we use default-originate to advertise a default route from the campus into the overlay
VRFs in the data center.

Step 9: Configure route redistribution between BGP and OSPF on the Campus core routers.

router ospf 1
redistribute bgp

Step 10: From the campus core switches, verify the BGP neighbors are Established with the show
bgp all summary command.

8400-c1-1# sh bgp all summary
VRF : default
BGP Summary

Local : 65001 BGP Router Identifier : 10.0.0.1
Peers : 2 Log Neighbor changes ! NoO

cfg. Hold Time : 180 cfg. Keep Alive ;60
confederation Id : 0

Address-family : IPv4 Unicast
Neighbor Remote-AS MsgRcvd MsgSent  Up/Down Time State Adminstatus
172.18.100.18 65000 15 00h:09m:56s |Established| up
172.18.100.22 65000 16 6 00h:09m:56s |Established| up

Address—family : IPvE Unicast

Address—-family : L2VPN EVPN
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Step 11: From the campus core switches, verify that data center subnets are present in the routing
table with the show ip route bgp command.

8400-C1-1# show ip route bgp
Displaying ipv4 routes selected for forwarding
"[x/y]" denotes [distance/metric]

10.5.1.0/24, wrf default
via 172.18.100.18, [20/
via 172.18.100.22, [20/
10.5.2.0/24, wrf default
via 172.18.100.18, [20/
via 172.18.100.22, [20/

Step 12: From the border leaf switches, verify default route pointing to campus is present in the
overlay VRF routing tables with the show ip route vrf Overlayl command.

B325-DC1-L1# show ip route vrf Overlayl
Displaying ipvd routes selected for forwarding
"[x/y]" denotes [distance/metric]

0.0.0.0/0, wrf overlayl
via 1/72.18.100.17[vrf campus], [200/0], bgp
i 172.18.100.29[vrf Campus], [200/0], bgp
, vrf overlayl
v1anl00, [0/0], connected
vrf overlayl
vlanmioo, [0/0], local
, vrf overlayl
10.0.10.1[vrf default], [200/0], bgp, encap vxlan, 3vni 100001

B325-DC1-L1# show ip route wvrf oOverlay2
Displaying ipv4 routes selected for forwarding
'[x/y]" denotes [distance/metric]

0.0.0.0/0, wrf overlay2
Viad L7Z.18.100.17[vrf Campus], [200/0], bgp
i 172.18.100.29[vrf Campus], [200/0], bgp
10.5.2.0/24, wvrf overlay2
i v1an200, [0/0], connected
10.5.2.4/32, wrf overlay2
i vlan200, [0/0], 1local

10.5.2.40/32, vrf overlay2
ia 10.0.10.1[vrf default], [200/0], bgp, encap vxlan, 13wvni 100002

10.5.2.50/32, wvrf overlay2
via 10.0.10.1[vrf default], [200/0], bgp, encap vxlan, 13wvni 100002
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Host Port Configuration
Use this section to configure the Port Groups and LACP Host LAG ports.

Port Group Configuration

The SFP28 ports in the Aruba 8325-48Y8C switches (JL624A and JL625A) are organized into four
groups of 12 ports each. The ports default to 25Gb/s speed and must be manually set if 10Gb/s is
required.

For additional details, find the complete Aruba 8325 Switch Series Installation and Getting Started
Guide on the Aruba Support Portal. Navigate to the section Installing the switch > Install
transceivers > Interface-Group operation.

Step 1: From the Configurations menu, select Ports > Ports.

arulbQ  Fabric Composer Dashboard Configurationsv  Visualizations v
[=] Ports >
SWITCHES X F & X
Routing > Link Aggregation Groups
Switches in Fabric ® o heares P Neighbors
7 & system > £23 VLAN Groups
2R Maintenance > -
[ ] {8t Administration >
7

A Integrations >

Step 2: Select the switch and single port in the group being changed, from the ACTIONS menu on
the right, select Edit.

Configuration / Ports / Ports

Fabric Example_Fabric01 Switch | * | 8325-DC1-L1 : X - m
1

= Switch Port Enabled Link State | <Enable/Disable
8325-DC1-L1 111 Yes down £ VLANS

O 8325-DC1-L1 17112 Yes down

O 8325-DC1-L1 1/1/3 Yes down ||
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Step 3: From the Ports page, select the Speed tab, use the drop down menu to select the Speed,
and then click APPLY.

[»] Ports--8325-DC1-L1: 1/1/1 @ x

SETTINGS SPEED VLANS NAME SUMMARY

Set the line speed of the port.

Speed 10Ghbps g

(* ] reQuirEd] m

Note:

Observe the full list of ports which will be effected by the speed change. Ensure that this is the
correct speed setting for all listed ports.

LACP Host LAG Configuration

The Aruba ESP Data Center uses LACP link aggregation groups to provide fault tolerance and
efficient bandwidth utilization to physical hosts in the data center. The steps below show how to
configure LAGs and LACP on the switches in the fabric. Configuration is also required on the
connected hosts. That topic is not covered in this guide as it may vary between server platforms and
operating systems.

Step 1: From the Configurations menu, select Ports > Link Aggregation Groups.

arubQ  Fabric Compose Dashboard Configurationsv  Visualizations v
[=] Ports > Parts
SWITCHES X A = x
Routing >
Switches in Fabric o & Neighbors
7 B system > £3 VLAN Groups

2R Maintenance > -
83 Administration >

7 A Integrations
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Step 2: From the ACTIONS menu on the right, select Add.

Configuration / Ports / Link Aggregation Groups

Fabric Example_Fabric01

0O Name I | Type LAG Number Switchy
> O 5L-8325-DC1-L1 nter-Switch Link 256 8325-1
> O 15L-8325-DC1-12 Inter-Switch Link 256 8325-1
> O 5L-8325-DC1-L3 nter-Switch Link 256 8325-1
> ] I5L-8325-DC1-L4 Inter-Switch Link 256 83251

Step 3: From the Link Aggregation Group Settings page, enter a name, description and LAG
number, and then click NEXT.

& Link Aggregation Group ® x

® ® ® ®

Settings Ports LACP Settings VLANS Summary

Enter a required Name and optional Description and LAG Number.

Name * Rack1-LAG1

Al emp ng, example: LAG
Description ESXi5 LAG

xample: Link Aggreg, G
LAG Number 1

A number between 1 and 256, example 1

[ Inter-Switch Link

(* ) reqLIirEd] B ﬂ

NOTE:

Consider using a Name and LAG Number which will help to identify the hosts where they are
connected.
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Step 4: From the Link Aggregation Group Ports page, select the LAG Switch Member dropdown
menu, and then choose the switches participating in the multi-chassis VSX LAG.

& Link Aggregation Group ® x

® ® ® ®

Settings Ports LACP Settings VLANS Summary

Select ports to add to the LAG. Up to 2 switches may be selected with up to 16 ports per switch. Removing a switch will also remove all associated LAG port
members on the switch from the LAG.

At least one port must be selected for the LAG.
LAG Switch Member | * 8325-DC1-L1 | S xoa
8325-DC1-L2
i} =
8325-DC1-L3
8325-DC1-L4
Switch Port Enabled Link State Native V... MTU LAG Me...
8325-DC1-51
O 8325-DC1-L1 1111 Yes down 9198 No
8325-DC1-52
O 8325-DC1-L1 1172 Yes up 9198 Mo
-
O 8325-DC1-L1 1173 Yes up 10Gbps 9108 Mo
O 8325-DC1-L1 1/1/4 Yes down Auto 9198 No
O 8325-DC1-L1 1145 Yes down Auto 9198 No
O 8325-DC1-L1 1/1/6 Yes down Auto 9198 Mo
O 8325-DC1-L1 1107 Yes down Auto 9108 Mo
O 8325-DC1-L1 1/1/8 Yes down Auto 9193 Mo
(* = required) | CANCEL | | BACK |
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Step 5: From the Link Aggregation Group Ports page, change to Switch View mode to make it
easier to identify the ports.

& Link Aggregation Group

® ® ® ®

Settings Ports LACP Settings VLANs Summary

Select ports to add to the LAG. Up to 2 switches may be selected with up to 16 ports per switch. Removing a switch will also remove all associated LAG port
members on the switch from the LAG.

ne port must be selected for the LAG.

LAG Switch Member = * | 8325-DC1-L1
x | 8325-DC1-12

@ Selected @ NotAvailable | we LINK AGGREGATION GROUP

l:l Enabled I:I Disabled D Filtered D Port has a health issue @/® Link Up Link Down

8325-DC1-L1
1@ 4@ 7@ W@ 13@ 1@ 190 20 E E 7@ w0@

2@ 5@ =@ 11® 14@® 17@ 2200 220 %O 290 P NG U@ T@

(* =required) | CANCEL || BACK |
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Step 6: On each switch, click the ports for the LAG Group, and then click NEXT.

&5 Link Aggregation Group ® x

® ® ®

Settings Ports LACP Settings VLANS summary

1® 4@ 7@ W@ 13@ 16@ 19@ 220 5@ 2@ 31@ 31@ 370 WG 1520 KO

29 58 E® NG 1120 170 208 2

3@ 6@ 9@ 12@ 150 12@ 21@ 240

1@ 4@ 7@ 10@ 12@ 16@ 190 220 2@ 229 1@ 4@ 3370 4@ 420 %@

2@ 1@ 14@ 17@ 200 220 2260 290 3320 35 G NG 4@ TO

5@ 12@ 150 12@ 21@ 248 7 0@ 32@ O 390 420 4450 29 D

(* = required) | CANCEL || BACK |ﬂ

NOTE:

A checkmark will appear on the newly selected ports. The diamond icon appears on ports already
configured for a LAG Group.
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Step 7: From the Link Aggregation Group LACP Settings page, select Enable LACP Fallback,
choose both switches in the table and alter the LACP settings as needed, and then click NEXT.

& Link Aggregation Group ® x

® ®

Settings Ports LACP Settings VLANS Summary

Enable or disable LACP Fallback for an MLAG and select a Switch entry to configure LACP settings.
Enable LACP Fallback

Switch 12 | Ports Speed LACP Mode LACP Interval Priority
8325-DC1-U1 1/1/2-3 10Gbps Active Slow 1
8325-DC1-L2 1/1/2-3 10Gbps Active Slow 1
LACP Mode Active
LACP Interval Slow — ki
Priority 1
A number between 1 and 32768, example 1

(* =required) | CANCEL || BACK |ﬂ

NOTE:

Aruba CX switches default to Active to ensure that LACP can be established regardless of the LACP
configuration of the host platform. The default settings are recommended.
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Step 8: From the Link Aggregation Group LACP Settings page, enter the Native VLAN or leave blank
as appropriate to the data center design, enter the appropriate VLANSs, and then click NEXT.

Note:

If the hosts will be connected to the Overlay network created previously, ensure the VLAN for that
network is in the VLANS field.

& Link Aggregation Group ® x

®

Settings Ports LACP Settings VLANs Summary

Assign Native VLAN, VLANS, and VLAN Groups to the LAG. At least one VLAN must be configured for an MLAG.

Mative VLAN 1

AVLAN between 0 and 3966, example: 1. Empty or 0 disables the Native VLAN. 3967-4055 are reserved for internal VLANs
VLANS 100,200

A number, se! ange of VLANs betwee d 396! mple: 5, 45, 3967-409! e i e LAL
VLAN Group

(* = required) | CANCEL || BACK |ﬂ
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Step 9: Confirm the information was entered correctly and click APPLY.

90

&5 Link Aggregation Group @ x
Settings Ports LACP Settings VLANS summary
Name Rack1-LAG1T
Description ESXi5 LAG
LAG Mumber 1
Type Provisioned
Native VLAN 1
WVLANS 100,200
VLAN Groups
Enable LACP Fallback Yes
Switch 1= | Ports Speed LACP Mode LACP Interval Priority
8325-DC1-11 1/1/2-3 10Gbps Active Slow 1
8§325-DC1-L2 1/1/2-3 10Gbps Active Slow 1

| CANCEL || BACK |m

Step 10: Repeat the procedure for each host connected to the fabric.
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Step 11: From the leaf switches, verify the LACP LAG connections are configured correctly with the

show lacp interfaces command.
8325-DC1-L1# sh lacp 1nter

state abbreviations :

A - Active P - Passive F - Aggregable I - Individual
S - Short-timeout L - Long-timeout N - INSync 0 - outofsync
C - Collet g D - Distributing

¥ - State m/c expired E - Default neighbor state

Actor details of all interfaces:

Port Port = System-ID
T Id Pri

lagl({mc) 2 ALFNCD| 02:00:00:00:
lagl(mc) E] ALFNCD| 02:00:00:00:
lag256 51 ALFNCD 54:80:28:fc:
lag256 52 ALFNCD 54:80:28:fc:
lag256 53 ALFNCD

partner details of all interfaces:

POrt PoOrt
Name

15
15
256
256
256

lagl{mc) 2 255 FLFNCD :
lagl({mc) 4 55 PLFNCD 4:7a:f1:13:

lag256 ALFNCD 54:80:28:fc
lag256 ALFNCD 54:80:28:f :
lag256 ALFNCD 41:80:28:fc:ca:

[ RS RS R ]
LA L L LA L)

Forwarding
State

up
up
up
up

NOTE:

A combination of VSX peer LAG interfaces and VSX multi-chassis LAG interfaces to hosts are likely
included in the command output. As seen above, the multi-chassis interfaces are denoted by (mc)
after the LAG name. The Actor is the switch where the command was run. The Partner is the host at
the other end of the lag. The above State column shows the expected values for a switch set to
Active LACP mode and a host set to Passive LACP mode with a healthy LAG running.
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VMWare vSphere Integration

The VMWare vSphere integration enables VMWare host and virtual machine visualization within
Aruba Fabric Composer. This procedure also enables automated switch port provisioning of VLANS
based on how the vSwitch and VMs are setup.

Step 1: From the Configurations menu, select Integrations > VMware vSphere.

arubQ  Fabric Composer Dashboard Configurationsv  Visualizations v
Ports >
SWITCHES X F = x
@) Routing >
Switches in Fabric 1ents Q0 CDP Neighbors
7 & system >
ors 320 Ports

2R Maintenance >

{88 Administration »

7 A Integrations  » Aruba Netedit
== HPEiLO Amplifier
VMWARE NSX-T INVENTORY ﬂ ODIM™ Plugin Integration gy X

0 VMs O Segments { Nutanix Prism [ VMs

WMware NSX-T
Q0  Transport Zones 0 Host Transport o pervisors
Q  Tier-0 Gateways Q  Tier-1 Gateway? -
0 N-VDSs

Step 2: From the ACTIONS menu on the right, click Add.

Configuration / Integrations / VMware vSphere

Status Host Iz | username Enabled Provisioning

There is no data to display
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Step 3: From the VMware vSphere Host page and implement the following settings.

Name: Example-vSpherel

Description: Example vSphere integration

Host: 172.16.1.212

Username: administrator@example.local

Password: password

Validate SSL/TLS certificates for Aruba Fabric Composer: unchecked
Enable this configuration: checkmark

(] VMware vSphere ® x

® ® ®

Host Aruba Fabric vSphere summary

Mame * Example_vSphere1
Description Example vSphere Integration

Host * 172.16.1.212

Avalid Hostname at least two characters long or IPv4 Address, example: hostname.example.com, 198.162.5.4
"

Username ~

Password *

[ validate SSL/TLS certificates for Aruba Fabric Composer
Enable this configuration

m -
(*: reqUirEd) S ﬂ

NOTES:

Host is the resolvable hostname or IP address of the vCenter server.
Username is the name of an administrator account on the vCenter server.
Password is the password for the administrator account on the vCenter server.

Step 4: Verify the provided credentials are correct by clicking VALIDATE, a green Success
message should appear at the bottom right, and then click NEXT.

~ 5uccess 172.16.1.212 is a valid configuration.  x
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Step 5: From the VMware vSphere Aruba Fabric page, choose from the options below, enter a VLAN
range, and then click Next.

e If the hosts are directly connected from the NIC to the switch, select Automated VLAN
provisioning for ESX hosts directly connected to the fabric.

e If host infrastructure is HPE Synergy or another chassis with an integrated switch solution,
choose Automated VLAN provisioning for ESX hosts connected through intermediate

switches.
;] VMware vSphere ® x
Host Aruba Fabric vSphere summary
Configure how the VMware vSphere configuration will interact with the Aruba Fabric Composer.
Automatically provision VLAN Groups in the Aruba Fabric Composer to match VMware ESX virtual switch configurations.
Automated VLAN provisioning for ESX hosts directly connected to the fabric
VLAN Range 1-3965
e A oser from

[ Automated VLAN provisioning for ESX hosts connected through intermediate switches.

Intermediate VLAN 1-3966
Range

[ Automated Optimization of vSAN Traffic

(* = required) | CANCEL || BACK |m

NOTE:

For additional details, please refer to the Aruba Fabric Composer User Guide.
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Steps 6: From the VMware vSphere, vSphere page, select the checkbox for Discovery protocols
and then click NEXT.

;] VMware vSphere ® x

Host Aruba Fabric vSphere Summary

Enable or disable discovery settings for this VMware vSphere configuration.

Discovery protocols
[J Use CDP when configuring distributed vSwitches

If automatic discovery (Discovery Protocols) is enabled, automatically enable CDP on vSwitches and Distributed vSwitches. Leaving this field unchecked enables LLDF.

(* = required) | CANCEL || BACK |m

CAUTION:

If Discovery protocols is not enabled, the VMWare integration will not display virtual switches
correctly.
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Step 7: Confirm the information was entered correctly and click APPLY.

;)] VMware vSphere ® x

Host Aruba Fabric vSphere summary

Host 172.16.1.212

Username administrator@example.local

passwor—d *hkkdhkhkik

Validate SSL/TLS certificates for Aruba Fabric Composer No

Enabled Yes

Name Example_vSphere1

Description Example vSphere Integration

Discovery protocols Yes

Use CDP when configuring distributed vSwitches No

Automated VLAN provisioning for ESX hosts directly connected to the fabric Yes

VLAN Range 1-3965

Automated VLAN provisioning for ESX hosts connected through intermediate switches. No

Intermediate VLAN Range 1-3966

Automated Optimization of vSAN Traffic No

| CANCEL || BACK |m
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Step 8: Navigate to Visualizations > Hosts, verify connectivity from the hypervisor layer to the leaf

switches.

(]

8325-DC1-11

(]

8325-DC1-L2

(]

8325-DC1-L3

8325-DC1-L4

7 172.16.1.71
)
}E Management Network
vmnic0 wSwitchQ lA”I
VM Network
vmnic1
@_/—‘E )
vmnic2 Rack1-DVUpan5 DSwitch-Rack1

2

vmkd

Ol

DPortGroup-Rack1-v100 Deb10-10.5.1.11

Ol
DPortGroup-Rack1-V200

Deb10-10.5.2.30

vmnics
) 172.16.1.73
113 ’ n||| -]
Management Network vmk0
[
[
vmnic v3witchO
@ .
VM Network vCenter-DCLab
vmnic1
oL

-_—_I\ -
)i &

—RacKE-DVUpHnKs DSwitch-Rack2

vmnic2

vmnics

(/) 172.16.1.75

i)
E Management Network
-
vmnico vSwitch0 Iﬁll
VM Network

=) =
(o) (o

' RacKE-DVUpHnKs DSwitch-Rack2

vmnics
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)
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Validated Hardware and Software

The following hardware and software versions were validated for this guide. For compatibility, please
upgrade to at least the versions listed below.

Switches

Product Name | Software Version
Aruba CX 8325 | 10.06.0113
Aruba CX 8400 | 10.06.0113

Management and Orchestration

Product Name Software Version
Aruba Fabric Composer | 6.0.2-8872
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Reference Configuration Files

These full switch configurations were used to develop this guide:

Border Leaf #1 Configuration

Border Leaf #2 Configuration

Leaf #3 Configuration

Leaf #4 Configuration

Spine #1 Configuration

Spine #2 Configuration

Spine #3 Configuration

Campus Core #1 Configuration

Campus Core #2 Configuration
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https://www.arubanetworks.com/techdocs/VSG/DataCenter/DCDP-21A/8325-DC1-L1.txt
https://www.arubanetworks.com/techdocs/VSG/DataCenter/DCDP-21A/8325-DC1-L2.txt
https://www.arubanetworks.com/techdocs/VSG/DataCenter/DCDP-21A/8325-DC1-L3.txt
https://www.arubanetworks.com/techdocs/VSG/DataCenter/DCDP-21A/8325-DC1-L4.txt
https://www.arubanetworks.com/techdocs/VSG/DataCenter/DCDP-21A/8325-DC1-S1.txt
https://www.arubanetworks.com/techdocs/VSG/DataCenter/DCDP-21A/8325-DC1-S2.txt
https://www.arubanetworks.com/techdocs/VSG/DataCenter/DCDP-21A/8325-DC1-S3.txt
https://www.arubanetworks.com/techdocs/VSG/DataCenter/DCDP-21A/8400-C1-1.txt
https://www.arubanetworks.com/techdocs/VSG/DataCenter/DCDP-21A/8400-C1-2.txt

ESP Data Center, Volume 2: Deployment Guide

What’s New In This Version

We made the following changes since Aruba last published this guide:

e Thisis a new guide.
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