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TODAY’S ENVIRONMENTS HAVE CHANGED

External Factors Organizational Challenges

Mobility & loT Manpower & Budget

Growing number of
users, devices & things

Geography Performance

&

52

Multiple business Limited visibility & control Inability to grow with
locations, sites or locales on- to avoid firefighting emerging business needs
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i
E ROLE OF IT IS SHIFTING

By 2021, 40% of IT staff will hold multiple roles,

ost of which will be business- rather than technology-related.

Gartner 2018 Predictions

Old World New World
Network
Management
Element
Monitoring
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\ POLICY
Automation that.dri
~ device identificati
segmentation, anc
applied actions

PROVISIONING

Automation that driv
network infrastructu
configuration.

Al-OPS

Automation driven
from telemetry
collection and ML
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Redundant & Frequently Updated
Scalable Architecture

Streamlined Provisioning &
Workflow-Driven Usage Models

Built-In APl Extensibility and
Managed Services Mode




Planning & Deployment

Provisioning, Assessment and Visibility <= =**
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Streamlined Deployment

No Onsite Expertise

Intelligent Workflow

Business Grade Wi-Fi
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Upon boot up get IP, DNS settings o Gonﬁgures folder and ruIe:sI

DNS resolution for NTP server

r

Sync device time to ntp.pool.org
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Switch reaches out to activate in HTTPS ONc:g: uén bootug _)‘

Device is part pf ABC Inc Account

e ————r

Devices is in Cent[al licensed folder w'nth provisioning rule

Send provisioning rule configuration to device, .mclud&c Central URL

R e —————————————

ﬁ' Switch creates an HTTPS sebsmn downloads cbnf guration r ﬁ
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DEVICE ONBOARDING (w/MOBILE APP)

SITE INSTALLATIONS

Admin configures installer details
SITE NAME STATUS INSTALLED DEVICES INSTALLATION DATE and allowed SlteS

00| IAP | SWITCH | GATEWAY
6 UNIQUE SITES 0[3]3 210]2

Salzburg Salzburg In Progress 001 Tue May 29 2018

EMEA-ATM-18 Sibenik In Progress 1101 Tue May 29 2018

TME Oakmead Site Sunnyvale In Progress 110]0 Tue May 15 2018 InSta”er recelves SMS On a”owed
TME Santa Clara Site Sunnyvale © Pending ——— S iteS a n d Cred e nti a | S

SEEL-US Sunnyvale © Pending

Smallsite Independence, O Pendng  scanne

Installer scans devices and adds to
‘ . : MAC: 34:FC:B9:C0:A8:D6 . aSSIQHGd network

TO SELECT MULTIPLE SITES SHIFFFCLICK OR CTRL+CLICK

CONNECTED

A
SN: CNCFHMQFCV
CNCI
MAC: A8:FC:B9:C0:A8:D6

Installer Dashboard . Site _status anpl typgs of installed
e — devices provided in dashboard

—_—
B SN: CNCFHMQFCV

—
IVIOb”e |nSta||er App o MAC: 34:FC:B9:C0:A8:D6
o—O
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Add device manually

DEVICE INVENTORY

View the devic

ADD DEVICE]

VIEW DEVI!

¥ SERIAL NU...

CN75HKZ0

® CNFWJOY16

® CNFWOY17|

® SG68GYZ06

ADD DEVICES

Add up to 6 devices by entering the Serial Number and MAC

Address for each device

e I e

SERIAL NUMBER
SERIAL NUMBER
SERIAL NUMBER

SERIAL NUMBER

Add more devices

arheads
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JL258A
JW825A
JW825A

JLO76A

SUBSCRIPTION ASSIGNMENT

Use the options below to assign Device Management, Foundation and Network Service subscriptions to devices.

DEVICE SUBSCRIPTIONS ©®
Manage Groups

View, edit and add configuration groups A device management subscription entitles the subscribed device to be managed in Aruba Central and enables most functionality.

Device Inventory .
View an inventory of all your devices Auto Subscribe OFF _
You must select devices below to assign subscriptions to them

Key Management DEVICES (1 TO BE SUBSCRIBED 0 TO BE UNSUBSCRIBED)

- . SUBSCRIBED SERIAL NUMBER MAC ADDRESS MODEL
Subscription Assignment 0y Y Y Y
Assign and modify device and service

subscriptions ‘ CNFWJOY16H ‘ 20:A6:CD:CF:9ASE IAP-335-US

Labels and Sites BT0224345 6C:F3:7F:CO:CA79 1AP-105-US

Create and manage labels and sites for
monitoring

CNBVHN794K B4:5D:50:C5:7F:78 1AP-325-US
Users & Roles
Manage user access control to Aruba Central

CNBXHN70SR B4:5D:50:C5:C1:26 IAP-325-US

Certificates CNBWHN73L3 B4:5D:50:C5:A0:B4 IAP-325-US

View, edit and add certificates

CNBXHN743G B4:5D:50:C5:DA:06 IAP-325-US
CR0004290 00:0B:86:B5:87:77 7030-US

CNC7)J0Y2R6 A8:BD:27:C4:B6:C2 IAP-335-US

v

Total number of devices: 203

UPDATE SUBSCRIPTION
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Understand and create Ul Group and Template Group.
Groups are mutually exclusive configuration containers

Ul Group 1
VC1,VvC2..VCn
Switch 1, Switch 2 .. Switch n

Ul Group 2
VC1,VC2..VCn
Switch 1, Switch 2 .. Switch n

Template Group 1
VC1,VvC2..VCn
Switch 1, Switch 2 .. Switch n Ul Group 3
VC1,VvC2..VCn
Switch 1, Switch 2 .. Switch n

Template Group 2
VC1,VC2.VCn
Switch 1, Switch 2 .. Switch n

arheads
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Central defines a Group as a
collection of devices which
share common configuration

settings.

There can be several groups
in Central.

A Group can contain one
device or hundreds of
devices.
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Create sites for monitoring

aruba =D

Eo LABELS AND SITES

| [ 1}
HEE CLOBAL SETTINGS Labels are logical sets of devices which can be used for a variety of monitoring and reporting purposes. Each device can be associated with up to five labels, and a

label can apply to as many devices as you want.

Sites allow you to group devices based on the location context
Manage Groups
View, edit and add configuration groups

MANAGE SITES

5,’;‘5;$§e'n[;:'ﬁ:§;5¥mm DRAG AND DROP DEVICES TO ADD TO A SITE 1o
TO SELECT MULTIPLE DEVICES SHIFT+CLICK OR CTRL*+CLICK

Key Management CONVERT LABELS TO SITES

Track all your subscription keys

Subscription Assignment
Assign and modify device and service Y SITENAME |\ ADDRESS DEVICE COUNT Y NAME GROUP

CREATE NEW SITE x

Create and manage labels and sites for
monitoring UN  SITENAME 2 20:a6:cd:cf:9a:be | default
Users & Roles Aruba Networks

Manage user access control to Aruba Central STREET ADDRESS

3333 Scott Blvd

Certificates Ty
View, edit and add certificates

Santa Clara

United States

California

ZIP/POSTAL CODE

95054

@ newsite 2 Device(s)

@ Bulk upload irheads 13




GUI vs Templates

(0] 0
arubQ central — %_sys_template_header%
Y TekTalk sw oot : T — hostname "%_sys_hostname%"
REE WIRED MANAGEMENT TekTalk_sw (1 Total Devices | 0 Offline APs | 0 Offline SWITCHES | 0 Offline GATEWAYS) R i

— % _sys _module_command%

switeh -Aruba PORTS — %if _sys_use_dhcp = 0%
SWITCHES Ports . d f | 0/ 0/
PORTS — Ip default-gateway %gw%
VLANS |:| PORT NUMBER ADMIN STATUS SPEED-DUPLEX (MBPS) . . \ 3 A
TRUNKS als . . — ip dns server-address priority 1 %dns%
STP .
SECURITY 0 v Auto - — %endif%
DHCP POOLS
ROUTING v Auto - — NO CWMp enable
SYSTEM W .
CONFIGURATION AUDIT Auto - — include-credentials
fue — interface 1
Aum —  Y%port.1.status%
Auto
— name "IAP-1"
— exit
— vlan X

olr heoqé #ArubaAirheads 14



Golden template with variables

aruvbaQ cenal V Template Group 1 (1 Total Devices | 0 Offline APs | 1 Offline SWITCHES | 0 Offline GATEWAYS)

CURRENT APP
WIRED MANAGEMENT Variables

Q search Current App Select the Upload/Download file format and upload variables. Variables ‘_sys_serial' and ‘_sys_lan_mac' are mandato!
Find devices, clients and networks number and mac address.

Upload/Download file format JSON ¢y

Templates Download Sample Variables File ) Variables file uploaded successfully

Variables

Variables

Advanced Settings
DEVICE MAC ADDRESS DEVICE SERIAL NUMBER VARIABLE NAME

Configuration Audit
f40343-72c490 CN75HKZ0L2 _sys_gateway

f40343-72c490 CN75HKZ0L2 _sys_hostname

arheads
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{

"Serial number of switch": {

" sys_lan_mac": "MAC address of Switch",
_sys_serial": "Serial number of switch",
" _sys _hostname": "HOL-POD-X-SW",

_sys_snmpv3_engineid": "",
" sys_use_dhcp": "0",

"gw": "172.30.Y.1",

"dns": "1.1.1.1",

"static.ip.mask": "172.30.Z.9 255.255.255.224",

"port.1.status": "enable",

"port.2.status": "enable",

"port.9.status": "disable",

"port.10.status": "disable"

#ArubaAirheads
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SITE VIEW ()]

SITE NAME DATA VIEW

<+ o NEWARK v | @ SUNMARY v | OASTS MONTHS

SUMMARY

System Health — Connectivity,
CPU & Memory Utilization

NAME: STORE NAME O ON: 123 FOURTH ST, NEWARK, NJ 56789 APS: 132

RF HEALTH INDICATORS

5Ghz UTILIZATION & NOISE | BYCOUNT v 2.4Ghz UTILIZATION & NOISE | BYCOUNT

HIGH CHANNELUTILIZATION ~ —f-——f — = ——— = — = — = — — — ——— — == .

| RF Health — Channel Utilization
and Noise Floor

@ CURRENT STATUS

CLIENT HEALTH INDICATORS Health Scores — Clients and

CLIENT HEALTH SCORE | BYCOUNT v CONNECTIVITY HEALTH SCORE | BYCOUNT v

Connectivity

MAX CONNECTIVITY SCORE UNIQUE LOW HEALTH DEVICEs @ L

MIN CONNECTIVITY MIN/MAX LOW HEALTH

MAX DOWN DEVICES 2 MAX DOWN DEVICES 2017
May 26 u ug May 26

m LIVE #ArubaAirheads 16



Physical Stack monitoring

arhea

TECH TALK

M=

MONITORING
NOC VIEW
NETWORK DETAILS
CLIENTS
DEVICES
APPLICATION VISIBILITY
CLARITY
VISUALRF
TOPOLOGY
AIRGROUP
PRESENCE
GUEST

ACCESS POINTS SWITCHES
©124k © 30 ©249 ©®3

V site-name-001

blr-main-stack-001
No downtime in the last 3 hours

OVERVIEW PORTS

INTERMEDIATE DEVICES CLIENTD
7 29

CONNECTED DEVICES

Click on a UP port to find details on devices connected to the same

@ aruba-switch-001

aruba
SWITCH
2930M

SWITCH
2930M

SWITCH
2930M

INTERMEDIATE DEVICES
MAC ]_.= NEIGHBOU..

71:a3:ff:ad:45:21 GigabitEthernet0

GATEWAYS
®12 ®o0

NAV HISTORY

CLIENTS

©873k ®23

DEVICE HEALTH
Good

HARDWARE

122

CONNECTED

PUTN DEVICES

13

Capability - Access Point
Device Model - IAP 123

Device IP - 10.2.1.2
Remote Port -3

31

32

IP ADDRESS

10.233.13.255

34 36 38

33 35 37

34 36 38

40

39

40

& aruba Central

ps  Account

N
9 L8
New Tab

ALERTS & EVENTS

PPTN DEVICES
17

[Jueunk [ vp

VERSION

Cisco I0S So.. I
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SITE TOPOLOGY & OPERATIONAL

(s
(=) Name: TME_OAK 7008

TME_OAK_ Model : Aruba7008-Us

a8:bd:27:c4:b7:b8 a8:bd:27:c4:b4:60 a8:bd:27:c4:b4:40 94:b4:0f:cc:02:86 a8:bd:27:c4:b2:90 a8:bd:27:c4:b1:9e

arheads
m“w

Details Filter

Name: TME_OAK_7008
Serial: CNC6JSP018

1P: 10.90.255.240
MAC:  20:4C:03:0A'5E:90
Type: BOC

Model: Aruba7008-US
Status: g

Health: @

Tunnels:

@ 170 - 00:1A:1E:02:3B:58 -
VLAN: 170
Established Time: 2018-06-13 06:43 PM
Map Name: data-vpnc-00:1a:1€:02:30:58

-att_mpls

Peer MAC: 00:1A-1E:02:3B:58
Local MAC: 20:4C:03:0A:5E:90
Serial: CNC6JSP018
Port Number: 7
Source IP: 10.70.170.100
Destination IP:  10.67.70.111
Health: L]
In SPI: 2568112640
Out SPI: 2054425600

® 169 - 00:1A:1E:02:3B:58 -~

VLAN: 169

Established Time: 2018-06-13 06:43 PM

Map Name: data-vpnc-00:1a:1e:02:3b:58
-comcast_inet

Peer MAC: 00:1A:1E:02:3B:58

Local MAC: 20:4C:03:0A:5E:90

Serial: CNCEJSPO18

Port Number: 6

Source IP: 1070 169 100

HEALTH

Health Status of Targeted

Devices and Links

Multiple Views — Tree & Planetary
with VLAN Overlays

Detailed Status of Connected

Devices and Links

#ArubaAirheads 18



FIRMWARE UPGRADES & COMPLIANCE

FIRMWARE

Virtual Controllers Switch - MAS Switch - Aruba Gateways

Manage Compliance Status Across
Filter by upgrade status: ~ Show Al E ntl re I nfra StrU CtU re

Virtual Controllers Selected: 0

[J |ve NAME APS FIRMWARE VERSION LATEST AVAILABL... FIRMWARE COMPLIA... STATUS

Coverage for Wired, Wireless
and WAN

|:| ® a8:bd:27:c4:b1:9e 1 8.3.0.0_64659 8.3.0.0_64659 Not Set v/ Firmware up to date
|:| a8:bd:27:c4:b4:40 8.3.0.0_64659 8.3.0.0_64659 Not Set v/ Firmware up to date
AR-BranchIAP 8.3.0.0_64659 8.3.0.0_64659 Not Set v/ Firmware up to date

instant-C4:B2:90 8.3.0.0_64659 8.3.0.0_64659 Not Set v/ Firmware up to date

Displays Current, Latest Available
and Compliance Status

Instant-CA:62:8C 6.5.1.0-4.3.1.1_57902 6.5.4.7_64552 Not Set /\ Newer firmware available
instant-CA:62:C0 6.5.1.0-4.3.1.1_57902 8.3.0.0_64659 Not Set /\ Newer firmware available

IPerf 8.3.0.0_64659 8.3.0.0_64659 Not Set v/ Firmware up to date

Q'r heog é #ArubaAirheads 19



APl BASED EXTENSIBILITY

URL
Monitoring
TOKEN

Enter api

APl REFERENCE

Network
AP
List Access Points
List BSSIDs
Delete AP
AP Details
AP Neighbouring Clients
AP RF Summary
AP Bandwidth Usage
Top N AP Details
Client
Swarm
Label
Switch
Notification

Events

arheads
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List Access Points

@@= /monitoring/vi/aps

« 0001 - General Error.

0002 - Validation Error. Qut of Range value for a query parameter.

« (0003 - Validation Error. Unsupparted query combination

« 0004 - Validation Error. Invalid value for a query parameter

string Filter by group name

swarm_id

string Filter by Swarm ID

string Filter by Label name

RESPONSE SAMPLE

“serial": "string'

“name": "st

"macaddr": "“string",

“model™: ing",
"firmware_version":
"swarm_master":

"macaddr": "st
“index":
"status": "st
"band":

RESPONSE SCHEMA

Every feature and function of Ul
available via API's

Complete lifecycle coverage from
provisioning to logging & reporting

Secure gateway access, with
OAuth authentication

#ArubaAirheads 20



ARUBA SD-BRANCH

Jrove " Pt
M’Iv 150
P~

iﬂﬂuwﬂkh.iﬂmwﬂd JMH

W oW

Single Pane Client, Gateway, True Enterprise
of Glass WAN Health SD-WAN
Scores
arheads
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Aspicons CIEN -

Role-Based
Policies, Application
Visibility, Access
Control
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aruvba

a Hewlett Packard
Enterprise company
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Thank You




