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Introduction

Welcome to the Aruba OS8 Workshop. This workshop is intended to give partners a basic overview the
new AOS v8.0 Mobility Solution in a concise lecture/lab format. Beyond this introductory workshop, it is
recommended that partner engineers follow-up with formal training to build their presales and delivery
skillsets for successful sales and deployments of Aruba Mobility solutions.

Lab exercises during in this workshop provide students a practical hands-on experience in configuration,

operation, and maintenance of Aruba’s Controllers and Campus Access Points (APs). They are designed
to be executed on an Aruba Mobility Kit which consist of a Campus switch, 7005 Branch Controllers and

AP205 APs.

The labs build upon each other adding features and capabilities to build out a flexible and secure Aruba
Mobile First environment. Student labs will start from a factory-default configuration and build a 2-node
Managed Device Cluster utilizing the new Mobility Master feature to support Employee and Guest
wireless services.

Physical Lab Setup

Below is a physical and logical diagram of the workshop environment. There may be slight variations in
equipment models however, the functionality will be the same.

Figure 1
Mobility Kit 2920-24G

MSR930

2920-24G
Giound 1P: 10.10.1.1 DHCP
p Nat Internet
(ports 1-4) 10.10.1.254
Group 1
Untagged PVID(110): 10.10.110.1/24
Tagged VLAN(111-113): 10.10.111-113.1/24 Note: Router is optional — use core switch web
interface as a alternative test target
a_. Workshop AP (Instant)
Group 2
(ports 5-8)
Group 2 Vmware Host Laptop(s)
Untagged PVID(120): 10.10.120.1/24 22 10.10.1.81-84
Tagged VLAN(121-123): 10.10.121-123.1/24
VM/AD/DNS/NPS/DHCP/Cert
10.10.1.10
zﬂ—
Group 3
MM-VA1
os 512
Group 3
Untagged PVID(130): 10.10.130.1/24 MM-VA2
Tagged VLAN(131-133): 10.10.131-133.1/24 10.10.1.62
MM-VA3
10.10.1.63
Group 4 g 0 MM-VA4
g K
(ors 1310) < g
[}
Group 4 g '?r
Untagged PVID(140): 10.10.140.1/24 a J
Tagged VLAN(141-143): 10.10.141-143.1/24 Labtop:Shecs: T
ApLop. SPECs: Workload Notes:
4-Core i7 - Use 2 Laptops
32G RAM - Run AD and MM-VA1-2 on #1
\-‘ﬁDlg“Ve - Run MM-VA3-4 on Laptop #2
in

VMWare Workstation 12 Pro
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Lab 1 - Virtual Mobility Master (VMM) Initial Configuration

Goal:

Verify that your Mobility Master (virtual appliance) has been reset to factory default and existing licenses
are intact. To save time, your MM has been pre-installed on your VMware server and licenses have
been added.

Task Summary:

¢ Login to your Mobility Master via web GUI .Check to see if there are any left-over configurations
like controller and AP groups, WLAN definitions, etc.
o Verify licenses are pre-installed for your lab group.

Workflow:
e Connect to the workshop’s WLAN:
a. SSIDZWOkahOp a Hewlett Packard
b. PSK=arubal23 Enterprise company
MM-VA1
e Login to your Mobility Master =
a. https://10.10.1.XX
b. UserID: admin
c. Password: arubal23
M 0 b | | Ity M aster Das h b 0 ard Copyright & 2017 Aruba, a Hewlett Packard Enterprise company.
This is the Mobility Master Dashboard.
— Managed Network
Open the Managed Network panel — "¢
MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS
MM-VA1 A1 @ i
—— Managed Network & Q,
Performance Summary All Radios S GHz 2.4 GHz
Clients APs
Network
Total: O Overall Goodput (bps): 0 bps
Cluster - .
Usage 2 cHz - Goodput (bps)
Potential Issues A
AirGroup Client Health (%) z
Security
uce ° SNR
Controllers - Chennel Quality (%)
Speed {bps) <
WLANS - M aw W som  mom Noise Floor (dBm)
Access Points Goodput (bps)
Clients o u M dwM ow o e e Channel Busy (%)

Configuration

EIRP (dBm)
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Verify that your Mobility Master has no configuration. The Managed Network folder should be empty as
shown below. If there is a configuration on your Mobility Master, notify your instructor.

¢ Managed Network

(= Q

£ Mobility Master

= MM-VA1

Enable Licenses

The following licenses have been installed on your Mobility Master: MM, AP, PEF, RF Protect & WebCC.
You must also “enable” licenses to be consumed from the Global Licensing Pool.

e Navigate to: Mobility Master->Configuration>System->Licensing>Usage
e Click on Global License Pool

MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS o) admin *
MM-VA1

€ Mobility Master >

g Q
L3 : .
General Admin AlrWave CPSec Licensing Certificates SNMP Logging Profiles Whitelist
Roles & Policies
S MMVAT Authentication Usage  Mobility Master Licenses  Controller Licenses
E3 Managed Network (0) Services AP bCC VIA MM
B Access Paint: ontent | Virtual Intranet Mobdity Masts

Interfaces n Access
Controllers

Usage for Global License Pool

AP PEF RF Protect ACR WebCC VIA MM
Feature Enabled
Scope Per-AP Per-AP Per-AP  Per-Session Per-AP  Per-Session Per-Device
Pool Size 16 16 16 0 186 0 30
Expired Licenses 0 0 0 0 0 0
Actual Pool Size 16 6 16 o 16 0 50
Licenses Used 0 0 [} o o L]
Licenses Remaining Available 16 6 16 0 186 0 50
e Feature Enabled: AP, PEF RF Protect WebCC
Usage for Global License Pool
AP PEF RF Protect ACR WebCC MM MC-VA-RW

Feature Enabled
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Whenever you make changes to the MM configuration you must Submit the changes, click on Pending
Changes & Deploy changes the changes for them to take effect.

Pending Changes

Pending Changes for 1 Group

(&) Mobilicy Master (0 Controller)

m Pending Changes () = e

e Navigate to: Usage—>Global License Pool=>Usage for Global License Pool.
e Observe installed licenses that are enabled (checked)

W

General Admin AirWave CPSec Licensing Certificates SNMP Logging Profiles Whitelist

Usage Mobility Master Licenses Controller Licenses

AP PEF RF Protect ACR WebCC VIA MM

MAoress Paints | Policy Wireless Advanced ‘Web Content |Virtual Intranet | Mobility Master
Enforcement Intrusion Cryptography | Oassification <5
Frig Protaction
® Global License Pool :
Usage for Global License Pool
AP PEF RF Protect ACR WebCC WVIA MM
| el e

Feature Enabled

DNS Configuration

The Workshop ADserver provides DNS services. Configure your Mobility Master to use the workshop’s
DNS server.
¢ Navigate to: Mobility Master->Configuration>System->General>Domain Name System

e Click +
MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS
aruba MM-VAT
€ Mobility Master >
& Q
Configuration General Admin AirWave CPSEC Licensing Certificates. SNMP
& Mobility Master Roles & Policies
£ MM-VAT Authentication > Basic Info
3 Managed Network (0) Servicas > Clack

Interfaces .
~ Domain Name System

Controllers B
Enable DNS name resolution: [/ 1Pv4 ] 1Pv6

DNS Servers
1P VERSION IP ADDRESS
+
5 HPE Aruba Channel Partner Enablement
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e Add DNS Server: 10.10.1.10
e Click Submit
e Submit=>Pending Changes->Deploy changes

Add DNS Server

IF version: ) IPvd IPvE

IP address: 10.10.1.10

[ concel ] submic
System Clock

Next, verify the date, time and time-zone are correctly set on your system clock. Clock settings are
set on each individual MM system. Because we will be using Microsoft NPS for 802.1X
authentications, your MM time must match the time of the workshop’s AD server within 5 minutes.
The Workshop’s AD server is set to Pacific Time Zone.

¢ Navigate to: Mobility Master>MM-VAX->System->General>Clock
If you make changes to the system time:
e Submit>Pending Changes->Deploy changes

MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS
aruba MM-VA1

& Mobility Master >

& Q

£ Mobility Master

Configuration General  Admin  AirWave  CPSEC  Licensing  Certificates  SNMP

Roles & Policies

=) LILRRL Authentication > Basic Info
B9 Managed Network (0) Services -~ Clock
Interfaces
Set clock: Manually ~
Controllers
I Date and time: 2017-10-18 08:15:54 (POT) Modify Date and Time
Time zone: United States: America/Los Angeles (U... ~

» Domain Name System
> Loopback Interface

> Auto-parking
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Lab 2 — 7005 Controller Factory Reset

Goal:

Reset 7005 Controller(s) to factory default settings and provision with IP Address, Interfaces and VLAN
settings.

Task Summary:

e Connect your assigned controllers to the lab switch.

e Connect serial console to your assigned controller.

e Use Web GUI or CLI to do a factory reset

¢ Run the setup script (full-setup) to configure your controllers as an MD (managed device)

Workflow:

7005-X Controller Factory Reset
Reset your 15t controller (7005-X) to factory default and run the initial script.

o User: admin

. Password: arubal23

. (7005-X) >enable

. Password: enable

[ (Aruba7005) #write erase

. Switch will be factory defaulted. All the configuration and databases will be
deleted.

(] Press ‘y’ to proceeed: y

(] Write Erase successful

. (Aruba7005) #reload
(] Do you really want to restart the system(y/n): y

The controller will reboot.
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7005-X System Startup Script

e Configure your controller via console cable using the “full-setup” configuration script at the end of the
boot sequence.

Auto-provisioning is in progress. It requires DHCP and Activate servers
Choose one of the following options to override or debug auto-provisioning...

'enable-debug' : Enable auto-provisioning debug logs

'disable-debug' : Disable auto-provisioning debug logs

'mini-setup’ : Start mini setup dialog. Provides minimal customization and requires DHCP
server

'full-setup' : Start full setup dialog. Provides full customization

Enter Option (partial string is acceptable): full-setup
Are you sure that you want to stop auto-provisioning and start full setup dialog? (yes/no): yes

ER R R Rk I I Welcome tO the Aruba7005 Setup dlalog RR R R R I I I
This dialog will help you to set the basic configuration for the switch.
These settings, except for the Country Code, can later be changed from the
Command Line Interface or Graphical User Interface.

Commands: <Enter> Submit input or use [default value], <ctrl-I> Help
<ctrl-B> Back, <ctrl-F> Forward, <ctrl-A> Line begin, <ctrl-E> Line end
<ctrl-D> Delete, <BackSpace> Delete back, <ctrl-K> Delete to end of line
<ctrl-P> Previous question <ctrl-X> Restart beginning <ctrl-R> Reload box

Enter System name [Aruba7005]: 7005-X

Enter Switch Role (standalone|md) [md]:

Enter IP type to terminate IPSec tunnel (ipv4|ipvX) [ipv4]:

Enter Master switch IP address or FQDN: 10.10.1.XX

Is this a VPN concentrator for managed device to reach Master switch (yes|no) [no]:
This device connects to Master switch via VPN concentrator (yes|no) [no]:
Is Master switch Virtual Mobility Master? (yes|no) [yes]:

Master switch Authentication method (PSKwithIP|PSKwithMAC) [PSKwithIP]:
Enter IPSec Pre-shared Key: secret

Re-enter IPSec Pre-shared Key: secret

Do you want to enable L3 Redundancy (yes|no) [no]:

Enter Uplink Vlan ID [1]: 1XO

Enter Uplink port [GE 0/0/01]:

Enter Uplink port mode (access|trunk) [access]: trunk

Enter Native VLAN ID [1]: 1XO

Enter Uplink Vlan IP assignment method (dhcp|static) [static]:

Enter Uplink Vlan Static IP address [172.16.0.254]: 10.10.1X0.101

Enter Uplink Vlan Static IP netmask [255.255.255.0]:

Enter IP default gateway [none]: 10.10.1X0.1

Enter DNS IP address [none]: 10.10.1.10

Do you wish to configure IPV6 address on vlan (yes|no) [yes]: no

Do you want to configure dynamic port-channel (yes|no) [no]:

This controller is restricted, please enter country code (US|PR|GU|VI|MP|AS|FM|MH) [US]: US
You have chosen Country code US for United States (yes|no)?: yes

Enter the controller's IANA Time zone [America/Los_Angeles]:

Enter Time in UTC [17:25:37]:

Enter Date (MM/DD/YYYY) [7/12/2017]:

Do you want to create admin account (yes|no) [yes]:

Enter Password for admin login (up to 32 chars): arubal23

Re-type Password for admin login: arubal23

Note: These settings require IP-Based-PSK configuration on Master switch
If you accept the changes the switch will restart!

Type <ctrl-P> to go back and change answer for any question

Do you wish to accept the changes (yes|no)yes

Creating configuration... Done.

System will now restart!
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7005-XX Controller Factory Reset
Reset your 2nd controller (7005-XX) to factory default and run the initial script.

. User: admin

. Password: arubal23

. (7005-X) >enable

. Password: enable

[ (Aruba7005) #write erase

. Switch will be factory defaulted. All the configuration and databases will be
deleted.

(] Press ‘y’ to proceeed: y

(] Write Erase successful

° (Aruba7005) #reload
(] Do you really want to restart the system(y/n): y

The controller will reboot.
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7005-XX System Startup Script

Configure your controller via console cable using the “full-setup” configuration script at the end of the boot

sequence.

Auto-provisioning is in progress. It requires DHCP and Activate servers
Choose one of the following options to override or debug auto-provisioning...

'enable-debug' : Enable auto-provisioning debug logs

'disable-debug' : Disable auto-provisioning debug logs

'mini-setup’ : Start mini setup dialog. Provides minimal customization and requires DHCP
server

'full-setup' : Start full setup dialog. Provides full customization

Enter Option (partial string is acceptable): full-setup

Are you sure that you want to stop auto-provisioning and start full setup dialog? (yes/no):

RR Rk kb b ik kb ik b kb i welcome to the Aruba7005 Setup dlalog RR R Rk kb b b b bk b ik b i
This dialog will help you to set the basic configuration for the switch.
These settings, except for the Country Code, can later be changed from the
Command Line Interface or Graphical User Interface.

Commands: <Enter> Submit input or use [default value], <ctrl-I> Help
<ctrl-B> Back, <ctrl-F> Forward, <ctrl-A> Line begin, <ctrl-E> Line end
<ctrl-D> Delete, <BackSpace> Delete back, <ctrl-K> Delete to end of line
<ctrl-P> Previous question <ctrl-X> Restart beginning <ctrl-R> Reload box

Enter System name [Aruba7005]: 7005-XX

Enter Switch Role (standalone|md) [md]:

Enter IP type to terminate IPSec tunnel (ipv4|ipvé6) [ipv4]:

Enter Master switch IP address or FQDN: 10.10.1.XX

Is this a VPN concentrator for managed device to reach Master switch (yes|no) [no]:
This device connects to Master switch via VPN concentrator (yes|no) [no]:
Is Master switch Virtual Mobility Master? (yes|no) [yes]:

Master switch Authentication method (PSKwithIP|PSKwithMAC) [PSKwithIP]:
Enter IPSec Pre-shared Key: secret

Re-enter IPSec Pre-shared Key: secret

Do you want to enable L3 Redundancy (yes|no) [no]:

Enter Uplink Vlan ID [1]: 1XO

Enter Uplink port [GE 0/0/01]:

Enter Uplink port mode (access|trunk) [access]: trunk

Enter Native VLAN ID [1]: 1XO

Enter Uplink Vlan IP assignment method (dhcpl|static) [static]:

Enter Uplink Vlan Static IP address [172.16.0.254]: 10.10.1X0.102
Enter Uplink Vlan Static IP netmask [255.255.255.0]:

Enter IP default gateway [none]: 10.10.1X0.1

Enter DNS IP address [none]: 10.10.1.10

Do you wish to configure IPV6 address on vlan (yes|no) [yes]: no

Do you want to configure port-channel (yes|no) [no]:

This controller is restricted, please enter country code (US|PR|GU|VI|MP|AS|FM|MH) [US]:

You have chosen Country code US for United States (yes|no)?: yes
Enter the controller's IANA Time zone [America/Los_Angeles]:
Enter Time in UTC [17:25:37]:

Enter Date (MM/DD/YYYY) [7/12/2017]:

Do you want to create admin account (yes|no) [yes]:

Enter Password for admin login (up to 32 chars): arubal23
Re-type Password for admin login: arubal23

Note: These settings require IP-Based-PSK configuration on Master switch
If you accept the changes the switch will restart!

Type <ctrl-P> to go back and change answer for any question

Do you wish to accept the changes (yes|no)yes

Creating configuration... Done.

System will now restart!full
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The 7005 controller takes approximately 10 minutes to reload. After controllers reboot with new
settings, verify connectivity via web browser:

e 7005-1: https://10.10.1X0.101

e 7005-11: https://10.10.1X0.102

The controller's MAC address is used if you manually add your controller to your Mobility
Master. The controller's MAC address is the first address allocated in the controller and is
shown in the “MAC address start” field. In the next lab, we will leverage the “auto-park” feature
to automatically add each controller to your MM group folder.

o Navigate to: Dashboard->Controller

MOBILITY CONTROLLER ACCESS POINTS CLIENTS ALERTS .
aruba ® admn v
Mobility Controller: 10.10.1.61 c
Dashboard Info Gauges  PortsStats  Port Channels Stats  Events
Performance Mama: 7005-1
Modet Aruba7005-Us
Usage Serial #: CPOD17425
Potential Issues MAC address start: 20:4¢:03:03:93:68
MAC address end: 40:4¢:03:03:93:6¢ —_—
Traffic Analysis Uptime: 0d 1h 5m 3¢
System time Sun Aug 27 10:54:08 EST 2017 CcPU Memory
ucc Software: 8.1.02
ROM: 1.0
‘ Partition 0 Aruba0s 8.1.0.1

Partition 1 (default boot) : Arut

p . - No data found -
WLANS Country: United States
Access Points Deployment: MD
1P address: 10.10.110.101
Clients 1Pv6 Address: x ‘

Controller-based licenses of 1 enabled
Configuration L v 10.10.1.61
g icense server Temperature
Diagnostics
Maintenance
Ports
rut o up
o B Down
o1 2 3 Admin disabled
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Lab 3 — Adding Controllers to Mobility Master

Goal:

Configure your Mobility Master (MM) to discover your two controllers configured in the previous lab.

Task Summary:

Login to your Virtual Mobility Master (VMM) via GUI.

Create a controller Group in your Managed Network Folder.

Configure IPsec and Auto-Park to automate Managed Device adoption
Verify controller connectivity.

Workflow:

Managed Network Node

Create Managed Network Node: MOBILITY MASTER

MM-VA1

Login to your Mobility Master: https://10.10.1.XX

Navigate to: Managed Network

¢ Managed Network

| & Q
Click E> Mobility Master
Add: GFOUp ) MM-VAT
Name: GroupX | £ Managed Network (0)
Click Submit
Add
Controller Group
Name: Group|

2018 Rev 1.4 12 HPE Aruba Channel Partner Enablement
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Auto-Park

To automate Controller (managed device) adoption and assignment to a group, you need to set
up a default entry for IPsec keys (for communication) and enable Auto-Park to automatically
place discovered controllers in your MM Group folder.

Enable Auto-parking
e Navigating to: Mobility Master-> Configuration->System->General->Auto-parking
¢ Enable Auto-parking
e Folder for auto-parking: Managed Network > GroupX

e Click Submit

General Admin AlrWave CPSEC Licensing Cer

> Basic Info

> Clock

> Domain Name Server
> Loopback Interface

Auto-parking

Auto-parking for controllers:

Folder for auto-parking: Managed Network > Group1

Configure IPSEC Keys

To establish IPsec communication between your MM and your controllers (managed devices)
configure IPSEC keys. Note that this must match the IPSec Pre-shared Key that you specified
in the startup script for your 7005 controllers.

e Navigate to: Mobility Master=>Configuration>Controllers>Local Controller IPsec Keys

MOBILITY MASTER CONTROLLERS
MM-VA1
& Mobility Master >
(= Q
Local Controller IPSec Keys
Roles & Policies 1PV4 ADDRESS OF THE LOCAL 1PV6 ADDRESS OF THE
&3 MM-VAT Authentication
= Managed Network (0) Services
E> Group1 (0) Interfaces
+
System
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You can specify IP addresses for which controllers can Auto Park. Here we match all controller

IP addresses vs specific IP addresses.

e Click +

Local Controller IPSec Keys

IPV4 ADDRESS OF THE LOCAL

e Local Controller IPV4: 0.0.0.0

o |Psec Key: secret

o Retype IPsec Key: secret

+

Add New IPSec Controller
Authentication:
Local controller IPV4:
Local controller IPV6 address:
IPSec key:

Retype IPSec key:

Click Submit, Pending Changes, Deploy Changes

IPV6 ADDRESS OF THE LOCAL KEY

IPSec Key v

0.0.0.0 @

Verify controller discovery/connection to verify the controllers appear in the MM and are auto-
parked into your MM group folder. Note: it can take up to 10 minutes to establish
communications and auto-park your MD in your Managed Network Group.

e Navigate to: Managed Network->GroupX->Configuration->Controllers

€ Managed Network > Groupl >
& Q
£ Mobility Master

= MM-VA1

2 Managed Network (2)

= 7005-1

= 7005-11

2018 Rev 1.4

Dashboard

Controllers
NAME IP ADDRESS
WLANS

70051 10.10.110.101

Roles & Policies 700511 10.10.10.102
Access Points

AP Groups

Authentication

Services

Interfaces

14

IPVE ADDRESS MAC ADDRESS PATH STATUS
00:0b:86:0e:B4:90  Managed Netw.. up
00:0b:86:bezbercd  Managed Netw... UP
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VLAN Configuration

We will need several VLANS to separate traffic for different services. The table below lists the
VLANS that will be required as well as their interface and port settings. We will configure VLANs
once at the Group level. Both controllers will inherit the VLAN configuration from the GroupX

folder.

Name ID

VLAN Assignments
802.1q

IP/Mask

Forwarding Access

management 1X0 | 10.10.1X0.0/24 Untagged L2 None

guest 1X1 | 10.10.1X1.0/24 Tagged L2 Open
employee 1X2 | 10.10.1X2.0/24 Tagged L2 RADIUS
finance 1X3 | 10.10.1X3.0/24 Tagged L2 RADIUS/RBAC

¢ Navigate to: Managed Networks>GroupX->Configuration->Interfaces>VLANS

e Click +

&8

13
£ Mobility Master

= MM-VA1

=] Managed Network (2)

B Group1 (2)

€ Managed Network > Groupl > &

&

Q| pashboard

Ports VLANs IP Routes IPv6 Neighbors GRE Tunnels Pool Management “

Configuration
WLANs VLANSs
Roles & Policies NAME ID(s)

Access Points - 1

AP Groups
Authentication

Services

Controllers

e Create these VLAN names and ID’s based on this table for your group. Note that VLAN
names are case sensitive, so you should enter them in as shown in the table.

Mew VLAN

VLAN name: management

VLAN ID/Range: 110

e Click Submit, Pending
Changes, Deploy Changes

When you are finished, the VLAN configuration should be similar to the one shown for GroupX
below.

Ports VLANS IP Routes IPv6 Neighbors GRE Tunnels Pool Management OSPF Multicast
VLANs
NAME ID(S)
mianagement 110
guest m
employee 112

finance 113

+
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Guest VLAN Configuration
The guest VLAN (1X1) utilizes a captive portal which requires an IP

interface on each controller. Note that

the guest VLAN is inherited from the Group level. IP interfaces must be configured at the Managed
Device level because they are unique to each device. In this case controllers 7005-X and 7005-XX will
have different IP address therefore they must be configured separately.

[ ]
o Click guest—)le & Managed Network > Group > 7005-1
= 9 Dashboard
E= Mobility Master
= LR WLANs
E2 Managed Network (2) Roles & Policies
& Group1 (2) Access Points

AP Groups
& 7005-11 Authentication

Services

Controllers
System

Tasks

A panel which allows you to configure the VLAN interface appears.
the IPv4 icon.

Ports

Navigate to Managed Network->GroupX->7005-X->Configuration>Interfaces2>VLANs

VLANs IP Routes IPv6 Neighbors GRE Tunnels
VLANS
NAME

managment

employee 12
finance 13

+

VLANS > guest Vianlds  Options

1] IPV4 ADDRESS IPV6 ADDRESS ENABLE NAT P

m

To configure an IP interface click on

® Click: IPv4 Port Members I1Pvd IPwé More
Port
members: E
Port Members 1Pvd IPwiE More
e |P assignment: Static
e |Pv4 address: 10.10.1X1.101 IP Address Assignment
e Netmask: 255.255.255.0
e IPv4 DHCP settings: none IP assignment. et
IPv4 address: 101011110
Metmask: 255.255.255.0
IPv4 DHCP settings: -Mone- A
MTU:
Option-82:
Suppress ARP:
e Click: Submit, Pending Changes, Deploy Changes

2018 Rev 1.4 16
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Repeat the IP interface configuration for Controller 7005-XX.

Navigate to Managed Network->GroupX->7005-XX->Configuration>Interfaces>VLANs

Click
€ Managed Network > Group! » 7005-11
guest>1X1
& Q  pashboard
Ports VLANS IP Routes IPvb Neighbors GRE Tunnels
£ Mobility Master Configuration
5 MM-VA1 WLANS VLANS
£ Managed Network (2) Roles & Policies NAME 1D(s)
E> Group1 (2) Access Points managment 10
& 7005-1 AP Groups [ guen !
emplaoyee 112
= 7005-11 Authentication :
finance 13
Services
+
Controllers VLANSs > guest Vian lds Options
System D 1PV4 ADDRESS IPV6 ADDRESS ENABLE NAT
Tasks m

A panel which allows you to configure the VLAN interface appears. To configure an IP interface, click on

the IPv4 icon.
e Click: IPv4 Port Members IPwd IPvE More
Fort
members: E
Port Members IPvd IPv6 Meore
e |P assignment: Static )
e IPv4 address: 10.10.1X1.102 * IP Address Assignment
e Netmask: 255.255.255.0 , .
. IP assignment: Static ™
o |Pv4 DHCP settings: none
IPv4 address: 10.10.111.102
Metmask: 2552552550
IPv4 DHCP settings: -Mone-
MTU:
Option-82:
Suppress ARP:
e Click: Submit, Pending Changes, Deploy Changes
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Port Configuration

Configure controller port GE-0/0/0 as a trunk, specifying the native VLAN and the additional
VLANS we created in the previous step. Due to potential differences in controller hardware, we
will perform this configuration on each individual controller (not at the group level).

Configure ports for 7005-X:

¢ Navigate to: Managed Networks->GroupX->7005-X->Configuration>Interfaces>Ports
e Click GE-0/0/0

€ Managed Network > Groupl > 7005-1
&
£ Mobility Master
= MM-VAT
£ Managed Network (2)

E2 Group1 (2)

& 7005-11

Q  pas

hboard

WLANS
Roles & Policies
Access Points
AP Groups
Authentication

Services

Controllers
System

Tasks

Ports

Port Channel

NAME

+

Ports
PORT
GEO0/0
GE0/0A
GEW2

GE0NU3

IP Routes

ADMIN STATE

Enabled
Enabled
Enabled

Enabled

¢ Allowed VLANSs: Allow specific VLANS

e Click +

e Add VLANs 1X1, 1X2, 1X3

2018 Rev 1.4
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GE-0/0/0
Admin state:
Speed:
Duplex:
rust:

Policy
Mode:
Mative VLAN

Allowed VLANS:

IPv6 Neighbors ~ GRETunnels  Pool Management  OSPF
PROTOCOL TRUSTED poLicY
TRUSTED PoLICY MODE NATIVE VLAN ACCESS VLAN
v Not-defined trunk 110 1
Not-defined 1 1
Not-defined 1 1
v Not-defined cess 1 1
Ports VLANS IP Routes

Pending Changes ¢

Multicast
MODE NATIVE VLAN TRUNK VLANS
TRUNKVLANS ~ SPANNINGTR.. MONITORING  DESCRIPTION
10 v GEO0D
14084 v G/
14094 v Ger2
14004 v GeOor3
1Pv6 Meighbors GRE Tunnels Pool Manag
auto ¥ | Mbps
auto ¥
Not-defined v
Trunk Vv
10 ~
Allow specified VLANs v
VLAN TRUSTED
110-113 Trusted
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When you are returned to the GE-0/0/0 Port panel, review the port settings:
e Mode: Trunk
¢ Native VLAN 1X0
e Allowed VLANS: Allow specified VLANs
o VLANSs 1X0 — 1X3 Trusted
e Click Submit, Pending Changes, Deploy Changes

Ports
PORT ADMIN 5T TRUSTED POLICY MODE MATIVEVL.. ACCESSVL.. TRUNKVL.. SPANNIN.. MONITORL.. DESCRIPTI..
GE-0/0/0 Enabled v MNot-defined  trunk 110 110-113 v - GEQADAD

o Repeat the previous steps for your second controller 7005-XX

When you are finished your Port configuration should be the same as your first controller.

Ports
PORT ADMIN 5T TRUSTED POLICY MODE MATIVEVL.. ACCESSVL.. TRUNKVL.. SPANNIN.. MONITORL.. DESCRIPTI..
GE-0/00 Enabled v MNot-defined  trunk 110 1 110-113 v - GEQ/A0/D
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Lab 4 — Building a Controller Cluster

Goal:

Build a controller cluster for your two controllers.

Task Summary:

e Login to your Virtual Mobility Master (VMM)

e Create a Cluster Profile

e Assign controllers to your profile

e Verify that your cluster has formed a Layer 2 Cluster

Workflow:

Cluster Profile
Create a new cluster profile.

e Login into your Mobility Master: https://10.10.1.XX
¢ Navigate to: Managed Network->Group X->Configuration->Services->Clusters

e Click +

€ Managed Network > Groupl >

& Q  Dashboard -
Clusters Redundancy AirGroup VPN Firewall IP Mobility External Services DHCP WAN
> Mobility Master
= [BIEART WLANS Clusters (0)
5 Managed Network (2) Roles & Policies NAME VERSION REDUNDANCY HEARTBEATTHRES . UNBALANCEDTHR_  STANDBY CLIENT _  ACTIV
Access Points
& 7005-1 AP Groups
& 7005-11 Authentication
+
Interfaces

Give the cluster profile a name and add your 7005 controllers.

e Name: ClusterX

¢ Inthe Controllers section New Cluster Profile
CIle + Name: Clusterl 8]

Version

IP ADDRESS GROUP MCAST.. PRIORIL.. VRRP-IP VRRP-V_.
Controllers:

+
Active client rebalance threshold: 50 %
Standby client rebalance threshold: 75 %
Unbalance threshold: 5 %
Heartbeat threshold: o ms
Redundancy:
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Add 7005-X & 7005-XX IP addresses to the list of controllers. This is essentially a whitelist of controllers
that will be allowed to be members of this cluster.

Add Controller

e |P version: IPv4
e Controller IPv4: 10.10.1X0.101
e Click OK

e Controllers IPv4: Click +

e Controller IPv4: 10.10.1X0.102
e Click OK

Add Controller

IP version:

IF address:

Group:

Priority:

MCast VLAN:

VRRP-IP:

VRRP-WLAM:

e Click: Submit, Pending Changes, Deploy Changes

®) IPv4

IPve

1010170901

-Mone- ¥

-Mone- ¥

When you are returned to the Cluster page, verify that both of your controllers are in the list.

Clusters Redundancy AirGroup VPN Firewall IP Mobility External Services DHCP WAN
Clusters (1)
NAME VERSION REDUNDANCY HEARTBEAT THRE.. UMBALANCED TH... STANDBY CLIENT.. ACTIVE CLIENTRE...
Cluster1 Yes 0 5 75 50
+
Cluster Profile > Cluster1
Mame: Cluster1
Version:
IP ADDRESS GROUP MCAST.. PRIORL.. VRRP-IP VRRP-V_.
1010110 128
1010110 128
Controllers:
+
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Controller Membership

Assign individual controllers to the Cluster profile we built in the previous step. Important Note: To insure
our cluster forms a Layer 2 cluster, we have to exclude any VLANSs that are not Layer-2 connected to
other members of the cluster. Each member sends a broadcast probe on each VLAN defined in the
cluster to verify L2 connectivity. This is important to maintain AP and client state synchronization within
your cluster and avoid a client de-authorization should a cluster member fail.

¢ Navigate to: Managed Network->GroupX->7005-X->Configuration->Services>Clusters
e Cluster Profile
¢ Cluster group membership: ClusterX
e Exclude VLANS: 1
e Click: Submit, Pending Changes, Deploy Changes

& Managed Network > Group! > 7005-1 () Version 8.2.0.0

& 2 Dashboard

Clusters Redundancy AirGroup VPN Firewall IP Mobility
£ Mobility Master
= MM-VAT WLANS Cluster Profile
£ Managed Network (2) Roles & Policies Cluster group-membership: | Cluster1
& Group1 @) Access Paints Exclude VLANS: 1 v
AP Groups
&= 7005-11 Authentication

Interfaces
Controller

System

Repeat for your second controller:

¢ Navigate to: Managed Network->GroupX->7005-XX->Configuration->Services>Cluster
e Cluster Profile
¢ Cluster group membership: ClusterProfile
e Exclude VLANS: 1
e Click: Submit, Pending Changes, Deploy Changes
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Verify that both controllers have joined the cluster by viewing their status in the Dashboard (give it a few
minutes to push the configuration down and member leader to establish).

¢ Navigate to Managed Networks->Dashboard->Cluster

4 Managed Network > & aL
& Q' pashboard Cluster @EEie
€ Mobility Master
Performance AP Load Client Load
EMRLE Network
£ Managed Network (2) |l.h ster
£ Group1 (2) Usage
& 70051 Potential Issues
= 7005-11 Traffic Analysis
AIrGroup
Security
ucc
Controllers
WLANS
) Cluster Members
Access Paints
Self 1P Address. Controller Hostname Leader IP Address Controller Mode! Membership Type Node Reachability from MM
Clients 10.10.110.101 7005-1 10.10.110.101 7005 Leader Ves
1010110102 700511 10.10.110.101 47005 Member Ves

Configuration

Verify your controllers have formed a Layer-2 cluster. Verify that the Connection type of each controller is
L2.

¢ Navigate to Managed Networks-->Dashboard->Cluster>Cluster Members
e Click on 10.10.1X0.101
e Repeat for Controller 10.10.1X0.102

Cluster > 10.10.110.101

AP Load Client Load

Cluster Members: Self IP Address = 10.10.110.101 and Profile Mame = Cluster]

Connection Latency - Round trip delay {Micro seconds)
Self P Address Peer IP Address Connection Status Connection Type Mismatch VLAN ID Disconnect Reason Incompatible Reason Min Max Avg
* - 4 ) 4 T : 4 4 T T T
1010110001
10.10.110.101 10.10.110.102 Connected L2 0 Unknown Unknown 1.011 2,002 309
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Cluster VIP

For the final step in building a cluster we will build an AP Master Virtual IP (VIP). In practice, this would
be done in deployments as APs are typically not in the same subnet as the controller cluster. For
discovery methods outside of ADP (L2 broadcast), you would want to provide a virtual IP address that
gets mapped to your controller cluster’s IPs. You will use the AP Master VIP in a later lab as a discovery
option when you provision your AP.

¢ Navigate to: Managed Network=>GroupX->7005-X->
Configuration>Services>Redundancy->Virtual Router Table

N C||Ck + Cluster Redundancy VPN Firewal IP Mobility
° ID 1 New Virtual Router
e Description: APMasterVIP b ' L
e Authentication Password: secret Description APMasterVIP
e Retype Authentication Password: secret P version: Pt v
e |P Address: 10.10.1X0.99 Authenticaton password: | e
e Admin state: up Retype authentication password: | e
e VLAN: 1XO0 N iorie
Advertisement interval (secs):
Enable router pre-emption:
Pre-emption delay (secs)
Admin state: up "
A PO

Tracking master up-time:
Tracking master up-time priority:
e Submit, Pending Changes, Deploy Changes

Tracking VRRP master state ID:

Tracking VRRP master state priority:

Repeat this for your other controller:

¢ Navigate to: Managed Network=>GroupX-=>7005-XX->
Configuration>Services>Redundancy->Virtual Router Table

e Click +

e ID:1

e Description: APMasterVIP

e Authentication Password: secret

¢ Retype Authentication Password: secret

e |IP Address: 10.10.1X0.99

e Admin state: up

e VLAN: 1X0

e Submit, Pending Changes, Deploy Changes
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Lab 5 - AP Discovery

Goal:

In this lab, you will create an AP group that will be used for WLAN service creation in subsequent labs.
AP’s will then be reset and discovered by your controller cluster. After discovery, you will
approve/provision discovered AP(s) and assign them to your AP group.

Task Summary

e Create AP group for service creation
e Add AP to your network and verify discovery

e Approve/Provision discovered AP into AP group specifying name, address, discovery mode,

deployment model, etc.

Workflow:

Control Plane Security

To simplify AP discovery in this lab, we need to verify that control-plane security (CPsec) is disabled for

your group (System default is Enabled).

e Navigate to: Managed Network->GroupX->Configuration>System—>CPSEC
e Control Plane Security=> Enable CPsec: (click off)

e Submit, Pending Changes, Deploy Changes

€ Managed Network > Groupl >
& Q

£ Mobility Master

Dashboard
= MM-VA1 WLANS
E> Managed Network (2) Roles & Policies
Access Points
& 7005-1 AP Groups
£ 7005-11 Authentication
Services
Interfaces

Controllers

Tasks

Create an AP group

General Admin AirWave CPSEC C

Control Plane Security

Enable CPSEC: (@]

¢ Navigate to: Managed Networks=>GroupX->Configuration>AP Groups

e Click +

& Managed Network > Group1 >
& & Dashboard
£ Mobility Master

£ MM-VAI WLANS
> Managed Network (2) Roles & Policies
Access Points
= 7005-1

& 7005-11 Authentication

2018 Rev 1.4 25

AP Groups 2
NAME APs
default

NoAuthApGroup

HPE Aruba Channel Partner Enablement



AOS8 - Partner Workshop

e Name: GroupX
e Click: Submit, Pending Changes, Deploy Changes

New AP Group

Connect Access Points

In this step, you will connect your two Access Points to the network. The APs will use Aruba Discovery
Protocol (ADP) to find the nearest controller. Note: if you have an IAP, convert it to a CAP (See Appendix
B) and have it discover your controller cluster. Your AP should reset, reboot, and find one of your
controllers. Monitor the MM to see when your APs connect with the controllers.

e Plug your AP into one of the switch ports assigned to your group
o Reset your AP by pressing the reset button with a paperclip for 10 seconds
¢ Navigate to: Managed Network=>GroupX->Configuration>Access Points

MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS
MM-VA1 2 2

€ Managed Network > Groupl »

(=] Q shboart
" Dashboard Campus APs  Remote APs  Mesh APs  Whitalist

E> Mobility Master

5 MM-VAL WLANs Campus APs 2
£ Managed Network (2) Roles & Pdlicies AP NAME AP GROUP IPV4 ADDRESS IPV6 ADDRESS SWITCH IP MAC ADDRESS SERIAL # TYPE
& 70051 AP Groups
&= 7005-11 Authentication

Services

Provision Access Points

After a few minutes you should see both Access Points in the list of Campus APs. In this step, we will
provision the APs to use the Cluster VIP to connect to their controllers. We will also rename each AP
to make them easier to recognize and manage.

e Select both APs

e Click Provision

Campus APs 2

AP NAME AP GROUP IPV4 ADDRESS IPV6 ADDRESS SWITCHIP MAC ADDRESS SERIAL # TYPE FLAGS
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A new window expands where you can assign each AP a unique name, assign them to an AP group and

configure the Cluster VIP as the controller’'s IP address.

e AP Name: Edit

2 Selected APs

AP Mame: Edit
AP group: default e
Controller discovery: ®) DHCP Static
IP: DHCP
Deployment: ®) Campus Remaote Mesh Remote mesh portal
° Update AP Names Update AP Names
o Name: AP-1
o Name. AP_2 MAC address: Name:
o CI|Ck OK 20:4c03:19:10:24 AP-1
20:4c:03:19:10:40 AP-2
e AP Group: GroupX
e Controller discovery: Static
e Controller IP/DNS name: 10.10.1X0.99
2 Selected APs
AP Name: Edit
AP group: Group1 ™
Controller discovery: Use AP discovery protocol (ADF) ®/ Static
Controller IP/DNS name: 10.10.110.99
IP: DHCP
Deployment: ®) Campus Remote Mesh Remaote mesh portal

e Click: Submit, Pending Changes, Deploy Changes

You are warned that your APs will reboot.

e Click Continue & Reboot
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A Access Points will be Rebooted

CAUTION: Applying this configuration change wil
interrupt service while the affected Access Points are
rebooted.

Do you want to continue ?
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After a few minutes, check the AP status on the Mobility Master and verify that they are operational
(green up status) using the Dashboard. Verify that they reflect their new names and that they are
assigned to the GroupX AP Group.

¢ Navigate to: Managed Network-=>GroupX->Dashboard>Access Points

MOBILITY MASTER

MM-VA1

€ Managed Netwark > Groupl >
&

K

Q
= Mobility Master
= MM-VA1

= Managed Network (2)

& 7005-1

& 7005-11

2018 Rev 1.4

Access Points (2)
Performance AP Name E:
Network i
oup
Usage

Potential Issues
Traffic Analysis
AirGroup

ucc
Controllers

WLANS

CONTROLLERS

Radios (0)

Yes
Yes

28

ACCESS POINTS

CLIENTS ALERTS
Campus 303H Group1 10.10. 200
Campus 303H Groupl 10.10.110.202
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Lab 6 - WLAN Service Creation: PSK

Goal:

In this lab, we will build a pre-shared key WLAN service to test our environment.

Task Summary:

e Create PSK WLAN services using the wizard.
e Test with your client to verify you underlying configuration is setup properly from previous labs.

Workflow:

e Login to your Mobility Master: https://10.10.1.XX
e Navigate to: Managed Network-=>GroupX->Configuration2>WLAN

e Click T

€ Managed Network > Groupl >

& @ Dpashboard WLANS 0
& Mobility Master NAME AP GROUP SECURITY
= MM-VA1
[ Managed Network (2) Roles & Policies
Access Points
= 7005-1 AP Groups
) o +
& 7005-11 Authentication
New WLAN
General
e Name (ssid): PSKX Genera VLANS Security Access
e Primary usage: Employee
e Select AP Groups > GroupX e e —
. Name (ssid): Group1 - Pl
e Forwarding mode: Tunnel
e Click next Primary usage: Empioyes Guest

Select AP Groups ™
Broadcast on:
default
Groupl

Forwarding mode: Tunnel
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VLANSs
e VLAN: management New WLAN
e Click Next
General VLANS Security Access
Show VLAN details
Security New WLAN
e Security: Personal
o Key management: WPA-2 Personal General VLANS Security Access
e Passphrase: arubal23
e Retype: arubal23
hd CIICk NeXt More Key management: WPA-2 Personal v
Secure
Passphrase: peananes 0]
Enterprise Retype: ®
MAC authentication: Disabled
Personal
Blacklisting: Disabled “
Open
Less
Secure
ACCESS New WLAN
e Default role: Authenticated o
® Click Finish General VLANS Security Access
Default role: authenticated ~
Show roles

e Click: Pending Changes, Deploy Changes

New WLAN

The new WLAN can be viewed in the WLAN List

Pending Changes ()

NOTE: The new WLAN has been added to the pending changes list. To deploy all pending changes, click Pending Changes at top right.
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Test Service Verification
Verify that your new WLAN has been created and is operational in the Dashboard.

e Navigate to: Managed Networks>GroupX->Dashboard>WLAN

€ Managed Network > Group1 > 7005-11

=1 Q
WLANS (3)
£ Mobility Master performance
= MM-VAT Network . . o . e .
0 (0 0 (0.
£ Managed Network (2) WAN -
& Group1 (2) Usage

& 7005-1 Potential Issues
Traffic Analysis
AirGroup
ucc

Controller

Test the WLAN by connecting with your device:

e SSID: PSKX
e Passphrase: arubal23

Using the dashboard answer the following:

1. Whatis the IP address of your device?
2. Which AP were you connected to?
3. What role were you assigned?

4. Were you able to browse the Internet?
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CLI

In this task we explore new commands that were introduced in AOS8 to navigate and make configuration
changes in a Mobility Master managed node hierarchy. We will explore the CLI using the Mobility Master
as well as the Managed Device (MD) context. For MDs, we will leverage the new MDC (managed device
connect) feature to easily switch between these context.

Connect to your Mobility Master with an SSH client:

ssh 10.10.1.XX
username: admin
password: arubal23

In Mobility Master, configurations are stored in a hierarchy of folders. Look at the node-hierarchy on your
MM:
(MM-VAX) [/] #show configuration node-hierarchy

Each folder inherits the configuration from its parent folder. To see the configuration for the folder you are
in use the “effective” verb. You can also use piping and filtering so find the relevant configuration line. For

example, show the ap-group configuration at the root folder level:
(MM-VAX) [/] #show configuration effective | include ap-group

Navigation through the node-hierarchy is the same as moving from folder to folder on other platforms.
Use the following commands to change to a different folder’s context.

(MM-vaX) [/] #cd /md/groupX

(MM-vaX) [/md/groupX] #pwd

The configuration may be inherited from the parent, or it may be unique at that level. For example repeat
the command to show ap-groups and compare the configuration in this folder to the configuration in the

root folder above:
(MM-VAX) [/md/groupX] #show configuration effective | include ap-group

You can cd directly to your MD. For example: navigate to the 7005-X configuration node context and
issue the following commands. Were you able to see any state information on APs or users?
(MM-VAX) [/] #ed 7005-X

(MM-VAX) [xx:xx:xx:xxX:xx:xx]show ap active

(MM-VAX) [xXxxX:XX:XX:XX:XX:xXxX]show user

The Mobility Master provides a method to SSH directly into a Managed Device from the MM CLI. A
special user named “seamless-logon-w” is created in the MM. This user’s configuration is inherited by
each controller. The mdc command starts an SSH session from the MM to the MD using this special
account. Use mdc to access your 7005-XX controller:

(MM-VAX) [xxX:XX:XX:xXX:xX:xx]mdc

In the controller’'s context issue the same commands.
Are you able to see any state information (APs or users)?
Are you able to enter configuration mode and make any changes?

(7005-X) [MDC] *#show ap active
(7005-X) [MDC] *#show user

(7005-X) [MDC] *#configure terminal
(7005-X) [MDC] *#exit
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Change your context to 7005-XX. MDC into the controller and repeat the commands. Compare your
results to those from 7005-X. Some users and APs may have active sessions on one controller and not
the other.

(MM-VAX) [/] #ecd 7005-XX
(MM-VAX) [xX:XX:XX:xxX:xX:xx]mdc

Are you able to enter configuration mode and make any changes?
Which controller is your (wlan) user attached to?

Which controller(s) are your APs attached to?
(7005-XX) [MDC] *#show ap active

(7005-XX) [MDC] *#show user

(7005-XX) [MDC] *#configure terminal
(7005-XX) [MDC] *#exit

Exercise:

The location command annotates the controller with its physical (geo) location. Modify the location using
the CLI. At the group level set the location to “California”. Verify that the controllers inherit the “California’
location. At the managed device level, make the location unique for each controller. Using MDC, verify
the location is unique on each controller.

Configure the location for your group (/md/GroupX) = California

Configure the location for 7005-X (/md/GroupX/7005-X) = Sunnyvale, CA

Configure the location for 7005-XX (/md/GroupX/7005-XX) = Palo Alto, CA

Hint: you will need to use the cd, configure terminal, location, write memory & mdc commands.

(MM-VAX) [/] #ed 7005-X
(7005-X) [MDC] *#show location
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Lab 7 - WLAN Service Creation: Guest (Internal Captive
Portal)

Goal:

Build a Guest WLAN service using the controller’s internal captive portal. Examine the default profile
created as a result. For Captive Portal service the Guest VLAN must have an IP interface configured on
each controller. In Lab 3, we created the Guest VLAN, configured IP interfaces, enabled NAT and
configured a DHCP server on each controller.

Task Summary:

e Create a Guest (Internal Captive Portal) WLAN services using the wizard
e Configure Captive Portal access via Firewall Rule (or Layer 3 IP address)
e View default role that was created ( Policies and rules)

e Test with your device

Workflow:

e Login to your Mobility Master: https://10.10.1.XX
¢ Navigate to: Managed Network->GroupX->Configuration>WLANs

e Click +

€ Managed Network > Group1
= S Dashboard WLANs
& Wobility Master NAME AP GROUP SECURITY
E5 Managed Network (2) Group - PSK Group! Personal
Roles & Policies
£ 7005-1 Access Points
B 7003-11 AP Groups

Authentication

General

e Name (ssid): GuestX New WLAN
e Primary usage: Guest

e Select AP Groups = GroupX T cenen vians secury
e Forwarding mode: Tunnel N

*  Click Next rnayie O s

Forwarding mode: Tunnel
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VLANS New WLAN
e VLAN: guest
® Click Next General VLANS Security Arcess
VLAM: guest b

Show VLAN details
Security

e Internal captive portal with email registration

° CI|Ck Next New WLAN

General VLANS Security Access

Captive Portal Options:

Template  Custom HTML
ClearPass or other external captive portal
Internal captive portal with authentication

Internal captive portal with email registration

Internal captive portal, ne auth or registration

Mo Captive Portal Click thumbnail above to edit Preview

Redirect URL:

Access

Note that the wizard creates a default role for guest users named GroupX — Guest-guest

e Click Finish

New WLAN
General VLANS Security Access
Default role:

e Click: Pending Changes, Deploy Changes

New WLAN

The new WLAN can be viewed in the WLAN List
NOTE: The new WLAN has been added to the pending changes list. To deploy all pending changes, click Pending Changes &t top right.
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Restricting Guests

Guests are assigned to the guest role. Roles map to security policies which contain firewall rules that
restrict access to the network. In this case, we allow guest users to access the Internet. However, they
are prevented from accessing the corporate network by this security policy.

¢ Navigate to Managed Network-> GroupX->Configuration>Roles & Policies>Roles

e Click on guest

€ Managed Network > Groupl >

& @ pashboard

B9 Mobility Master Configuration
£ Managed Network (2) WLANS

£ Group1 (2) | Role

& 7005-1 Access Points

£ 7005-11 AP Groups
Authentication
Services
Interfaces
Controllers
System

Tasks

Roles Policies Applications

Roles 13
NAME - RULES
ap-role 35 Rules
authenticated 4 Rules
default-via-role 3 Rules
default-vpn-rale 4 Rules
groupl - guest-guestiogon 26 Rules
guest 11 Rules
guest-logon 27 Rules

-

A lower panel opens that allows you to configure policies in the role.

e Click Show Advanced View

Roles Policies Applications

Roles 13
NAME - RULES
ap-rale 35 Rules
authenticated 4 Rules
default-vig-role 3 Rules
default-vpn-role 4 Rules
group - guest-guest-logon 26 Rules
guest-logon 27 Rules

-

guest Show Advanced View
GLOBAL RULES
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The advanced view displays all the policies in this role. Add a new policy to prevent guests from
accessing the corporate network.

e Click +
guest Policies Bandwidth Captive Portal More Show Basic View
NAME RULES COUNT TYPE POLICY USAGE
global-sadl a SEssian guest, stateful-dot1x, default-vi...
appri-guest-sacl a SESSIan guest
ra-guard 1 SEssion logon, guest, ap-role, guestlog...
http-acl 1 SESSIan guest, voice
https-ac 1 SESSIan Buest, voice
dhcp-ad 1 SEssian guest, voice
icmp-ac 1 SESSIan guest, voice -
-1
Add Policy
e Create a new Policy _
. . . Add an existing policy:
° POIICy type SeSSIOn Create a new policy: e
e Policy Name: internetonly Policy type: Session ¥
e Position: 4 poi interne
. ) olicy name: interneton| Y
o Click Submit posi
e Click: Pending Changes, Deploy Changes
You are returned to the Guest Role Policies panel. Create the rules for this policy.
e Click internetonly
guest Policies Bandwidth Captive Portal More Show Basic View
NAME RULES COUNT TYPE POLICY USAGE
global-sad o session guest, stateful-dot1x, default-via-role, ..
apprf-guest-sacl o session guest
ra-guard 1 session logon, guest, ap-role, guest-iogon, defa...
intemetonty 0 session -
hitp-ad 1 session Euest, voice
hitps-ac 1 session Euest, voice
dhcp-act 1 session Buest, voice -
+

The internet only policy panel opens. Add a firewall rule to prevent guest traffic from accessing the
corporate network.

guest > internetonly

e Click +

TYPE SOURCE DESTINATION SERVICE/APPLICATION ALLOW
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e Rule type: Access Control
e Click OK

New Rule for guest

Rule type: ® Access Control Application

e guest>internetonly>New forwarding Rule

o IP version: IPv4 Roles Policies Applications
o Source: User
o Destination: Network +
(¢] IP 101000 guest > internetonly > New forwarding Rule
o Netmask: 255.255.0.0
o Servicelapp: Any IPversion: | 1Pv4 ¥
o Action: Deny Souree: User v
© OptlonS: Log Destination: Network
!;_;r:erswon 101000
R,:E';"Da;a.l: 255.255.0.0
Service/app: Any e
Action: Deny v
TOS
Time range: - None - hd Reset
802.1p v
priority:
Options: v| Log Mirror Blacklist Disable Scanning
Queue: h

e Click: Submit, Pending Changes, Deploy Changes

Re-Order rules

As with any firewall, the order of rules is significant. Insure that the internetonly, dhcp-acl & dns-acl are in
positions 4,5 & 6 respectively. If they are not, drag-and-drop the policy to its proper place in the list.

e Click: Pending Changes, Deploy Changes

guest Policies Bandwidth Captive Portal More
——
NAME RULES COUNT TYPE POLICY USAGE
global-sadl 0 session guest, stateful-dot1x, default-via-role, d...
apprf-guest-sac ] session guest
ra-guard 1 session logon, guest, ap-role, guest-logon, defau...
dns-acl 1 session guest, voice
dhep-acl 1 session guest, voice
internetonly 1 session guest
http-ac 1 session guest, voice
-+
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Guest Service Verification

Guest users should be able to browse the internet. However, they should not be able to access the
Corporate network (10.10.0.0) Verify that your new WLAN has been created and is operational in the
Dashboard.

¢ Navigate to: Managed Networks=>GroupX->Dashboard>WLAN

MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS
MM-VA1 2 2

€ Managed Network > Groupl > 3

=1 Q

€ Mobility Master

WLANS (2)
Performance

= MM-VAT Network e JEe e e z
£ Managed Network (2) Usage
Potential Issues
& 7005-1 Traffic Analysis

& 7005-11 AirGroup
ucc

Controllers

Test the WLAN by connecting with your device:

e SSID: GuestX
e Username: yourmail

Using the dashboard answer the following:

1. Whatis the IP address was assigned to your device?

2. Based on your IP address, what VLAN were you assigned (3™ octet)?
3. Which AP were you connected to?

4. What role were you assigned?

5. Were you able to browse the Internet?

6. Were you able access the Corporate network (for example try https://10.10.1.10)?
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Lab 8 - WLAN Service Creation: Employee Dot1X

Goal:

The goal of this lab is to build an Employee WLAN service that is authenticated via 802.1x from the
workshkop Windows Radius/AD Server. Login will use existing credentials configured on the workshop
AD Server.

Task Summary:

e Create a RADIUS Server entry for the workshop’s Windows AD Server.
e Invoke the WLAN wizard to create a new Employee Service.
e Connect and verify you can authenticate and connect to the newly created service

Workflow

Controller RADIUS Configuration

Begin by configuring the workshop’s Active Directory server to be used as the RADIUS server for 802.1X
authentication. Configure a RADIUS at the GroupX level. Both controllers will inherit this configuration.

e Log into your Mobility Master: https://10.10.1.XX
¢ Navigate to: Mobility Master>Managed Networks->GroupX->
Configuration>Authentication>Auth Servers>All Servers

e Click +
€ Managed Network > Group1 >
=1 al pu
Dashboard
ashbe Auth Servers AAA Profiles L2 Authentication L3 Authentication User Rules Advanced
> Mobility Master
5 MM-VA1 WLANS Server Groups 2
E Managed Network (2) Roles & Policies NAME SERVERS FAIL THROUGH LOAD BALANCE SERVER RULES
Access Points default 1 - - 1
= 70051 AP Groups imtema ! - - !
& 7005-11
Services
+
Interfaces
Controllers All Servers 1
System NAME TYPE IP ADDRESS / HOSTNAME SERVER GROUP
Tasks nternal Internal - default internal
+
New Server
¢ Name: WorkshopAD
° IP Address: 10.10.1.10 MName: WaorkshopAD
® Type Radlus IP address / hostname: 10.10.1.10
Type Radius e

e Click: Submit Pending Changes, Deploy Changes
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When you are returned to the All Servers panel, note that WorkshopAD is in the list of servers. Configure
the RADIUS shared secret.

e Click on WorkshopAD

All Servers 2

NAME TYPE IP ADDRESS / HOSTNAME SERVER GROUP
WarkshopAD Radius 10.10.1.10
nternal Internal default internal

server Options

Mame:

e Server Options
© Shared key: secret P address / hostname: 10.10.1.10
o Retype key: secret T

Auth port: 1812

Acct port: 1813

Shared key: srnnannn ®
Retype key: srnnannn ®
Timeout: 1

Retransmits: 3

e Click Submit, Pending Changes, Deploy Changes
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802.1X Service Creation

Now that we’'ve added our RADIUS Server, let’s build our first 802.1x Employee Service.

¢ Navigate to: Managed Network->GroupX->Configuration>WLAN

e Click +

€ Managed Network > Group1 >
(= Q

Dashboard WLANS 2
£ Mobility Master A
= MM-VA1 Group! - FSK
£ Managed Network (2) Roles & Policies GroupT - Guest
Access Points
= 7005-1 AP Groups
5 7005-11 Authentication +
General New WLAN
e Name: EmployeeX
¢ Primary Usage: Employee
e Select AP Groups: GroupX ceners
e Forwarding Mode: Tunnel
o Click Next Mame (ssid):

Primary usage:

Broadcaston:

Forwarding mode:

VLANSs New WLAN
e VLAN: employee
e Click Next
Genera
WLAN: employee
2018 Rev 1.4
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AP GROUP SECURITY
Group! Persona
Group! Open
VLANS Security Access
Group1 - Employee
Employee Guest
Select AP Groups ™
default
Group1 M
Tunnel v
VLANS Security Access
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Securlty New WLAN
e Security: Enterprise > o
. General VLANs Security Access
o Key management: WPA-2 Enterprise
® Auth servers: + More Key management WPA-2 Enterprise ¥
Secure
Enterprise
Auth servers:
Personal
+
Open
Reauth interval 1440 min. ¥
Less
secure Machine authentication:
Blacklisting;
Add Existing Server
e Add Existing Server: WorkshopAD e
. . nternal
e Click Submit
e Click Next
+
Access New WLAN
e Default role: authenticated
e Click: Finish
General VLANs Security Access
Default role: authenticated
Server-derived roles:
Show roles
e Click Pending Changes, Deploy Changes
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New WLAN

The new WLAN can be viewed in the WLAN List

NOTE: The new WLAN has been added to the pending changes list. To deploy all pending changes, click Pending Changes at top right.
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Employee Service Verification

Users that successfully authenticate with the Workshop’s AD server are assigned to the Employee VLAN
(1X2) and should be given full access to the network. Users that fail authentication are prevented from
accessing the network. Verify that your new WLAN has been created and is operational in the
Dashboard.

¢ Navigate to: Managed Networks>GroupX->Dashboard>WLAN

< Managed Network )
& Q

" WLANS (3)

> Mobility Master Performance To Clen From Clent

= MMVAT Network an Gwe g e Gt Uaetes e o

Group1 - Employee
Cluster Group! - Guest

£ Groupl (2) WAN
= 7005-1 Usage

& 7005-11 Potential Issues

Test the WLAN by connecting with your device:

e SSID: EmployeeX
e Username: StudentX
e Password: Bill+Dave

Using the dashboard answer the following:

1. Whatis the IP address was assigned to your device?

2. Based on your IP address, what VLAN were you assigned (3" octet)?
3. Which AP were you connected to?

4. What role were you assigned?

5. Were you able to browse the Internet?

6. Were you able access the Corporate network (for example try https://10.10.1.10)?
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Lab 9 - WLAN Service Creation: Employee Dotlx (Server-
Derived Role)

Goal:

The goal of this lab is to expand the Employee service to apply additional restrictions for users in the
Finance department. The user’s role is determined at login based on the user’s department which is
returned by the AD server. You will create a finance role and a policy that restricts traffic to the internal
network. You will also assign finance department users to a special VLAN.

Task Summary:

¢ Create a role called “finance”

e Create a policies for the finance role that permits traffic only to 10.10.0.0

e Modify the Employee WLAN to use a server-derived role

e Test with your client — using login credentials of a user that is in the Finance Department.

Workflow:

Role Creation

Before we define the new WLAN Service, we need to define a new role called “finance”.

e Login to your Mobility Master: https://10.10.1.XX
e Navigate to: Managed Network-=>GroupX—=>Configuration>Roles and Policies>Roles

e Click +

€ Managed Network > Groupl >

Q
5( % Dashboard - N .
Roles Policies Applications
= Mobility Master
5 MM-VA1 WLANS Roles
E5 Managed Network (2) NAME B RULES
Access Points ap-role 35 Rules
= 70051 AP Groups 4
3R
= 7005-11 Authentication
Services .
26 Rule:
Interfaces 1 Rule
Controllers 27 Rule

System

Tasks
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The role name is case sensitive and must match exactly what is being returned by the RADIUS server.

¢ New Role
¢ Name: finance

finance

e Click Submit=>Pending Changes—=>Deploy changes

Finance Role VLAN

Modify the finance role to use the finance department’s VLAN (1X3).

¢ Navigate to: Managed Network->GroupX->Configuration->Roles and Policies>Roles

e Click on finance

€ Managed Network > Group1 >

E'K Q  pashboard

£ Mobility Master Configuration

= MM-VA1 WLANS

Roles Policies Applications

Roles 14
> Managed Network (2) | Roles & Policies NAME RULES
& Group1 (2) Access Points ap-role 35 Rules
= 7005-1 AP Groups authenticated 4 Rules
o default-via-role 3 Rules
& 7005-11 Authentication
default-vpn-role 4 Rules
Services
finance 0 Rules
Interfaces groupl - guest-guestiogon 26 Rules
Controllers guest 11 Rules
Systemn +
Tasks
e Click Show Advanced View
Roles Policies Applications .
Roles 14
NAME - RULES
ap-role 33 Rules
authenticated 4 Rules
default-via-role 3 Rules
default-vpn-role 4 Rules
| finance 0 Rules ]
groupi - guest-guestlogon 26 Rules
guest 11 Rules -
+
finance Show Advanced View
GLOBAL RULES
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A panel opens that allows you to configure the finance role details. Here we will specify that finance users
will be placed in a special finance VLAN (1X3).

° i - i
Click More Roles Palicies Applications
e Network
o VLAN: finance default-vpriole 4Rules
groupl - guest-guest-logon 26 Rules
gusst 12 Rules
+
finance Policies Bandwidth Captive Portal More
Network
WLAN: finance ~
Re-auth interval: 0 minutes
Max sessions: 65535

Deep packet inspection:
Web content classification:

Youtube education: O

Open flow:

e Click Submit=>Pending Changes—->Deploy changes

Policy Creation

Add policies to the finance role you just created. Add pre-defined policies to allow DHCP and DNS
services (dhcp-alc, dns-acl). Add a new policy to restrict traffic to the internal 10.10.0.0 network & prevent
access to the internet.

¢ Navigate to: Managed Network-=>GroupX->Configuration>Roles and Polices>Roles
e Click on finance

€ Managed Network > Group1 >

& 9 Dpashboard - )
Roles Policies Applications
£ Mobility Master
& MM-VA1 WLANS Roles 14
> Managed Network (2) NAME - RULES
Access Points ap-role 35 Rules
= 7005-1 AP Groups authenticated 4 Rules
R . . default-viarole 3 Rules
& 7005-11 Authentication
default-vpn-role 4 Rules
Services
finance 0 Rules
Interfaces groupl - guest-guestiogon 26 Rules
Controllers guest 11 Rules
Systemn +
Tasks
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e Click Show Advanced View

Roles  FPolicies  Applications

Roles 1
NAME

aproe
authenticated
defauityia-role

defauitypnirole

RULES
35 Rules
4 Rules
3 Rules

4 Rules

finance

3 Rules

&

guest
guestiogon
Guestl-guestlogon
+

finance
Global Rules

1P VERSION SOURCE

12Rukes
27 Rules
26 Rules

DESTINATION

Add a predefined policy to allow DHCP

e Click +

finance Policies Bandwidth Captive Portal
NAME RULES COUNT TYPE
global-sacl 0 SESSION
appri-finance-sacl 0 SESSION
finance 0 session

+

4

e Add an existing policy
e Policy type: Session

e Policy name: dhcp-acl
e Position: 3

e Click Submit

2018 Rev 1.4

SERVICE/APPLICATION

More

ALLOW

POLICY USAGE

guest, stateful-dot1x, defa...

finance

finance

Add Policy

Add an existing policy:
Create a new policy:

Palicy type:
Palicy name:

Position

48

Session e

dhcp-acl

Show Advanced View

Show Basic View
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When you are returned to the finance role panel, observe that your dhcp-acl policy has been added in
position 3. Repeat the process and add a predefined rule to allow DNS.

e Click +
finance Policies Bandwidth Captive Portal More Show Basic View
NAME RULES COUNT TYPE POLICY USAGE
global-sacl 0 Ses5ion guest, stateful-dot1x, default-via...
appri-finance-sacl 0 SESSIon finance
dhcp-ad 1 session guest, voice, finance
finance 0 SESSIon finance
-

Add Policy

e Add an existing policy
e Policy type: Session

e Policy name: dns-acl Creste a new policy:
e Position: 4 Policy type:

Add an existing policy: .

Session >
o Click Submit Policy name: dns-ac v
Position: 4

Policies have an implicit “deny all” rule at the end. Therefore, in order to allow access to the internal
10.10.0.0 network, you must create an allow rule. The finance policy is automatically created when the

role was created. When you select the finance policy, a new window allows you to create rules for the
policy.

e Click finance

e In the finance>finance window click +

finance Policies Bandwidth Captive Portal More

Show Basic View
NAME RULES COUNT TYPE POLICY USAGE
appri-finance-sacl o session finance -
dhcp-ad 1 session guest, voice, finance
dns-acl 1 SEsSIon guest, voice
<+

finance > finance

TYPE SOURCE DESTINATION SERVICE/APPLICATION ALLOW
e
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e Rule type: Access Control New Rule for finance
e Click OK

Rule type; ®) Access Control Application

Roles Policies Applications

+

finance > finance > New forwarding Rule

IF version: Pvd v
e [P version: IPv4 Source: User v
® Source. User Destination: MNetwork
e Destination: Network -
pa creen 10.10.0.0 ]

e IP:10.10.0.0
e Netmask: 255.255.0.0 (ersion 41

e Servicelapp: Any Serveefape: | Any Y
° AC'[IOH Perm't Action: Permit V
TOS:
Time range -None - v Reset
8021 v
priority:
Options: Log Mirror Blacklist Disable Scanning
Queue: e

e Click Submit=>Pending Changes—=>Deploy changes
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Sever Derived Role

In this lab the user’s role is determined by which department they are in. Their role is defined by the “filter-
id” RADIUS attribute returned by the AD server during login. On the AD server, NPS is configured to
return the user’s department (member-of) in the RADIUS filter-id attribute. Modify the EmployeeX service

to use Role Based access.

e Navigate to: Managed Network-=>GroupX—=>Configuration>WLANs

e Click on EmployeeX
e Click on Access

€ Managed Network > Group1 >

& Q

Dashboard
£ Mobility Master
& MM-VAT
£ Managed Network (2) Roles & Policies
Access Points
& 7005-1 AP Groups
& 7005-11 Authentication
services
Interfaces
Controllers
System
Tasks

e Server-derived roles: V

WLANs =
NAME (S51D) AP GROUP SECURITY
Guestl Group1 Open
PSK1 Group1 Personal
+
Employee1 General VLANs Security Access

Mame (ssid): Employeel

Primary usage: Employee Guest

Select AP Groups v

Broadcast an:
[] default

[ Groupl

Forwarding mode: Tunnel o

e Derivation method: Use rules defined in table below

e Inthe Role Derivation Rules window click +

WLANs 3

NAME (S51D)

Guestl

PSK1

+

Employee1 General VLANs Security
Default role: authenticated

Server-derived roles:

Derivation method:

Role Derivation Rules 0

2018 Rev 1.4

AP GROUP SECURITY

Group1 Open

Groupl Personal
Access

Use value returned from clearPass or other auth server
#®} Use rules defined in table below

51 HPE Aruba Channel Partner Enablement



AOS8 - Partner Workshop

Add Derived Rule

Add Derived Rule

Attribute Filter-Id v

Condition: value-of ~

e Attribute: Filter-Id [ cancet ] submit |
e Condition: value-of
e Click Submit>Pending Changes->Deploy changes

Behind the scenes, the wizard creates a server group named after your SSID. It also creates a server rule

which specifies that the “filter-id” attribute that is returned by the RADIUS server is used to derive the
user’s role. To see this configuration:

o Navigate to: Managed Network-=>GroupX->Configuration>Authentication>Auth Servers
e Click on EmployeeX

€ Managed Network > Group1 >

& Q
Dashboard Auth Servers AAA Profiles L2 Authentication L3 Authentication
= Mobility Master
&= MM-VA1 WLANS Server Groups 3
£ Managed Network (2) Roles & Policies NAME SERVERS
Access Points default 1
internal 1
&= 70051 AP Groups
Employeel 1
= 7005-11
Services +
Intarfaras

Note the server rule which uses the filter-id to set the user’s role. No further configuration is required.

e Click on Server Rules

Auth Servers AAA Profiles L2 Authentication L3 Authentication User Rules Advanced

Server Groups =

NAME SERVERS FAILTHROUGH LOAD BALANCE SERVER RULES
default 1 - - 1

internal 1 - - 1

+

Server Group > Employee1 Servers Options Server Rules

ATTRIBUTE OPERATION OPERAND TYPE ACTION VALUE

Filter-ld value-of string setrole
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Role Based Access Server Verification

Test the WLAN by connecting with your device using the credentials for a finance user. In this case, the
user John Dough is a member of the finance department. Finance department users will be assigned to
the Finance VLAN (1X3). In addition, Finance users will NOT be allowed to access the Internet. Note that
you may need to “forget” the EmpoyeeX network to authenticate as a different user.

e SSID: EmployeeX
e Username: JohnDough
e Password: Bill+Dave

Attempt to browse to the internet.

e Were you able to browse the Internet?

Attempt to browse to an internal server (http://10.10.1.10).

e Were you able to browse to the lab network?

Using the dashboard answer the following:

1. Whatis the IP address of your device?
2. Based on your IP address, what VLAN were you assigned (3™ octet)?
3. Which AP were you connected to?

4. What role were you assigned?
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Lab 10 — Cluster Stateful Failover Test

Goal:

In this lab, we will demonstrate the resiliency of controller clustering. This stateful failover tests your
controller cluster and its standby anchor connections to the AP and User sessions. You will observe the
primary and secondary connect state before, during and after the failure to better understand how service
iS maintained.

Task Summary:

e Establish a wireless session

e Observe the current connection state of User and AP anchor and stand-by connection (these are

your primary and standby anchor connections.
e Simulate a failure by powering off one of the controllers while streaming a video or audio service.
¢ Verify no interruption in service has occurred and primary anchor connections move to the

remaining controller

e Bring back the failed controller online and observe cluster status transition back to a 2-node
cluster and standby anchor connections are established with the second active controller for both

AP and user sessions.

Workflow:

Cluster Status

Check the current status of your Cluster. Verify both controllers are in the cluster.

Check the status of your controller’s connections.

e Navigate to: Managed Network->Dashboard->Cluster

Cluster
Performance
AP Load
Network

WAN

Usage
Potential Issues
Traffic Analysis
AirGroup
Security

ucc

Controllers
WLANS

Access Points

Clients

Configuration

AT00S
AT00S

Client Load

Member
Leader

Insure that both controllers are in “Good” Health.

¢ Navigate to: Managed Network->Dashboard->Controllers

Controllers (2)

Namea Reachabidr.. Health

L 4

L L |
[l
[ = =]
[= =]
[= R =T
b &3
(=)
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L L

3h 59m Update successful
&h 9m Update successful
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T- :r
8.2.0.0_6188
£.2.0.0_6188
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Ar...-Us 3
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AP Anchor Controllers

Customize your Dashboard to display the current status of your AP’s Active and Standby Controllers.
When complete, your custom view should show the Active and Standby controller for your APs.

¢ Navigate to: Managed Network->Dashboard->Access Points

¢ In the upper right pulldown: Default Columns - Custom Columns

MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS P L
MM-VA1 © 2 22 =1 ©  admin v
4 Managed Network > & ay
(Sl Q . Custom Columns~
Access Points (2) Radios (4)
€ Mobility Master performance E B jptime Clients Graup
= MM-VAT Network o Ve 4h26m 56 P Campus 205 Grous 1010110
! e Yes 4n:26m:575 0 Campus 205 Group1 10.10.110203
Cluster
WAN
Usage
Potential Issues
Traffic Analysis
¢ Inthe pull-down menu: Edit Current View Default Columns
Custom Columns
Edit Currant Wiew Edit Custom Columns View
Available: Selected:
i E;.'1e’ae‘. AL
¢ Move Active Controller to the Selected column iter Name

e Move Standby Controller to the Selected column
e Click OK

Restore Defaults og
0K ] cance

When you are returned to the AccessP Points panel, you will now see two additional columns that
indicate the Active and Standby AP Anchor Controllers (AAC, S-AAC) for your Access Points.

Custom Columns -

Performance p time Clents A Grou Standby Controller d
-33m 565 1 up 1.10.110.10 ]
Network 4n38miSes ! Campus Groupl 10.10.110.101 100110204 -
4h:38m:57s 0 Campus Groupl 10.10.110.101 10.10.110.203 10.10.110.102
Cluster
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User Anchor Controllers

Customize your Dashboard to display the current status of your Client’s Active and Standby Controllers.
When complete, your custom view should show the Active and Standby Anchor controllers for Clients.

e Navigate to: Managed Network->Dashboard->Clients

¢ In the upper right pulldown: Default Columns - Custom Columns

MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS & adn -
MM-VA1 52 o2 =1 @
€ Managed Network & Q,
& & Wireless (1) Wired (0) o Conmr
€ Mobility Master Performance
Cluster 10.10.110.206 10.10.110.206 5GHz VHT 80 MHz  HT 40MHz 10.10.110.101 iPad authenticated Tunnel 56
WAN
Usage
Potential Issues
Traffic Analysis
AirGroup
Security
ucc
Controllers
WLANS
Access Points
¢ Inthe pull-down menu: Edit Current View Default Calumns
Air Quality Metrics
To'From Client Stats
Custom Columns
Edit Current Wiew
Edit Custom Columns View
Available: Selected:

e Move Active Controller to the Selected column

e Move Standby Controller to the Selected column

Active Controller

e Click OK
St.ﬁi‘i;:jby' Controller
Channel Busy
AP TxTime ~
AP Fx Time
na e - -

When you are returned to the Clients panel, you will now see two additional columns that indicate the
Active and Standby User Anchor Controllers (UAC, S-UAC) for your Clients.

e Make a note of which is your client’'s UAC (User Active Controller)

Custom Columns~ »

Wireless (1) Wired (0)

a B Radia PHY Client PHY Active Cantroller e inle Forward Mode SNR (dE| Speed (bps! Standby Controller
- - - - - * - - - - -
.2 5GHz VHT 80 MHz HT40MHz  10.10.110.101 iPad authenticated Tunnel 54 10.10.110.102
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Controller Failover Test

Here, we test a controller failure scenario and verify no service disruption.

e Using your client, associate to one of your WLAN services and start a session. Ideally this would be a
streaming service like YouTube, etc. If Internet connectivity is not available in your lab, start a
continuous ping to the Workshop’s Server 10.10.1.10.

e Using the Dashboard, determine which of your 7005’s is the “active” controller for your client session.

e Simulate a controller failure by unplugging the Ethernet cable from Port 0 of the UAC (User Anchor
Controller) for your client.

e How was service disrupted (how many pings did you drop)?

e Plug your downed controller back into your POE switch and observe the cluster reform and Active
and Standby Controller connections re-establish for your AP and User sessions. Review the
Dashboard views earlier in this exercise to verify active and standby anchor points are present after
the controllers re-form a cluster.
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Appendix A - Convert IAP to CAP

If you have an Aruba Instant AP, use these steps to convert your Instant AP (IAP) to a Campus AP
(CAP). Once converted the AP will be configured and maintained from the controller.

AP Reset

Connect a console cable to your AP and open a terminal session.
Using a paper clip, press and hold the reset button on the back of the AP.
Connect your AP to a port for your group on the lab’s core switch as shown in Figure 1.
Wait for 10 full seconds while the AP boots, then release the reset button (paper clip)
Monitor the AP boot process on the console. After about 2 minutes, log into the AP.
o User: admin
o Password: admin
e Determine what the IP Address was issued by the DHCP server:
o show ip interfaces

o Verify you can ping the controller from the Instant AP CLI: ping 10.10.1X0.99

o Record the IP address that was assigned to the Instant AP:

o Record the MAC address of the Instant AP:

MSR931-4G

y Internet
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Using a browser connect to the Instant AP: http://10.10.1X0.x where x is the IP address of the
IAP.

e Loginto the IAP
o Username: admin

. Jir———
o Password: admin e

Virtual Controller

Username: |admin
Password: |seese

Log In
You are greeted with the Instant Home Page
o Navigate to Maintenance>Convert
- a X
Q) Instant x U+
€ O# | https://10.10.110.200:4343/#home (<) 2, S w B 4+ & 8 =
System RF Security Maintenance | More- | Help Logout
aruba S | jnsrant-co:s6:7c Foocr ]
& 1 Network ) 1 Access Point El 0 clients
Name Client: Name Clients Name IP Address Network Access Point.
stant o ac:a3:1e:c9:66:7c * o
> New
= instant-C9:66:7C Monitoring DS AirGroup Configuration
Info RF Dashboard Usage Trends
HE= MEEnSEETTE Signal Speed Utilization  Noise Errors. Clients.
Country code: us o
Virtual Controller IP: 0.0.0.0 All clients: atl - All access points = =] o
Uplink status: Up a5
Throughput  (bps)
.
:
V e —Out —In
English |~ A Aruba Central Pause

In the Maintenance—> Convert tab:

o Convert one or more Access Points to: Campus APs managed by a Mobility Controller
o Hostname or IP Address of Mobility Controller: 10.10.1X0.99
o Click Convert Now
o After about a minute, the AP will reboot, when it returns it will connect with the controller.
Maintenance Help
About | Configuration | Certificates | Firmware | Reboot | Convert
Convert one or more Access Points to:
[ campus APs managed by a Mability Controller v
Hostname or IP Address of Mobility Controller:
10-10-110.7 Confirm Access Point Conversion
After conversion, all Access Points will be managed by the Controller specified above.
Service will be interrupted until the access
Convert Now B . . -
. points are configured by the Mobility
Controller at 10.10.110.7
Do you want to continue 7
Convert Now Cancel
Close
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Appendix Z - Versions

Document version 1.4
Aruba OS 8.3.0.0_64659
Changes:
Shortened SSID names.

Added information about system clock settings.
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