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Aruba CX 6400
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A NEW SWITCHING CATEGORY:
DISTRIBUTED SERVICES SWITCH

ARUBA
CX 10000 Industry first smartswitch
L4-L7 Stateful Software Services for the ente r'p rise

7 Embedded Pensando DPU’s and
extensible services built into the
FIREWALL DDoS TELEMETRY ENCRYPTION* NAT* SLB* fabrlc
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“-2 10X PERFORMANCE,
S

| Aruba AOS-CX and Orchestration
(AFC)

100X SCALE AT 1/3 TCO
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PENSANDO

CHALLENGES WITH DC SERVICES TODAY

TROMBONING TO SERVICES APPLIANCE CLUSTERS

Spine Switches o N
:y') :-y') %
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N Appliances become

per s ISy,

bottlenecks for east-west

.................

Firewall, DDoS, Encryption, TAP ...

AN traffic

----------

r:-/_) Impacts application latency,
s

4" performance, compliance

Legacy Leaf Legacy Leaf Services Leaf

o= (Appliance sprawl, licensing)

Increases complexity and cost




WHAT IF THERE WAS A BETTER WAY?

SERVICES DISTRIBUTED ACROSS ALL LEAFS

Spine Switches

‘ Firewall, DDoS, Encryption, TAP ...

CX 10000 Leaf Layer

CX 10000 Leaf Layer

Q

Services applied closer
to applications at scale

Stateful zero-trust, firewalling, DDoS
natively embedded for any workload

Reduces appliance sprawl and cost

Future proof architecture -
additional functionality enabled on
demand

Encryption, Stateful NAT,
Load-balancing
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EDGE-TO-CLOUD SECURITY
PROTECT




NETCONDUCTOR EVOLUTION OF
DYNAMIC SEGMENTATION WITH
CHOICE OF OVERLAYS

CENTRALIZED DISTRIBUTED
OVERLAY ENFORCEMENT OVERLAY ENFORCEMENT

e.g. EVPN/VXLAN

Enforcement Done At Gateway Enforcement at Ingress and Egress

ClearPass Policy Enforcement Firewall Aruba Central NetConductor



Effectively Addressing Risk

Most Effective Action
For Critical Risk

E-W Segmentation 64.77%
Update Firmware 18.02%
Service Hardening 7.42%
Change Credentials 6.70%
N-S Segmentation 2.46%
Incident Response 0.47%
Configuration Change 0.16%




Unified network overlay configuration,
traffic and security policies at scale*,

Intent-based workflows
for ease of operation
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Automated configuration
and policy propagation

Uses widely adopted
protocols for interoperability
and ease of adoption
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ARUBA CENTRAL NETCONDUCTOR
COMPONENTS

REMOTE ERANCH CLOUD CAMPUS DATA CENTER

Client Insights
Network Insights

ClearPass/Cloud Auth
Policy Manager

Overlay Flexibility Edge-to-Cloud

ecurity — - B

Fabric Wizard
Group Policy ID
Switch and Gateway Enforcement




AUTOMATION AT SCALE

Central NetConductor
Management and Orchestration




MICROBRANCH
HYBRID WORKPLACE SOLUTION

SECURE, IN-OFFICE EXPERIENCE TO EMPLOYEES ANYWHERE
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SOLVING CUSTOMER CHALLENGES
INTRODUCING CLOUD AUTH

ARUBA CENTRAL

. Builtinto Aruba Central Cloud for \ '
, A shift to cloud-ma naged NAC
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MODERN EDGE TO CLOUD SECURITY

Visibility into
authentication
traffic patterns

through dashboards

BENEFITSTO IT

Authentication Leverages Central
validated Client Insights for
against cloud identity accurate profiling and

stores to grant access | behavior monitorin
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AIOPS

ANALYZE & ACT




TODAY'S INDOOR LOCATION
EXPERIENCE IS LACKING...

#1 #2 #3

Floorplans cannot Traditional Wi-Fi and Software requires
be relied on for Bluetooth ranging extensive custom
indoor accuracy techniques are poor development



DETERMINING A CLIENT DEVICE'S PRECISE
LOCATION REQUIRES ABSOLUTE REFERENCE POINTS

LATITUDE LONGITUDE SATELLITE NAVIGATION

North Star Greenwich Mean Time Orbital Position



WHAT'S WRONG WITH INDOOR APs
AS ABSOLUTE REFERENCE POINTS?

80% of Wi-Fi APs are not
mapped

Placement errors of 5-10 meters
Floor plans are 2D-only

Not synced with Google /
Apple / Bing Maps



INTRODUCING OPEN LOCATE
WORLD'S FIRST SELF-LOCATING WIRELESS NETWORK

INTEGRATED GPS RECEIVERS
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WI-FI CERTIFIED LOCATION
802.11mc / Fine Time Measurement (FTM)
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THE ARUBA
ADVANTAGE

Automatic AP location discovery

Aruba AP interoperability
with Google / Apple / Bing Maps

Enabling developers to use
our location data

Ready for outdoor 6 GHz use*

*pending regulatory approval




OPEN LOCATE-READY ACCESS POINTS
WI-Fl 6E AND WI-Fl 6 PORTFOLIO

PREPARE FOR DIGITAL ACCELERATION WITH ARUBA WI-FI 6E & WI-Fl 6

----------------

FINE TIME MEASUREMENT ' B - -

650 Series 630 Series 550 Series 530 Series ',§10~5¢Iﬂ‘i-»35 - 500 Series 500H Series

Upgrade today to take advantage of
advanced location capabilities
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{ ZEBRA

Wi-Fi
@® Connected

Wi-Fi Network Name

Cellular
® Connected

Vodacom

UXI Dashboard Access
® Yes

Using Wi-Fi

Licensing
® No issues

@ Zebra license installed

@ Zebra license activated

UXI AGENT FOR ZEBRA




U ZEBRA

Wi-Fi

@ Connected

Wi-Fi Network Name
Cellular

® Connected

Vodacom

UXI Dashboard Access
o ves

Using Wi-i

Licensing
® Noissues

@ Zebralicense installed
@ Zebralicense activated
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- Headguarters - = Intemal Appication L - Slack
= Oakmead - Ethermet - oS Device = - Goagle *
— an Jose — P — TP Server conrme_ == Shypa for Business

- Sunnyvae - Gateway = Moblity-Master - Facebook
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Hi Loretta, We've used a process similar to #1.
Instead of a standalone library

COMMUNITY

My company has been selling ads in the
dicussion forum for a client, and we are now la...

Still not part of the Airheads Community?

I'm looking to enhance the effectiveness of our
committee work

Sign up today:
WWW.Ccommunity.arubanetworks.com

I've very excited about the great seleci
ssions available for our upcoming conresence
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