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> Frame 296: 228 bytes on wire (1824 bits), 228 bytes captured (1824 bits) on interface @
> Ethernet II, Src: ArubaNet_be:91:0 (00:0b:86:be:91:0), Dst: Vmware_d1:8c:33 (@0:0c:29:d1:8c:33)
> Internet Protocol Version 4, Src: 192.168.18.254, Dst: 192.168.18.249
> User Datagram Protocol, Src Port: 60203, Dst Port: 1812
4 RADIUS Protocol
Code: Access-Request (1)
Packet identifier: @xla (26)
Length: 186
Authenticator: 2e3c8257cbee5e813394b16d177al8ca
[The response to this request is in frame 297]
4 Attribute Value Pairs
> AVP: 110 t=User-Name(1): guest123
> AVP: 1=6 t=NAS-IP-Address(4): 192.168.18.254
> AVP: 1=6 t=NAS-Port(5): 0
> AVP: 1=16 t=NAS-Identifier(32): 192.168.18.254
> AVP: 1=6 t=NAS-Port-Type(61): Wireless-802.11(19)
> AVP: 1=14 t=Calling-Station-Id(31): 4439C459E564
> AVP: 1=14 t=Called-Station-Id(30): 00OBSGBEILFO

> AVP: 1=6 t=Service-Type(6): Framed(2)
> AVP: 1=6 t=Framed-MTU(12): 1100
> AVP: 1=8 t=EAP-Message(79) Last Segment[1]

> AVP: 1=18 t=State(24): f693f896496elcb735aac63d988c234

> AVP: 1=15 t=Vendor-Specific(26) v=Aruba Networks Inc(14823)

> AVP: 1=11 t=Vendor-Specific(26) v=Aruba Networks Inc(14823)

> AVP: 1=12 t=Vendor-Specific(26) v=Aruba Networks Inc(14823)

> AVP: 1-18 t=Message-Authenticator(80): ecf4037ea3f8a0dalledb3300f245ebe
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> Frame 297: 1106 bytes on wire (8848 bits), 1106 bytes captured (8848 bits) on interface @
> Ethernet II, Src: Vmware_d1:8c:33 (0:0c:29:d1:8c:33), Dst: ArubaNet_be:91:f0 (@0:0b:86:be:91:f0)
> Internet Protocol Version 4, Src: 192.168.18.249, Dst: 192.168.18.254
> User Datagram Protocol, Src Port: 1812, Dst Port: 60203
4 RADIUS Protocol
Code: Access-Challenge (11)
Packet identifier: @xla (26)
Length: 1064
Authenticator: e7008e6532d13a813cc3fbde699deads
s a response to a request in frame 296
[Time from request: 0.000627600 seconds]
4 Attribute Value Pairs
> AVP: 1255 t=EAP-Message(79) Segment[1]
> AVP: 1=255 t=EAP-Message(79) Segment[2]
> AVP: 1=255 t=EAP-Message(79) Segment[3]
> AVP: 1=243 t=EAP-Message(79) Last Segment[4]
> AVP: 1=18 t=Message-Authenticator(80): bef7ef9946ebbs3180ec0e6aec5088el
> AVP: 1=18 t=State(24): f693f896f595e1cb735aac63d988c234
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> Frame 298: 228 bytes on wire (1824 bits), 228 bytes captured (1824 bits) on interface @
> Ethernet II, Src: ArubaNet_be:91:0 (00:0b:86:be:91:0), Dst: Vmware_d1:8c:33 (@0:0c:29:d1:8c:33)
> Internet Protocol Version 4, Src: 192.168.18.254, Dst: 192.168.18.249
> User Datagram Protocol, Src Port: 60203, Dst Port: 1812
4 RADIUS Protocol
Code: Access-Request (1)
Packet identifier: @xlb (27)
Length: 186
Authenticator: 309a289a517005b969c8F1b72aebc82
[The response to this request is in frame 299]
4 Attribute Value Pairs
> AVP: 110 t=User-Name(1): guest123
> AVP: t=NAS-IP-Address(4): 192.168.18.254
> AVP: t=NAS-Port(5): 0
> AVP: 1=16 t=NAS-Identifier(32): 192.168.18.254
> AVP: 1=6 t=NAS-Port-Type(61): Wireless-802.11(19)
> AVP: 1=14 t=Calling-Station-Id(31): 4439C459E564

> AVP: t=Called-Station-Id(30): 0@OBSGBESLFO
> AVP: t=Service-Type(6): Framed(2)

> AVP: t=Framed-MTU(12): 1100

> AVP: t=EAP-Message(79) Last Segment[1]

> AVP: 1=18 t=State(24): £693f896595elcb735aac63d988c234

> AVP: 1=15 t=Vendor-Specific(26) v=Aruba Networks Inc(14823)

> AVP: 1=11 t=Vendor-Specific(26) v=Aruba Networks Inc(14823)

> AVP: 1=12 t=Vendor-Specific(26) v=Aruba Networks Inc(14823)

> AVP: 1-18 t=Message-Authenticator(80): 8623b39855a327bb75f1al3cead30c5+
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> Frame 299: 714 bytes on wire (5712 bits), 714 bytes captured (5712 bits) on interface @
> Ethernet II, Src: Vmware_d1:8c:33 (0:0c:29:d1:8c:33), Dst: ArubaNet_be:91:f0 (@0:0b:86:be:91:f0)
> Internet Protocol Version 4, Src: 192.168.18.249, Dst: 192.168.18.254
> User Datagram Protocol, Src Port: 1812, Dst Port: 60203
4 RADIUS Protocol
Code: Access-Challenge (11)
Packet identifier: @xlb (27)
Length: 672
Authenticator: 29b1777e0fb6a67c3f413681a01e2ee7
[This is a response to a request in frame 298]
[Time from request: 0.000780000 seconds]
4 Attribute Value Pairs
> AVP: 1255 t=EAP-Message(79) Segment[1]
> AVP: 1=255 t=EAP-Message(79) Segment[2]
> AVP: 1106 t=EAP-Message(79) Last Segment[3]
> AVP: 1=18 t=Message-Authenticator(80): 8fal3205e6406c2375F51a7405Fe8598
> AVP: 1=18 t=State(24): £693f896294elcb735aac63d988c234
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> Frame 300: 366 bytes on wire (2928 bits), 366 bytes captured (2928 bits) on interface @
> Ethernet II, Src: ArubaNet_be:91:0 (00:0b:86:be:91:0), Dst: Vmware_d1:8c:33 (@0:0c:29:d1:8c:33)
> Internet Protocol Version 4, Src: 192.168.18.254, Dst: 192.168.18.249
> User Datagram Protocol, Src Port: 60203, Dst Port: 1812
4 RADIUS Protocol
Code: Access-Request (1)
Packet identifier: @xlc (28)
Length: 324
Authenticator: 25384f0245e9dd26668487867999¢86
[The response to this request is in frame 301]
4 Attribute Value Pairs
> AVP: 110 t=User-Name(1): guest123
> AVP: t=NAS-IP-Address(4): 192.168.18.254
> AVP: t=NAS-Port(5): 0
> AVP: 1=16 t=NAS-Identifier(32): 192.168.18.254
> AVP: 1=6 t=NAS-Port-Type(61): Wireless-802.11(19)
> AVP: 1=14 t=Calling-Station-Id(31): 4439C459E564

> AVP: t=Called-Station-Id(30): 0@OBSGBESLFO
> AVP: t=Service-Type(6): Framed(2)

> AVP: t=Framed-MTU(12): 1100

> AVP: 6 t=EAP-Message(79) Last Segment[1]

> AVP: 1=18 t=State(24): £693f896294elcb735aac63d988c234

> AVP: 1=15 t=Vendor-Specific(26) v=Aruba Networks Inc(14823)

> AVP: 1=11 t=Vendor-Specific(26) v=Aruba Networks Inc(14823)

> AVP: 1=12 t=Vendor-Specific(26) v=Aruba Networks Inc(14823)

> AVP: 1-18 t=Message-Authenticator(80): fe21ff3b67a17265fa0d2472bF962dFf
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> Frame 301: 165 bytes on wire (1320 bits), 165 bytes captured (1320 bits) on interface 0
> Ethernet II, Src: Vmware_d1:8c:33 (00:6c:29:d1:8:33), Dst: ArubaNet_be:91:0 (00:0b:86:be:91:0)
> Internet Protocol Version 4, Src: 192.168.18.249, Dst: 192.168.18.254
> User Datagram Protocol, Src Port: 1812, Dst Port: 60203
4 RADIUS Protocol
Code: Access-Challenge (11)
Packet identifier: @xlc (28)
Length: 123
Authenticator: 3096073bc@ccd5620489465da616a280
[This is a response to a request in frame 300]
[Time from request: 0.001224600 seconds]
4 Attribute Value Pairs
> AVP: 1-67 t=EAP-Message(79) Last Segment[1]
> AVP: 1-18 t=Message-Authenticator(80): cl6ldceb@9e3aldc257758c2ab52474c
> AVP: 1=18 t=State(24): f693f896f39belcb735aac63d988c234
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> Frame 302: 228 bytes on wire (1824 bits), 228 bytes captured (1824 bits) on interface @
> Ethernet II, Src: ArubaNet_be:91:0 (00:0b:86:be:91:0), Dst: Vmware_d1:8c:33 (@0:0c:29:d1:8c:33)
> Internet Protocol Version 4, Src: 192.168.18.254, Dst: 192.168.18.249
> User Datagram Protocol, Src Port: 60203, Dst Port: 1812
4 RADIUS Protocol

Code: Access-Request (1)

Packet identifier: @xld (29)

Length: 186

Authenticator: c4906a8f75c56ca77627352139F1b5cd

[The response to this request is in frame 303]

4 Attribute Value Pairs
> AVP: 110 t=User-Name(1): guest123

> AVP: +=NAS-IP-Address(4): 192.168.18.254
> AVP: +=NAS-Port (5.
> AVP: 1=16 t=NAS-Identifier(32): 192.168.18.254

> AVP: 1=6 t=NAS-Port-Type(61): Wireless-802.11(19)
> AVP: 114 t=Calling-Station-Id(31): 4439C459E564

> AVP: t=Called-Station-Id(30): 0@OBSGBESLFO

> AVP: t=Service-Type(6): Framed(2)

> AVP: t=Framed-MTU(12): 1100

> AVP: t=EAP-Message(79) Last Segment[1]

> AVP: 1=18 t=State(24): £693f89639belcb735aac63d988c234

> AVP: 1=15 t=Vendor-Specific(26) v=Aruba Networks Inc(14823)
> AVP: 1=11 t=Vendor-Specific(26) v=Aruba Networks Inc(14823)
> AVP: 1=12 t=Vendor-Specific(26) v=Aruba Networks Inc(14823)
> AVP: 1=18 t=Message-Authenticator(80): 9124695385cfal02c8bd9@069cd56e84
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> Frame 303: 143 bytes on wire (1144 bits), 143 bytes captured (1144 bits) on interface @
> Ethernet II, Src: Vmware_d1:8c:33 (0:0c:29:d1:8c:33), Dst: ArubaNet_be:91:f0 (@0:0b:86:be:91:f0)
> Internet Protocol Version 4, Src: 192.168.18.249, Dst: 192.168.18.254
> User Datagram Protocol, Src Port: 1812, Dst Port: 60203
4 RADIUS Protocol
Code: Access-Challenge (11)
Packet identifier: @xld (29)
Length: 101
Authenticator: 2d2d0d5f101b5fba8dcf5d7c0923015a
[This is a response to a request in frame 302]
[Time from request: 0.000637600 seconds]
4 Attribute Value Pairs
> AVP: 1=45 t=EAP-Message(79) Last Segment[1]
> AVP: 1=18 t=Message-Authenticator(80): 810e3343349dfaed61342866c840311b
> AVP: 1=18 t=State(24): f693f896f09aelcb735aac63d988c234
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> Frame 304: 265 bytes on wire (2120 bits), 265 bytes captured (2120 bits) on interface @
> Ethernet II, Src: ArubaNet_be:91:0 (00:0b:86:be:91:0), Dst: Vmware_d1:8c:33 (@0:0c:29:d1:8c:33)
> Internet Protocol Version 4, Src: 192.168.18.254, Dst: 192.168.18.249
> User Datagram Protocol, Src Port: 60203, Dst Port: 1812
4 RADIUS Protocol
Code: Access-Request (1)
Packet identifier: @xle (30)

Authenticator: 5490370255864c64cfd807aa31be2b6l

The response to this request is in frame 305
4 Attribute Value Pairs

> AVP: 110 t=User-Name(1): guest123

> AVP: +=NAS-IP-Address(4): 192.168.18.254
> AVP: +=NAS-Port (5.
> AVP: 1=16 t=NAS-Identifier(32): 192.168.18.254

> AVP: 1=6 t=NAS-Port-Type(61): Wireless-802.11(19)
> AVP: 1=14 t=Calling-Station-Id(31): 4439C459E564

> AVP: t=Called-Station-Id(30): 0@OBSGBESLFO
> AVP: t=Service-Type(6): Framed(2)
> AVP: t=Framed-MTU(12): 1100

> AVP: 1=45 t=EAP-Message(79) Last Segment[1]

> AVP: 1=18 t=State(24): £693f896f09aelcb735aac63d988c234

> AVP: 1=15 t=Vendor-Specific(26) v=Aruba Networks Inc(14823)

> AVP: 1=11 t=Vendor-Specific(26) v=Aruba Networks Inc(14823)

> AVP: 1=12 t=Vendor-Specific(26) v=Aruba Networks Inc(14823)

> AVP: 1=18 t=Message-Authenticator(80): 8aafc8b84258d327aa5c295c188418b3
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> Frame 305: 175 bytes on wire (1400 bits), 175 bytes captured (1400 bits) on interface @
> Ethernet II, Src: Vmware_d1:8c:33 (00:6c:29:d1:8c:33), Dst: ArubaNet_be:91:0 (00:0b:86:be:91:0)
> Internet Protocol Version 4, Src: 192.168.18.249, Dst: 192.168.18.254
> User Datagram Protocol, Src Port: 1812, Dst Port: 60203
4 RADIUS Protocol
Code: Access-Challenge (11)
Packet identifier: @xle (30)
Length: 133
Authenticator: d544ced3edfces275a7170edb6e13aad
s a response to a request in frame 304
[Time from request: 0.000882000 seconds]
4 Attribute Value Pairs
» AVP: 1=77 t=EAP-Message(79) Last Segment[1]
> AVP: 1-18 t=Message-Authenticator(80): 7f8caee95dc968b1dd88foc54737075F
. AVP: 1=18 t=State(24): £693f896F199e1cb735aac63d988c234
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> Frame 306: 329 bytes on wire (2632 bits), 329 bytes captured (2632 bits) on interface @
> Ethernet II, Src: ArubaNet_be:91:0 (00:0b:86:be:91:0), Dst: Vmware_d1:8c:33 (@0:0c:29:d1:8c:33)
> Internet Protocol Version 4, Src: 192.168.18.254, Dst: 192.168.18.249
> User Datagram Protocol, Src Port: 60203, Dst Port: 1812
4 RADIUS Protocol
Code: Access-Request (1)
Packet identifier: @x1f (31)
Length: 287
Authenticator: c34d8570e2b0a277a6d0cAe750d1458F
[The response to this request is in frame 307]
4 Attribute Value Pairs
> AVP: 110 t=User-Name(1): guest123
> AVP: 1=6 t=NAS-IP-Address(4): 192.168.18.254
> AVP: 1=6 t=NAS-Port(5): 0
> AVP: 1=16 t=NAS-Identifier(32): 192.168.18.254
> AVP: 1=6 t=NAS-Port-Type(61): Wireless-802.11(19)
> AVP: 1=14 t=Calling-Station-Id(31): 4439C459E564
> AVP: 1=14 t=Called-Station-Id(30): 00OBSGBEILFO
> AVP: 1=6 t=Service-Type(6): Framed(2)
> AVP: 1=6 t=Framed-MTU(12): 1100
> AVP: 1=109 t=EAP-Message(79) Last Segment[1]
> AVP: 1=18 t=State(24): £693f896f199elcb735aac63d988c234
> AVP: 1=15 t=Vendor-Specific(26) v=Aruba Networks Inc(14823)
> AVP: 1=11 t=Vendor-Specific(26) v=Aruba Networks Inc(14823)
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> Frame 307: 191 bytes on wire (1528 bits), 191 bytes captured (1528 bits) on interface @
> Ethernet II, Src: Vmware_d1:8c:33 (00:0c:29:d1:8c:33), Dst: ArubaNet_be:91:f0 (00:0b:86:
> Internet Protocol Version 4, Src: 192.168.18.249, Dst: 192.168.18.254
> User Datagram Protocol, Src Port: 1812, Dst Port: 60203
4 RADIUS Protocol
Code: Access-Challenge (11)
Packet identifier: @x1f (31)
Length: 149
Authenticator: a653685cc5286bbf4119f65c7220Fe14
[This is a response to a request in frame 306]
[Time from request: 0.000933600 seconds]
4 Attribute Value Pairs
> AVP: 193 t=EAP-Message(79) Last Segment[1]
> AVP: 1=18 t=Message-Authenticator(80): daa31d25761664877e7e8e525d5b0704
> AVP: 1-18 t=State(24): f693f896fe98elcb735aac63d988c234

:fo)
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> Frame 3@8: 265 bytes on wire (2120 bits), 265 bytes captured (2120 bits) on interface @
> Ethernet II, Src: ArubaNet_be:91:0 (00:0b:86:be:91:0), Dst: Vmware_d1:8c:33 (@0:0c:29:d1:8c:33)
> Internet Protocol Version 4, Src: 192.168.18.254, Dst: 192.168.18.249
> User Datagram Protocol, Src Port: 60203, Dst Port: 1812
4 RADIUS Protocol
Code: Access-Request (1)
Packet identifier: @x20 (32)
Length: 223
Authenticator: ca75615dd653a0980c45Fabcad82b0cs
[The response to this request is in frame 309]
4 Attribute Value Pairs
> AVP: 110 t=User-Name(1): guest123
> AVP: 1=6 t=NAS-IP-Address(4): 192.168.18.254
> AVP: 1=6 t=NAS-Port(5): @
> AVP: 1=16 t=NAS-Identifier(32): 192.168.18.254
> AVP: 1=6 t=NAS-Port-Type(61): Wireless-802.11(19)
> AVP: 1=14 t=Calling-Station-Id(31): 4439C459E564
> AVP: 1=14 t=Called-Station-Id(30): 00OBSGBEILFO
> AVP: 1=6 t=Service-Type(6): Framed(2)
> AVP: 1=6 t=Framed-MTU(12): 1100
> AVP: 1=45 t=EAP-Message(79) Last Segment[1]
> AVP: 1=18 t=State(24): f693f896fe98elcb735aac63d988c234
> AVP: 1=15 t=Vendor-Specific(26) v=Aruba Networks Inc(14823)
> AVP: 1=11 t=Vendor-Specific(26) v=Aruba Networks Inc(14823)
> AVP: 1=12 t=Vendor-Specific(26) v=Aruba Networks Inc(14823)
> AVP: 1=18 t=Message-Authenticator(80): 726af308171e78e3b3d45b478568b281
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> Frame 309: 143 bytes on wire (1144 bits), 143 bytes captured (1144 bits) on interface @
> Ethernet II, Src: Vmware_d1:8c:33 (0:0c:29:d1:8c:33), Dst: ArubaNet_be:91:f0 (@0:0b:86:be:91:f0)
> Internet Protocol Version 4, Src: 192.168.18.249, Dst: 192.168.18.254
> User Datagram Protocol, Src Port: 1812, Dst Port: 60203
4 RADIUS Protocol
Code: Access-Challenge (11)
Packet identifier: @x20 (32)
Length: 101
Authenticator: Sedfc351d2a4f2c0c667ec32aad4cdfd
[This is a response to a request in frame 308]
[Time from request: 0.000920000 seconds]
4 Attribute Value Pairs
> AVP: 1=45 t=EAP-Message(79) Last Segment[1]
> AVP: 1=18 t=Message-Authenticator(80): 1f7f0aea5a2385dc6459F18b58cd80ae
> AVP: 1=18 t=State(24): f693f896ff9felcb735aac63d988c234




image21.png
> Frame 310: 265 bytes on wire (2120 bits), 265 bytes captured (2120 bits) on interface @
> Ethernet II, Src: ArubaNet_be:91:0 (00:0b:86:be:91:0), Dst: Vmware_d1:8c:33 (@0:0c:29:d1:8c:33)
> Internet Protocol Version 4, Src: 192.168.18.254, Dst: 192.168.18.249
> User Datagram Protocol, Src Port: 60203, Dst Port: 1812
4 RADIUS Protocol

Code: Access-Request (1)

Packet identifier: @x21 (33)

Length: 223

Authenticator: b@9ladafda7eeac896balafilelds186

[The response to this request is in freme 311]

4 Attribute Value Pairs
> AVP: 110 t=User-Name(1): guest123

> AVP: t=NAS-IP-Address(4): 192.168.18.254

> AVP: t=NAS-Port(5): 0

> AVP: 1=16 t=NAS-Identifier(32): 192.168.18.254

> AVP: t=NAS-Port-Type(61): Wireless-802.11(19)

> AVP: 1=14 t=Calling-Station-Id(31): 4439C459E564
> AVP: 1=14 t=Called-Station-Id(30): 0@OBSGBE9LFO

> AVP: t=Service-Type(6): Framed(2)

> AVP: t=Framed-MTU(12): 1100

> AVP: 1=45

> AVP: =State(24): 693f896Ff9felcb735aac63d988c234

> AVP: endor-Specific(26) v=Aruba Networks Inc(14823)

> AVP: 1=11 t=Vendor-Specific(26) v=Aruba Networks Inc(14823)
> AVP: 1=12 t=Vendor-Specific(26) v=Aruba Networks Inc(14823)
> AVP: 1=18 t=Message-Authenticator(80): 1a52f3fc4be979b622155Fc2c76968b6
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> Frame 311: 212 bytes on wire (1696 bits), 212 bytes captured (1696 bits) on interface @
> Ethernet II, Src: Vmware_d1:8c:33 (0:0c:29:d1:8c:33), Dst: ArubaNet_be:91:f0 (@0:0b:86:be:91:f0)
> Internet Protocol Version 4, Src: 192.168.18.249, Dst: 192.168.18.254
> User Datagram Protocol, Src Port: 1812, Dst Port: 60203
4 RADIUS Protocol
Code: Access-Accept (2)
Packet identifier: @x21 (33)
Length: 170
Authenticator: e6755c601580e692ad49ef9d76F98cc8
This is a response to a request in frame 310
[Time from request: 0.000764600 seconds]
4 Attribute Value Pairs
> AVP: 1=58 t=Vendor-Specific(26) v=Microsoft(311)
> AVP: 1=58 t=Vendor-Specific(26) v=Microsoft(311)
> AVP: 1=6 t=EAP-Message(79) Last Segment[1]
> AVP: 1=18 t=Message-Authenticator(80): 572bbeef17c23754c7c2a99b01661922
> AVP: 1=10 t=User-Name(1): guest123
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> Frame 290: 217 bytes on wire (1736 bits), 217 bytes captured (1736 bits) on interface @
> Ethernet II, Src: ArubaNet_be:91:0 (00:0b:86:be:91:0), Dst: Vmware_d1:8c:33 (@0:0c:29:d1:8c:33)
> Internet Protocol Version 4, Src: 192.168.18.254, Dst: 192.168.18.249
> User Datagram Protocol, Src Port: 60203, Dst Port: 1812
4 RADIUS Protocol
Code: Access-Request (1)
Packet identifier: @x17 (23)
Length: 175
Authenticator: 087caa95047751dd4a102082¢d63360
[The response to this request is in frame 291]
4 Attribute Value Pairs
> AVP: 1=10 t=User-Name(1): guest123
> AVP: 1=6 t=NAS-IP-Address(4): 192.168.18.254
> AVP: t=NAS-Port(5): 0
> AVP: 1=16 t=NAS-Identifier(32): 192.168.18.254
> AVP: t=NAS-Port-Type(61): Wireless-802.11(19)
> AVP: 1=14 t=Calling-Station-Id(31): 4439C459E564
> AVP: 1=14 t=Called-Station-Id(30): 00OBSGBEILFO

> AVP: t=Service-Type(6): Framed(2)

> AVP: t=Framed-MTU(12): 1100

> AVP: 1=15 t=EAP-Message(79) Last Segment[1]

> AVP: 1=15 t=Vendor-Specific(26) v=Aruba Networks Inc(14823)
> [AVP: 1=11 t=Vendor-Specific(26) v=Aruba Networks Inc(14823)

> AVP: 1=12 t=Vendor-Specific(26) v=Aruba Networks Inc(14823)
> AVP: 1=18 t=Message-Authenticator(80): 8fda03leSle22eedf7ac9cl0al7fd2ce
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> Frame 291: 122 bytes on wire (976 bits), 122 bytes captured (976 bits) on interface @
> Ethernet II, Src: Vmware_d1:8c:33 (00:0c:29:d1:8c:33), Dst: ArubaNet_be:91:f0 (00:6b:86:be:91:f0)
> Internet Protocol Version 4, Src: 192.168.18.249, Dst: 192.168.18.254
> User Datagram Protocol, Src Port: 1812, Dst Port: 60203
4
RADIUS Protocol
Code: Access-Challenge (11)
Packet identifier: @x17 (23)
Length: 80
Authenticator: d5864ed70823660abaecob35c5497bed
a_response to a request in frame 290
[Time from request: ©.000849000 seconds]
P
Attribute Value Pairs
> AVP: AP-Message(79) Last Segment[1]
> AVP: 1=18 t=Message-Authenticator(80): 732c2c3be1306fd6606ac5aed5clbabd
> AVP: 1=18 t=State(24): f693f896f690Fcch735aac63d988c234
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> Frame 292: 228 bytes on wire (1824 bits), 228 bytes captured (1824 bits) on interface @
> Ethernet II, Src: ArubaNet_be:91:0 (00:0b:86:be:91:0), Dst: Vmware_d1:8c:33 (@0:0c:29:d1:8c:33)
> Internet Protocol Version 4, Src: 192.168.18.254, Dst: 192.168.18.249
> User Datagram Protocol, Src Port: 60203, Dst Port: 1812
4 RADIUS Protocol

Code: Access-Request (1)

Packet identifier: @x18 (24)

Length: 186

Authenticator: 6f2715dcccd2135e37767984FccF3305

[The response to this request is in frame 293]

4 Attribute Value Pairs
> AVP: 110 t=User-Name(1): guest123

> AVP: t=NAS-IP-Address(4): 192.168.18.254

> AVP: t=NAS-Port(5): 0

> AVP: 1=16 t=NAS-Identifier(32): 192.168.18.254

> AVP: t=NAS-Port-Type(61): Wireless-802.11(19)

> AVP: 1=14 t=Calling-Station-Id(31): 4439C459E564
> AVP: 1=14 t=Called-Station-Id(30): 0@OBSGBE9LFO

> AVP: t=Service-Type(6): Framed(2)

> AVP: t=Framed-MTU(12): 1100

> AVP: t=EAP-Message(79) Last Segment[1]

> AVP: =State(24): 693f896690fccb735aac63d988c234

> AVP: endor-Specific(26) v=Aruba Networks Inc(14823)

> AVP: 1=11 t=Vendor-Specific(26) v=Aruba Networks Inc(14823)
> AVP: 1=12 t=Vendor-Specific(26) v=Aruba Networks Inc(14823)
> AVP: 1=18 t=Message-Authenticator(80): 9e858e6f492d965f53c8aalo62e24a88
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> Frame 293: 122 bytes on wire (976 bits), 122 bytes captured (976 bits) on interface @
> Ethernet II, Src: Vmware_d1:8c:33 (0:0c:29:d1:8c:33), Dst: ArubaNet_be:91:f0 (@0:0b:86:be:91:f0)
> Internet Protocol Version 4, Src: 192.168.18.249, Dst: 192.168.18.254
> User Datagram Protocol, Src Port: 1812, Dst Port: 60203
4 RADIUS Protocol
Code: Access-Challenge (11)
Packet identifier: @x18 (24)
Length: 80
Authenticator: 29ec3df8dd94dbbodco27e686be88473
[This is a response to a request in frame 292]
[Time from request: 0.000766600 seconds]
4 Attribute Value Pairs
> AVP: 1=6 t=Service-Type(6): Framed(2)
> AVP: 1=10 t=Filter-Id(11): labguest
> AVP: 1=8 t=EAP-Message(79) Last Segment[1]
> AVP: 1=18 t=Message-Authenticator(80): 3dde@Se3f6a33dccc2af7caa6d20081f
> AVP: 118 t=State(24): f693f896f797elcb735aac63d988c234
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> Frame 294: 335 bytes on wire (2680 bits), 335 bytes captured (2680 bits) on interface @
> Ethernet II, Src: ArubaNet_be:91:0 (00:0b:86:be:91:0), Dst: Vmware_d1:8c:33 (@0:0c:29:d1:8c:33)
> Internet Protocol Version 4, Src: 192.168.18.254, Dst: 192.168.18.249
> User Datagram Protocol, Src Port: 60203, Dst Port: 1812
4 RADIUS Protocol

Code: Access-Request (1)

Packet identifier: @x19 (25)

Length: 293

Authenticator: cflbeb8f6e00cc414das520bb6689Fd71

[The response to this request is in frame 295]

4 Attribute Value Pairs
> AVP: 110 t=User-Name(1): guest123

> AVP: +=NAS-IP-Address(4): 192.168.18.254
> AVP: +=NAS-Port (5.
> AVP: 1=16 t=NAS-Identifier(32): 192.168.18.254

> AVP: 1=6 t=NAS-Port-Type(61): Wireless-802.11(19)
> AVP: 1=14 t=Calling-Station-Id(31): 4439C459E564

> AVP: t=Called-Station-Id(30): 0@OBSGBESLFO
> AVP: t=Service-Type(6): Framed(2)
> AVP: t=Framed-MTU(12): 1100

> AVP: 1=115 t=EAP-Message(79) Last Segment[1]

> AVP: 1=18 t=State(24): f693f896797elcb735aac63d988c234

> AVP: 1=15 t=Vendor-Specific(26) v=Aruba Networks Inc(14823)

> AVP: 1=11 t=Vendor-Specific(26) v=Aruba Networks Inc(14823)

> AVP: 1=12 t=Vendor-Specific(26) v=Aruba Networks Inc(14823)

> AVP: 1=18 t=Message-Authenticator(80): ccd5ad9b78efag92886e73233842fabo
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> Frame 295: 1110 bytes on wire (8880 bits), 1110 bytes captured (8880 bits) on interface @
> Ethernet II, Src: Vmware_d1:8c:33 (00 8c:33), Dst: Arubalet_be:91:f0 (00:0b:86:be:91:f0)
> Internet Protocol Version 4, Src: 192.168.18.249, Dst: 192.168.18.254
> User Datagram Protocol, Src Port: 1812, Dst Port: 60203
4 RADIUS Protocol
Code: Access-Challenge (11)
Packet identifier: @x19 (25)
Length: 1068
Authenticator: 6fb678F1c3f0aca46a768b6058dbF1d
a_response to a request in frame 294
[Time from request: 0.001531600 seconds]
4 Attribute Value Pairs
> AVP: 1255 t=EAP-Message(79) Segment[1]
> AVP: 1=255 t=EAP-Message(79) Segment[2]
> AVP: 5 t=EAP-Message(79) Segment[3]
> AVP: 1=247 t=EAP-Message(79) Last Segment[4]
> AVP: 1=18 t=Message-Authenticator(80): daec75cd85feeadedsbd3f97c905247e
> AVP: 1=18 t=State(24): £693f896496elcb735aac63d988c234





