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Create a new [APs Group with
disabled SSIDs

The aim of this How to is to set a time range for IAPs to stop broadcasting SSIDs using the
Airwave platform?.
This can be done in three (3) main Steps.

Duplicate the existing IAPs Group

Duplicate the IAPs Group

[ = L Q] =] .. .. - e "
n A ¥ ouveaux périphériques: 0 & aciif: 7 Winackif: 1 75 Différents: 2 OSuspect: 216 ¥ Clients: 2 W Alertes: 2

networks

Home Groups APs/Devices Clients Reports System Device Setup AMP Setup RAPIDS VisualRF

A device was scheduled to be moved to the deleted group. The device will remain in its current group.
Mew Group
Compare two groups
1-5wof 5Groups Page 1wof 1 Choose columns Export €5V
Name a SSID Total Devices Down Mismatched Ignored Clients Usage VPN Sessions  Up/Down Status Polling Period Duplicate
%, AcressPoints - 1 a 2.46kbps O 5 minutes

% Controlers ebr 2 0 2 0 0 - i} 5 minutes L':)

5 minutes

1-5wof 5Groups Page 1wof1
Select All - Unselect All
Delete

We need to create a new Group with its own template. In the example above, we duplicate
the IAPs Group EBR

1 The Airwave version: 7.7.9
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Change the new Group name and Duplicate

I IEY A
1] B ¥ Nouveaus periphariques: 0 & pctif: 7 N
moakw o r kS

Home APs/Devices Clients Reports System Device Setup AP

List

Group
Mame; EER -Might
i Cuplicate I Cancel |

For this example we choose to name it EBR-Night be cause we need to stop broadcasting
SSIDs at night.

Change Group display options

Group Display Options
Show Device Settings for: Selected device tvpes v

Select Device Types:

devils types

I Aruba Instant
| Avaya

| Cisco IQ5 AP

| Cisco Switch

| Cisco WLC

| D-Link
I Nell
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Change the Group display options from Only devices in this group to Selected device types
and check Aruba Instant form the list.

Set NTP servers

TP
MTP Server #1:
MTP Server =2
MTP Server #3:
LUITC Time Zone: 0 r
Davylight Saving Time: Yes '® Mo
Group Display Options 3Com/Enterasys/Nortel/ Trapeze
Show Device Settings for: Selected device types v SMMP Version: 2c v
Select devices in this group . . .
Select Device Types: | 3Com Universal Devices, Routers and Switches
| AlcatelHucent SMMP Version: 2c v
| AlcatelHucent Instant
| Alcatel-Lucent Switch Automatic Authorization
| Aruba )
Add New Controllers and Autonomous Devices
| aruba AirMesh Tt Use systemn defaults v
¥ Aruba Instant
| Aruba Switch Current Global Setting for Controllers: MNew device list
3 A.\faya Add New Thin APs Location: Use system defaults r
! Cisco I05 AP
! Cisco Switch Current Global Setting for Thin APs: New device list
|| Cisco WLC
-/ D-Link | Maintenance Windows
' Dell Add MNew AP Group Maintenance Window
| Dell W-Instant
! Enterasys
/HP ProCurve 420 Save || Save and Appl Revert |

'HP ProCurve 520WL
!'HP ProCurve M5M

A e e e e e

You have to Save and Apply.
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Apply changes Now

i I , . - .
n 4} di"l‘lcu';eaux peripheriques: 0 & actif: 7 *Inactir: 1 o

neatworkas

Home Groups APs/Devices Clients Reports System Device Setup AMP Setup =3
List Monitar Basic Templates Security S5IDs ALL Servers Radio Controller Cr

Confirm changes:
Group "EBR-Night"
Show Device Settings for  Only devices in thisgroup = Selected device types

Group "EBR-Night" display UI elements for Aruba Instant

Group "EBR-Might™ display UI elements for Aruba Instant B  Tobe created
| Apply Changes Mow | Cancel |
Scheduling Options
Occurs: '_ One Time ¥ |

specify numeric dates with optional 24-hour times (ike 7 /4/2003 or 2003-07-04 for
July 4th, 2003, or 7/4/2003 13:00 for July 4th, 2003 at 1:00 PM.), or spedfy relative
times (ke tomorrow at noon or next tuesday at 4am). Other input formats may be
accepted,

Current Local Time: March 5, 2014 1:13 pm EST
Desired Start Date/Time:

Aruba Instant 4
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Move IAPs Group from EBR to EBR-Night

Select APs/Devices tab

S ouveaus périphériques: 0 & pctif: 7 Winacf: 1

networkas

Home Groups Clientz Reports System Device Setup AMP Setup f
Mew Up Down Mizmatched Ignored

Folder; Top (0/5 Devices) = EBR (4)  Expand folders to show all 4Fs/Devices  Go to folder: | EBR (4) T
B R - . - I - - — - .. - - — N

- & - . -

Go to the IAP folder. In this Example EBR is the IAP folder.

Move all instant AP in EBR Folder from EBR Group to EBR-Night
Group

%, Modify Devices o
1-4 w of 4 APs/Devieeerage 1 wof 1 Reset filters Choose columns  Expart CSV
Device a Status w Detailed Status v Upstream MNotes APs Clients Usage VPN

Ld AP-ce:Ferdh Down ¥ AP iz not assocdated to Virtual Controller - 0 - -

o AP-ce: 7£:00 Up CK - - o

= EBR-VC-CE: 7F:00 Up oK . . 3 0

= RAP-Be:e8:4b Up oK . . - 0

Ps/Devices Page 1wof 1 Reset filters
elect All fnselect All o
f et

AMP Greeg Folder: \‘faﬂ_wight v and'}'e-.'/ EBR v ]\-/ Move |
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Schedule the move

Home Groups

New up Down

Confirm changes:
Device "AP-ce:7e:db”
Group EER  E¢  EBR-Might

Controller "EBR-VC-CE:FF:00"
Group EBR = EBR-Might

Device "RAP-82:28:4bh"
Group EER  E¢  EBR-Might

Device "AP-ce:7f:00"
Group EBR  EF¢  EBR-Might

i Apply Changes Mow |i Cancel

Mismatched

INFORMATIQUE

EBR

B Nouveaus périphériques: 0 & nctif:

Clients Reports Syestem Device Setup

Ignored

Scheduling Options

Qccurs:
Specify a start time, such as 12:30pm.
Current Local Time:

Desired Start Time:

' Schedule o
N

Aruba Instant

Daily 9/

March 5, 2014 1:49 pm EST

March 5, 2014 1:55pm EST e
S
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Airwave redirect to System > Configuration change Job

A DD

networks

& a7 Winac FEpiffdrente: 2 @ suspect: 316§ Clients: 2 M Alertes; 2

@ Nouveaux périphériques

Home Groups APs/Devices Clients Reports Device Setup AMP Setup RAPIDS VisualRF

Status Syslog & Traps Ewent Log Triggers Alerts Backups Firmware Upgrade Jobs Performance

1-1 w of 1 Scheduled Events Page 1wof 1 Choose columns Export CSV

Subject a Description

AP-ce:7e:4b, AP-ce:7f:00, EBR-VC-CE: 7F:00, RAP-Be:e8:4b  Move Controller "EBR-VC-CE: 7F:00", Device "RAP-8e:e8:4b", Device "AP-ce: 7f:...
1-1 wof 1 Scheduled Events Page 1wof1
Select All - Unselect All

Delete

Scheduled Time User Folder Group
Daily at 1:55pm EST fhkefi - -

Disable SSIDs

APs/Devices Clients Reports System Device Setup AMP Setup RAPIDS VisualRF

3asic Firmware
'F:00 Réseaux > demoCorp > EBR-VC-CE:7F:00
> Réseaux Généralités  VLANs SEcunté Acces [

Points d'acces

System Mame & Usage Limites de |a bande passants

Systéme anti-intrusion Nom (SSID): e [] Temps d'émission:

VPN [0 Chague radio:

RE rasr Downstream: kbps [] Per user
Securite Utiisation principale: 2

Services Employee oice Guest Upstream: kbps [] Per user

Serveur DHCP Partage multimédia sans fil en arriere-plan: g %o

i Partage multimédia sans fil conseillé: 0 %o
pirilave Diffusion multidiffusion

Partage multimédia sans fil vidéo: 0 %o

Filtrage de |2 diffusion: Disabled - Partage multimédia sans fil voix: 0 %

Intervalle DTIM: 1beacon -

Optimisation de la transmission par multidiffusion: O

P p Enabled Disabled Miscellaneous
Optimisation de multidiffusion dynamigue: Enabled ® Disabled
o ) Filtrage de contenu: Enabled '® Disabled

Seuil dutilisation du canal dOMD: a0 %
Bande: All A
Délai dinactivité: 1000 secs

Vitesses de transmission
Masquer |e SSID: O

2.4GHz: |1 w -54 | w mbps Désactiver 5510:

serz: 8 v -5 | w|mbps Peut &tre utilis€ sans lizison montants: [
Seuil dients max.: 64

Seuil de demande de détection locale: g

Version:4.0.0

lo Masquer les options avancées
4

Apply All to save.
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Select APs/Devices tab

Y ouveaus périphériques: 0 & Actif: 7

networks

Home Groups Clients Reports System Device Setup

Mew Up Down Mizmatched Ignored

Folder: Top (08 Devices) = EBR (4)  Expand folders to show all APs/Devices  Go to folder: | EBR (4)

INFORMATIQUE

EBR
Move IAPs Group From EBR-Night to EBR

¥ Inactif: 1

AMP Setup

<M Total Devices: 4 4 Up: 3 WDown: 1 FEMismatched: 0 % Clients: 1 @Usage: - % VPN Sessions: 0

Move IAPs from EBR-Night Group to EBR Group

% Modify Devig °
1-4 w of 4 APs/D®¥ds Page 1w of 1 Reset filters Choose columns Export CSV

Device a Status v Detailed Status v Upstream Motes APs Clients Usage VPN Sessions

* AP -ce:Feidh Down ¥ AP is not associated to Virtual Controller - = = 0 = =

! AP-ce:7R:00 Up K - B - 1

i EBR-VC-CE:7F:00 Up Ok > S 3 1

8 RAP-g2:e8:90 Up ok - - - 0

1-4 w of 4 APs/Devices Page 1 w of 1 Reset filters
Scgl - Unselect All

< ©. 0. ()
AMP Group Folder: PER ¥ |and NWPESR LA T P—

Aruba Instant
How to schedule broadcasting SSIDs using Airwave platform

Uptime

3hrs 53 mins
3 hrs 53 mins
3 hrs 45 mins

F Différente

RAPIDS

Configuration v
Good
Good
Good
Good

jAruba AP Group v

Group v
EBR-Might
EBR.-Night
EBR-Night
EBR-Night
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Schedule the Move

Home Groups

Mew Up Crown Mismatched

Confirm changes:
Device "AP-ce:Fexdb”
Group EBR-Might ®=¢ FEBR

Controller "EBR-VC-CE:7F:00"
Group EBR-Might = EBR

Device "RAP-8e:eB8:4bh"
Group EBR-Might ©p EBR

Device "AP-ce:7:00"
Group EBR-Might = FEBR

| Apply Changes Now || Cancel |

Scheduling Options

Craihy ‘lo,-

March 5, 2014 2:11 pm EST

Occurs:
Spedfy a start time, such as 12:30pm.
Current Local Time:

Desired Start Time:

.| Schedule o
e —

Aruba Instant
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Clients

March 5, 2014 2:15|pm EST

INFORMATIQUE

EBR

B Nouveaus paripharigues: 0 &

Reports Sy=tem Dievice *

Ignored

UE
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Airwave redirect to System > Configuration Change Job

D8I R ) .
D N &l Nouveaux périphdriques: 0 4 Actif: 7 WInactif: 1 & Différente: 2 @ Suspect: 216 B Clients: 2 M Alartes: 2

networks

APs/Devices Clients Reports System Device Setup  AMP Setup RAPIDS VisualRF

Home Groups
n Change Jobs Firmware Upgrade Jobs Performance

Status Syslog & Traps Ewvent Log Triggers Alerts Backups Configuratio

1-2 w of 2 Scheduled Events Page 1wof 1 Choose columns Export CSV

Subject a Description Scheduled Time User Folder Group
|  AP-ce:7e:4b, APce:7f:00, EBR-VC-CE: 7F:00, RAP-8e:28:4b  Move Controller "EBR-VC-CE: 7F:00", Device "RAP-8e:e8:4b", Device "AP-ce:7f:... Daily at 1:55 pmEST  hkefi -
| AP-ce:7e:db, AP-ce:7f:00, EBR-VC-CE: 7F:00, RAP-82:e8:4b 7 Daily at 2:15 pmEST  hkefi

1-2 w of 2 Scheduled Events Page 1wof1

For demonstration purposes, the example schedule the broadcast from 2:15PM to 1:55PM.
A more realistic example would schedule the broadcast from 6:00AM to 10:30PM.

Airwave Sync IAPs configuration

14w of 4 APs/Devices Page 1w of 1 Reset filers Choose columns Export €SV

onfiguration ¥

Aruba AP Group ¥  Group ¥ | Controllerw  Master Controller v
EBR

Statusw | Detailed Status ¥ Upstream Hotes APs Clients Usage |VPH Sessions Uptime
Down ¥ AP is not associated to Virtual Controller - - - 0 .- - Verifying EBR-VC-CE:7F:00 -
Up oK - - - 1 2.85Kbps - 4hrs 1 min Verifying EBR EBR-VC-CE: 7F:00 -
EBR-VC-CE:7F:00  Up oK - - 3 1 2.85Kbps - 4hrs 1 min Verifying EBR - -
RAP-SeeBidb  Up oK - - -0 - - 3 hrs 54 mins verifying EBR EBR-VC-CE:F:00 -
14 wof 4 APs/Devices Page 1w of 1 Reset filters
17T W Ul TAMrAUSVILES FOYS LW Ul L MESCL SIS Ll IUUSE LIS LA L3y
Device & Status w Detailed Status v Upstream MNotes APs Clients Usage VPN Sessions  Uptime [Configuration w
AP-ce:7eidh Down ¥ AP iz not associated to Virtual Controller - - - 0 = = = Good
AP-ce:7f:00 % Up oK - - - 1 0.618Kbps - 4hrs & mins Good
EBR-VC-CE:7F:00 Up oK - - 3 il 0.618 kKbps - 4 hrs 6 mins Good
RAP-Be:e8:4b Up 0K - - 1] - - 3 hrs 58 mins Good

1-4 w of 4 APs/Devices Page 1wof 1 Reset filters
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