arubo

a Hewlett Packard
Enterprise company

ArubaOS Switch ZEARIE/ELA F v1.2

—1

Hewlett Packard
Enterprise

BARE1—-Lyb-)\vh— (X &tt

©2017 Hewlett-Packard Enterprise Development Company, LP The information contained herein is subject to change without notice



ArubaOS Switch EXRIEEH AR

a Hewlett Packard
Enterprise company

B R
== I~ - 4 D> T 6
R R ¢ < ke Y S O 6
B o — - - 1 [OOSR 6
13 FHREIEBDRA YT ELE oottt b et b bbb e et b b ae e anbenas 6
2 E R D I /B e /B RRE ..o e a e s ane s 6
I R Tol - = /) T DO ey [V - OO U OO OURO 6
2.2 e | Y d 1 ¥ TSR 6
2.3 BB iR R e R R b e e e R e b e b e R e R e b e e e R s R et e R s e R e b et e R e Ressenene 6
28 HBEEDIELL .ottt a et b e bbbt e R R b e s R e R e b e R e R e b e e e R e Re s enene 7
2.5 BB R DR ..ot b e e a e e e R e b e e R e R e e e R e R et e e eRenaenaenane 7
R . L = I 40 TR 8
31 CLE DB .ottt b et et a e s b e bR bbb Rt e b e b et e R e e R e R e b e R et eRe e eneseeseneates 8
LN o /) F - 5. T 8
321 HEBEATIT AU EDIT TTIR ettt ettt snaes 8
B2 2 BEBIDITEEN ...ttt ettt ettt e ettt n et s e en e 9
EI I 57N : 3 e OO 10
CY R Rl N N 1 5 - 10
AT DI AUET ..ot bbb et b bbb 11
% R = Uy 0 K 5 /)Y - TR 11
8.2 FHERTE oottt e b e bR bR e bRt e R e bR e R b e R e b e R e Rt R e R et e R et s e e erenaanas 12
43 BEHBEBEUTRU—BISRT R DERTE .ottt sssesssssssssesesssssssssesssssssssanas 13
8.4  BIE I LT ADEETE oottt b e b s bbb e b s e s s b e bebe s sbe s bese b essasessasasanaanas 14
A5 1P FRLU ARDERTE ..oocveeveereerereeeeeeseeseestestessessessessssssessessesssssessessessessesssesssssensessessessessessesssessensessessessensen 15
LN = DAY ey | V1) X 4= 15
4.6.1 1) T JUJUSB T JLMIERTE wvveeeeeeeeeeeeeeeeteeteeeeseeae et sesese sttt s s sttt asa st ssnssa sttt s s nanaesenas 15
B.6.2 TEINEt T/ XM ERTE coveeeeeeeeeee ettt ettt ettt s s et ettt e st et et et s s s s et et et es s anastet et s s nanaesenas 16
AB.3 AT AU BT IR oottt 17
B.6.4 SSH T 7 NMIERTE cvveveveeeeeeeeee ettt sas ettt a et s s e st ettt st et et et s s s e s et et et s s s e e et et et s s anansetesas 18
B4.6.5Web BIRBA U F—T IR oottt ettt ettt ettt 18
B S B BRTE TTAILEBIE ...ttt b e e b bbb e 19
T - = — i OO 19
B L. L B T BRI oveeeee et e ettt ettt ettt ettt et e ettt ettt et et e et e e e e e et en e eneen e een s 19
T 3 =) L =TT 20
5.3 ERTETTAILDEEIR ..ottt n ettt s 21
S.LA ERTEDFIHEALE oottt ettt ettt ettt ettt naneas 21
T I b e () 10— . TSR RRSSR 21
5.2 L B TE T T A IL DI oottt ettt 21
5.2.2 TTAIUDERIE ..ottt ettt ettt sttt ettt ettt ettt n et en et enaneas 23
B 6 B B R D B ... bbb bbb e s b e e b e e b e a e R b e R b e Re e nnen 24
Ry &N 1 11} —F 24

©2018 Hewlett-Packard Enterprise Development Company, LP. The information contained herein is subject to change without notice



ArubaOS Switch EXRIEEH AR

a Hewlett Packard
Enterprise company

(I G al N i+ 11> E.- 5 OO OO 24
(B 2w Ky 0D E - OO 26
B.1.3 7T ILMIEEHIT ..ottt ettt ettt nene 27
6.1.4 EZHTIEERIULEE ...ttt n ettt ettt 27
6.2 R TABEIEDEETE .oooveeveererrreeiteiiesesssestesseessesssessesssessssssesssessssssesssesssessssssessssssesssesssessesssesssssssssssssss 28
.21 TR B DI ERTE vttt ettt ettt e ettt e et s ettt et s s ettt e et s e ettt et et s et ettt ettt et ennaneene 28
8. 2.2 B B R D B TE ettt ettt ettt ettt ettt e e ettt et n st e et et s s ee et et enneene 28
B5.2.3 SNIVIP DD ERTE oottt ettt sttt s et ettt et s ettt e b s s e et ettt e s s e et ettt s e et es et s e ettt ennaneens 30
B.2.4 SYSIOZ DI ERTE o.vvveeeeeeeeeeeee ettt ettt ettt e et sttt et s ettt e et et et e et e ettt et e ettt et s e ettt ennaneens 31
-] Nk 1) YA G Ny g i R 32
7.0 IN—DAUTYTITHEIZT T A D e ssess st s sssss s sesssesassasene 32
p 2 - -1 E::-X - LT 32
7.3 RAYFBUEDIS—DT0 T YT ettt ss s s s st ne e enne 32
B B B TR N D B TE .. cv ettt et st b e bbb bbb b e R e et e R et b ene st enennenen 34
B TR B bbb a e bbb R e bR bR bR e e s R e b eRe e enns 34
8.11MR—FBEEBRIEDBITRYZ ZZAAYTELIR) oottt 34
812 TR—FBEREEDFI(T A RAYTELR) oottt 34
8.1.3 R T A B D TR N B B BRED oottt ettt et 35
8.2 TR DR TE .o eveverereerrerertee e es et st se et et b e e bbb e e b e R bR e R b e R e bR e e R e R et R et R e a e s eRe e eneneenns 35
3 T N () = N 4~ OO 35
s N = (0D - OO PTOTTTRT 36
IR - E OV el 1) I =TT 40
8.3 POE ueeeeeritereitesesese st se st es bt b b s bbb bR s b e AR e e AR b e b e R e R e Rt b e R Re s b b e bR e R e bbb b e R e R s st e R b eananene a1
8.3.1 POE ERTERHIE I TR oottt ettt 41
8.3.2 POE MIARAETR TR ..ottt ettt e et e ettt s et e ettt s et e s st et st et en et et neetns 43
N YN b 2 B3 b et W (e N S A T a4
8AL YT T N)T =T (TR RTU ) D TE R oottt 44
842 VT T ) T T (TR RN T ) D ERTE oottt 44
843 ) IT T T =3 (IR—FR U DNEERDIRTR oottt 46
IR 1V & 1| [T OO U USROS 47
BT 1 <5 31 17D 1 3OO 47
8.5.2 LT RENBEBE DI ERTENT ..ottt ettt sttt n st et na st s s sanaseesnaneans 48
8.5.3 I R A B D IR IR TR oottt 49
TR O S Y TR 49
8.7 TH—FHURRARTLBRE ..ottt ste s sse e ssesse s sessessesessessesessessesssssssessensesessensenes 50
Iy A A m B N e QO e 5 31 3OO 50
Rl s Bl Ny QS AN 3 31T L5 -5 n OO 50
8.8 TR IEEEEIEH ..o e bbb bbb R n s b beneanene 51
8.8, L TR N R A DD B TE oottt ettt ettt en et eneenens 51
8.8.2 TR — N I AR DD IR ER TR oottt ee et e s e e en e en e en et en e eenens 52
- T e o e e T L 3 OO U OO U USROS 52
e T e N e S ) L g/ X = OO 52
8.9.2 IR— R A T ATRTEIEERIITRTR oottt ettt 53

©2018 Hewlett-Packard Enterprise Development Company, LP. The information contained herein is subject to change without notice



ArubaOS Switch EXRIEEH AR

a Hewlett Packard
Enterprise company

810 U ARTR R T Il ettt b e bbb bbb e nns 54
R Y R & e S g I 1 X = OO 54
8.10.2 Y — AR TAILBDERETE T ..ottt n s s s 55

BB O EE VLAN DD BRI c.eeeeeeeeeereseestesteseeaessessesssssesssseesessessessessessessessessessssesssesessassensensensessessensessensessnes 55

I RV W\ N/ F - 3. N s a3~ 55
9.1 VLAN DB BIBR <ottt ettt e st na et s e s s st et anaseesneneans 55
9.1.2 VLAN ERTETEERIDZRIR wooveveeeeeeeeeeeeeeeeee e e e e ee e ee e s e s e eee e eeeeeeee e eeeeesene et s e ee e s eeaeseseeeeseeeeeae 57
9.1 3VLAN D) IP TR L RERTE vttt ee et es ettt sttt st ettt n et et e et s st t et et s s se st et et s s neeseeeas 58

9.2 ManagemeNnt VLAN DD ERTE ...ecveereerrerrrerreessersseesssssesssessssssessssessessesssesssssssessesssessesssesssesssessessssssssssessassnees 59

BB 10 BT RAYTDEETE cveeveeererrrerieereesseesssesssesssesssessssssssssssssssssssssssssssssssssesssssssesssssssesssesssssssesssessssssses 60

10.1  ArubaOS ZAAYTFDRABYDBEEE ...ttt ss s es st b b s s s s assenen 60

10.2 VSF (Virtual SWitching FrameEWOrK) .......civeeeiiiiimiiiiiinieiieeneeereenneeteeenseeeeeesseeseenssesessnsssesssnsssesssnsssesnns 60
10.2. 1 VSF DREZE Lottt ettt ettt ettt ettt ettt ettt ettt et et n ettt anens 60
O Y/ =Y 5 0] o Y=Y 60
B0 T A TV Y o B Lo o =T 1o 1 5 RPN 60
0.2.8 VSF LINK oottt ettt s e et sese s en e e s s e st s e eneses e et s s s s ee et en st seen s en et e eneeeeeenees 61
10.2.5 VSF A 7R DITEEN .ottt sttt 61
O AV =T 0 oY oY g o oY Y AU 61
10.2.7 B R T ED IR R TR O — BB ..ottt 61
O IRV (D B . N 3 i e OO 62
10.2.9 VSF MDIEFBTITUR oottt ettt sttt sttt a st a et en st e s nastesnantsanens 63
10.2.10 VSF ERTE D HEIBR ..oeovoeeceeeeeeeeee ettt ettt ettt st sa et a et es et et a st as s s st esssaesenastesanaesassnansasanens 65
10.2.11 MAD (Multiple ACtiVe DETECTION) ..ccviieciieeciee ettt ettt e e s e e e rae e e rbe e ebeeesaaeesateeesaeesareeennes 65
10.2.12 MAD D ZRZETTIEK oottt ettt enees 65
10.2.13 MAD D ERTETIT IR oottt ettt ettt ettt st s et e ettt et s st enaneas 66
10.2.214 MAD DFEERTI TR <ottt ettt et et en sttt eenees 66
10.2.15 VSF M EZTEI (Discover CoNfIGUrAtIoN TE—F) ...c.ovieeieeeeeeeeeeeeeeeeeeeeeeeeee e ees et s e es s ee s eene e ee s 67
10.2.16 VSF M EZXTEMHI (Manual Provision TEm[)......ceeueecieeeceeieeeeeeeeee ettt s s s s ess e aesns 68

10.3 BPS (Backplane StaCKiNG)....ccceueuieiiiiiiiiirmeiieieiiiineennnnsssseissereesnnnsssssssssnessnnnsssssssssssssnnnsssssssssssssnnnsnssanes 69
10.3.1BPS DEEZE . ..ottt ettt ettt ettt ettt ettt a ettt r s anaeee 69
F0.3.2 IMBIMDIET ID..uiiiriiieee ettt eeecer et e e e e e e et b b e e e e e e eeesetabaaeeeeeeeeasssbaasaeseeesassssbasaseeesesasssssasasesesenassraseeseesennnsees 69
10.3.3 SEACK ID .ottt e e s et e e ee s eneee e en e et en e es et e eneee e en et st en e eeeeen e en e s eeneees 69
10.3.4 BPS AN DIREN ..ottt sttt sttt 69
H O T o o ) xR 70
10.3.6 B T D R I N TR O S — BB G oottt 70
10.3.7 BPS MEEZRERTE TR oottt ettt ettt ettt ettt ss s st s tese s st etene e ans 71
10.3.8 BPS DFETETIT IR oottt ettt ettt ettt ettt ettt naneas 72
10.3.9BPS D R T U R TEER .ooeeeceeeeeeeeteteeeeteeteeeesseeseseteasaststsaetessastesaetetenastesnaet st a et s et enaneas 73
10.3.10 BPS D ERTEMT ...ttt sttt e st s e s ettt n et enens 74

R 1 oo a0y 1) 1 & 76

111 =T AVT DB - IL—F AT T—=TILDRETE oo sesenes 76
R 1 ey ()T = L [ OO 76
1112 Jb—T AT T T ILDIRTR coooeeeeeeeeeeeeeeeee ettt s e n st nastes s sananeas 76

©2018 Hewlett-Packard Enterprise Development Company, LP. The information contained herein is subject to change without notice



ArubaOS Switch EXRIEEH AR

a Hewlett Packard
Enterprise company

R m L )y [ s e Ly e 1 &= OO 77
112 RBT AU I R DR TE oottt sse e ese s e esesbe st e sse s et sassse b eseesessesseseasessensessanessanees 77
R R i b ) 1V O 1l /) 1. SO 77
11.2.2 RET AU LD ERTE oottt ettt ettt sttt a e sttt sne st es s sananeas 77
B 12 B B LD ER T vttt b et b bbb bbb b e be b e b e b e s e Re b e e b e ateaentane 78
12,1  RADIUS B/ D ERTE veeeerereeeereeseersessessessessesssessssesssessessessessessesssesessssssessessessessessessessssssensessesessenes 78
2 B Y N[O s e AN 15 3 =S 78
12,2 802 AX BBEE ...cveveeerereereeeresreeetestessessessessessesssessesssssessessessassassesssessessessessessessessessesssenssssensessensensanes 78
12.2.1 802.1X FREEMIERTETIT R oottt ettt a st s ettt s et n e 78
12.2.2 802.1X FREEDFEERTIT U oottt ettt ettt sttt 80
12.2.3 802. 1K FREEDIERTEM ..ottt ettt sttt ettt sttt ettt n e 82
12.3  MAC F LU RBBEE ... eeeeeeeeeeeetectee e see st ssaesseesseessesssessssssesssessssssesssessesssesssessasssessseessessesssessaesseses 84
12.3. 1 MAC R R BBEED ERTETIT IR ettt ettt ettt s st n e e tene e e 84
12.3.2 MAC FRURZREEDFETETIT IR oottt ettt n s 85
12.3.3 MAC FRLURFBEED ERTEN ...ttt sttt s s sa et et s s s e et et annaneees 87

©2018 Hewlett-Packard Enterprise Development Company, LP. The information contained herein is subject to change without notice



ArubaOS Switch EXRIEEH AR

a Hewlett Packard
Enterprise company

E1E ICHIC

1.1 XKEHIZOWNT
AEFHE Aruba0S RAYFDEFRIZIE. REIZODVTHENLTWET,

1.2 ZEEIR
AEBFTHONEL. BEVDOER. A—2acE TRELRIEANTENET, £-aT RO HBEL LS
BAEL CREL THYET DT, B OBROEMICOTELTEY= AT ILESSBIS,

13 WRELDRASAVFHR
2018 £ 1 AIRE. AEHMN T HRELTLVS Aruba0s AAyF R RILTEENDBEYTY .

Aruba 5400R Switch 21)—X
Aruba 3810M Switch !)—X
Aruba 2930M Switch !)—X
Aruba 2930F Switch 21)—X
Aruba 2920 Switch 1J—X
Aruba 2540 Switch 21J—X
Aruba 2530 Switch 1J—X

528 REDEMN - EB)/FL/FED

21 PCEHERDOVY—ILER
VY —ILr—T L% PC M RS-232C YT JLAR—MHEREL . RI-45 ARV ADHEREIRD I —)LR—MIHERL
F9, Y470 USB AV —ILiR—rEFIFATRIBE TS AN, Bli& PC ISR SA /DB ELLZYE ST DT, HPE My
Networking DY A rMEA D A—RE{TO>TTELY,

2.2 —SFIYVT FOERTE
BEIFA—ZFILYVINEFSTITVET . A—3SFILVIFTOIU T ILR—FDEBREEXTROBEY T,

®  1,200~115,200bps DFHHEDIEEDHR—L— + (R4 v FIXEEZBEEHEH)
¢ 38F—AEYhr, 1RAMYTEY b, XYF4iEL. 7O0—HEDEE (Xon/Xoff)

R—kL—FrIE, DUTLR—FICEGELEZBERTHRAIZCEDLDELONET, OJ 7D FEFICHERLT:
BEIE. O 79 FRIICHRESNER—FL—FTULAELL RREEFHFAOTEELTLEELY,

23 &EH
EBRT—JILEHBITERTIEERNSAY . BN EHLET, ERNAEEOESH IO I TROBEYT
a—o
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1) BootROM ASEENL F T,
Boot ROM #ZEN#%. Boot Profiles DR RIFIZE B ZIETE T 5 Z & T. Monitor ROM Console *#2 &) Software
A A—DHERETHAENTEET,

Boot Profiles:
0. Monitor ROM Console
1. Primary Software Image

2. Secondary Software Image

Select profile (primary):

2) YIbDITFAA—CHEO—KLET,
3) YRTLEMEELET,
4) BREIT7ANEHGHAA, BREEZRAAVYFICRBMESEET,

24 KBOEILE
EBRT—TJILEHRLCE R/ TFORIMNFIELET,

25 RBOBIELE
CLHICTTEIAYUREERFTLET, (CLI DEVAIZREEXTSBELIZEN, ) EREIZ(Z boot, reboot, reload AR
BNHYETH., TROISIICBENERLBYET,

e boot reboot reload
LTOERENBDRF Yes(A T3 V) No Yes(BH )
DATFLEILITITFRACDET Yes Yes No
TSAIVBELUVEAUETDIEE  VYes Yes No

(1) boota<w>F
boot [ < set-default | system > flash < primary | secondary > config Config-file ]

Aruba# boot system flash primary
System will be rebooted from primary image. Do you want to continue [y/n]? y
Do you want to save current configuration [y/n/"C] vy

(2) reboot AT K
reboot

Aruba# reboot
System will be rebooted from primary image. Do you want to continue [y/n]? y

(3) reload AT K
reload

Aruba# reload
System will be rebooted from primary image. Do you want to continue [y/n]? y
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F3E EFBME-aTUF

3.1 CL D&
ArubaOS RAAYF TIL ERLARIWEFERALT CUADT IR A TEEBLTVVET , TIHHABRKETIX. B8
FBINAT—EREESNTULVELD T, VYT ILIR—k, Telnet. Web TS99 E#FRHAL TRAYFIZTIERATNIL,
EEEE—RICADIENTE HTERMYFDOREEEETETCLEVET,

}ERR CLl DL AL pisWANHE TN BaE
ARL—ELA)L (FER) Tl MED K
TEEFERO A1 —A B —TT—AAN

A= | 2 A e DEYBZIZFRETH. BEDEE L
TEE A,
FTRTOARL—E LAR)LDOIERIZHN
. . BERNBERETILEDLEL, &
HEE Arubai ZFLLALDIATURIBEEETCE
=7,
N BEELANLOTRTOHERICMZ . R
s _ B
WEE T . AubConigi  AYFOUIITTREOREET AT
EETEET,
P Y BEEITNTOERICMZ., 1 DF=IE
:l‘/;»r/j‘l/—~‘ 2> Aruba(vlan-10)# BHOR—KO VIAN BEDEEDIY
7 FERMIBWCHREELEETEET,

o TJOVIMAIE. TIHINTHIBERLERYET . AETIE “Aruba”ELTLVET,
{51) Aruba-2540-24G-4SFPP DIGE “Aruba-2540-24G-4SFPP>"

o LALEDBEIT. ROBYELGYET, (REIDODAMIOBET HEDITURELGYET)
A 7oM< exit) A RL—ARL A JL(<exit/enable>) B &L N )L (<exit/configure [teaminal]>)Z B—/\/L3O
2749 L—ay(<exit/vlan 10 F-5)a T X ROV I L—30

& I UTFFRFAVIATL—13rDaARURIE. S O—NLAaVTFXRRAMGAVTFRAMNIEELTENTTSHED
A[RETY,
f5ll) interface 10 untagged vlan 10 (-R—h 10 %% #&L T VLAN 10 [ZEIY L TH)

3.2 CL DEXRERE
3.2.1 RAOHF s EOQSFTY R

(1) BB/~ T1>
HEBRAIEIT DL, FTEDAYE—UNRREINFT DT, [Enter F—]|2 T LRI 0T /oL, avorTOor T
MBRRENFET, (TIHIITA—HF—Z ISR T—FEFERESNTLEEA,)

Press any key to continue (Enter ¥—%#3)
Aruba#

o EFEEFENRAT—ENBRESNTULEWMES (TI4ILM L. EBEE—FICEEZEAVET,
0 NRT—FARESNTNIHBTIE, ARL—4F - (FEEELLTA——LEHEELTOY /U TEE
ERS
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Username: operator
Passwonrd: ¥k

~EEYYEZ~

Your previous successful login (as manager) was on 1990-01-01 00:29:42
from 192.168.1.152

~7OVT FIEESRTHORTICEY ES ~

Aruba>

FEIL-A—H—DLARIZKYE—F, RIRShDTOVTIARERYET,

(2) #{|HASOOTTH
OJ7 k&, logout A<y REEFTLTITLWET,

Aruba# logout
Do you want to log out (y/n)? vy
Do you want to save the current configuration (y/n)? y

running-configuration [CEEMNEWMESIL, [REEZREFTINEHERLHY FEA, /RET 7 ILIZTDONT
X, TESERTE-T77A4ILEE] 28BLTLESL,

FRL—B2EF— FTexit F[E quit ZRTTHRANNTHOITIRTEFT,

Aruba# exit
Aruba> exit
Do you want to log out (y/n)? vy

BHEHENSARL—FIZB-TH S logout T[T exit AV Y FEERFTLEBAEIRELZRET 5HDFERA
YE—CREBREINFLEADOT, TEET SN,

3.22 BEOHBE

(1) EBHELAILICAD
enable
ARL—FLARILHMD enable ARV R TEEELANILICASENTEFET . ART—RHABRESN TS EEILEE
BETOTAVETBLENHYET, BEEELARILIZASZETAV T Aruba>h D Aruba#IZEDHYET,

Aruba> enable

Username: manager

Passwonrd: *¥¥¥kkkx

Your previous successful login (as manager) was on 1990-01-01 00:53:29 from the
console

Aruba#

(2) yA—\Larv749L—23a v LRILAAD
configure [ terminal ]

©2018 Hewlett-Packard Enterprise Development Company, LP. The information contained herein is subject to change without notice
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BEELANIJLDD configure AYUR T, FO—/NLAVT45 L — 3V LARIVIZABENTEET Y O—/3NLay
T4 L—2a v LANJLIZABETOUTRD, Arubatth s Aruba(config)#lZZEHYUET ., terminal [FEBEATHETT .

Aruba#t configure terminal
Aruba(config)#

(3) AVFXARPaAYI4TL—YavIZAD
aAVTXRRRaAV I L— 30 DE—RFOATUREEFLET,

Aruba(config)# interface 1
Aruba(eth-1)#

(4 12EDLARILIZES
exit £1=1E quit HELLIZ [Ctrl F—1+[2 F—]

ARL—ELANLTexit ARVRERTTHEQAT TOMIBYET,
3.23 EAXpGEa<T R

(1) BEFBRORT

show ~

(2) REDOMYHL. AHIRX

no”

(3) EfFLEaOTY FOBREFUHL
[MF—] FEF [VF—]

324337y FAOXE

(1) avYEFoSAoALT
“¥ Ft=IE help ZANTHEREDL AR TEITAIRELZITVRD—ENRTINET,

Aruba> ?

chassislocate Control the chassis locate LED.
display Display current system information.
enable Enter the Manager Exec context.
~ LI EE~

AVY—ILETE"?ZAALTH " ERTSNFEE A

ARUREAALTAR—RDRIZ?EANTHH . Tab F—EZRANTBHE KT TANTESF—T—F N
IA—B—RRTRENFT,

Aruba# show ?

access-list Show Access Control List information.
accounting Show Accounting configuration parameters.
alias Show configured alias commands

~ A RE~
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AVY—ILETE"?ZAALTH " ERIESNWEE A,

(2) avY Figsk
XFEANAL. FOFEE"VF—FZANTDE COXFTHREDIIATURARTEINET,

Aruba# s?
save s THREDATVEARTREINET,
schedule

screen-length

~ LI EE~

AVY—ILETR"?EAALTH " ERRESNEE A,

(3) 27 FOfisE
ATURDBRIOHEIXEEAAL[Tab F—]52ET L. ATV ROXFIAERIN, REHEITUENERREINET,

Aruba>sh (tab ¥—##3)
Aruba>show IRV EAEREINET, ERBILEZIAET,

(@) A< FOBREERT

show history

AR DRTEREZHZELEY  (BEE 25 BRTLEY)

Aruba> show history

25 show interface

24 show interface brief
~hEg&~

1 show histry

Aruba>

(5) R—URFTE—FOYVEZR
[no] page
ARURDETHRERTTHEEDR—CDRTE—FZ, ERBRER—JEMORTOMTUVEZET . T
THILMIR—DEFEDRTEGHO>TVET DT, BERTICUIVEZSIHE (X, no page ATV FEEITLET,

(6) AV Y FOEHELT
repeat

AMNF—AFENESET, BRIDIV R EERRITLET

F4E OJ4UEE

4.1 QT4 a—H¥—0DER
Aruba0S R yF Tl manager (BIEE) & operator (A RL—42) DA—HF—MNERESNTLET A, TI4ILLTIE

INRAT—RENBESNTVER A TIHILMDEENRT—FEHRELGNE NRT—FLELTERELLTRT A
VEREEBYET
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4.2 MHAHE
setup AVURZEFERATHILICKY. AR EICVELRIBEBZHBEICRET H2ENTEET,
setup AV RZE/NSGA—A—TELTERITT D& /NRT—RERTEL IP Address ERFE AT X . mgmt-interfaces A7 3>
FRETHE. EAVA—TI—ADEMN/BEIDERES IV IALTOMEEZRENEERKET,
HEANBIE, cLl TEAMIZERE (UBOETHA) THZELAEETT .

(1) setup O <> FETH
setup AXVREBIET DL menu BXTRAYF DT IHILLERRDERETIENTEET,

2530 1-Jan-1990 0:11:05

Switch Setup
System Name : Provision
System Contact :
Manager\ PaSSWOf‘d : 3k 3k ok ok sk 3k 3k skskook ok sk >k sk ok sk
Confirm Password : idskkokkokkokdodddx*

Logon Default : CLI Time Zone [0©] : @
Community Name : public
Spanning Tree Enabled [No] : No Default Gateway :

Time Sync Method [TIMEP/SNTP] : TIMEP/SNTP
TIMEP Mode [Disabled] : Disabled

IP Config [Manual] : Manual

IP Address : 192.168.1.10
Subnet Mask : 255.255.255.0
Actions->  Cancel Edit Save Help

Enter System Name - up to 32 characters.
Use arrow keys to change field selection, <Space> to toggle field choices,
and <Enter> to go to Actions.

o X—BE H—VIDFEEI:tab T —. 7UL I DETenter ¥—  EIRIEE DL H:space ¥—
® TFHOLAVUTHREZZLEEL Tsave #1To& REI7AINITRBENET,
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(2) €428 —27x—XADEKTE (setup mgmt-interfaces)

Aruba#t setup mgmt-interfaces
Welcome to the Management Interface Setup Wizard

This wizard will help you with the initial setup of the various management
interfaces. The current values are shown in brackets[]. Type in a new value, or
press <Enter> to keep the current value. Press CTRL-C at any time to quit the
wizard without saving any changes. Press <tab> for help.

Minimum password length [0]:

Operator password [not configured]: *******x
Confirm password: *¥¥****x

Manager password [not configured]: ***kkkkk
Confirm password: *¥¥****x

Restrict SNMP access to SNMPv3 only [no]:

SNMPv2 community name [public]:

SNMPv2 Community access level [unrestricted]:

Telnet enabled [yes]: no

SSH enabled [yes]:

Web management enabled [yes]: no

Web management SSL enabled [no]:

Timeout for ssh/telnet sessions [0]:

Timeout for web management sessions [600]:

~Z DR, HERBOEENRTIAFINERBLTVEY ~

Do you want to save these changes? [yes]:

WMAEDREMNLEELLGVNERIX, EDFEF Enter F—ZWTLET,

43 TEHREBELUVARL—E/1RT—FDHTE
EBEBLUARL—EDNRRT—REBRETIENTEET, BEE/NRT—FEBRTETSHEITLY. enable a7
VRETHIZ, A—Y—BIANIDEIZRY, DUTIIVER T, ARL—2E—FTEHKINBZKSIZHYET,

(1) /ISRAT—F8BE

B [no] password < all | manager | operator | minimum-length > [ user-name User-
Name ] [ plaintext Password ]

INGA—R— no BERNREVIVTLET,
manager BEEELRNILDINRIT—FEHRELET
operator ARL—=ELRILDINAT—FEERELET
all EWELARL—ADINRT—FEHRELET,
plaintext NRT—FZEREELET,
user-name A 1——REFEELET,

INRAT—FDHRZEIL. COMIZ, setup mgmt-interfaces AV KR T/ F—FBKIZKYITOIAERHYET , aTUK
DETHIE. T4 2—TI1—ADREITRALTVET,
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(2) E&EH

1) NRRT—FKFDHEE

Aruba(config)# password all

New password for operator: ¥¥kx*kxx ARL—FDINZAT— FEEE
Re-enter the new password for operator: ¥*¥k¥kxx NAD)—FBARN
New password for manager: **¥¥kkx EEED/INRT— RFRE
Re-enter the new password for manager:******x NRAT—FBAN
Aruba(config)#

2) A—H—RENRRT—KDZLEE

Aruba(config)# password manager user-name admin
New password for manager: ¥k

Please retype new password for manager:*¥¥***x*
Aruba(config)#

CDHRFELIE., admin TEEEFELLTOT AT EENTEET , manager TIXAT AU TERLKRYET DT, TFE
T&LY,

3) INRT— FOfER
NRADT—RDQHIRIFIATURTITIAEE RAYTFRIEIZH D [Clear] RAVE[ESHED 2 DBHYET,

a) aTUKRTHSBE

Aruba(config)# no password operator
Password protection for manager will be deleted, continue [y/n]? y

& 2THDA—HY—NRIT—FEI)T7TBHEEIL. “nopassword al"#ERITLET,
®  password X TE T Null(enter DA TF) TLRICHERGTYET,

b) Clear RALTITSIHE

Ty
| f/ aruvba

RT—AX LED

AL YFBIED([Clear] R EHLEE T ATF—52 R LED BEGRL-5BLET , LED ORA DAIE [ HFEIC LY 2 &
HYEFTOTIHERETIL,

44 RFIEEF1YT1ORE
Aruba0S RAYFIZIL. RAYFRIEIZ Reset & Clear RAVHHY . /INAT—REE ([Clear] RV £z IE R vF %
THHABFDREICRETIHE ([Reset]l R &[Clear ] RAVEFRBICHT) 2. RAMYFICHEBMICT VAL TITS
ENTEET, (TREOEIE 2930F DHITY)

©2018 Hewlett-Packard Enterprise Development Company, LP. The information contained herein is subject to change without notice
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K

BIE/ARILDEX 1 TAHEETIE, Cho2 00N ML TAEMFTEDIRETEEFY,

X [no] front-panel-security [ factory-reset | password-clear | password-recovery ]
INTGA—H— No BIIERELET,
factory-reset NRAT—F)EyrE=TBEMIZLET,

password-clear INRT—FRYhN)—=FH(EMIZLET,
password-recovery  /NRAT—KUANJ—ZFEHEM)IZLET .
IHEDEZTERNEIL. show front-panel-security AV K THERTHAENTEET,

45 IP7RLADHRE

(1) TEFIE
ArubaOS RAAYFD IP PELADERTE L. setup AV R CHEIZRETHENTEET,
ZFOMOFIEELT, Y O—/\)LAVT4TL—3 L ARJLT, VIAN [ZADTip address AYURTIP PRLRZE
BERETIENTEET,

1) VIANA2A—TJx1—RIZAD
vlan <vlan-id >

2) IP7RLREERET S
ip address [ dhcp-bootp | IP-Address/mask-Length | IP-Address Network-mask ]

netmask MIETE (L. “192.168.1.1/24” D ¥,IZ IP Address [ZHEIT TR RYIDE YR EANTEMN AR—REZEITT
“192.168.1.1 255.255.255.0" DFRIZIEE T HEHLTEET .

(2) EH
VLIAN 1 1Z1P PRL X 192.168.1.1/24 B FLET .

Aruba#t configure
Aruba(config)# vlan 1
Aruba(vlan 1)# ip address 192.168.1.1/24

®  vlan 1ip address 192.168.1.1 255.255.255.0" L E R FR L &Y ET,

VLAN [Z[ZELBRINT—ID IP PRLRZEHENY L THRENTEET,

® ERTERHD IPaddress EEBE T AHEE(X. mFIZ“noip address” AT FEEITL T D EREZHIBRLTHD
ETLET,

46 2AVY—ILDOEE
46.1 <) 7JL/UuSB AV Y —ILDERE
(1) aVY—LEEDIATVE
a) AVY—LR—L—+DOEE

XX console baul-rate rate

INGA—H— speed-sense EHGECEERE
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1200, 2400, 4800,9600,19200, fBEEEICEE
38400,57600,115200
b) ZA—aYFA—ILDFHTE
B console flow-control < xon/xoff | non >
INSGA—R— xon/xoff xon/xoff Z{& FH
non KEA
) B—AILEI—IFILDOERE
X console local-terminal < ansi | none | vt-100 >
INGA—R— ansi ANSI E—F%{EF
none Raw E—F#%EH
vt-100 VT-100 i R E—FZ{F A
d R9)—=2)ILyaDEEE
XX console screen-refresh Time
INTA—E— Time 1,3,5,10,20,30,45,60 (D {IEi (D 7 $5 X T £

(2) USBaYY—ILDHRTE
USB AV —ILEBMIERELET,

Aruba#t configure
Aruba(config)# console usb disable

USB Ay —IILEBMIZT SIBEEIL. disable & enable [CZEZTETLET .

(3) RALT7Y MEDESR
YT IL/USB A —ILDRAA LT IR EEMIZLET,

Aruba# configure
Aruba(config)# console serial-usb idle-timeut ©

time out {E[&. 0~7200 F D EFH TERERIRETYT , 0 ZIEET HE Timeout IEZXEMICLET,
4.6.2 Telnet H—/\DRE
Aruba0S A YF Tl Telnet H—/N\BTFIAIILLERIZE->TLET,
IP PRLRADERTE(T IAILE DHCP BZ)Z1T A L. Telnet EFETRAAYF DALY —)LIZEERETEEY,

1) a7 Fs314Y

X [no] telnet-server
INSA—R— No EERELET,
(2) EEH

Telnet —/N\ZEEMIELLET .

Aruba#t configure
Aruba(config)# no telnet-server

telnet-server enable [EB LD A {FEHRIEETT .
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(3) RALT7Y MEDER
Telnet/SSH DAL LT I EEHIZLET .

Aruba#t configure
Aruba(config)# console idle-timeut ©

® timeout {EIE, 0~7200  DEFH THRERIAETT . 0 FIEET HE Time out {EZXESNZLET,
® Telnet M Time out {E(X SSH &HBIZHYFET,

463 A=a—A VA —Tx—R
Aruba0S RAYFIZIE A= a—A U A—TI—REHATNET , AV SIA A A—T—A P BAZ 21— F—
Tx—ADYYEBZIE. menu ATUFEFTLET, menu ATURIE EFTFEOLAIL (FRL—42—F-ITEEE)IC
JIGL T ARL—FE—FRFELEEEEE—FDAZ2—LBY AR —FE—FRDAZ2—IoEBEE—FDAZ2
—~DOBEFITEEEA,

(1) A=a2a—~DOYYEZ
menu AV REETLEY,

Aruba# menu EEELAN) Tmenu AT FEEFT

CLU THREZBELTRRFDB AL, REERFTIDODHERAVE—UHRTINFETS,

5-Jan-1999 11:18:46
- TELNET - MANAGER MODE -
Main Menu

s tatus and Counters...

. Switch Configuration...
. Console Passwords...

. Event Log

. Command Line (CLI)

. Reboot Switch

. Download 05

. Run Setup

. Stacking...

- Logout

1
2
3
4
5
6
7
8
9
]

Provides the menu to display configuration, status, and counters.

To select menu item, press item number, or highlight item and press <Enter>.

A=a—m5 CU ADYIYEZ L., A=2—H S Command Line(CL)ZERITLET ,

(2) BHEROT I+ M E—FRE
A — )LICEELEEOE—RZ CLU ETED menu 2T BADERETRAENATEETT , OFAVEICAZ1—%F
TYALIIEEIHITITTROLIITHRELES

Aruba#t configure
Aruba(config)# setup default-login menu

® OJAVEIZCUZERTRTDEITTBICIE. menuZ cli ICEBLTIAIURERTLET,
® setup AV KFAEZZEFTLT. Logon Default IEH T menu/cli ZBIRLTERTHELTEET,
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4.6.4 SSH H—/\DEEE
Aruba0S XA F Tl&. SSH Server M T IA LN TEHEIIZIE>TUVET , IP Address DERTE (T 74 /L DHCP)EITA
I£. SSH B TRAYFDIAVY—ILIZERETEET,

1) aI<22F14 Y

X [no] ip ssh SSH server DA/ ESNE
INSA—A— No EIZERELET,
(2) EEEH

SSH &EIBA U A— DT —REBIELLET .

Aruba#t configure
Aruba(config)# no ip ssh

Time out {EIZDULVTIL, Telnet Server DERTE IZS BT S0,

4.6.5 Web BEA V23— 1 —2R
ArubaOS AL YFTlE. Web BEALA—DI—ANTIHILNTEHEIIELDTWVET, BEE/NNRAT—KMNRESH
TWEWEEIZIE, Web BEBAUA—T1— AN T I EATHRAMYFDEREELERETEETODTITEE TS,

(1) av> k314>

B [no] web-management Web BB A RX—7 I—ANE/EML
INTAR—B— No EBHICHRELET,
(2) =EH

Web BEAA—TJ1—REEMNELET . (TIAIMNIEHTY)

Aruba# configure
Aruba(config)# no web-management

(3) Web EEBA VB3 —Tx1—ZA~ADT7I R

1) RAYFOEBRAPT7RFLRIZCTZIODYENLTIERAXLET, Manager 1= Operator D 1—H—4,
IRRAT—RTARYA 2 LET, L Operator D/SRT— KARESINBZLEWNEESIEX, BT 4 VE@EITR
TENT 2)D GUI BIEARTINET,

User Login

Username:

Password:
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2) TROEIBGUNRTINAAS Y FOIREFZHERT S ENTEET, Manager TAST A U LTI=BEIE
BEDEELITAFES,
10.215.3.102 (2920) QLo OaA®

Latest Events Al 1000

Auth

Temperature

& Fans

E  Storage ¢

& Power Supplies

3) Manager TR AV LTHEHT. GUI ’GEQE@%E’E??5IZ($EEEJ:O)Q 1)y o L. Logn&xy )
v LET,

VoS

operator role

Launch Traditional GUI

4) A—HY—0O5A JEEIARTEINET DT, Manager DA—H—F, /ART—FTARAYAVLET,

User Login

Username:

Password:

Manager M/NRAT—RRHER (L, Operator ELTAY AV L THEBEE—FRTRRINET,

BSE BE- J7MILERE
AAYFIZIZ. running-config & startup-config M 2 DDA T4T MBHYET , running-config L. BIMERA D AEY TH
HBah,cU#FALTEEZLEET DL running-config NEZAENET , write-memory AT REETT SE.
running-config I& startup-config LT Flash AR D IT7 A ILNRTESK, BEFFIZFIHSNET,

51 HREEH
5.1.1 REFKT
(1) BEDAEY LTHELTVWEIREABTDORT

show running-config E7=I&. write terminal
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Aruba(config)# show running-config
Running configuration:

;5 J9727A Configuration Editor; Created on release #WB.16.04.0008
; Ver #11:01.9b.3f.b3.b8.ee.34.79.3c.29.eb.9f.fc.f3.ff.37.ef:55

hostname "Aruba"

module 1 type j9727a

no cdp run

filter source-port "13" drop 1-12,15-22
logging 10.215.3.112

sflow 1 destination 10.215.3.114

~ LU THg~

2) RESNTLEIREI7MILDORT
show config IREFALTWNBREI7AILUND I 7AILBEIRTET S5 A (X, show config < FileName >

Aruba(config)# show running-config
Running configuration:

;5 J9727A Configuration Editor; Created on release #WB.16.04.0008
; Ver #11:01.9b.3f.b3.b8.ee.34.79.3c.29.eb.9f.fc.f3.ff.37.ef:55

hostname "Aruba"

module 1 type j9727a

no cdp run

filter source-port "13" drop 1-12,15-22
logging 10.215.3.112

sflow 1 destination 10.215.3.114

~ LU THg~

512 REDRF

write memory £ 7= [ save

WEBRICREZTITOCAEICRBREINFTH, EOFFELEHBEHED T OLRENBTNHATLENET DT, &

EEATOOREIT7FAIVICRET DRLENHYET .
UTIFBRENREFSN TSI EHEREL. REEREFLTRBRLUBZHEZELTOET,

Aruba# show running-config status BRENRERHIIESR
Running configuration has been changed and needs to be saved.XEMNEFEIN TV

B

Aruba# write memory BREERFT
Aruba# show running-config status

Running configuration is same as the startup configuration. FREMREINTLD
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BREIT7AVREREL. J7MLVRITEETEE A, BGST7MLVEDREFERETI7MILEIE—T ILEND
YEY,

5103[RET7MILOERE
BEIFAILIE. A4 YF LI1Z16.04 £TIE 3 DET. 16.05 LIEIE 5 DETRETAENTEET , BEDRER

ICIF 7ML R EHRETELEVD T, BREFELEREI7MIILEFIAE—LTELDZI7MIIL R ELTRESEDARIZEYE
T, REE R LT[R D Default-Config 77L&, hRATA ALz DERELTHZEIBLTEET,

5.1.4 REDMEE
BREZWELTHHEELTIE, FTEED 2 DDAFELHYFET,

(1) startup-config D #NHA1E

erase startup-config E£71=[d. erase config File-Name

Aruba#t erase startup-config
Configuration will be deleted and device rebooted, continue [y/n]? y

(2) R4y FORIEIZHEIRE VIZK DAL
1. FZDORHEWEFALT, RAYFOFTEIZH D [Reset] KRR E[Clear] REAUEFRIFFICILET,
2. [Clear] RRVZEILI=FE. [Reset] RFZVEHMLET,
3. wILTTRLED BN RBERBLI-S [Clear] RAVEMLET,

52 J77AIIEER
521 FBET 741 ILDOERE
1) BEESATWEI77M4ILORT

show config file

Aruba# show config file
Configuration files:
id | act pri sec | name

1| * * * | configl
2 | | backupe1
3 | | backup@2

(2) BRI 7AILDIE—
copy config Config-File-name config NewConfig-File-name

Aruba# copy config startup.cfg config backupol

TIHILNDERET7AIVAIL, “startup.cfg” EHYET . MEFRAFDERET7AILIE. show config file AT K THE
LTS (T7MIL DR FIETECTEONFEVEEA)

(3) BMETF7AILDNYLTYT

backup startup-configuration to TFTP-Server-Address File-Name
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Aruba#t backup startup-configuration to 192.168.1.21 startup.cfg
TFTP download in progress.

(@) HEIT7Z7AILDIVRT
restore startup-configuration from TFTP-Server-Address File-Name

Aruba# restore startup-configuration from 192.168.1.21 startup.cfg
This will change the default configuration file used when the switch boots.

Continue (y/n)? y

Copy AXUNEFEALT. RETFAIVEVANT T HFLHEFT,

(5) E®E T 741 ILDOHIBR
erase Config-Filename ET=I& delete Config-Filename

Aruba# erase backupol

(6) HEBIICERTIREI7AILDIEE

boot system flash < primary | secondary > FileName

Aruba# boot system flash primary config startup.cfg
System will be rebooted from primary image. Do you want to continue [y/n]?

y

(7) startup-config 7 7 4 LDAB R
show config

Aruba#t show config

; J9776A Configuration Editor; Created on release #YA.15.15.0006
; Ver #05:18.63.ff.37.27:91

hostname "Aruba2530"

console idle-timeout serial-usb @

timesync sntp

sntp unicast

sntp server priority 1 192.168.1.10

~ LI EE~

show running-config FE7=[& write terminal TEBIFDERFE T 7LD H 5. show config FileName THEE 771 L%

DAVITATI7AIND DB EHERTIENTEET,

(8) startup-config 7 7 € ILDIETE
startup saved-configration config-file £1=[% startup-default config config-file

©2018 Hewlett-Packard Enterprise Development Company, LP. The information contained herein is subject to change without notice

22



a Hewlett Packard
Enterprise company

ArubaOS Switch EXRIEEH AR

Continue (y/n)? y

Aruba#t startup saved-configuration config2
This will change the default configuration file used when the switch boots.

5.2.2 7 7 4 JLDERZE

ERETT7AILAO Firmware(REENA A—2) 02TV FDH NFERFZ . copy AV FZEFERLT tftp, sftp, xmodem T,
PCATYTO—F, £ LLIE PC DA I O—RFTEENTE, NV T7 VT /JRNTROTURETHREPDY DL
EBLUL N—=230 7y TETIBIERLET . (RAYFIZIP PRLAMNERTESN, PC LBETRETHIVENH

YWEI)

RETF7AILIE. backup HXU restore AT REFRAL T, JE—FD TFTP Server AOE—9 3FHTEET,

(1) a2 F34>
XX
INSGA—R—
()E—F)

(A—AJL)

*FFoav

copy Source Destination [option]

tftp

sftp

xmodem

usb
running-config
startup-config
config
crash-log
crash-data
event-log
command-output
flash

IPv4 Address
IPv6 Address
filename
unix/pc

(2) titp ICKBEET 7 1 ILEiE

a) tftp TREI7AILEPCIZ7YIO—FTHEHEE

TFTP #nxk

SFTP #Ri%

xmodem #gi%

USB & & 28 D A5 T AT BE
BREIPOHRTET7A )L (source DHIEET])
REEFRFDEEI7AIL
BELEBREI7AILE

9259 A DA% (source D HIETE )
959 2D T —%H(source DHIETE )
AR +AY (source DHFETETI)

AT RO H#ER (source DHFETE A
B A A— (destination D HFETE A)
TFTP/SFTP DE¥5E 5/t IPv4 TRL R
TFTP/SFTP DE¥x% 5/t IPv6 7RL R
BREE/TTDITAILE

CR/LF DRAALIETE

Aruba# configure
Aruba(config)# vlan 1 ip address 192.168.1.1/24

Aruba(config)# copy config backup@l tftp 192.168.1.10 2530.cfg
TFTP download in progress.

ERET7AILE TFTP Server [ZERiE T BI5E L. backup AY U REFERALTHERILER TI,

b) tftp TERETI7SILE PCHDAHIVO—FTRES

Aruba#t configure
Aruba(config)# vlan 1 ip address 192.168.1.1/24
Aruba(config)# copy tftp startup-config 192.168.1.10 2530.cfg

BRET7AILE TFTP Server MHIETTT DIH AL, restore AV REFERALTCERCER T,
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(3) sftp IZ& B 77 1 ILERE
BEERBLGARL—2av(E tftp ERCTTN BEICHELTA—YY—REZEETILENHYET,

Aruba# configure

Aruba(config)# vlan 1 ip address 192.168.1.1/24

Aruba(config)# copy config backup01 sftp user@192.168.1.10 2530-01_backup cfg
Enter user@192.168.1.10°s password: ******x*x

STFP download in progress.

SFTP TI7AINERIE T BED I —H —4L (L. IP Address DHIIZ@Z{TITTIRELET . REEENIHEE L. R/YFD
04 4> 7Hho>k manager/operator D7 H I hEERLET .

% 6E MIEDEHE
6.1 SRATLIFROEE

6.1.1 Y XA T LIFEHDERTR
BIBICEYYR—FENTUOVEWEBEHESEWVET DT, FHITE TS,

1) YRAFLIN—=D3 VDORTE
show version

Aruba# show version
Image stamp:

/ws/swbuildm/rel_richmond_qgaoff/code/build/bom(swbuildm_rel richmond_qgaoff _rel ric
hmond)

Jan 17 2016 15:59:54

KB.16.01.0004

215
Boot Image: Primary

Boot ROM Version: KB.16.01.0008
Active Boot ROM: Primary

2) YRTLERORT

show system [ information ]
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Aruba# show system
Status and Counters - General System Information
System Name : Aruba_Switch
System Contact
System Location

MAC Age Time (sec) : 300

Time Zone : 540
Daylight Time Rule : None

Software revision : YA.15.15.0006 Base MAC Addr
ROM Version : YA.15.17 Serial Number
Up Time : 298 days Memory - Total
CPU Util (%) i 2 Free
IP Mgmt - Pkts Rx : 17,201,962 Packet - Total
Pkts Tx : 3,946,483 Buffers Free
Lowest : 2618
Missed : ©

: 843497-1198a0
: CN2AFP707X

: 67,108,864
: 40,610,340

3022

: 2900

(3) CPU ERAEDERT
show cpu
task-monitor cpu #EH, B TRRNEDLYET,

Aruba# show cpu

1 percent busy, from 300 sec ago
1 sec ave: 3 percent busy
5 sec ave: 2 percent busy
1 min ave: 1 percent busy

Aruba#t task-monitor cpu

Aruba# show cpu

1 percent busy, from 300 sec ago
1 sec ave: 3 percent busy

5 sec ave: 2 percent busy

1 min ave: 1 percent busy

Task usage for last @ seconds
% CPU | Description

_______ +________________----__-___
92.3 | Idle
0.4 | Sessions & I/0
5.1 | Hardware Mgmt
2.1 | System Services

(4) BREREORT

show system temperture
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Aruba# show system temperature

System Air Temperatures
# [Current Temp | Max Temp | Min Temp | Threshold | OverTemp

(5) 77 oREBORT

show system fan

Aruba# show system fan

Fan Information

Num | State | Failures
_______ o o e e e
Fan-1 | Fan OK | o

®© / 1 Fans in Failure State
© / 1 Fans have been in Failure State

(6) BRKEORT

show system power-supply

Aruba# show system power-supply
Power Supply Status:
PS#  Model Serial State AC/DC + V Wattage  Max

1 J9738A Unknown Powered AC 120V/240V 90 575

1 / 1 supply bays delivering power.
Currently supplying 90 W / 575 W total power.

6.1.2 O DEKE

(1) RTERTT S
show logging
show logging AU RIEA TV EIBET HET. RRTINBERYRADL ZENTEET, 5 L<IE show logging ?
HLLFTZa7ILESRTEL,

Aruba# show logging
Keys: W=Warning I=Information

M=Major D=Debug E=Error
---- Event Log listing: Events Since Boot ----
I 04/03/15 01:40:45 00077 ports: port 17 is now off-line
I 04/03/15 01:40:48 00076 ports: port 17 is now on-line
I 04/03/15 02:45:17 00077 ports: port 17 is now off-line
~ g ~

-- MORE --, next page: Space, next line: Enter, quit: Control-C
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(2 RTZEHETS
clear logging

clear logging AT RIL, filter A7 a EHEELC B EHEDOY DA EHET HELAEETT,

Aruba# clear logging

6.13 7—TILDE
T—J L EEREEERAL T AR—MIERL =7 —JILICHELG VD E RS BN TEE T COATUREET
FFZIE, —BRMIC) o 70ZNRELFT O T, ERPICERTHIEEITIENALETT,

test cable-diagnostics port-list

Aruba# test cable-diagnostics 1
This command will cause a loss of link and will take several secondsper interface
to complete.

Continue (y/n)? y

6.1.4 2RO UK
(1) EEEROINE

show tech

show tech AT FTl&, show tech ATURIE, L TFICRTRAAYFDENMELETHDREDFEMEFTLEOHTHALE

ER
AA—D RRAVT(YIRzT7 IN—D3y T—4)
EITHDHRE
AR D—E
J— ERE

R—IERE

AT—RABLIUVHD A (R—k AT—4X)
IPJL—k

RAT—RARAEBE LU AT A(VLAN [F3R)

GVRP DHR—k

A—F NSV R (M2 KU LACP)
ARG ATF—BA(ZDRAYF)

RAYYG AT—RRX(FTRT)

Aruba# show tech
show system
Status and Counters - General System Information
System Name : 2530-24G
System Contact

System Location : Aruba Osaka

~ LRERE ~
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(2) vy FEOVBRDRTE

show boothistory

Aruba#t show boothistory

Mgmt Module 1 -- Saved Crash Information (most recent first):

ID: 91a19fb4

Active system went down: ©08/12/14 07:04:17 K.15.14.0007 557
Operator warm reload.

ID: 8b47d879

Active system went down: ©3/21/14 13:19:12 K.15.14.0007 557
Operator reboot from TELNET session.

No Core-dump Files Present.

6.2 VATLEBOKRTE

6.2.1 KRR FEDETE
host hostname

RRAMB(XERK 30 XFETHERRETY .

Aruba#t configure
Aruba(config)# host 2930-01
2930-01(config)#

6.2.2 FFZIBA R DR E

(1) BEORT

show time

Aruba# show time
Tue Dec 12 09:10:50 2017

(2) BEFDOBE
time MM/DD/[YY]YY HH:MM

Aruba# configure
Aruba(config)# time 12/12/2017 10:00

(3) #ALJY—2DETE

time timezone Time-zone-number

Aruba#t configure
Aruba(config)# time timezone +540

HZA® Timezone [& GMT +9 LMD T, “+540" % ELET .
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(4) NTP 2 & BE5ZIDRIER

a) NTP DEBE
timesync ntp

ntp unicast

ntp server ip-addr
ntp enable

Aruba# configure

Aruba(config)# timesync ntp
Aruba(config)# ntp unicatst
Aruba(config)# ntp server 192.168.1.1
Aruba(config)# ntp enable

b) NTP H—/\&DFEHATEE

show ntp status

Aruba(config)# show ntp status
NTP Status Information
NTP Status : Enabled NTP Mode : Unicast
Synchronization Status : Synchronized Peer Dispersion : ©.00000 sec
Stratum Number ¢ 3 Leap Direction : ©
Reference Assoc ID : 0 Clock Offset : 0.11578 sec
Reference ID : 192.168.1.1 Root Delay : 0.02505 sec
Precision : 2%%-18 Root Dispersion : ©0.81580 sec
NTP Up Time : 115d 19h 14m Time Resolution : 1394 nsec
Drift : 0.00050 sec/se
System Time : Mon Dec 11 15:25:58 2017
Reference Time : Mon Dec 11 12:13:25 2017

(5) SNTP IZ & B EZIREH

a) SNTP DEETE
sntp server priority [1-3] SNTP-IP-Address

Aruba#t configure
Aruba(config)# sntp server priority 1 192.168.1.1

b) SNTP H—/N\—&DRIEAREEE

show sntp
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Aruba# show sntp
SNTP Configuration

SNTP Authentication :
Time Sync Mode: Sntp
SNTP Mode : Unicast
Poll Interval (sec) [720] : 720
Source IP Selection: Outgoing Interface

Disabled

Priority SNTP Server Address Version Key-id

1 192.168.1.10 3 (7]

6.2.3 SNMP DR E

KAARTIE.SNMP v1/v2c 7HOERIZEALTOHERBAL TLVET . SNMP v3 [ZBEL TIXRED AL OT I RIE
DHREEMNMNMEENBLEIZHYET , SNMPv3 ZCFADIEE . R AEFZ DI Management and

Configuration Guide J#Z S BT &L,
(1) SNMP EBERSEaT VKR

a) SNMPIZSa=—F/DHRTE

snmp-server community Community-name [ < manager | operator > ] [ < restricted | unrestricted > ]

e community : Community-name TAS1=T (R %ZIEE

e manager, operator : 7 7t R EFH %15 . manager [2TH MIB AT IR 7Yt ATHE, operator [&

CONFIG MIB LISt DET®H MIB [IZF XA EE,

e restricted, unrestricted : restricted & read M, unrestricted I& read/write AIEE,

b) SNMP Trap DEBE

snmp-server host /P-address community community-name trap-level [ < none | debug | all | not-info | critical >]

[ informs [ retries RETRY-COUNT ][ timeout Time ]]

e host: IP-address T SNMP Trap E{EZ%D IP PRLRAZIETE
e community : community-name TAZI1 =T L %EE

e trap-level : A Ayt—2% SNMP Trap EL TEIETHHEEDEET SO LANILDIEEEITLVET . none
FIRETHEOT AytE—U1E SNMP Trap ELTEESNFEH AL (AT LISLD SNMP Trap IXEDHRE T

snmp-server enable AT K TTLVET)
e retries : RETRY-COUNT TY LS A [E$ZEIEE (T 74/L 3 [])
e timeout:Time TRAA LT IMEFIEE(T 74 /L 15 )

c) SNMP Trap DEH - ESDEE

snmp-server enable traps < arp-protect | auth-server-fail | dhcp-snooping | dhcpv6-snooping | dyn-ip-lockdown |

dyn-ipv6-lockdown | link-change |login-failure-mgr | mac-count-notify| mac-notify | password-change-mgr | port-

security | running-config-change | snmp-authentication | startup-config-change >

e arp-protect: 4 4 F3v4 ARP TOTH 32D Trap

e auth-server-fail : ZREEH—/\DIEHEE

e dhcp-snooping : DHCP v4 AX—E > (2895 Trap

e dhcpv6-snooping : DHCP v6 AX—E U4 (289 5 Trap
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e dyn-ip-lockdown : # 1 F3v7 IP By H I IZBE{R T % Trap. out-of-resource 4 violations DA T 31§
EH AT HE

o linkchange : 28— TT—RDYL T VT[S0 D Trap. HET HIHE LR MEEFI(F all DIEEA

e all: SNMPv1, SNMPv2c, SNMPv3 £ TZEF A

e v1:SNMPv1 DHEFA]

e v2c: SNMPv2c DA ]

e v3:SNMPv3 DHEFFA]

d) SNMP Trap E{EXDRTE
snmp-agent target-host trap address udp-domain ip-address params securityname security-string [ vl | v2c | v3 ]
security-string (& SNMPv1, SNMPv2 TlXaZa=F 14 .SNMPv3 Tl —H—RFHEELET,

e) SNMP DERERT

show snmp-server

(2) EREH
HAEY AT =T 4 public, EEAHAIZI1=T 1 private ZERL. SNMP 7R [EZETH/N—23 % AL
Y, Fl=. HFETRRAR 192.168.1.10 ITO)TFAAIARUREREI7AIVERIZBELTD Trap ZEEL. 15—
T—ADYUIRELEH(ZRET S Trap [FEFELHEVKSITHRELET,

Aruba# configure

Aruba(config)# snmp-server community public operator restricted
Aruba(config)# snmp-server community private manager unrestricted
Aruba(config)# snmp-server host 192.168.1.10 public critical
Aruba(config)# snmp-server enable trap startup-config-change
Aruba(config)# no snmp-server enable trap link-change all

A=D1 —RADI T VT FIVERIZONTIE, TIFILNTEELO>TNSAIZ, EBHITLET , show
snmp-server trap ThSYTDRAED R ENBRERERTEET,

6.2.4 syslog ME&X5E
AAYFDARNU AT HIEE LTz syslog H—/NZERETHENTEE T, syslog U—/\IEHIBETHEMNHE
FIN, REFTHBELIDTEENRETT,

(1) syslog H—/\M:EN
logging ip-address
BEL= IP FTRLAD syslog H—/A\~OJZEELET,

Aruba# configure
Aruba(config)# logging 192.168.1.10

2) EETHARY FEXKEDHTE

logging severity < major | error | warning | info | debug >

Aruba#t configure
Aruba(config)# logging serverity info
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FIE YIM9zTFTON—23 Ty

71 N=Da 7T ITRERIFAN
XX, XX, XX, XXXX.swi (XX BLERER T XX, XX. XXXXIN—2 3 )EWDITFAILD, YIRDI T A A=V T7AILERYFE
J o Aruba0S X 4 v FIZI&. Boot ROM & Software Image MY EFTH. Boot RMMIEY T bz 74 A—CT
FANWIZEFEFNTWSEDT, N\—=2a v 7y TRICEETILEREXHY FEA.

HPE My Networking 4" R— k4o kMBS Y T Dz F7EADO—FT5E. XK xx. XX xxxx.zip ELVSEHET
FAILTAFETEET . COEHEIFZAIVIZIE. YITRIIT A A= T 74 IL (XK XX XX XXXX.swi) DAIZ, J)—R/
—k40, readme Z7MILENEENTOET M, VI I T DN—230 Ty ICREBICBHELELSDIX. YIbDHT
T AA—TT74IL (XK. XX. XX, XXXX.swi) DHIHEZYET,

XX DHEGESETERDEYELGYET,

#WHI)—X R s
Aruba 5400R zI2 &1)—X KB

Aruba 3810M ¥1)—X KB

Aruba 2930M 1)—X WC
Aruba 2930F &1J—X WwC
Aruba 2540 ') —X YC

Aruba 2530 ')—X(Giga T JL, 48 ;"—k 10/100M ETJL) | YA

Aruba 2530 1) —X (48 R—FET JLEFRS 10/100M ETFJL) | YB

7.2  SHIEE(E

1) RESMELTWABY I I TF/IN—2 3% showversion AT RTHEERLET, F/=. showflash <
Y FZEAL T, Primary Flash & Secondary Flash DY 7 kD x 7 A A =D L EBLEFERAL TREEIL TWL
ENEHERLET,

2) N=23 F7vTTBYT R TTDRelease Note ZHERL T, WMELTWLWBN—=Da v/ —2 3
DTy THNERENEHERELTCEE W, N—2aVITE > TIEEREMIZAN—Ca 07y T3 20ENH S
LONHYET,

3) pingFEEFEOTPCEN—DavT7TyvTEITIRAYFHITREIETEDZLEERERLET,

4) PCIZT sftp —\FEl= (L thtp H—N\FREL, FILWLWAA—=23 DY I RITFTIFAILTSvalc
aF—LE9, BEICERALTWWAY I Yz 72LE2EETE5E8F. HILWLWA—U 3020 —F 500
2. Ny O 7y T2 LTHELEZBEHLET,

7.3 RAYVFEEDIN—D3oTFvS
RETIETSATII I DA A—TCHEEAVE NI T DI T AA—DITN\ITITLTH G, TSATNAA—CF A
NEZDFIEBTHENMLTVLET,
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1) RAEMFALTULS Primary 4 *—2 % Secondary £ A —JIZabE—LTNRNv I 7y TLTHBEET,
Secondary DA A —TEANEZ T, B A —CDIEEZ Secondary ITEE T HELAHEETT,
copy flash flash secondary (Primary £ * —<h 5 Secondary £ A —UADaE—)

Aruba# copy flash flash secondary
Aruba# show flash

Image Size (bytes) Date Version
Primary Image : 16464572 07/21/17 WB.16.03.0003
Secondary Image : 16128924 12/15/16 WB.16.03.0003

Boot ROM Version

Primary Boot ROM Version : WB.16.03
Secondary Boot ROM Version : WB.16.03

Default Boot Image : Primary
Default Boot ROM : Primary

2) FLWA—=23 0DV T b T % sftp W tftp H—/\DVDS Flash ITHFHAO—KLET,
copy tftp flash TFTP-IP-Address Software-Image-File-Name (TFTP | FH D)

Aruba#t copy tftp flash 192.168.1.10 WB_16_04_0008.swi

The Primary OS Image will be deleted, continue [y/n]? vy
12456K

Validating and Writing System Software to the Filesystem ...

Aruba#t show flash

Image Size (bytes) Date Version
Primary Image : 16464572 07/21/17 WB.16.04.0008
Secondary Image : 16128924 12/15/16 WB.16.03.0003

Boot ROM Version

Primary Boot ROM Version : WB.16.03
Secondary Boot ROM Version : WB.16.03

Default Boot Image : Primary
Default Boot ROM : Primary

3) RAVFEBEHLET,

Aruba# boot system flash primary
System will be rebooted from primary image. Do you want to continue [y/n]? vy
Do you want to save current configuration [y/n/~C] vy

Do you want to save current configuration Ty &9 5& REDRENRBESNTHEEILET,
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4) BEBER. OJA LY IV TN—DavEERELES,

Aruba# show version

Image stamp:
/ws/swbuildm/rel_ukiah_gaoff/code/build/anm(swbuildm_rel ukiah_qgaoff_rel_ukiah)
Jul 21 2017 14:07:16
WB.16.04.0008
919
Boot Image: Primary

Boot ROM Version: WB.16.03
Active Boot ROM: Primary

¥Primary A A—U%&FDFEET, Secondary 1 A—DIZFLLVN—230 D T77— LIz 7HIE—LI-IGE (X, B2
B IC AU A NTIAILMZEE D K52, “boot set-default flash secondary”#E{TLT. BB D# A A—%F
ThUFYICEBLTHEEET,

% 8E R— FDERTE

81 HKR—FIEES
ArubaOS AAYFTlE. BERBHEODBEER—MIBEALTIZA 23—z —ADEEIZREFBRILER— BB DA TR—
#IEELET , R—FESITEENFH. TERABHEL-THY., EEASEY L TOHNET,

8.1.1 R— FBEREDHI(RY I RR A v FELE)
TE2I% Aruba 2930F 24G 4SEP+ Switch TOHITY,

8.1.2 R— FBERREOH(IvY— P RA v FEE)
D=L RAYFDIHEE . R—FBEEDRIZRAAYFEEHFEFE T, Aruba 5400R R/ YF TIFROVIEEH 1 B H
AB.2 BtH CD &LV 7ILTI7ARYRTCEIVE TONTWET , ERAYMIBH LAV F—TT—RED2—ILAT
[FRYIRRAFERBFRICELENS, LELIIEMIDIEBICR—FBENE|Y B TONET,

- & _ : : : - - - '
o [0 & (& (G (& (& (b (e ﬁﬁﬁéﬁﬂﬁ
ARspbB

- A A n = - AEA e B L]

1 3 5 7 9 11 §13 15 17 19 21 2 ==
A VA VA VA VA VA VA VA VA VA ThOWA | WA VA VA VA WA WA VA WA VA Th WA WA l:::l
& 2 4 6 810 12§14 16 18 20 22 24 .

= - ZByEp "

AOYkE (o] 5} ABQYkF @
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LROBETTE HIZL

e ZOyrA®D1FER—F:AL
e XOykB®M7&ER—F:B7
e XOvkD M 16 FR—k:D16

ELSREITRYFET,

8.1.3 R¥ v I BHBOR— FESERE

ARV DEBRLIZGE (X REYVRICAMYFICEIVRONI-ES + / + R—FEBSTRESNFET,

RYVRRAYFDIHEE :1/1,1/2,1/3, 2/1,2/2,2/3 15E

Dr—L RV FDIHE 1 1/A1, 1/A2, 1/C1, 1/E1, 2/A1, 2/C3 15 &
82 HR—LDEE
8.2.1 R— FDEXRRTE

(1) R— FDOEEL Duplex E— FEBRET S

speed-duplex < 10-half | 100-half | 10-full | 100-full | 1000-full | auto | auto-10 | auto-100 | auto-1000 | auto-10-

100 | auto 10g >
TI74IEME auto TY . R—MZ&-TIIIBETELRNVE—FAHYET,

Aruba#t configure
Aruba(config)# interface 1
Aruba(eth-1)# speed-duplex 100-full

R—rOBEEFRNLSI 1 TTASIEEAEETT .

Aruba#t configure
Aruba(config)# interface 1 speed-duplex 100-full

(2) R— k@D mMbpI/MDIX ZE&ET S

mdix-mode [ auto | mdix | mdi]

Aruba# configure
Aruba(config)# interface 1
Aruba(eth-1)# mdix-mode mdix

B) R—rZEIry T VT DB
disable

Aruba#t configure
Aruba(config)# interface 1
Aruba(eth-1)# disable

@) R—rDI¥y FEHUERBRKRT S

enable
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Aruba#t configure
Aruba(config)# interface 1
Aruba(eth-1)# enable

(5) 7A—a> FO—IILDERE

flow-control

Aruba# configure
Aruba(config)# interface 1
Aruba(eth-1)# flow-control

(6) Jumbo Frame M EXTE

jumbo

Jumbo Frame D EXFE (X VLAN (S L TITWVET . FREFITIERELTZ VIAN ISR TS 2 TDR—FT Jumbo
Frame BNFIATESISIZHYET , R—F D EED VLAN IZTFTEL TLVEIEE . VLANL DTE Jumbo Frame A& %
12> TULNIEF DAR—FTIE Jumbo Frame N FIFERIEEE LY E T,

Aruba#t configure
Aruba(config)# vlan 1
Aruba(vlan-1)# jumbo

(7) 41 203—27x—ADEEEAT Y FORBEEST
AVR—DJD—ADEHEIEEEREIVURE 1 ITCRIBETTAELARETYT , TEEIFR—k 1-8 ZEHTL vk
By LI=IGEDOHITY,

Aruba#t configure
Aruba(config)# interface 1-8 disable

8.2.2 ;R— MEBRD R
(1) R— MEBROFRT

show interface
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Aruba# show int

erface

Status and Counters - Port Counters

Flow Bcast

Port Total Bytes Total Frames  Errors Rx Drops Tx Ctrl Limit
1 3,658,360,246 6,656,213 ) ) off ©
2 0 0 0 0 off ©
3 65,087,227 279,972 0 0 off ©
4 7,726,749 20,620 0 0 off ©
5 2,062,283,283 30,510,070 ) ) off ©
6 0 0 0 0 off ©
7 150,392,970 212,204 (4] 0 off ©
(LLTER)
2) R—FREOXRT
show interface brief
Aruba# show interface brief
Status and Counters - Port Status
| Intrusion MDI Flow Bcast
Port Type | Alert Enabled Status Mode Mode Ctrl Limit
______________________ b e oo e e e eeem e ol oo
1 100/1000T | No Yes Down  1000FDx NA off ©
2 100/1000T | No Yes Up 1000FDx MDI off o
3 100/1000T | No Yes Down  1000FDx NA off ©
4 100/1000T | No Yes Down  1000FDx NA off ©
5 100/1000T | No Yes Down 1000FDx NA off o
6 100/1000T | No Yes Down 1000FDx Auto off ©
7 100/1000T | No Yes Down 1000FDx NA off o
(LATES)

3) R— FDHEEHERDOERT

show interface config
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Aruba#t show interface config
Port Settings
Port Type | Enabled Mode Flow Ctrl MDI
_______________ b oo mmm e mmmet mdeeom oo
1 100/1000T | Yes Auto Disable Auto
2 100/1000T | Yes Auto Disable Auto
3 100/1000T | Yes Auto Disable Auto
4 100/1000T | Yes Auto Disable Auto
5 100/1000T | Yes Auto Disable Auto
6 100/1000T | Yes Auto Disable Auto
7 100/1000T | Yes Auto Disable Auto
(LATHR)
(4) R—FRT—2ADERT
show interface status
Aruba# show interface status
Port Name Status Config-mode  Speed Type Tagged Untagged
1 Down Auto 1000FDx 100/1000T No 10
2 Down Auto 1000FDx 100/1000T No 1
3 Down Auto 1000FDx 100/1000T No 1
4 Down Auto 1000FDx 100/1000T No 1
5 Down Auto 1000FDx 100/1000T No 1
6 Down Auto 1000FDx 100/1000T No 1
7 Down Auto 1000FDx 100/1000T 10 1
(LATHR)

(5) EER— - DFHMIEHRET

show interface Port-Number
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Aruba# show interface 1

Name

MAC Address : 3ca82a-58fc33
Link Status : Up

Port Enabled : Yes

Totals (Since boot or last clear)
Bytes Rx : 2,595,149,519
Unicast Rx : 7,509,167

Bcast/Mcast Rx : 10,202,606
Errors (Since boot or last clear)

FCS Rx : 0
Alignment Rx : 0
Runts Rx : 0
Giants Rx : 0

Total Rx Errors : @
Others (Since boot or last clear)
Discard Rx : 0
Unknown Protos : ©
Rates (5 minute weighted average)
Total Rx (bps) : 1,832
Unicast Rx (Pkts/sec) : @
B/Mcast Rx (Pkts/sec) : ©
Utilization Rx : 0 %

Status and Counters - Port Counters for port 1

Bytes Tx : 3,031,982,758
Unicast Tx : 9,734,887
Bcast/Mcast Tx : 654,138,198

Drops Tx
Collisions Tx
Late Colln Tx
Excessive Colln
Deferred Tx

[OOSR R

(O]

Out Queue Len

Total Tx (bps) : 6,216

Unicast Tx (Pkts/sec) : ©
B/Mcast Tx (Pkts/sec) : 7
Utilization Tx : 0%

(6) R— ~DEEHEHRZELI VT TS

clear statics Port-Number
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Aruba# show interface 1

Name

MAC Address 3ca82a-58fc33
Link Status : Up

Port Enabled : Yes

Totals (Since boot or last clear)
Bytes Rx : 2,595,149,519
Unicast Rx : 7,509,167
Bcast/Mcast Rx : 10,202,606

Errors (Since boot or last clear)

FCS Rx 1 0
Alignment Rx : 0
Runts Rx : 0
Giants Rx : 0

Total Rx Errors : @
Others (Since boot or last clear)
Discard Rx : 0
Unknown Protos : ©
Rates (5 minute weighted average)
Total Rx (bps) : 1,832
Unicast Rx (Pkts/sec) : @
B/Mcast Rx (Pkts/sec) : ©
Utilization Rx : 0 %
Aruba# clear statics 1
Aruba# show interface 1

Name
MAC Address : 3ca82a-58fc33
Link Status : Up
Port Enabled : Yes
Totals (Since boot or last clear)
Bytes RXx ¢ 1,293
Unicast Rx : 11

Bcast/Mcast Rx : ©
Errors (Since boot or last clear)
FCS Rx
Alignment Rx
Runts Rx
Giants Rx
Total Rx Errors : ©
Others (Since boot or last clear)
Discard Rx : 0
Unknown Protos : ©
Rates (5 minute weighted average)
Total Rx (bps) : 1,808
Unicast Rx (Pkts/sec) : 1
B/Mcast Rx (Pkts/sec) : @
Utilization Rx : 0 %

[ R )

Status and Counters - Port Counters for port 1

Status and Counters - Port Counters for port 1

Bytes Tx : 3,031,982,758
Unicast Tx : 9,734,887
Bcast/Mcast Tx : 654,138,198
Drops Tx : 0

Collisions Tx (%]

Late Colln Tx 0

Excessive Colln : ©

Deferred Tx 0

Out Queue Len 0

Total Tx (bps) : 6,216

Unicast Tx (Pkts/sec) : @
B/Mcast Tx (Pkts/sec) : 7
Utilization Tx : 0 %

Bytes Tx : 3,448
Unicast Tx 11
Bcast/Mcast Tx : 15

Drops Tx
Collisions Tx
Late Colln Tx
Excessive Colln
Deferred Tx

O 0O 000

Out Queue Len : 0

Total Tx (bps) : 6,336

Unicast Tx (Pkts/sec) : 1
B/Mcast Tx (Pkts/sec) :
Utilization Tx : 0%

(o]

823 MMV A—TI—RADLUTIETE

—WMOIATURTIH RO 2—T1—RAEHEELTHEROR R OERENMTLEAFET,
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BR—k 1,3,5 ZIEEL TR—MREZRT

Aruba# show interface brief 1,3,5

Bl R—b 1-5 ZHEEL TR—MREBER T

Aruba#t show interface brief 1-5

8.3 PoE
8.3.1 PoE SR EREaAT UK

(1) R— b & T PoE ZHBN/ESIZT S
interface Port-List power-over-ethernet

T IAILETIL PoE IZBRZHE->TULVET , PoE ZEMIZT ABEIETROLIIZHELET,

Aruba# configure
Aruba(config)# no interface 1 power-over-ethernet

(2) R—FZ&ED PoE BENEIY B THOFERE

interface Port-List poe-allocate-by < usage | class | value >

® usage:PDICKUBEITENZEIVETET,

®  class: Power Ramp-up 4 R F (&Y. Power Class IZIECTCEHZENYHTET,

® value: 1EELIZE S (poe-vaule THELE)ZFBTEIVETET , T I4H/ILME 17W Df=8H . BEITIGLT
BHDEELTITVET,

Aruba#t configure

Aruba(config)# interface 1 poe-allocate-by value

Warning: Use this command at your own risk. Proceeding may result in undesired
PoE behavior. Recommend setting 'poe-allocate-by' to 'class' or ‘'usage'.

Default poe-value : 17W
Current poe-value : 17W

In order to change this value, please use 'poe-value' command.
Do you agree, and do you wish to proceed? [y/n] y

(3) R—FZ&LDPoE MHEENDRKIERTE
interface Port-List poe-vaule [ 1- 33 ]
poe-allocate-by T value ZF&E LG5 A IZIEERIRETT .

Aruba# configure
Aruba(config)# interface 1 poe-value 20
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(4) POE TSAA YT 1 DETE
interface Port-List power-over-ethernet < critical | high | low >
TIHILETIE low BEESNTLET,

Aruba# configure
Aruba(config)# interface 1 power-over-ethernet high

(5) LLDP IZ&k % PoE DEIY HT
interface Port-List poe-lidp-detect < disable | enable >
TIAILNTIE LLDP [2&5 PoE DENY B TIXEMIZH-oTLVET,

Aruba#t configure
Aruba(config)# interface 1 poe-1lldp-detect enabled

(6) Pre-Standard T /81 A~DREDEHE
power-over-ethernet pre-std-detect < ports Port-List >
802.11af EMUBI DT NI RBE . BHBLXZAMELET . GH. £TD 802.11af AT /NI A~NDIEEL RIS
5LDTIHITVVER A,

Aruba# configure
Aruba(config)# power-over-ethernet pre-std-detect ports 1-3

(7) PoE BAMAEIC L D Trap EEDT-HDRAERE
power-over-ethernet threshold < 1-99 >

ERH-YDOENFEREIZELSD Trap EIEDRIEZRELET . T I74/ILME 80%TT,

Aruba#t configure
Aruba(config)# power-over-ethernet threshold 60
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8.3.2 PoE DKEER R

(1) RA Y FLED PoE THERDEKT

show power-over-ethernet

Aruba# show power-over-ethernet
Status and Counters - System Power Status

System Power Status : No redundancy
PoE Power Status : No redundancy

Chassis power-over-ethernet:

Total Available Power : 370 W
Total Failover Pwr Avl : oW
Total Redundancy Power : oW
Total Power Drawn : 50 W +/- 6W
Total Power Reserved : 50 W
Total Remaining Power : 320 W

Internal Power

Main Power
PS (Watts) Status

1 370 POE+ Connected

External Power
EPS1 /Not Connected.

(2) &HR— kO PoE ERN—E KR

show power-over-ethernet brief

Aruba# show power-over-ethernet brief

Status and Configuration Information

System Power Status : No redundancy
PoE Power Status : No redundancy

Available: 370 W Used: 49 W Remaining: 321 W

PoE Pwr  Pwr Pre-std Alloc Alloc PSE Pwr PD Pwr PoE Port PLC PLC
Port Enab Priority Detect Cfg Actual Rsrvd Draw Status Cls Type
1 Yes low off usage 1ldp 6.9 W 6.9 W Delivering 3 1

2 Yes low off usage 11dp 3.3 W 3.3 W Delivering 4 2

3 Yes low off usage usage 8.8 W 8.8 W Delivering 4 2

4 Yes low off usage 1ldp 6.7 W 6.7 W Delivering 4 2
(LATES)
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(3) &R— F® PoE KAEBFFMET

show power-over-ethernet Port-Number

Aruba# show power-over-ethernet 1

Status and Configuration Information for port 1

Power Enable : Yes PoE Port Status : Delivering
PLC Class/Type : 3/1 Priority Config : low

DLC Class/Type : 4/2 Pre-std Detect : off

Alloc By Config ! usage Configured Type :

Alloc By Actual : 1ldp PoE Value Config : n/a

PoE Counter Information

Over Current Cnt : © MPS Absent Cnt 2
Power Denied Cnt : © Short Cnt 0

LLDP Information

PSE Allocated Power Value : 6.8 W PSE TLV Configured : dot3, MED
PD Requested Power Value : 12.5 W PSE TLV Sent Type : dot3
MED LLDP Detect : Disabled PD TLV Sent Type : dot3

Power Information

PSE Voltage : 56.5V PSE Reserved Power : 6.9 W
PD Amperage Draw : 122 mA PD Power Draw P 6.9 W

84 YYHTFTYHF—=ay(R—rr32%)

841 YO 7TV HE— a3y R—FFSVO)DE—F
Aruba0S RAYFTlE. Y OTFT T V)T —av ((R—bho0 )& ERT BR—MT LACP ZR AT EMNESIOEREL

ij—o

LACP (IEEE 802.3ad)

X FHEEEE LACP ORI EFRALTRI LI —a LTIV IEREILET . RAEBORELEHLET
T4 F =XV TDIRELNHEFT, BER—IT LACP ZERTHHBA(E. S H7R—bELT LACP
#ERE L. FlexNetwork(Comware) R4y F D IRF T LACP-MAD &L T LACP T 515 &%, MAD /8RR
I—F—RERTEITHENTEET,

Trunk (T 24JLE, EZORTIL)

Trunk CIEF B THREEZITIRFITAVIE—RDAHFZEMNAIEET. LACP(802.3ad) LISV DS Y FOkalL
FEAL-AMEREERT 5680 SV T7O LSRRGS EEFICFERLET,

842UV TFTINF—a v (R—F S0 )DEE

Q) Yo7 )F—= a3 (B — bS04 03 —T 2 —AADR— FBIMEE— FIEE

trunk Port-List < Trunk-Name > < trunk | lacp >

Trunk-Name : Yo OF7 G )5 =3 ((R— S 9) A A—D2—AD A RIEIEE  trkl, trk2, trk3 HHED A4
—JI—REANFOEERINTNS, AVF—T—ADHIIHIBIZLYEL S,
trunk : LACP 7ARILEFERALIELMEE (T I4ILE)
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® lacp:LACP 7OOLEIEET HES

LACP (3 55E

Aruba# configure
Aruba(config)# trunk 1-2 trkl lacp

LACP Z{EALZEZ LGS

Aruba# configure
Aruba(config)# trunk 1-2 trkil

@) UVHFTVE—vasiB—k bSUH) 1 v E—T 2—RH 5 DE— FEIB

no trunk <Port-List>

Aruba#t configure
Aruba(config)# no trunk 1

(3) R—FTLACP 7V T4 TOEME
lacp active

Aruba#t configure
Aruba(config)# interface 3-4
Aruba(eth-3-4)# lacp active

L ERERE (X interface 3-4 lacp active & 1 1T CERET A LB AHETT,

(4) R—FTLACP Ry L TOEHE

lacp passive

Aruba# configure
Aruba(config)# interface 3-4
Aruba(eth-3-4)# lacp passive

FE2E%E (X interface 3-4 lacp passive & 1 {TTHRET AH_ELAIAETT,

(5) LACP EXE DfERR
no interface Port-List lacp F£1=IEA 2 A—Tx—RTHFAMIFZEIL T no lacp

Aruba# configure
Aruba(config)# interface 3-4 disable
Aruba(config)# no interface 3-4 lacp

IW—TEEET 510, EEEDREFDLIITKR—rEe—EENELTHD LACP ZRIRTHEERETTHLET,
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843 YO TFTHYEF—av(R—Fk FSUYERODETR

W Yo7 TIF—arv(R—-F S 20)D—ERT

show trunks

Aruba# show trunks

Load Balancing Method: L3-based (default)

Port | Name Type | Group Type
______ B o e e e e g e -
1 | 100/1000T | Trkl LACP

2 | 100/1000T | Trkl LACP

3 | 100/1000T | Trk2 Trunk

4 | 100/1000T | Trk2 Trunk

(2) LACP fEHRODEHRT

show lacp
Aruba# show lacp
LACP
LACP Trunk Port LACP Admin  Oper
Port Enabled Group Status Partner  Status Key Key
3 Active Trkl Up Yes Success © 210
4 Active Trkl Up Yes Success © 210

FAFZY LACP DERTE T, D Trunk Group [FAR—FEEMRRRIN, R IT—2aV LSV ERENS
EOynX) EVLVST IL—THEEBEBREINET . RFT1Y7 LACP DIFEIX. FSU VR ERICIEELZ. MUY 4%
(TrkX) &R RLET .

(3) LACP EEHERD TR

show lacp counters

Aruba# show lacp counters
LACP Port Counters.

LACP LACP Marker  Marker  Marker  Marker
Port Trunk PDUs Tx PDUs Rx Req. Tx Req. Rx Resp. Tx Resp. Rx Error

(4) LACP O—AILIERDFKT=
show lacp local
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Aruba# show lacp local
LACP Local Information.

System ID: 3ca82a-58fc00

LACP Tx Rx Timer
Port Trunk Mode Aggregated Timer Expired
1 Trkl Active Yes Slow No
2 Trkl Active Yes Slow No

(5) LACP E7IHFHRDET

show lacp peer

Aruba# show lacp peer
LACP Peer Information.

System ID: 3ca82a-58fc00

Local Local Port Oper LACP Tx

Port  Trunk System ID Port Priority Key Mode Timer

1 Trkl  80cl6e-cf@360 1 0 54 Active  Slow

2 Trkl 80clée-cf@360 2 0 54 Active Slow
8.5 IJL—T#&A

ArubaOS Ay F B B TIXIL—TREN#AEEEL T Loop Protect HEEEMERINTHY ., IEELI-R—FDSIL—T 48
HryhEEIET AT ETEBEINE=RAMYFONTDIL—TZEREL., ZUR—FIRLTOvI 0wy kS o
BEDFIEETIZENTEET,

8.5.1 L— TRHDEEE
Loop Protect M E%FE [FAR—MBFLFE (L VIAN B TREMNTEE T, R—F& VIAN Ol AIZRET HIEETE
FtA,

(1) L—TBHME— FORE
loop-protect mode < port | vlan >

-

® port: h—FEEDIL—TRHANETIETE—R(TIAILL
® vian:VLAN B I)IL—TRAEITIE—F

Aruba#t configure
Aruba(config)# loop-protect mode vlan

(2) R— FEEOIL—TRANEZE

loop-protect Port-List [ receiver-action < send-disable | no-disable | send-recv-dis > ]
®  send-disable : L—T BRI —TRE /T IREEELIR—MED Y YRE OV LET, (TIAILN)
® no-disable: L—TEBRHML THHR— I EIvIRT IV LER AL
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®  send-recv-dis : L—TRABF IS —TRE/ T EEELIzR—b, ZIELIR—FDOEAZE IR DUL
EX I8

Aruba#t configure
Aruba(config)# loop-protect 1-2

(3) VLAN BEfImDJL— FHRENERTE

loop-protect vlan Vian-list | receiver-action < send-disable | no-disable | send-recv-dis > ]

TOLavDFREFR—FEMERLTY,

Aruba#t configure
Aruba(config)# loop-protect vlan 1

@) L—TRE/ Ty FMEERRORE

loop-protect transmit-interval < 1-10 >

TI4ILEE 5 BTT,

Aruba# configure
Aruba(config)# loop-protect transmit-interval 1

(5) R— kv y FFYUERDERE
loop-protect disable-timer < 0-604800 >

=T BRI ELEBBAR—rES vy OV LET, BERBRBER—FDI YN DU BREINET,
TIAINE O RICTHLTEY., L—TRHMTOvyr T o ahtzR—MIBHEIBLERE A BIBTBICIE,
interface < Port-List> enable ZE£ T3 AL ENHYET,

Aruba# configure
Aruba(config)# loop-protect disable-timer 60

(6) IL—THRHEED Trap EEDEHTE

loop-protect trap loop-detected

Aruba#t configure
Aruba(config)# loop-protect trap loop-detected

8.5.2 JL— TRENHRE D B E B
UTDHREHITIE, R"—bk 1~10 T Loop-Protect ZE L T, L—THREBER—FEIvyrE DL, 60 fFEICE
FEIR.3WEICIL—TN\TIrERETEIESIITHEELTVET , £ —TRABFIZ(X SNMP Trap £1X1ET5KL5
IZLTLVET,
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Aruba#t configure

Aruba(config)# loop-protect 1-10

Aruba(config)# loop-protect disable-timer 60 transmit-interval 3
Aruba(config)# loop-protect trap loop-detected

8.5.3 JL— TRABEEDIERE =
(1) R—FE—FTORELRHFTHRORT

show loop-protect < Port-List | vian list >

Aruba# show loop-protect 1-2

Status and Counters - Loop Protection Information

Transmit Interval (sec) : 3

Port Disable Timer (sec) : 60

Loop Detected Trap : Enabled
Loop Protect Mode : Port

Loop Protect Enabled VLANs

Loop Loop Detected Loop Time Since Rx Port
Port Protect Detected on VLAN Count Last Loop Action Status
1 Yes Yes NA 17 8m, 30s send-disable Down
2 Yes Yes NA 17 1s send-disable Down

(2) W—TRABICRRTIAS0TDRRH

Aruba# show logging

Keys: W=Warning I=Information
M=Major D=Debug E=Error

---- Event Log listing: Events Since Boot ----

I 05/31/17 10:51:24 00076 ports: port 1 is now on-line

I 05/31/17 10:51:24 00076 ports: port 2 is now on-line
W ©5/31/17 10:51:25 00884 loop-protect: port 1 disabled - loop detected.

I 05/31/17 10:51:25 00898 ports: Loop Protect(62) has disabled port 1 for 60
seconds

86 L—FUEw}
R—FCRETEAFS T I LTL— D EIRZET A ENTEET . L—M)SYMIR—FEIE VIAN [ZEREZE
TLET,

(1) L—FY Sy FOERTE

late-limit < all | bcast | icmp | mcast | unknown-unicast > in < kpps Kpps | percent Percent >

all: ETDLS 7497

bcast : TA—FF v XS T 405
icmp : ICMP k52199

® mcast: VILFXVYRANSTavY
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®  unkown-uniast : Unknown 1=F¥ AR5 T499 (HFE, N—aVCKYIBETELGWMEELIHYET)

(2) EEH
R—hk 1~10 T. TO—FF ¥ A LETILF XY RMDST499% 80%LLNIZHIR T 2

Aruba# configure

Aruba(config)# interface 1-10

Aruba(config)# rate-limit bcast in percent 80
Aruba(config)# rate-limit mcast in percent 80

87 JAO—FXx+¥X MR F—LIEHM
Fault Finder EWVSHBETTI O —R X v AFRM—LBRABREEITICE T, TA—FF P AR M—LREBEFIZR—FD
YN T Y UETITENTEET,

8.71 70— FXx v X bR F—LBRHBTE
(1) 7A—FF v X FR F—LBHOFEMELETH a3 VERE

fault-finder broadcast-storm Port-List action [ warn | warn-and-disable ] < Seconds > [ pps Number | percent Number ]

®  action M/NTA—4
> warm: ARV ER DA
>  warm-and-disable : f RV RBHER—F DI vy T O
> Seconds: R—rEI Yy Y BB ZIETE(0-604800 #), 0 [T H L BB RIFITHONT . FET
DI T HURENBE,

(2) EH
R—bk 1~10 TTO—FF v RARRAR—LH 80%ZFBA =D/ R MEME 600 BIR—FES vy E D035,

Aruba#t configure
Aruba(config)# fault-finder broadcast-storm 1-10 action warm-and-disable 600
percent 80

8.7.2 7A— FX v X FRX F—LBRHDERET

(1) REEBRMAREDRT

Aruba# show fault-finder broadcast-storm

Bcast | Port Rising Disable Disable Time
Port Storm | Status Threshold Action Timer Left
__________ b o oo m e e e el e
Yes | Down  80% warn-and-disable 60 58 sec
2 Yes | Down  80% warn-and-disable 60 58 sec
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(2) 78— F¥+~ X FR F—LBHABEOOT ORRH

Aruba#t show logging
Keys: W=Warning I=Information
M=Major D=Debug E=Error

---- Event Log listing: Events Since Boot ----

W 12/25/17 16:09:28 02676 FFI: port 1-Excessive Broadcasts. Broadcast-storm
control threshold 5 percent exceeded.

M 12/25/17 16:09:28 02673 FFI: port 1-Port disabled by Fault-finder.

W 12/25/17 16:09:28 02676 FFI: port 2-Excessive Broadcasts. Broadcast-storm
control threshold 5 percent exceeded.

M 12/25/17 16:09:28 02673 FFI: port 2-Port disabled by Fault-finder.

I 12/25/17 16:09:28 00898 ports: Fault Finder(71) has disabled port 1 for 60
seconds

I 12/25/17 16:09:28 00898 ports: Fault Finder(71) has disabled port 2 for 60
seconds

I 12/25/17 16:09:28 00077 ports: port 1 is now off-line

I 12/25/17 16:09:28 00077 ports: port 2 is now off-line

8.8 HKR— MEFHRH
Fault Finder ELNDBEBETRAYF TOYEL ANV E IRV T—IEEDREDERELREDERTEEITOENTE
T, COMBEILXT IHILNTEEL>TOWET DT, EEOREDLT IOV DRBEITIBENTEET,

8.8.1 R— FEBHRHDEKRTE

(1) Fault Finder D E%5E

ault-finder < all | .... > [ action <warm | warm-and-disable >] [ sensitivity < low | medium | high >]

all: £ COEEL2(4T

bad-driver : #BHTZLDB/IN T yh, S AT R ryk
bad-transceiver : KA TL—LMD FCS T5—
bad-cable : A% CRC/7 A AV RIS —

too-long-cable : B K%L A3

over-bandwidth : L \L—kDaYTay/ray

loss of link : Y2/ ORt&H (BREDERE (FITAIELY)
link-flap : U925y (U IEELEIREBLIEYRT)
duplex-mismatch-HDx : £~ FREDIAIYF
duplex-mismatch-FDx : @ ZERENDIAIYTF
broadcast-storm : 7A—R ¥ v XA +—L(£IEH THBA)
action M/\TA—4

> warm: A RUNERDH

>  warm-and-disable : 1 NV MERER—FD vy T
®  sensitivity D/\TA—4A

> low: {ERKE

>  medium: RRLE

> high: BRE

(2) Fault Finder O &% 5l
NPT DRBEERETRHREL. 7U2aV TAIRUMOBEMEENLZRTE
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Aruba#t configure

Aruba(config)# fault-finder link-flap action warn-and-disable sensitivity high

8.8.2 R— FEBFRHOERE T

show fault-finder

Aruba#t show fault
Fault Finder

Fault ID

-finder

Sensitivity Action

bad-driver
bad-transceiver
bad-cable
too-long-cable
over-bandwidth
broadcast-storm
loss-of-1link
duplex-mismatch
duplex-mismatch
link-flap

medium
medium
medium
medium
medium
medium
medium

-hdx medium
-fdx medium

low

warn
warn
warn
warn
warn
warn
warn
warn
warn
warn-and-disable

89 HR—rktFXxalTq

Aruba0S AAYF Tl R—btFaT1%

B —

X E

LT REGT I EAD DRI T—VZHHT SN EHIN T

WET . RABZODRLE, BRI, EHERKBOEE. TRLAZEDRE FEE MAC TRLADHHERTRTEE) &
BFEDREEATICENTEEY,

BAMSTavIDTAVITIE, X 2T ERERH LR —FEENIZT DI EHRBADINS T70v0%T 0
P TCEDLIINILET . R—rEF a2V TADEREIX. RETAVIBIVETAFTIVINSUIT I —TTIEHEELEE
ADTEENDBETT, MAC PRLRADEE (X “mac-age-time” D% T (W HAME 300 #) ICKYVEARYINELYET,

891 R—bEFa T4 DRE
FTAHIZIE. XPNEEE—FZEELT. FEITHT7FLREA, 3B09 5 MAC PRLR%E
BELTWEET, AV URDBERTIK., 2EE—FRELFIBE—ETHRET HBLTEET,

R—bexaTq%

(1)

FEE-FORE

B —

X JE

port-security Port-List lean-mode [ continuous | static | configured | port-access | limited-continuous ]

R—FEIZ MAC PRLRADEEE—FEHBELET .

coninuous : IR—F EDEHLLY MAC FRL A GRIIZ2E

static: $fA[95& MAC 7RL A%
configured : address-limit TYEESNT-EZD MAC PEL X%
port-access : 802.1X £1z[& MAC/Web FBEECH ALz DD AFE

limited-continuous : Ex ¥ address-limit THEESNT-EHD 7KL A& 7]

EHIRBETEE

(2) FEBTSH7 FLAKKBOEE(EEFTREL MAC T FLRAE)
lean-mode A\ configured FE7=(& limited-continuous N EEDTFRL A D HIREZIEELET ,

port-security Port-List address-limit < 1-64 >
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Aruba#t configure
Aruba(config)# port-security 1 address-limit 5

(3) I SMACT FLRZEETET S

port-security Port-List mac-address Mac-Address

Aruba# configure
Aruba(config)# port-security 1 mac-address 80cl6e-cdd1860

@) 792 avnERE

port-security Port-List action [ none | send-alarm | send-disable ]

®  send-alarm: Alarm Z1E{E
®  send-disable : (R—FE YA O

Aruba# configure
Aruba(config)# port-security 1-10 action send-disable

(5) HEEERGILDERE

port-security Port-List eavesdrop-prevention

ﬂi!ll

TEAAISESE MAC FRL RAAD Ny NREEHCHERE T, T4 ILRTEMICH>TWVET,
892 R—bEFxal) T4 REFRORT
(1) RA yvFLEDHERER

show port-security

Aruba#t show port-security
Port Security

Port Learn Mode | Action Eavesdrop Prevention
_______________________ b oo oo e
1 Continuous | Send Disable Enabled
2 Continuous | Send Alarm Enabled
3 Continuous | None Enabled
4 Continuous | None Enabled
5 Continuous | None Enabled

(2) R— FEHEOFBRT

show port-security Port-Number

©2018 Hewlett-Packard Enterprise Development Company, LP. The information contained herein is subject to change without notice

53



a Hewlett Packard ArUbaOS SWItCh ngﬁé{,ﬁﬁ\,r F

Enterprise company

Aruba#t show port-security 1
Port Security

Port : 1

Learn Mode [Continuous] : Configured Address Limit [1] : 1
Action [None] : Send Alarm

Eavesdrop Prevention [Enabled] : Enabled

Authorized Addresses

80cl6e-cdd181

810 Y—ARR—FT74)L4%
Y—RR—bT4I)LAIEE— VIAN HOR—FEBEZTER T 5 ENTEIHEETT IR IEHRTILOBERDE
EBILEML., 7T IR—rEDBIEIXHFATTHEVNS=FENANTEET , D A—H—TIETILFTIL VLAN &
LS SERTDBEETRESN TSI DICHEELET,

8.10.1 Y—RKR—F 74 LA DERE

(1) V—RR—FI71I2DER

filter source-port source-port-list [ drop | forward ] dest-port-list

® drop: EETR—IHSEEER—IANDIS T4V IEREEHET D
® forward : EETTR— I SEEXR— MDD T4VIEEEFITS

Aruba# configure
Aruba (config)# filter source-port 1 drop 2

(2) V—ARKR—FT71ILEDRAERESZ

show filter source-port

Aruba#t show filter source-port

Traffic/Security Filters

Filter Name | Port List | Action
____________________ e e e e e e
1 | 1 | drop 2-23

2 | 2 | drop 2-23

3 | 3 | drop 2-23

4 | 4 | drop 2-23
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8.10.2 YV—AR— b 7 4 LA DEETEH

% Router

(1) AL

2) =4
® [E—VIAN IR B HMEMDBIEEEMT 5.
o ZEHMEMNSTYIILIR—M24 BR—N~DBEEFZHATTS

3) BETFIR

1) 1B R—FU1EE)WDW LTy T IR—FUNDBEZENRIT HHREEZTI.

Aruba#t configure
Aruba (config)# filter source-port 1 drop 2-4

2) 2BER—PF(102 BE)~4 BR— F104 BE)ELREKRICKREZEITS.

Aruba (config)# filter source-port 2 drop 1,3-4
Aruba (config)# filter source-port 3 drop 1-2,4
Aruba (config)# filter source-port 4 drop 1-3

% 9Z VLAN ORE
9.1 VLAN OEFXMTEE

9.1.1 VLAN D{ERL - HIR
(1) VLAN Z{ERET 5

vlan vian-id [ name vian-name ]

®  vlan-id: VLAN ID & 2~4094 D& TEELFET , (VLAN 1 [ET I ILETEREATY)
®  vlan-name: VLAN £

Aruba# configure
Aruba (config)# vlan 20 name VLAN20
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(2) VLAN ZHIkx3 3

no vlan vian-id

HIB& 3 3 VLAN IZIR—F BT H AN TS ET IAILE VIAN IZRBZENRTENET,

Aruba# configure

Aruba (config)# no vlan 20

The following ports will be moved to the default VLAN:
1/1

Do you want to continue? [y/n] vy

(3) VLAN IZ Untag R— FZ3BINT %

VLAN [Z Untag fR—hZBHII3 354K, VIAN OV TF AN TR—ME BT 5 55%. VIAN ER— M ERIBICHEE T
BHE. AVA—TI—X(R—F)AVTFRXFT VIAN ZIEET DAL, R—hE VIAN ZRIBFICIEE T 5 &N HY

FIN. EQOFETHEREIIRLELGYET,
a) VLAN OV TXRAPCR—NEMT HHE

vlan vian-id
untagged Port-List

Aruba# configure
Aruba (config)# vlan 20
Aruba (vlan-20)# untagged 1-2

b) VLAN ER—M2RBICIEET A%

vlan vian-id untagged Port-List

Aruba# configure
Aruba (config)# vlan 20 untagged 1-2

) AVA—I7x—RAVTXAFTVLAN ZBETHH%
interface Port-List
untagged vlan vian-id

Aruba#t configure
Aruba (config)# interface 1-2
Aruba (eth-1-2)# untagged vlan 20

d) R—k& VIAN ZRIBICIEETSH%

interface Port-List untagged vlan vian-id

Aruba# configure
Aruba (config)# interface 1-2 untagged vlan 20

(4) VLAN IZ Tag R— FZBINT B

VLAN [Z Tag IR—hEBMMT B AL, Untag DIBEERULELSIZ, VLAN OV TFFRAMTR—MEEBMT %A%, VLAN
ER—MERBICIEET DA E. AV F—TJ1—X(R—F)aVTHANT VIAN ZIEE T 5 5%, R—kE VLAN ZFEIEF

[CHEETDAHENHYET M. EOFETLRERRLERYET,
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a) VLAN OV TXRNCR—MEMT3A%
vlan vian-id
tagged Port-List

Aruba# configure
Aruba (config)# vlan 20
Aruba (vlan-20)# tagged 1-2

b) VLAN &R—FERBICIEET SAE

vlan vian-id tagged Port-List

Aruba#t configure
Aruba (config)# vlan 20 tagged 1-2

) AVA—Dx—RIAVTXAFTVLAN ZBETDHH%
interface Port-List
tagged vlan vian-id

Aruba#t configure
Aruba (config)# interface 1-2
Aruba (eth-1-2)# tagged vlan 20

d) KR—k& VLAN ZREIFFIZIEET 55k

interface Port-List tagged vlan vian-id

Aruba# configure
Aruba (config)# interface 1-2 tagged vlan 20

9.1.2 VLAN X EIBEHRD TR

(1) VLAN —E&RTR
show vlan

Aruba# show vlan
Status and Counters - VLAN Information
Maximum VLANs to support : 256

Primary VLAN : DEFAULT_VLAN
Management VLAN :

VLAN ID Name | status Voice Jumbo
_______________________________________ b oo mmmmmmmm e oo
1 DEFAULT_VLAN | Port-based No No
10 VLAN10@ | Port-based No No
20 VLAN20 | Port-based No No
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(2) VLAN B¥#iZ&R~

show vlan vian-id

Aruba# show vlan 10
Status and Counters - VLAN Information - VLAN 10

VLAN ID : 10

Name : VLAN1©

Status : Port-based

Voice : No

Jumbo : No

Private VLAN : none

Associated Primary VID : none
Associated Secondary VIDs : none

Port Information Mode Unknown VLAN Status
1/1 Untagged Learn Down
1/2 Untagged Learn Down

(3) R— kD VLAN 7Y 1 VFER

show interface status

Aruba# show interfaces status
Port

Name Status Config-mode  Speed Type Tagged Untagged
Down Auto 1000FDx 100/1000T 20 10
Down Auto 1000FDx 100/1000T 20 10

9.13VIANDIP 7 FLRAEE
VLAN IZXIL T IP PRLRAZERTE T HZE T, Telnet, SSH, Web GUI T E D EIBA U A—T1—ADT VAL (BE

VLAN %
9,

RELIIBEIXEE VIAN UNDOT IR ERE)  W—T40 T ERBEDT —boxA 1P ELTHALE

(1) VIAND IP 7 FLRRE
VLAN vian-id ip address < IP-address/Mask-length | IP-address Netmask >
VLAN vian-id ip address dhcp-bootp

Aruba
Aruba

Aruba# configure

(config)# vlan 10 ip address 192.168.10.1 255.255.255.0
(config)# vlan 20 ip address dhcp-bootp

Default VLAN @ IP 7KL RERE LT 74 )Lk dhep-Bootp M ERTEIZHEH>TLVET , Default VLAN LLSA D 1P
BRIEIL. TI4ILM(VLAN VERCEF) (&, |ERNEGEO>TLVET,

BREFHDIP TRLREZEERTSHHE1E. &I VLAN IP address DR EHIBRZITOTHD, ZEED IP
TFRURZEEHRELET,

VIAN 8DV TF RV T4 L—2avIZA>TRET HELTEET,
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(2) VLAN @ IP 7 F L RERTEHIRR
no vlan vian-id ip address

Aruba#t configure
Aruba (config)# no vlan

10 ip address

(3) VLAN D IP 7 F L AERET

show ip

Aruba# show ip
Internet (IP) Service

IP Routing : Disabled

Default Gateway : 192
Default TTL . 64
Arp Age : 20
Domain Suffix

DNS server

DEFAULT_VLAN
VLAN10
VLAN20
VLAN30

.168.1.254

| Proxy ARP
| IP Config 1IP Address Subnet Mask Std Local

| Manual 192.168.1.1 255.255.255.0 No No
| Disabled

| Manual 192.168.20.1 255.255.255.0 No No
| DHCP/Bootp

9.2 Management VLAN DE&E
BERAQOMIAINT—IFERTHLIZEKY  RAYTFDEBAA—TI—ANDEFX1THETIVERAZRET S

ENTEFET . RMYFDEBAUEA—TI—AANDTIERIE, B VIAN BHOALELEYET , F0O1M VLAN M5
TRIFHEFBADTITEE TSN, TIAH/ILLTIE., B VIAN (XX E

FEEBAE—TI—A~DTY
‘A,

management-vlan < vlan-id | vlan-name >

Aruba# configure

Aruba (config)# management-vlan 10

SNTWE

®  Management VLAN DERTE KL (L. 8XELT= VLAN LISL D VIAN WS EBAUA—TJ1—ADT IR ITH KL
BYFEFTODTITEE TS,
®  Management VLAN DR EMHEZRIATURIZAEREINTULVEE A, show running-config Av U REERAL THEEREL

TLIEELY,
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F10E RFYIDERTE

10.1 ArubaOS XA Y FDRX 4% v U Bk
ArubaOS A4 wF TlL VSF (Virtual Switching Framework)& ., BPS (Backplane Stacking)® 2 S22 M A2y IHEEL HY) |
BWREICKYSIGELTOD RV IREENRIZYET , VSF & BPS DB EHEEIL TEENDEY TY,

A2y HEBER VSF (Virtual Switching Framework) | BPS (Backplane Stacking)
i it 24 = Aruba 5400R Aruba 3810M

Aruba 2930M
Aruba 2920
BERXAYIED 21—

Aruba 2930F

ARV IR—bk ABRAE—D—R
Aruba 5400R : 40G, 10G

Aruba 2930F : 10G, 1G

Aruba 2930F:4 &

A9 r—T )L DAC, J¢, UTP BRREYOT—T)IL
RIEER2VY it It _
RAVIEH Aruba 5400R : 2 & Aruba 3810M : 10 &

Aruba 2930M : 10 &

Aruba2920:4 &

10.2 VSF (Virtual Switching Framework)

10.2.1 VSF DFEE
VSF (& Aruba 5400R x R K 2 &' Aruba 2930F x I K 4 BB E Y R—rT 2R 2y OHEE (IR v— U #EE) T,
AL YFEIE 406G, 10G, 16 LWLV AADR—FEFI AL TEREZITLET,

10.2.2 Member ID
Member ID |& VSF 777D R T HRAYFIZD(+5 ID EiE>THY. Bl— VSF 77TVVIRNTEHELELES
IZERTELZET . Aruba 5400R DIFEIX 1,2 Z Member ID ELTEIY B TEYT , Aruba 2930F DB AL 1,2,3,4 A
Member ID ELTEIYHTET,

10.2.3 VSF Domain ID
VSF Domain ID (& VSF 77w o ZEAN T 51=8D ID T, thd VSF 77w o LG L-FRIZELS VSF 2771
YO THAHEERH#IT A0, FNENTLI=Z—IL D ZHOLENBYET,
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Core network

] 1
1 Device A VSF fabric 1 Device B 1
H {domain 10) H
1 1
] 1
! 2 > VSF Link g ~> !
1 1
1 1
........... k-----------------_,.z::/_'_ s

VSF fabric 2
(domain 20)

E m WSF Link (<:><:)> E

Aceess netwark

10.2.4 VSF Link
VSF Link [& VSF #RT BRAAYTFHEZERTIRIVIARER—FTT, ERLYF (L link1 & link2 D 2 DDiK
BR—FAHEESNTONEDS, 20 link1 & link 2 [CYEBR—bET7H AL TREYIR—ELTHIALE T, VSF
Link [ZIZETRK 8 R—bETOYEBR—+ET7H AT BHIENTEET,

10.2.5 VSF * 2 /38— DR E|
VSF 2T A28 RAMVFIETRONT A DRI HEYET,

® Commander (A5 —)
VSF 77U JNT 1 B8:&H, RAvI DI A—5—ELTRMET SYMEBR(vF T RAAVIDEBEITHES,
ETON—TAVTOR(yFJTAMIILVEEST,

®  Standby (RH2/3A)
VSF 2771DAT 1 BEH, Commander D/\vI 7y TELTEMET H2MERAYF, Commander B ERLE
BEICE>THFIAIZ Commander DI7x—ILA—/N\—HDRELHEICRIVIEEBF5IED,

®  Member (A/3—)
Commander T4 Standby THHWARAYF X ET Member £%55, VSF 77Ty I NDIEHRAR— LD —EREL
TEI{E, Commander DEERFOCTT— /LA —/\—FAER(L, 7Tt D Standby HFHLLY Commander [Z7Eo7=
#%T.1 B0 Member HFTLLY Standby [TEHIN S,

10.2.6 Member Priority
Member Priority [& Commander EL CGEHSNABDEEELLGYET . SLMEZIF IRV FHNEBIEELLY.
Member Priority [T 74 JLk 128 T 1~255 OB CHRETHETI,

10.2.7 BB T LOHE FRO D —, BAEH
HiR—hEND VSE DRy FHEHENMOS —ORBEEHIE TR0 BYELYET,

(1) Aruba5400R DIF&

Fr—rbROD—%&HR—F

RK2B%FT

VSF Link &L T 106G, 40G R—+ZFI AT 8 (7=7ZL. 10G, 40G MDEFEAH)
& VSF Link [T K 8 RETOR—ERARD(FTH AT 5)ZEM TR
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® RILETILTODEREDHHHR—b (5406R & 5412R DEFEIEA )
0 A A—TJI—REDA—ILIIBRHFD vl EDa—ILHRE
® VSFEEBTARAMVFITEEERTS

(2) Aruba2930F DIHFE

JoH R ROS—, Fr—vbROS—%HKR—

BK4BET

VSF Link &L T 1G, 106 R—hEFIFAAE (1=12L. 1G, 10G DEE R )
% VSF Link [F]RK 8 KETDR—FEERRDH(TH 10T BH)TENATHE
RIC 2930F ) —XATHNIERLSETILEMRAH S HE THA AT
VSF 2T 2RV F [FEEERT S

WSF Link

2930F (ring topology)

10.2.8 VSF DEFXRBRE a7V K

(1) VSFLink DEXE
vsf member MEMBER-ID link LINK-ID [ethernet] PORT-LIST

Aruba# configure
Aruba (config)# vsf member 1 link 1 23-24

(2) Member Priority D& 5E
vsf member MEMBER-ID priority PRIORITY

FI4ILME 128 T,

Aruba#t configure
Aruba (config)# vsf member 1 priority 130
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(3) VSF Domain MDEXTE & VSF DEF L
vsf enable domain DOMAIN-ID

Aruba#t configure
Aruba (config)# vsf enable domain 1

(4) VSF B83E Trap X{EDHHE

snmp-server enable traps vsf

FIAILNMEEIZHE->TONET,

Aruba# configure
Aruba (config)# snmp-server enable traps vsf

10.2.9 VSF DFEZaAT UK

(1) VSF DIRREFER

show vsf

Aruba# show vsf

VSF Domain ID : 2

MAC Address : 3ca82a-3f913f

VSF Topology : Chain

VSF Status : Active

Uptime : od oh 9m

VSF Oobm-MAD : Disabled

Software Version : KB.16.01.0000x

Mbr
ID Mac Address Model Pri Status

1 3ca82a-31f8100 HP J9850A Switch 5406Rz12 128 Commander
2 3caB82a-3f4800 HP J9850A Switch 5406Rz12 128 Standby

(2) VSF DEFHFESR

show vsf detail
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VSF Domain ID
MAC Address
VSF Topology
VSF Status
Uptime

VSF MAD

VSF Port Speed

Name
Contact
Location

Member ID

MAC Address
Type

Model

Priority
Status

ROM Version
Serial Number
Uptime

CPU Utilization
Memory - Total
Free

VSF Links -

Member ID

MAC Address
Type

Model

Priority
Status

ROM Version
Serial Number
Uptime

CPU Utilization
Memory - Total
Free

VSF Links -

Software Version :

Aruba#t show vsf link detail

1

: 70106 -25df3f
: Chain

: Active

: 0d ©h 7m

: None

. 10G

KB.16.03.0003

: HP-VSF-Switch

01
. 701061 -25cf00

JO9850A

: HP J9850A Switch 5406Rz12
: 130

: Commander

: KB.16.01.0006

¢ SG61G49209

: 0d 6h 7m

1 2%

: 699,113,472 bytes

514,397,672 bytes

#1 : Active, Peer member 2

2
: 40a8f0-9e2900

JO9850A

: HP J9850A Switch 5406Rz12
: 128

: Standby

: KB.16.01.0006

: SG44GGGOJI7

: 0d ©h 3m

5%

: 699,113,472 bytes

530,167,736 bytes

#1 : Active, Peer member 1

VSF 277Uy 9M MAC TRL R

(3) VSF Link DFEE
show vsf link detail
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Aruba#t show vsf link detail
VSF Member: 1 Link: 1

Vsf-Port Port-State

1/B1 Up: Connected to port 2/B1
VSF Member: 2 Link: 1

Vsf-Port Port-State

2/B1 Up: Connected to port 1/B1

10.2.10 VSF 5% 5 O Hll k&

vsf disable

VSF X E#BIBET BIZIE VSF Link NETHE OV LTWAILELHYET,

Aruba#t configure
Aruba (config)# vsf disable

This will remove VSF-related configuration and reboot the switch.
Continue (y/n)? vy

10.2.11 MAD (Multiple Active Detection)
MAD [FRZYI D IBERIZEY  VSF 77TV I MR T)RLIIGE DX RIERETT . VSF 77T U A RT 1wk
T5E R FRIDBEEEHREI GG S6H. BL MAC PRL R, IP PRL AP EEHFS ., AL LA, TRO#ERE
ERLTWA-OBEICKENARELET,

MAD [FRBYHYOEERE., VSF 777 ) v o EBRL TV BN EEITHIEEEHLT. ATUyrLE=HEID
AVBR—D1—REETIYINT IUTBHETRT) YD BIE~ADEELXHEET .

10.2.12 MAD DRI Ak
MAD DREFEIITEED 3 FBELAHYET,

(1) LLDP MAD

LLDP MAD [& VSF 77Ty DR A vFHEE T Link Aggregation (LACP)IE#i S =X 1 vF(MAD Assist Switch)iEH T
VSF 277w BB R O FEEEERELET,

Upstream

Z_we X3

Commander Standby

(2) 0OBM MAD

OOBM MAD [ Aruba 5400R @ MPU [Z# % OOBM (Out of band management)ii—rZ{#FEHL T, VSF 777w %tE
9% Aruba 5400R RZEHLTHELDEELFERLET,
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(3) VLAN MAD
Aruba 2930F TI& Aruba 5400R D &3(Z 00BM R—rEHLTLVEWL =6 KHOYUICERA®D VIAN #HEL. 20D
VLAN [S7H AU LR — &R T AETHEEVDFELTHIELET , VLAN MAD TERAT % VLAN, R—hTIZE
AHCHDOHEELDHRITTEEE A

10.2.13 MAD DEEEAT VK

(1) LLDP MAD DE&5E
vsf lldp-mad ipv4 IPV4_ADDR v2c COMMUNITY-STR

® IPV4_ADDR : MAD Assist Switch @ IP 7KL X
® COMMUNITY-STR : MAD Assist Switch ) SNMP 321 =T 44

Aruba# configure
Aruba (config)# vsf lldp-mad ipv4 10.1.1.1 v2c public

(2) 0OBM MAD D E&E
vsf oobm-mad

Aruba#t configure
Aruba (config)# vsf oobm-mad

(3) VLAN MAD DEXE
vsf vlan-mad vian-id

Aruba# configure
Aruba (config)# vsf vlan-mad 1000

10.2.14 MAD DFEZEIT VR

(1) LLDP MAD DR EEFEER

show vsf lldp-mad [ parameters | status ]

Aruba# show vsf 1lldp-mad status

MAD device IP : 10.1.1.1
MAD-probe portset : 1/A1,2/A1
VSF split : No

MAD probe originator : No

Number of probe requests sent : 0

Number of probe responses received : 0

MAD Active Fragment : Yes

(2) 0OBM MAD MDIKREFEER

a) OOBMIP DFEER
show oobm ip [ vsf member MEMBER-ID ]
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Aruba#t show oobm ip

IPv4 Status Enabled
IPv4 Default Gateway :
| Address Interface
VSF-member | IP Config IP Address/Prefix Length Status Status
Global | dhcp 120.93.49.9/24 Active Up

1 | dhcp 120.93.49.9/24 Active Up

2 | disabled Inactive Down

120.93.49.1

b) OO0BM TRHEiEN TS VSF 77Ty HDFERE

Aruba#t show oobm discovery

Active Stack (This fragment)
VSF-member Mac Address Status

ID

2 10604b-b7al40 Global Commander
1 10604b-b66980 Global Member

(3) VLAN MAD (DiRRERESR

show vsf vlan-mad

Aruba# show vsf vlan-mad

Switch# show vsf vlan-mad
Multi-Active Detection VLAN status
VLAN ID : 30

VLAN NAME : VLAN30

VLAN MAD Connectivity Status
Port Status Member State
1/17 Up Commander

2/21 Up Standby

3/21 Up Member

4/17 Up Member

Full

10.2.15 VSF DX EHI (Discover Configuration E— K)

Discover Configuration E—FI 2 & B IO Ry FEMNHPLIRETES T ST TEEIMIZ VSF 277UV I DK
EEITIRTEHETT . 1 8 EHDRAYFIL VSF Link, Member Priority, VSF Domain FDEREZTLVET .
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1) 18BDRAL YFIZVSFDBREZITVET,

Aruba#t configure

Aruba (config)# vsf member 1 priority 200

Aruba (config)# vsf member 1 link 1 B1,B2

All configuration on this port has been removed and port is placed in VSF mode.
Aruba (config)# vsf enable domain 1

To enable VSF, the REST interface will be disabled.

This will save the current configuration and reboot the switch.

Continue (y/n)? y

2) 2BBDARAYFEIIGHEROREICL, 18BDRMyFLEREZITVET. 268HDORA v FIXE
FMIZ VSF DERENTHhN., 1 BEHDRAAM Y FhH 0s#4HoO0—RKLTEEELET,

3) VSFODIREEFMERELET,

Aruba#t show vsf

VSF Domain ID 1

MAC Address : 70106f-25df3f
VSF Topology : Chain

VSF Status : Active

Uptime : 0d oh 1om

VSF MAD : None

VSF Port Speed : 106G

Software Version : KB.16.03.0003

Mbr

ID MAC Address Model Pri Status

*1 70106f-25cf00 HP J9850A Switch 5406Rz12 200 Commander
2 40a8f0-9e2900 HP J9850A Switch 5406Rz12 128 Standby

10.2.16 VSF QD EXE M (Manual Provision E— F)
Manual Provision E—KI& VSF 27TV YIIZ8MFTBERAVFETIZTH VSF DEREZToTERI HDHETI,

1) 1B8BDRAYFICVSFDBREZTLETD,

Aruba# configure

Aruba (config)# vsf member 1 priority 200

Aruba (config)# vsf member 1 link 1 7-8

All configuration on this port has been removed and port is placed in VSF mode.
Aruba (config)# vsf enable domain 1

To enable VSF, the REST interface will be disabled.

This will save the current configuration and reboot the switch.

Continue (y/n)? y
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2) 2BHDARA YFIZVSFOBREZTLVET,

Aruba#t configure

Aruba (config)# vsf member 2 link 1 7-8

All configuration on this port has been removed and port is placed in VSF mode.
Aruba (config)# vsf enable domain 1

To enable VSF, the REST interface will be disabled.

This will save the current configuration and reboot the switch.

Continue (y/n)? y

3) RAVFRHIDEKREITVES.

4) VSFOIREZFMERELET,

Aruba#t show vsf

VSF Domain ID 1

MAC Address : be5ada-9611e3
VSF Topology : Chain

VSF Status : Active

Uptime : @d ©h 5m

VSF MAD : None

VSF Port Speed : 1G

Software Version : KB.16.03.0003

Mbr

ID MAC Address Model Pri Status

*1 boO5ada-9611e0 Aruba JL253A 2930F-24G-4SFP+ Switch 200 Commander
2 b05ada-971180 Aruba JL254A 2930F-48G-4SFP+ Switch 128 Standby

10.3 BPS (Backplane Stacking)

10.3.1 BPS DIfE
BPS & Aruba 3810M x 2K 10 &', Aruba 2930M x T2 K 10 & . Aruba 2920 x Tz K 4 BHEBE Y R—rF B3R Rv %
BE(RAES v —H#EE) T . RAAYFREIEZBERDAZYIEDS 21— LD RBYIR—NIRZY I —T IV EEHELET,

10.3.2 Member ID
Member ID [& BPS 77TV OEERT DR/ YFIZDIT5 ID &> THY., Rl— BPS 77T UV IATEELEWNELS
[ZERELE T, Aruba 3810M & Aruba 2930M MD1IFE [ 1~10 ZF Member ID ELTEIY LB TET , Aruba 2920 DIHFE
(% 1,2,3,4 A Member ID ELTEIYHTET,

10.3.3 Stack ID
Stack ID |& BPS 777 wHo%#ERIT 5= D ID TI, stacking set-stack AV K TERSNFET,

10.3.4 BPS * > /\—D1&E
BPS #HERT AR RAMYFIETEONWITNAODERENZHYETS,

® Commander (A4 —)
BPS 77JUOUNT 1 BFEE, REVIDIAVIA—F5—ELTENMET 2YMEBRA(VF T, RAVIDEBEITHS,
ETDI—TFTAVTPRAYFFTOrIILEERTT,
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®  Standby (RAE/3A)
BPS 777U INT 1 BFEH ., Commander D/ \vIT7vTELTEMET 2B R A YF, Commander B ERFE
BECK>THAIMIIZ Commander DTz —IILA—/N—DRELIIGEICAIVIEEBE5|ZE D,

®  Member (A2/3—)
Commander T4 Standby THHEWAAYFIEIET Member 455, BPS 77T vINDIEHRAR—FD—EREL
TEI{E, Commander DEERFOCTT— /LA —/\—FKAERIL, 7Tt K D Standby HFHLLY Commander [Z75o7=
#%T.1 8D Member AAFLLY Standby [TEHESINS,

10.3.5 Priority
Priority [& Commander EL CEHINSEDEBEELLBYET . SELMEFF Iz A MYy FHEBILERY. Priority (X7
JA Lk 128 T1~255 DEITHREAMHETT

103.6 R T LOHIE FARAD—, EAEH
HR—bkEh 3 BPS DRAYFIEHMROS — OB EH T TREOBEYELZYET,

(1) Aruba3810M DIFE
o YUJMRAY— Fr—UhRAY— AyiabROY—FHR—
o JUJMRAD—RUFI—VMRAD—DIZEIFHRK 10 BFE T, Ay abRA —NDIGEEHRK 5 8F T,
o FRADRAVIED2I—I . ERADRIVIT—TILHWE
> RRYUEDVa—IL
Aruba 3810M 4-port Stacking Module (JLO84A)
> REVYT—J)
Aruba 3800/3810M 0.5m Stacking Cable (J9578A)
Aruba 3800/3810M 1m Stacking Cable (J9665A)
Aruba 3800/3810M 3m Stacking Cable (J9579A)
®  RAYYEDA—IVIFRZVIR—bE 4 R—MEHL, 1 R—F&H71=Y 84Gbps(MA[E) D, 4 R—rFIART
=X 336Gbps DRA VYT,
o [FL 3810M VXN THNILRLGDETILEHAEHE THERATEE

Mesh | Ring [ Chain |

(2) Aruba2930M DIBE

o Y irMRAY—  Fr—UbROY—%HR—
® RKI0EBFT
o EFRDOREVIEDA—I ERDOREVIT—TILHBE
> RAYYEDa—IL
Aruba 2930M 2-port Stacking Module (JL325A)
> REVYr—J)L
Aruba 2920/2930M 0.5M Stacking Cable (J9734A)
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Aruba 2920/2930M 1m Stacking Cable (J9735A)
Aruba 2920/2930M 3m Stacking Cable (J9736A)
®  RAYPEDA—IVIFRBYIR—bE 2 R—MEBEL, 1 R—F&H71=Y 50Gbps(MA M) D, 2 R—rFIART
&K 100Gbps D RAvI g,
® [ 2930M VXN THNIETEGDHETILEMAEHE THERATEE

_Ring _§l Chain_

10
9

8

:
Mambars. :

o O

(3) Aruba 2920 DIHE
o | JMREY— Fr—rbRAD—%HR—bt
® RK4BFET
o HFRADARAVIEVA—IN . BERADRIVIT—TILHWLE
> REAYYEDa—IL
Aruba 2920 2-Port Stacking Module (J9733A)
> REVYT—J)L
Aruba 2920/2930M 0.5M Stacking Cable (J9734A)
Aruba 2920/2930M 1m Stacking Cable (J9735A)
Aruba 2920/2930M 3m Stacking Cable (J9736A)
®  RAYPEDA—IVIFRBYIR—bE 2 R—MMEH, 1 R—FH7=Y 40Gbps(MA [ D . 2 R—rFIARKT
XK 80Gbps D AA VUi,
o [FL 2920 V) —XHNTHNITELGDIETILEHAEHE THATEE

_Ring | Chain_

2

10.3.7BPS DEXRFZE ATV F

(1) Stacking DEHE

stacking enable
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FIAMMEEHTT 112U, REVHES 21— LEREL VGV RETHMED L BAERDELYFT, T
REYHESA—LEBMUIBEERITIETEMELTULEL, (BB TNBHESD [ show stacking T
HRTEEY)

Aruba#t configure
Aruba (config)# stacking enable
Aruba-Stack (config)# stacking enable

(2) Stacking ID DERTE
stacking set-stack

Aruba-Stack# configure
Aruba-Stack (config)# stacking set-stack

(3) Member Priority &€
stacking member MEMBER-ID priority PRIORITY

FIAILEE 128 TY,

Aruba-Stack# configure
Aruba-Stack (config)# stacking member 1 priority 255

(4) ZEHI Member Device 1B
stacking member MEMBER-ID type MODEL-NO { mac MAC-Address }

Member Device DIERHIICFEITEMBEEZITLVET,

®  MODEL-NO: RM/YFDHEGMEE ., I~ THED, (f:JL321A)
®  MAC-Address : R YF D MAC PFL X,

Aruba-Stack# configure
Aruba-Stack (config)# stacking member 2 type JL321A mac e0071b-e641cO

10.3.8 BPS DFERaAT UK

(1) BPS MIRIERER

show stacking
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Aruba-Stack# show stacking

Status

Commander
Member
Member
Member
Member
Member
Member
Member
Standby
Member

Stack ID : 00031ccl-de4d48co

MAC Address : 941882-d83c49

Stack Topology : Ring

Stack Status : Active

Split Policy : One-Fragment-Up

Uptime : 0d ©h 6ém

Software Version : WC.16.04.0000x

Mbr

ID Mac Address Model

*1 941882-d83c40 Aruba JL321A 2930M-48G Switch

2 941882-dd3480 Aruba JL320A 2930M-24G-PoE+ Switch
3 941882-d91a40 Aruba JL319A 2930M-24G Switch

4 941882-d9a240 Aruba JL321A 2930M-48G Switch

5 941882-d9e900 Aruba JL319A 2930M-24G Switch

6 941882-daof40 Aruba JL319A 2930M-24G Switch

7 941882-dc0O5co Aruba JL322A 2930M-48G-PoE+ Switch
8 941882-dc9340 Aruba JL322A 2930M-48G-PoE+ Switch
9 941882-db0o806 Aruba JL321A 2930M-48G Switch

10 941882-dccf80 Aruba JL320A 2930M-24G-PoE+ Switch

(2) RE2 v R—FORERT

show stacking stack-ports

Member Stacking Port State

Up
Up
Up
Up
Up
Up
Up
Up

A D W WNNRER
N R NRPNRNER

Aruba-Stack# show stacking stack-ports

Peer Member Peer Port

W kL NPR WRADN

R NEFRP NEPDNEDN

10.3.9BPS DA F1) v FxI%E

BPS Tl& O0BM (Out of band management)/R—rZEFIFAL T, RAVIED 21— ILPREAVIT—T ILDBEEIZELY

BPS 77T OMATYyRLI-IBE DR EEEETT , BPS 77T UV NRRTY T BE. R4V F D EEHRHI
K1g51=8.BL MAC7RL R, IP PRLRPERTEZHFEL. BIL LA, TROBEI[FEIEHRLTVOD-HBEITZENHE

EL*TO

ZED=H . HEETICETREVIED a—IL, A8V 7 —T LIEERS, BPS I7 7y IEBRL TV BN

HETHILERHE LT ATV IZRBIDAA—T1—REE T UM DU THIETRAT)YNEDBIEAD

HEEMEFTT.

(1) ooBM DEB5E

oobm member MEMBER-ID ip address IP-Address
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Aruba-Stack# configure

Aruba-Stack (config)# oobm ip address 192.168.1.10/24
Aruba-Stack (config)# oobm member 1 ip address 192.168.1.11/24
Aruba-Stack (config)# oobm member 2 ip address 192.168.1.12/24

B®EHR. 00BM R—FEZHEFLET

(2) ooBm MIKER T
show oobm discovery

Aruba-Stack# show oobmdiscovery
Active Stack(This fragment)

IP Address : 1.1.1.254

Mbr Mac Address Status

ID

1 d89d67-86d580 Commander
2 6c3be5-fce6cd Member

10.3.10 BPS O 5% &l
1) 1B8BDODRAYFICREAYIED2—IILEFRYMSITET,

2) show stacking 3 < > F T Stacking NEIMNE S NMERLET, BN H-TWWBIEEIL)~NEAFTT,

Aruba#t show stacking
Stackingis disabled.

3) Stacking NESHIGSITEIEL., BEBEZITVLET,

Aruba#t configure

Aruba (config)# stacking enable

This will save the current configuration and reboot the switch.
Continue [y/n]? y

4) StackID #HERLFET,

Aruba# configure
Aruba (config)# stacking set-stack
Aruba-Stack (conflg)# show stacking

Stack ID : ©200d89d-6786d580 —{ER{EMN 7= Stack ID
MAC Address : d89d67-86d5a2

Stack Topology : Chain

Stack Status : Active

Split Policy : One-Fragment-Up

(UTHE)
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5) Priority #T 74 MELKYBELET,

Aruba-Stack (config)# stacking member 1 priority 255
Aruba-Stack (config)# show stacking

(EHBR)
Mbr

ID Mac Address Model Pri Status

1 d89d67-86d580 HP J9727A 2920-24G-PoE+ Switch 255 Commander

6) 2BEHDARAYFZEEHEHRLET., 28BDRA vy FEEEEHZEIN TV =8, Notloined DIKEEIZH -
TWFET,

Aruba-Stack (config)# stacking member 2 type J9727A mac-address 6c3be5-fce6co
This will save the current configuration. Continue [y/n]? y
Aruba-Stack (config)# show stacking

€17))

Mbr

ID Mac Address Model Pri Status

1 d89d67-86d580 HP J9727A 2920-24G-PoE+ Switch 255 Commander
2 6c3be5-fce6cO HP J9727A 2920-24G-PoE+ Switch 128 Not Joined

7) 2B8EDARAAYFICRAYIEDaA—ILERYFITET,

8) 1HBHBH®DRA vTF LREHRIZ show stacking 2 < > KT Stacking WA ESMERLET, A H->TWL
5581F 10~NEHFET,

Aruba# show stacking
Stackingis disabled.

9) Stacking NESHIGEEITEIEL., BESZEITVET,

Aruba#t configure
Aruba (config)# stacking enable

This will save the current configuration and reboot the switch.
Continue [y/n]? y
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10) RAYFHEEREZ VI Tr—TILTEGLET., 2880 RM vy FHAEIMICHLEH L. BiESHER BPS 77
Ty o~smLET,

11) 28BDRA v FHBEBR. KEOERZTLET,

Aruba-Stack# show stacking

Stack ID : ©200d89d-6786d580
MAC Address : d89d67-86d5a2
Stack Topology : Ring

Stack Status : Active

Split Policy : One-Fragment-Up
Uptime : 0d ©h 12m

Software Version : WB.15.14.0007

Mbr

ID Mac Address Model Pri Status

1 d89d67-86d580 HP J9727A 2920-24G-PoE+ Switch 255 Commander
2 6c3be5-fceb6cO HP J9727A 2920-24G-PoE+ Switch 128 Standby

=

2) BPST7IYUVIDATY Y bxdEELTOOBM A R— FDFREZFTLET,

Aruba-Stack# configure

Aruba-Stack (config)# oobm ip address 1.1.1.254/24
Aruba-Stack (config)# oobm member 1 ip address 1.1.1.1/24
Aruba-Stack (config)# oobm member 2 ip address 1.1.1.2/24

13) 00BM R— FREITDEFEHEITLNET .

T 1NE IL—TaVITDEE
111 W—TF 4V TOEYE - L—TF 4 VT T—T DR

1111 )L—F 1 T OEHE
Aruba0S RAYF TIXT IA IS TIL—T A4V T BBEXEDIHO>TUVET  L—TAV I DR ELB R TERavYy
FTeESELET,

ip routing

Aruba#t configure
Aruba (config)# ip routing

1112 b—F 4 VT T—TILDERF
show ip route
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Aruba#t show ip route
IP Route Entries

Destination Gateway VLAN Type Sub-Type Metric Dist.
0.0.0.0/0 10.10.3.1 1 static 250 1
10.10.3.0/24 DEFAULT_VLAN 1 connected 1 0
127.0.0.0/8 reject static 0 0
127.0.0.1/32 100 connected 1 0

1113 A—AIIIL—TF 1 VT DETE
O—AIIL—F 4TI —T 12T BREMESI. 2 DLLED VIAN IZ 1P PRLRZRET HEF D VLAN EiTOo—
TN —T AT R TEBLSITHYET,

112 REAT4 Y IL—FDERTE
11.21 T4 FIL— FORE

a) TIHIEIL—FEERTD
ip default-gateway Gateway-IP-Address

Aruba#t configure
Aruba (config)# ip default-gateway 192.168.1.254

b) T IAILMIL—LEEIKRT S

no ip default-gateway

Aruba#t configure
Aruba (config)# no ip default-gateway

1122 A2 T4 Y7 I— FDETE

a) AREATAVIN—IEERTSD
ip route Dest-IP-Address/Mask-LENGTH Next-Hop-Address

Aruba#t configure
Aruba (config)# ip route 192.168.2.0/24 192.168.1.1

b) RAT4VIIN—LEHIRT S
no ip route Dest-IP-Address/Mask-LENGTH Next-Hop-Address

Aruba# configure
Aruba (config)# no ip route 192.168.2.0/24 192.168.1.1
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R

12.1 RADIUS H—/\DERE

D

B

F 12E

12.1.1 RADIUS Y —/\DERE

(1) RADIUS H-—/ ;BN

radius-server host ip-address key key-string

=K 3 DETRADIUS H—/\DZEEFENTFEETT,

Aruba#t configure

Aruba (config)# radius-server host 192.168.1.10 key secret-key

(2) RADIUS H-—/ DR ERER

show radius

Aruba# show radius

Deadtime (minutes)
Timeout (seconds)
Retransmit Attempts
Global Encryption Key

Source IP Selection
Source IPv6 Selection
Tracking

Auth Acct
Server IP Addr Port Port

10.215.3.113 1812 1813
secret

Status and Counters - General RADIUS Information

Dynamic Authorization UDP Port : 3799

v

: Outgoing Interface
: Outgoing Interface
: Disabled

DM/ Time |
CoA Window |

12.2 802.1X 2§
12.2.1 802.1X BBEIDNH/FEAT U F

(1) R— FEGRID 802.1X EBEEE XL

aaa port-access authenticator port-list

Aruba# configure

Aruba (config)# aaa port-access authenticator 1-4
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(2) R—+oHi=Y ORIEHEK B LR DEE

aaa port-access authenticator port-list client-limit < 1-32 >

Aruba#t configure
Aruba (config)# aaa port-access authenticator 1-4 client-limit 32

(3) 802.1X BBEINHE/NT A —2 T

aaa port-access authenticator port-list [<item>]
item THEEAJRE/Z/\TA—4

®  auth-vid vian-id : Authorized Client VLAN D3EFE
®  clear-statistics : Authenticator D H I 2—I{EFRD I T
®  control { authorized | auto | unauthorized } : ZREEFIHIE—F DR E

>  auto: TIAIEDE—F, R—MIIEH LR IE 802.1X B E Y R—IL ., RV T—VIZTIERTS

EODEMTEBNDBE,

> authorized : R—MIHEREL I RANRHMIZT VL REE 5 RS, COBE. KRNI —IICTIERTD

T.&)o);ﬁ)‘ﬂ&ﬁ*ﬁ'b 802. 1X Aty nEa)-U-/-k F'i*%o

»  unauthorized : IR—MZEH LG ERANBEIRIZT VR EZEZ L, WERLIRYNT—D(ZTIERT
5= DHNEERFOTLY., 802.1X BN HHR—rELTWTH, R—MIERIGRDT7 I RET

AvY9%

®  logoff-period < 1-999999999 > : 797‘-47"&;“*”‘*’&%“B@?éﬁﬁl'ﬁo BFfl. 774Uk 300 b,
max-requests < 1-10 > : IR R ULty a & T LR R ITEE, T 74/ 2 [,

®  quiet-period < 0-65535 > : IR— DY TY AU ML DS EEFOBEME . K44 <Y —(X max-requests TERESN

—SHITEHRTCHRRIZRTINTHALOAIUNENS, TI4ILE 60 7,

®  reauth-period < 0-9999999 > : ¥t F A MK ICHE RIS E SR, 0 IR E T DEBRIALITENILL, T

FILRE 0 s
reauthenticate : BRI %58 HIT 5,

server-timeout < 1-300 > : RA/YF MBI —/\H S DI B EFOHM, T74/L6 30 7,

supplicant-timeout < 1-300 > : R/ YFHNHTYAUEMSD EAP YU T RN EF DR, T74/Lk 30 7,
tx-period < 0-65535 > : BREFtv 3> IZRD EAPOL PDU #EIETHETOHLER, T 74Uk 30 7,
unauth-period < 0-255 > : 7lR— k% Unauthorized Client VLAN (23 2 E TOBIERE, 802.1X YT AU R E
3 BImKRICERIA YAV ERRT 50, KURBDHIBREEZDHENTES, KIMI—H BT S

ETITEGHROZEI Y avs sz hiE, 7R—k & Unauthorized Client VLAN IZ7 H A& 5,

TI4ILE0 T,
®  unauth-vid vian-id : Unauthorized Client VLAN D35,

Aruba# configure
Aruba (config)# aaa port-access authenticator 1-4 reauth-period 600

(4) 802.1X REIAXDERTE

aaa authentication port-access < chap-radius | eap-radius | local >

Aruba#t configure
Aruba (config)# aaa authentication port-access eap-radius
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(5) RA vF2&T802.1X DAL

aaa port-access authenticator active

Aruba#t configure
Aruba (config)# aaa port-access authenticator active

12.2.2 802.1X BN FEZF a2 K

(1) 802.1X RREIDIRERT

show port-access authenticator

Aruba# show port-access authenticator
Port Access Authenticator Status
Port-access authenticator activated [No] : Yes

Allow RADIUS-assigned dynamic (GVRP) VLANs [No] : No
Use LLDP data to authenticate [No] : No

Auths/ Unauth Untagged Tagged % In RADIUS Cntrl
Port Guests Clients VLAN VLANs Port COS Limit ACL Dir Port Mode
1 1/0 0 1 No No No No both 1000FDx

(2) 802.1X BBRIDRERT

show port-access authenticator config [ port-list ]

Aruba#t show port-access authenticator config
Port Access Authenticator Configuration
Port-access authenticator activated [No] : Yes

Allow RADIUS-assigned dynamic (GVRP) VLANs [No] : No
Use LLDP data to authenticate [No] : No

| Re-auth  Access Max Quiet TX Supplicant Server Cntrl
Port | Period Control Regs Period Timeout Timeout Timeout Dir
_____ b oo oo e e e e e e e f e mmden mmdeen —oe--
1 | No Auto 2 60 30 30 300 both

(3) 802.1X BIIDHEHERE T

show port-access authenticator statistics [ port-list ]
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Aruba#t show port-access authenticator statistics
Port Access Authenticator Statistics

Port-access authenticator activated [No] : Yes
Allow RADIUS-assigned dynamic (GVRP) VLANs [No] : No
Use LLDP data to authenticate [No] : No

Source TX X RX RX RX RX RX
Port MAC address ReqId Req Start Logoff RespId Resp Errors

1 68b599-fb4c88 12 57 2 0 11 57 0

(4) 802X REIDEY L avhHy Ui —EROET

show port-access authenticator session-counters [ port-list ]

Aruba# show port-access authenticator session-counters
Port Access Authenticator Session Counters
Port-access authenticator activated [No] : Yes

Allow RADIUS-assigned dynamic (GVRP) VLANs [No] : No
Use LLDP data to authenticate [No] : No

Session Session
Port Frames In Frames Out Time(sec.) Status User
1 86284 789234 76836 in-progress test-userl

(5) 802.1X FRRLEBIHARDIREE T

show port-access authenticator clients [ port-list ] [ detailed ]
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Aruba#t show port-access authenticator clients

Port Access Authenticator Client Status

Port-access authenticator activated [No] : Yes

Allow RADIUS-assigned dynamic (GVRP) VLANs [No] : No

Use LLDP data to authenticate [No] : No

Port Client Name MAC Address IP Address Client Status

1 test-userl 68b599-fb4c88 n/a Authenticated
Aruba # show port-access authenticator clients 1 detailed

Port Access Authenticator Client Status Detailed

Port-access authenticator activated [No] : Yes

Allow RADIUS-assigned dynamic (GVRP) VLANs [No] : No

Use LLDP data to authenticate [No] : No

Client Base Details :

Port 01

Client Status : Authenticated Session Time : 76406 seconds
Client name : test-userl Session Timeout : 10800 seconds
IP : n/a MAC Address : 68b599-fb4c88

Access Policy Details

COS Map : Not Defined In Limit Kbps : Not Set
Untagged VLAN 1

Tagged VLANs : No Tagged VLANs

Port Mode : 1000FDx

RADIUS ACL List : No Radius ACL List

12.2.3 802.1X FREE DR EHI

(1) HEAE
[iﬂ$wh9—0]———_. =
VLAN1 untagged RADIUS Server
VLAN10,20 tagged 192.168.1.10/24
ssse BEEA-TwF
jREsmsmmanES ... | 192.168.1.20/24
P1
untagged
i o

L_\ Fm——

test-userl test-user2
VLAN 10 VLAN 20
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(2 =%
o RENIRAYFD 1B R—IT 802X BIAFEICTS
1 BR—FDOBETIZE HUB(EAP Bl IG)F R BEL . EHUIRREIERL . MRS LICFREAEITS
® REERKINBE(C test-userl [ VLAN1O, test-user2 |& VLAN20 % RADIUS H—/\/Mi5 Attribute TELF 1 F3vY
[ZEIY LB THHA1FZvY VLAN)

(3) HEFIR

1) FBBERAYFICIPT FLRAEHREL. VLANIO DER(VLAN L (T 74 )L F TRHESIATWLWS)., 7y T
Y ADAR— FIZ VLAN1IO % Tagged TZHA >V LET,

Aruba# configure
Aruba (config)# vlan 1 ip address 192.168.1.20/24
Aruba (config)# vlan 10 tagged 24

2) RADIUS H—N\ZEBMLET,

Aruba (config)# radius-server host 192.168.1.10 key secret

3) 802.1X SREEMERIE AKX % EAPRADIUS IZERELE T,

Aruba (config)# aaa authentication port-access rap-radius

4) 1BR—FT82IXRIANHKEEITLVET,

Aruba (config)# aaa port-access authenticator 1
Aruba (config)# aaa port-access authenticator 1 client-limit 32

5) 802.IXERFEEAMIELET,

Aruba (config)# aaa port-access active

(4) EhiFmERR

1) &S 802.1X BREFIER DR T

Aruba # show port-access authenticator clients
Port Access Authenticator Client Status
Port-access authenticator activated [No] : Yes

Allow RADIUS-assigned dynamic (GVRP) VLANs [No]
Use LLDP data to authenticate [No]

Port Client Name MAC Address IP Address Client Status
1 test-user2 68b599-1fb4864 n/a Authenticated
1 test-userl 68b599-fb4c88 n/a Authenticated

2) *&%qu:mun ﬁ*o)ﬁi
FAFZYY VLAN [2&D VIAN PH AU E T THRERAIEETY .
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Aruba # show port-access clients
Port Access Client Status

Port Client Name MAC Address IP Address User Role Type VLAN
1 test-user2 68b599-fb4864 n/a 8021X 20
1 test-userl 68b599-fb4c88 n/a 8021X 10

123 MAC 7 FL REREE

1231 MACT7 FLARABHEDEZREATV R

(1) R—

FERID MAC 7 FLREIEADE

aaa port-access mac-based port-list

Aruba# configure
Aruba (config)# aaa port-access mac-based 1-4

2) R—

b &1= Y DEBEEmR 3 LR DERE

aaa port-access mac-based port-list addr-limit < 1-256 >

B RMO LRFWE, N—TavIZEYREYES,

Aruba# configure
Aruba (config)# aaa port-access mac-based 1-4 client-limit 32

(3) BEMLE LD MACT FLABEIDHH

aaa port-access mac-based port-list addr-move

i

REEITIER—ERNTHRDR—MEBBNRELTEERAELRELGLGYET DaEd 2 R—FUE

THIILTEKBELHYET , T I+ ILNMIES,

Aruba# configure
Aruba (config)# aaa port-access mac-based 1-4 addr-move

(4) MAC7 FLRBBEIDETE/NT A —AH/TE

aaa port-access mac-based port-list [<item>]

item

THEREG/NTA—2

auth-vid vian-id : Authorized Client VLAN D387

logoff-period < 1-999999999 > : 7 VT4 7 THELMHERFHIR T HRTIZF DR, T 74 /L 300 #,
max-requests < 1-10 > : BB R VR v a R T EHIMT HERERTRIER, TI4/Lk 2 [E,
quiet-period < 0-65535 > : Ay F M ERIEICKRL-imR M5 DR E IR HRTICHF DB, T 74Uk 60
,

reauth-period < 0-9999999 > : ¥ fit A AinKICHIRIISE SR, 0 IR ETHEERAITENLL, T
AILAE 0 s

reauthenticate : HERELZ R HT 5,
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®  server-timeout < 1-300 > : R4 YFHRBIEH—/\D L DIEEEF DO, T74/L6 30 7,

®  unauth-period < 0-255 > : Ik—k% Unauthorized Client VLAN |29 2 E TOEEER, 802.1X T AV EAEH)
B9 BimRICFRE Y avEHIRT 516, KURBOHLFMEEZHENTED, KIAT—H BT D
FTICERImRDBII Yy arhBESnAITIL, 5R—E & Unauthorized Client VLAN [Z7H (23N b,
TIHILE 0,

®  unauth-vid vian-id : Unauthorized Client VLAN D¥87E,

Aruba# configure
Aruba (config)# aaa port-access mac-based 1-4 reauth-period 600
Aruba (config)# aaa port-access mac-based 1-4 logoff-period 1860

(5) MAC7 FLRAD 74— v FRE
aaa port-access mac-based addr-format < no-delimiter | single-dash | multi-dash | multicolon | no-delimiter-
uppercase | single-dash-uppercase | multi-dash-uppercase | multicolon-uppercase >

MAC 7 KL REBEE TI& RADIUS H—/S\~ADREWVEHER, 2 —HHE/RT—FIZHEKD MAC PRLREFEYRLT
BWEDHEFEITVWET, TIAHILTIEEBFE/INLFE/NA T L (aabbecddeeff) Y FET A, MAC TRLAD T+
—IVhEEBRTEHELTEFET,

no-delimiter: aabbccddeeff M 7+ —<YNZF B(T I+ ILH)
single-dash: aabbcc-ddeeff D74+ —< VTS

multi-dash: aa-bb-cc-dd-ee-ff DI+ —< VT3

multi-colon: aa:bb:cc:dd:ee:ff DI+ —YMZF 3
no-delimiter-uppercase: AABBCCDDEEFF D 74— YhZ9 5
single-dash-uppercase: AABBCC-DDEEFF D 74— vk 29 3
multi-dash-uppercase: AA-BB-CC-DD-EE-FF D7+ —< Yk Z9 S
multi-colon-uppercase: AA:BB:CC:DD:EE:FF D IA— Yk ZF B

Aruba#t configure
Aruba (config)# aaa port-access mac-based addr-format multi-dash

12.3.2 MAC 7 FLREERIDFERaT VK

(1) MAC 7 FL RBZBEIDRER T
show port-access mac-based

Aruba# show port-access mac-based

Port Access MAC-Based Status

Auths/ Unauth Untagged Tagged % In RADIUS Cntrl
Port Guests Clients VLAN VLANs Port COS Limit ACL Dir Port Mode
2 2/1 0 10 No No No No both 100FDx

(2) MAC7 FLABEIDEBERT

show port-access authenticator config [ port-list ]
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Aruba#t show port-access mac-based config
Port Access MAC-Based Configuration

MAC Address Format : no-delimiter

Allow RADIUS-assigned dynamic (GVRP) VLANs [No]

Mac password :

Unauth Redirect Configuration URL :

Unauth Redirect Client Timeout (sec) : 1800
Unauth Redirect Restrictive Filter : Disabled
Total Unauth Redirect Client Count : ©

Client Client Logoff Re-Auth  Unauth Auth Cntrl
Port Enabled Limit Moves Period Period VLAN ID VLAN ID Dir
1 No 1 No 300 (7] (%} 0 both
2 Yes 32 No 300 0 30 (%} both

(3) 802.1X RREFEMINKDIERE =

show port-access authenticator clients [ port-list ] [ detailed ]

Aruba# show port-access mac-based clients

Port Access MAC-Based Client Status

Port MAC Address IP Address
2 68b599-fb4864 n/a
2 68b599-fb4c88 n/a

Aruba # show port-access mac-based clients 2 detailed

Port Access MAC-Based Client Status Detailed

Client Base Details :

Mode Client Status

User authenticated
User authenticated

Port

Client Status
MAC Address
IP

Access Policy Detai
COS Map

RADIUS ACL List

2
: authenticated
: 68b599-fb4864

n/a

1s

: Not Defined

Untagged VLAN : 20
Tagged VLANs : No Tagged VLANs
Port Mode : 100FDx

: No Radius ACL List

Session Time

Session Timeout :

In Limit Kbps

Auth Mode

: 115 seconds

: Not Set

: User-based

10800 seconds
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12.3.3 MAC 7 R L R EEF DR EH

(1) AL
[ Hirmw ko—4 ]7

VLAN1 untagged RADIUS Server
VLAN10,20,30 tagged 192.168.1.10/24

I

viee] | BTV F
192.168.1.20/24

P1

untagged

MAC-1 MAC-2
VLAN 10 VLAN 20 {MAC ﬂ?&%ﬂﬂr*)

(2 =%

® ZEEIRAYF®D 1EBER—ITMACRIEENICTS

® 1&EFR—IDETIZE HUB ZEREL. EHUIRREERKL . MRS LICREIEITS

o EREFRLTILT=5 MAC-1 MifkRIE VLANLIO, MAC-2 DiH>R(F VLAN20 % RADIUS H—/3Hvi5 Attribute TIELE A
FIYIIZEIY B TAB(F 473y VLAN)

® ERERICRBERL7-#m3KI[& VLAN3O [ZFTESE S

® XAYFHSRADIUS H—NADBELNEHEETILI—H—%  /I\RT—FIZEYrT 5 MAC PRLRAD T4+ —
TYMITIAIDINCFEEF /(T2 L (aabbceddeeff)

(3) BEFIE

1) BERAYFIZIPT FLAEHRTEL. VLAN10,20,30 DIERL(VIAN L (XTI 4L FrTREINATWS). 7v
7)) > AMOAR— FIZ VLAN10,20,30 % Tagged T7HA U LET,

Aruba#t configure

Aruba (config)# vlan 1 ip address 192.168.1.20/24
Aruba (config)# vlan 10 tagged 24

Aruba (config)# vlan 20 tagged 24

Aruba (config)# vlan 30 tagged 24

2) RADIUS H—/N\ZEMLET,

Aruba (config)# radius-server host 192.168.1.10 key secret

3) 1B R—PFPTMACT FLREBIDHREFITLET,

Aruba (config)# aaa port-access mac-based 1
Aruba (config)# aaa port-access mac-based 1 addr-limit 32
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4) 1FBER—FTMACT FLREEEFICKB L =KL VLAN3O [CFIB SN B LS IZBELET,

Aruba (config)# aaa port-access mac-based unauth-vid 30

5) 1&BR—FTREICRYLImRERRLmRANBELHESLSICRELFET .

Aruba (config)# aaa port-access 1 mixed

(4) EhiEmEER

1) S MAC 7 FLREIIHERDERT

Aruba # show port-access mac-based clients

Port Access MAC-Based Client Status

Port MAC Address IP Address Mode Client Status
1 0016d3-3a1151 n/a User rejected,unauth vlan
1 68b599-1fb4864 n/a User authenticated
1 68b599-fb4c88 n/a User authenticated

2) ERHREIRRORT
A FZYY VIAN [2&D VIAN FH AL THRAIEETY

Aruba # show port-access clients

Port Access Client Status

Port Client Name MAC Address IP Address User Role Type VLAN
1 0016d3-3a1151 n/a MAC 30
1 68b599fb4864 68b599-fb4864 n/a MAC 20
1 68b599fb4c88 68b599-fb4c88 n/a MAC 10
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