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NAC in not performaing a healthchack task only fort his system and certian time period. But it perform good for all other system.   
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Summary R Posture | Enforcement
Name: Wired_Health-check-AVEVE
Description:

4

Type: Web-based Health Check Only
Status: Enabled
Monitor Mode: O Enable to monitor network access without enforcement
More Options: ) Authorization @ Posture Compliance

Matches ® ANY or © ALL of the following conditions:

Type Name Operator Value 3
1.]Host CheckType MATCHES_ALL Health B ¥
2.|Connection ESh) EXISTS B W

3.|Click to ad




image7.png
Summary  Service = Roles  Posture

Use Cached Results:

Use cached Roles and Posture attributes from previous sessions
Enforcement Policy:

Aveve-wired-healthy

2 WModify Add new Enforcement Policy
Enforcement Policy Details
Description:
Default Profile: wired agent unhealty profile
Rules Evaluation Algorithm: _first-applicable
Conditions Enforcement Profiles
1. osture EQUALS HEALTHY (0)) wired agent healthy profile
osture EQUALS UNKNOWN (100)) wired agent unhealty profile, RADIUS Terminate session
3. (Tips:Posture FQUALS QUARANTINE (20)) wired agent unhealty profile, RADIUS Terminate session
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Request Details
m Input  Output

Login Status: ACCEPT
Session Identifier: R00006750-01-582abicc

Date and Time: Nov 15, 2016 07:57:16 CET

End-Host Identifier: 7446a090021b (Computer / Windows / Windows 7)
Username: host/DSK-13182-12.W2000.AVEVE.GRP

Access Device IP/Port: 10.20.40.11:77 (ALC-NHK-STACK1 / Aruba)

System Posture Statu UNKNOWN (100)

Policies Used

Service: AVEVE-Wired-with-healthcheck
Authentication Method: ~ EAP-PEAP,EAP-MSCHAPv2
Authentication Source:  AD:10.20.2.103

Authorization Source: [Endpoints Repository], AD-Aveve-103
Roles: [Machine Authenticated]

Enforcement Profiles: aveve-guest-profile

Service Monitor Mode: Disabled

Online Status: Not Available

I Showing 46 of 1-100 records B> B Change Status | Show Configuration | Export | Show Logs
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Request Details
m Input  Output

Login Status: ACCEPT
Session Identifier: R00006751-01-582ab1f0

Date and Time: Nov 15, 2016 07:57:54 CET

End-Host Identifier: 7446a090021b (Computer / Windows / Windows 7)
Username: W2000\EDE

Access Device IP/Port: 10.20.40.11:77 (ALC-NHK-STACK1 / Aruba)

System Posture Statu UNKNOWN (100)

AVEVE-Wired-with-healthcheck

Authentication Method: ~ EAP-PEAP,EAP-MSCHAPv2
Authentication Source:  AD:10.20.2.103

Authorization Source: [Endpoints Repository], AD-Aveve-103

Roles: [Machine Authenticated], [User Authenticated]
Enforcement Profiles: aveve-guest-profile

Service Monitor Mode: Disabled

Online Status: Not Available

I < Showing 45 of 1-100 records B> B Change Status | Show Configuration | Export | Show Logs
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Summary Authes n | Authorization  Rol Enforcement
Name: AVEVE-Wired-with-healthcheck
Description: \Wired Access with health-check
4
Type: 802.1X Wired
Status: Enabled
Monitor Mode: O Enable to monitor network access without enforcement

@ Authorization O Posture Compliance £ Audit End-hosts [ Profile Endpoints ) Accounting Proxy

ALL of the following condition
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Summary | Service Authorization | Roles | Enforcement
Authentication Methods:  [[EAP PEAP] PN Add new Authentication Method
£30 7457) oo
[EAP TLS] o
[EAP TTLS] View Details
[EAP MSCHAPV2] e
—Select to Add-- v
Authentication Sources: [ AD-Aveve-103 [Active Directory] | —wovew Add new Authentication Source
AD-Aveve-104 [Active Directory] m: "n
[Endpoints Repository] [Local SQL DB] —
View Details
« |[_Modity
—Select to Add-- v

arname nrefivec ar o ffivec

Ctrin lcarname Biiloc. ) Enahle tn cnerifu a camma-conarated Fer nf milec Fa cfrin 1
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‘Summary Service Auther n Authorization Rol Enforcement
Authorization Details: Authorization sources from which role mapping attributes are fetched (for each Authentication Source)
Authentication Source Attributes Fetched From
1. AD-Aveve-103 [Active Directory] AD-Aveve-103 [Active Directory]
2. AD-Aveve-104 [Active Directory] AD-Aveve-104 [Active Directory]
3. [Endpoints Repository] [Local SQL DB] [Endpoints Repository] [Local SQL DB]

Additional authorization sources from which to fetch role-mapping attributes -

[Endpoints Repository] [Local SQL D8] o _ Add new Authentication Source
View Details
o Modity
—Select to Add— v
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Summary

Use Cached Results:

Service | Authentication  Authorization

Roles.

WModify

@ Use cached Roles and Posture attributes from previous sessions

Add new Enforcement Policy

Enforcement Profiles

Enforcement Policy: Wired-AVEVE-met-healthcheck
Enforcement Policy Details
Description: Wired-AVEVE
Default Profile: aveve-guest-profile
Rules Evaluation Algorithm: _first-applicable
Conditions
(Authentication:Status FQUALS Machine)
1. AND  (Authorization:AD-Aveve-103:memberOf £XISTS
AND  (Tips:Posture EQUALS HEALTHY (0))
(Authentication:Status FQUALS Machine)
2. AND (Authorization:AD-Aveve-104:memberOf EXISTS
AND  (Tips:Posture FQUALS HEALTHY (0))
(Tips:Role FQUALS [Machine Authenticated])
3. AND (Authorization:AD-Aveve-103:memberOf EXISTS
AND  (Tips:Posture FQUALS HEALTHY (0))
(Tips:Role FQUALS [Machine Authenticated])
4. AND  (Authorization:AD-Aveve-104:memberOf EXISTS
AND  (Tips:Posture FQUALS HEALTHY (0))
(Tips:Role FQUALS [Machine Authenticated])
5. AND (Tips:Role EQUALS [User Authenticated])
AND  (Tips:Posture EQUALS UNKNOWN (100))

aveve-intem-profile

aveve-intem-profile

aveve-intem-profile

aveve-intem-profile

aveve-guest-profile
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(Tips:Role EQUALS [Machine Authenticated])
AND  (Tips:Role EQUALS [User Authenticated])

6 AND (Tips:Posture NOT_EQUALS HEALTHY (0)) aveve-guest-profile
AND  (Tips:Posture NOT_EQUALS UNKNOWN (100))
b (Authorization:AD-Aveve-103:memberOf EXISTS ) aveve-consultant
© AND (Tips:Role NOT_EQUALS [Machine Authenticated])
s (Authorization:AD-Aveve-104:memberOf EXISTS ) aveve-consultant
© AND (Tips:Role NOT_EQUALS [Machine Authenticated]) -
€ Backro Services




