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— Wi-Fi 6E is Wi-Fi 6 (802.11ax) extended into the 6 GHz band (5.925 — 7.125) to increase total capacity and
performance

Key Features of Wi-Fi 6E:

— 6 GHz allows for Wi-Fi 6 and OFDMA only which means APs / clients are not permitted to use slower
legacy PHY's (such as 802.11a/b/g/n/ac)

— Cleaner RF due to lower noise floor (compared to 2.4 and 5 GHz bands)
— More bandwidth with use of the largest allocation of unlicensed spectrum in history
— Scheduling is based on the High Efficiency (802.11ax) IEEE standard

— PHY latency improvements through exclusive use of HE PPDU formats for preamble and channel access,
restrictions on probe request transmissions, and signaling and discovery enhancements
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Required support:
— Security
— Protected Management Frames (PMF)
— WPA3-{Personal, Enterprise}
— WPA3-Enterprise with 192-bit cryptographic strength is optional (CNSA SuiteB)
— Enhanced Open (OWE)
— Discovery
— Out-of-band (2.4/5) signaling and discovery
— In-band (6) signaling, discovery, and association
— Primary Scanning Channel (PSC) and Non-PSC scanning rules
— Regulatory
— Updated regulatory rules for 6 GHz (Power Spectral Density (PSD) and EIRP)
— Updated 6 GHz channelization (1 — 233)
— Management Frame Information Elements
— 6 GHz band and 6 GHz operations

Not allowed and not supported in 6 GHz:

— Open Networks

— WEP and TKIP

— Legacy WPA2/WPA

— Transition Mode for WPA3 or Enhanced Open (OWE)

Take away? 6 GHz requires new SSID planning TIAL | AUTHORIZED



— EIRP — Effective Isotropic Radiated Power
—LPI — Lower Power Indoor

— PMF — Protected Management Frames

— PSC — Preferred Scanning Channel

— PSD — Power Spectral Density

—UTB - Ultra Tri Band
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6 GHz Unlicensed: Global Momentum
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6 GHz Channels in Americas & Europe/CEPT
Countries Adopting 500 MHz are Limited to Sub-Gigabit Speeds
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Device Classes in 6 GHz

Low Power Indoor (LPI) AP
Fixed indoor only
No antenna connectors
No weatherproofing
Not battery powered
Labeled for Indoor Use Only QAD
5G "
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6 GHz Rules in Europe/CEPT

— Low power indoor across the first 500 MHz (UNII-5)
— Up to 10 dBm per 1 MHz (PSD)

— Max EIRP of 23 dBm for AP or client
— No Standard Power AP currently approved or planned

— No Low Power Indoor AP currently approved or planned for UNII-6/7/8

S A X X  II;TETEETTEAETETTEAE YRR AR
A

Q TPSD or EIRP limits in 6 GHz vary per regulatory domain — the most restrictive limit appliesfirst ~ CONFIDENTIAL | AUTHORIZED 10



6 GHz Rules in United States

— Low power indoor across the entire band (UNII-5 through UNII-8) without AFC requirement
— 5dB per 1 MHz (PSD)
— Up to 30 dBm for AP or 24 dBm for client

— Automated Frequency Coordination (AFC) required in UNII-5/7 for “full” power indoor and all outdoor APs

UNII-5 UNII-6 UNII-7 UNII-8
e Up to 36 dBm with AFC t _ Up to 36 dBm with AFC T
LOW POWER : : :
INDOORAP 30 dB max EIRP5 dBm per 1 MHz |
CLIENT Mobile = 6 dB Below AP / Fixed Indoor (“Subordinate”)=LPl / Fixed Outdoor =AFC
DEVICES : H : :
5925 6425 6525 6875 7125
MHz MHz MHz MHz MHz

Q TPSD or EIRP limits in 6 GHz vary per regulatory domain — the most restrictive limit applies first CONFIDENTIAL | AUTHORIZED 11



Challenge: Small Gap Between 5 GHz and 6 GHz

— Traditional filter solutions sacrifice some channels

50 MHz

— The 5 GHz and 6 GHz bands are separated by a gap of just 50 MHz
] | J

|
5 GHz 6 GHz

— Traditional filter solutions to protect the 5 GHz and 6 GHz bands can not effectively block energy from
channels in the other band close to the gap (need at least 200MHz separation)

gy TR T TN

— The typical way to deal with that is by sacrificing some channels. Typically, that would be the lower eight
6 GHz channels

Ry WY
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Ultra-Tri Band filtering for max channel reuse

CHALLENGE:

The 5 and 6 GHz are separated by just 50 MHz,

which may cause interference between radios
using traditional filtering

SOLUTION:

Aruba’s ultra tri-band technology
delivers dynamic filtering

5 - 6 GHz Boundary
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RF RF
H Switch 5 GHz Switch

ﬁ\ﬁ\ﬁ\ﬁ\ﬁ\lll F\F\F\/E\E\/E\/E\/E\ e

ion
d

I-O

= 159 'u.—,'L' 1 19 27

:a/_\/_\.. FERE EAVERYEAVEA

VI 155 Ta | 7 23 6 GHz 6 GHz

= - £ § = / \/ \ Band Narrowband

: : Switch pp— Switch
5725 5895 5025 Wi vand
MHz MHz MHz

RESULT:

Less interference and unrestricted channel selection between radios for better spectrum utilization
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Wi-Fi 6E
Unprecedented Ecosystem Development

# of Quarters to 500 Wi-Fi CERTIFIED Products

(from certification program launch)

2.4 GHz

5 GHz
 Twice as fast as 5 GHz

6 GHz

o
N
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The WIi-FiI 6E Ecosystem
Diverse and Growing Rapidly

6 GHz Wi-Fi Device Tracker
900
792
800
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500 476
400
300
200 162
79 102 —
100 — -
. H
Q221 Q321 Q421 Q122 Q222
mPCs Phones m APs/Routers ®Smart TVs
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Free Space Path Loss

L)

A
Amplitude
(dBm)

-40dB @2
-47dB @5
-48dB @6U5
-49dB @6U8

-46dB @2
-53dB @5
-54dB @6U5
-55dB @6U8

-52dB @2
-59dB @5

Receive Aperture
Frequency Related:
-40dB in the first meter (2.4 GHz)
-47dB in the first meter (5 GHz)
-48dB in the first meter (6 GHz — UNII-5)
-49dB in the first meter (6 GHz — UNII-8)

Inverse Square Law
Distance Related:

-6dB* every time the distance from source is doubled

*up to -9dB for real world environments like office spaces

-60dB @6U5
-61dB @6U8

-58dB @2

A

Q Om

-65dB @5 -64dB @2
-66dB @6U5 -71dB @5
: -67dB @6U8 -72dB @6U5
: -73dB @6U8
Im 2m 4m 8m 16m conrienTiADIstanGe o
(meters)
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Low Power Indoor APsT in 6 GHz are limited to 5 dBm per 1 MHz Power Spectral Density (PSD).
PSD compensates for noise floor rise, thus incentivizing use of wide channels.

Channel Width

Noise Floor Rise vs. 20MHz

5 GHz UNII-2b
PSD (dBm/MHz)
EIRP - Noise

6 GHz LPI EIRP
EIRP - Noise

20 MHz 40 MHz 80 MHz 160 MHz 320 MHz
+3 dB +6 dB +9 dB +12 dB
17 14 11 8 5
30 dBm 27 dBm 24 dBm 21 dBm 18 dBm
18 dBm 21 dBm 24 dBm 27 dBm 30 dBm
18 dBm 18 dBm 18 dBm 18 dBm 18 dBm

"Note: AFC APs in 6 GHz are limited by EIRP

“Effective EIRP”
drops in wide
channels due to
noise floor rise

With constant
PSD, the AP
iIncreases power
to compensate
added noise in
wider channels
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— RF Design
— Advice on adding 6 GHz APs to your current WLAN deployment
— Present some ideas that may be useful for high density and shared real estate use cases, for example
— Resource: https://www.arubanetworks.com/assets/wp/WP_ Wi-Fi-6E.pdf
— Power
— Power consumption varies by model and features, check your data sheet

— Aruba Intelligent Power Management (IPM) allows customization of power usage when access switch does
not provide full power to the AP

— Throughput

— Aggregate throughput on a tri-band tri-radio AP can reach up to 2-4 Gbps depending on the configuration
and model

— Access switch port rate needs to be considered to maintain the speed through the WLAN

— Redundancy
— Wireless as the primary connection medium is becoming the norm, not the exception, in the industry
— We will present design options to improve resiliency, considering wireless layout and wired connections



First! Wi-Fi 6E does not fix bad/no design

Q: What does the existing RF design look like today?

A: Current design coverage only? Using high power? No overlapping cells?
— Consider efforts to create a new design and RF plan
— Factor in considerations for density and capacity with both 5 and 6 GHz

A: Current design capacity based? With overlapping primary and secondary cells?
— At the same EIRP, the “cell” size in 6 GHz will be similar to 5 GHz because the signal loss is minimal

— Americas model assume -2 dB
— European model assume -1 dB

— For attenuation, watch out for heavy and highly absorbent materials in walls like lead or concrete for both 5 and 6
GHz RF planning

— Design might be a candidate for 1:1
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LPI 6 GHz RF Design: Channelization

— Available spectrum varies for each country (regulator)

— Consider different channel widths based on available
spectrum

— Wider channels offer many benefits
— More RUs = Greater simultaneous clients with OFDMA
— Higher aggregate throughput
— Higher effective EIRP for 6 GHz when limited by PSD

European
Model

20 MHz 24 59
40 MHz 12 29
80 MHz 6 14
160 MHz 3 7

Regulator

20s/40s

80s/160s
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LPI 6 GHz RF Design: AP Density

— The different EIRP and PSD power capping mechanisms found in 5 GHz and 6 GHz force evaluation of
current deployments in brownfield upgrade efforts.

— The LPI device class supports the required RF power for a typical indoor enterprise deployment

—When the current 5 GHz EIRP is above 20 dBm, the designer must consider increasing AP density to
meet their 6 GHz capacity requirements.

—When the current 5 GHz EIRP is below 20 dBm, the nuance between bands is minimal for typical indoor
enterprise deployments.

Recommendations:

(U

—Deployments with EIRP > 20 dBm
—Example: 5 GHz coverage only based

deployment

—Likely requires increased AP density to support 6

N

GHz
—Deployments with EIRP < 20 dBm
—Example: Existing 5 GHz capacity-based
deployment with overlapping cells
—OK for 6 GHz

4

Existing
5 GHz EIRP

Increase
density for




Wi-Fi 6E SSID Planning

Possible security modes in 6 GHz:

111

— Enhanced Open (OWE)

— Leverages Opportunistic Wireless Encryption to replace Open System Authentication

— Diffie-Hellman exchange encrypts all wireless traffic

— Offers encryption without user authentication

— WPA3-Personal (SAE)

— Simultaneous Authentication of Equals replaces the one-way key generation found in WPA2-PSK with Diffie-Hellman key exchange

— WPAS3-Enterprise

— Offers widest compatibility for legacy and new .1X clients sharing the same ESSID
— Operation in 2.4 and 5 GHz shares the same key management and ciphers as WPA2-Enterprise; Difference: PMF capable (optional)
— WPAS3-Enterprise (operation in 6 GHz)
— New key management (SHA-256); CCMP-128 ciphers; PMF required
— WPA3-Enterprise with 256 bits
— New key management (SHA-256); GCMP-256 ciphers; PMF required
— WAPA3-Enterprise with CNSA suite
— New key management (SHA-384); GCMP-256 ciphers; PMF required; strong EAP-TLS methods only (no mix and match)

2.4 GHz Radio 5 GHz Radio

Corp_SSID (802.1X)

Corp_SSID (802.1X)

Guest_SSID (Open)

Guest_SSID (Open)

|IOT_SSID (PSK)

|IOT_SSID (PSK)

Conventional Dual-Band SSIDs

2.4 GHz Radio 5 GHz Radio 6 GHz Radio
Corp_SSID Corp_SSID
(802.1X) (802.1X)
IOT_SSID Guest_SSID | Corp_60nly SSID
(PSK) (OWE) (802.1X)

Potential Tri-Band 6E SSID Strategy

23
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On-Premises Managed Deployments-

— Mandatory Wi-Fi 6 feature functionality per Wi-Fi Alliance certification has been available on capable hardware and
supported since ArubaOS 8.6.0.2

— Wi-Fi 6E FCS support in ArubaOS 8.9.0.0 for InstantOS (controller-less) and ArubaOS (controller-based)
— AP-655 FCS with ArubaOS 8.10.0.1 (LSR)
— Mobility Conductors / Controllers managed by Central On-Premises (COP) 2.5.4+

Cloud Managed Deployments-
— Central 2.5.5 introduced Ul support for 6E which can manage AP-635 or AP-655 running InstantOS 8.10 code

— No current AOS 10 support for 6E as of presentation
— Target AOS 10 support for AP-635 or AP-655 is Central 2.5.6 and AOS 10.4



ArubaOsS 8.9.0.0 FCS supports only up to 4 SSIDs in 6 GHz MBSSID beacon
— This is a max beacon size limitation from chipset vendors

Virtual AP profile: ACME_6GHz

— Support for more than 4 SSIDs is planned for future release

> General
Existing VAPs will not automatically apply to the 6 GHz radio RF
— On SSID config creation, 6 GHz is disabled by default © Allowed band: none v
— Administrator must explicitly enable it per VAP Allowed 56 radio: el

@ Allow 6GHz band:

Open and WPA2 security opmodes are not allowed in 6 GHz (Wi-Fi Alliance)
— SSID configuration must use one of the WPA3 modes or Enhanced Open (OWE)

Non-UTB hardware
— To enable lower 6 GHz channels on non-UTB capable AP (AP635v1), user must explicitly set filter block to 5 GHz
— The utb-filter-block default setting is 6 GHz and is user configurable in the Regulatory Domain Profile

— On APs with UTB support (e.g., AP-635v2 and any AP-655), there is no restriction on channel selection and
the utb-filter-block setting is automatically ignored

Profiles for Group 6e Regulatory Domain profile: 6e_rdp_ui
)T EUIZINELINEridue 4 pure Lunigurdauun

® [ Ethernet usb port configuration Regulatory Domain profile:  Ge_rdp_ui v+
[5 Provisioning

Country Code: US - United States v “IDENT

® [F IDs UTB Filter Blocking Selection: 5GHz



If multi-radio AP is in single radio mode with only 6 GHz enabled and 2.4 / 5 GHz is disabled,

some clients may not discover/connect to 6 GHz SSID-
— Why? No Reduced Neighbor Report (RNR) IE in 2.4 / 5 GHz management frames to help with out-of-band
discovery

With same SSID operating on two radios (5 / 6) or three radios (2.4 /5 / 6), some capable 6
GHz clients may not connect or prefer the 6 GHz radio-
— Clients are primarily responsible for discovery and association decisions

Value:

— Intel and Windows troubleshooting tip: [4 Profer 6GHz band =]
— The Advanced Intel driver settings allows configuration of Preferred Band T No Preference
— Preferred Band will affect which band is typically used 3 Profor 5GH band

4. Prefer 6GHz band

Need to force 6 GHz connectivity? Recommended method to force 6 GHz connectivity is to
configure a unique SSID and allow operation on 6 GHz only-
— How does discovery work when the SSID isn’t the same in 6 GHz as 2.4 / 5 GHz? irtual AP prfile: ACMIE GG

— The RNR IE is automatically appended to the Beacon frames across  conem
VAPs in 2.4 / 5 GHz and provides 6 GHz connection information for capable devices; e

even if SSID is not the same!

RF

Allowed band: none v

Allowed 5G radio: all

Allow 6GHz band:
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Campus AP Wi-Fi 6 & 6E Platforms

802.11ax Wi-Fi 6

550 Series (AP-555)

802.11ax (Wi-Fi 6) 8x8:8SS / 4x4:4SS, tri-radio mode, 5.4Gbps

2x 5GE, USB, BLE, 15.4, 37RU, MU-MIMO
Wi-Fi 6 flagship, 802.3bt, IPM, Smart POE

530 Series (AP-53x)
802.11ax (Wi-Fi 6) dual 4x4:4SS, 3.0Gbps
2x 5GE, USB, BLE / 15.4, 37RU, MU-MIMO
Wi-Fi 6 high-performance, 802.3at, IPM, Smart POE

510 Series (AP-51x)
802.11ax (Wi-Fi 6) 4x4:4SS / 2x2:2SS, 2.7Gbps
1x 2.5GE + 1x 1GE, USB, BLE / Zigbee, 16RU, MU-MIMO
Wi-Fi 6 mid-range, 802.3at, IPM

500 Series (AP-50x)
802.11ax (Wi-Fi 6) dual 2x2:2SS, 1.5Gbps
1x 1GE, USB, BLE / 15.4, 8RU
Wi-Fi 6 entry-level, 802.3af, IPM

)

aruba

aruba

aruba

aruvba

aruba

aruba

802.11ax Wi-Fi 6E

650 Series (AP-655)
802.11ax (Wi-Fi 6E) triple 4x4:4SS, 7.8Gbps
2x 5GE, USB, BLE / 15.4, 37RU, MU-MIMO
Wi-Fi 6E flagship, 802.3af/at/bt, IPM, Smart POE

630 Series (AP-635)
802.11ax (Wi-Fi 6E) triple 2x2:2SS, 3.9Gbps
2x 2.5GE, USB, BLE / 15.4, 8/37RU
Wi-Fi 6E mid-range, 802.3at/bt, IPM, failover

Entry-level: 610 Series (AP-615)
802.11ax (Wi-Fi 6E) dual / tri-band 2x2:2SS, 3.6Gbps
1x 2.5GE, USB, BLE / 15.4, 8RU
Wi-Fi 6E entry-level, 802.3af/at, IPM

CONFIDENTIAL | AUTHORIZED

aruba

aruba

aruba

29



AP-6xx Campus Access Points — Size and Weight

AP-555 AP-655 AP-635 AP-615 AP-505
260 X 260 260 x 260 220 x 220 160 x 160 160 x 160
1570g 18009 1300g 5209 5009
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In-Band Discovery Techniques Overview

Technique

Preferred Scanning

Airtime
Efficiency

Faster AP
Discovery

One in four 20 MHz channels designated for

Channels (PSCs) ves beacons and in-band discovery
Beacon Changes Remove information elements for older
Yes generations. Add parameters to Wi-Fi 6
information elements.
Multi-BSSID Beacon For multiple virtual APs on a single radio,
Yes transmit one beacon with elements for VAP
deltas, rather than multiple beacons.
Rules for Probing No probing on non-PSC channels unless
Yes beacon is received. Restricted Probing on
PSC channels.
Unsolicited Broadcast Yes Short AP announcement every 20 msec
Probe Responses (UPR) (vs 102 msec for a beacon)
Fast Initial Link Setup Yes Short AP announcement every 20 msec

(FILS) Announcements

(vs 102 msec for a beacon)

CONFIDENTIAL | AUTHORIZED
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In-Band Discovery Options
Multi-Band APs

(M

=

Single-Band APs

) €D

*If implemented

Option 1: In-Band Active

Active Probing on PSC
— Preferred Scanning Channels

Option 2: In-Band Passive

FILS Discovery*
— Concise beacon
(action frame every 20 TU)

Unsolicited Probe Response*
— Pre-empt active probing in
time to speed roaming

CONFIDENTIAL | AUTHORIZED
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One in every four 20 MHz channels is designated
for beacons and discovery”®

For in-band network discovery, clients only scan up

to 15 channels

The 20 MHz PSC is also the primary channel in

bonded channels

Current European model uses 5 — 85 (first 500 MHz)

PREFERRED SCANNING
CHANNEL

CHANNEL CENTER
FREQUENCY (GHz)

European
Model

Americas
Model

A beginning with channel 5

5 5.975
21 6.055
37 6.135
53 6.215
69 6.295
85 6.375

101 6.455
117 6.535
133 6.615
149 6.695
165 6.775
181 6.855
197 6.935
213 7.015
229 7.095

IZED



In-Band Beacon Optimization

- Wi-Fi 6 (802.11ax HE) beacon example in 5 GHz

Preamble IEQ IE1 IE3 IET IE 45 IE 48 IE 58 IE 681 IE 127 IE 191 IE192 IE195 Modified Modified IE 221 IE 221
551D Supported DS55 Country HT Capabilities RSM Operating HT Extended VHT WHT Transmit HE HE Vendor Vendor
] Rates Parameter 12 B 26 B 208 Classes Operation Capabilities Capabilities Operation Power Capabilities Operation Specific Specific
8B Set 2B 22 B 48 128 5B Envelope Variable WVariable
1B 48

- Wi-Fi 6 (802.11ax HE) beacon example in 6 GHz

Preamble IEQ IE1 IE3 IE? IE 48 IE 59 IE127 IE 195 Modified Maodified IE 221 IE 221
551D Supported D555 Country RSN Operating Extended Transmit HE HE Vendor Vendor
6B Rates Parameter 128 208 Classes Capabilities Power Capabilities Capabilities Specific Specific
8B Set 2B BB Envelope Variable Variable
1B 4B

Q CONFIDENTIAL | AUTHORIZED 35



Transmitter address Receiver address Type/Subtype Frequency Channel |SSID

34:8a:12:f8:1.. ff:ff:ff:ff:ff:ff Beacon frame 6855MHz 181 |ACME, ACME_6GHz , ACME_Guest
- ____________________________________________________________________________________________

> IEEE 802.11 Beacon frame, Flags: ........ C
v TEEE 802.11 Wireless Management
> Fixed parameters (12 bytes)
v Tagged parameters (415 bytes)
> Tag: SSID parameter set:|ACME

_ MBSSID introduced Wlth 80211V but was > Tag: Suppor.*ted Rr?ltes.s(B), 9, 12(B), 18, 24(B), %6, 48, 54, [Mbit/sec]
. . > Tag: Traffic Indication Map (TIM): DTIM © of 1 bitmap
Opt|0nal and nOt Implemented > Tag: Quiet Count: 58 Period: 200 Duration: 29 Offset: 19

. . > Tag: Country Information: Country Code US, Environment @xe4
—In 6 GHz, MBSSID is mandatory for clients and . tag: power constraint: o
APS to Support > Tag: TPC Report Transmit Power: 21, Link Margin: @
> Tag: RSN Information
— What is it? A single beacon with details for all » Tag: QBSS load Element 802.11le CCA Version
v Tag: Multiple BSSID
VAPs Tag Number: Multiple BSSID (71)
Tag length: 88
— Compare to 2.4 / 5 GHz where each VAP has a Moy BSSID Indicator: 4
Separate beacon v~ Subelement: Nontransmitted BSSID Profile
— Optimizes airtime by consolidating beacons ey 1 lontransmitted BSSID Profiie (&)
. o Nontransmitted Profile: 53021115000941434d455f3647487a55030101000b050000006876
— ArubaOS currently has a 4 BSSID limit in 6 , Tag: Non Transmitted BSSID Capability
GHZ > Tag: SSID parameter set:|ACME_6GHz
. . . ) - > Tag: Multiple BSSID Index
— Future versions will likely address this limit by . Tag: QBSS Load Element 802.11e CCA Version
using multiple MBSSID beacons when 5 or more v Subelement: Nontransmitted BSSID Profile
VAPs are enabled in 6 GHz (exact behavior TBD) Subelement ID: Nontransmitted BSSID Profile (@)
Length: 56

Nontransmitted Profile: 53021115000a41434d455f47756573745503020100301a0100000 act
> Tag: Non Transmitted BSSID Capability
> Tag: SS5ID parameter set:| ACME_Guest
> Tag: Multiple BSSID Index
> Tag: RSN Information
> Tag: QBSS Load Element 862.11le CCA Version



In-Band Discovery
Fast Initial Link Setup (FILS) Discovery Frames

Transmitter address Receiver address Type/Subtype Frequency _ Channel SSID Frame len Info
2 . . 34:8a:12:18:41:60 ff:ff:ff:ff:ff:f1 Action 5975MHz 5 132 FILS Discovery, BI-=:100
- FILS DISCOVEFy Support IS planned In 34:8a:12:18:41:60 ff.ff:ff:ff:ff:f4 Action 5975MHz 5 132 FILS Discovery, BI=1@@
future release. 34:8a:12:¥8:41:60 ff:ff:ff:ff:ff:f{ Action 5975MHz 5 132 FILS Discovery, BI+100
34:8a:12:f8:41:60 ff:ff:ff:ff:ff:f1 Action 5975MHz 5 132 FILS Discovery, BI=160
- Automatically enabled when AP-6xXx 34:8a:12:18:41:60 ff:ff:ff:ff:ff:ff Beacon frame 5975MHz 5 ACME,ACME... 402 Beacon frame, SN=3482,
. . . . . 34:8a:12:18:41:60 ff:ff:ff:ff:ff:ff Action 5975MHz 5 132 FILS Discovery, BI=100
IS Operatlng Wlth a Slngle aCt|Ve 34:8a2:12:F8:41:60 ff:ff:ff:ff:ff:ff Action 5975MHz 5 132 FILS Discovery, BI=160
I’ad|0 in 6 GHZ 34:8a:12:f8:41:60 ff:ff:ff:ff:ff:ff Action 5975MHz 5 132 FILS Discovery, BI-1€0
34:8a:12:18:41:60 ff:ff:ff:ff:ff:ff Action 5975MHz 5 132 FILS Discovery, BI=100
. What IS FILS Dlscovery? 34:8a:12:f8:41:60 ff:ff:ff:ff:ff:fFBeacom frame —5975MAzZ 5 5 87,
34:8a:12:18:41:60 ff.ff:ff:ff:ff:f4 Action 5975MHz 5 132 FILS Discovery, BI=100@
— A broadcast action frame from the AP 34:8a:12:¥8:41:60 ff:ff:ff:ff:ff:f4{ Action 5975MHz 5 132 FILS Discovery, BI=100
34:8a:12:f8:41:60 ff:ff:ff:ff:ff:f1 Action 5975MHz 5 132 FILS Discovery, BI=:100
3 ; 34:8a:12:18:41:60 ff.ff:ff:ff:ff:f4 Action 5975MHz 5 132 FILS Discovery, BI=1€@
F FILS DISCOVGI’y IS a Sma”er frame 34:8a:12:f8:41:60 ff:ff:ff:ff:ff:ff Beacon frame G5975MHz 5 ACME,ACME... 402 Beacon frame, SN=3492,

sent at 4x rate of the MBSSID

beacon > IEEE 802.11 Action, Flags: ........ C
v IEEE 802.11 Wireless Management

> Fixed parameters

v Tagged parameters (27 bytes)
> Tag: Reduced Neighbor Report
> Tag: Tx Power Envelope
> Tag: Tx Power Envelope
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— Client may discover in-band by probing which is restricted to Primary Scanning Channels

(PSCs) and how often

— To enforce more efficient probing behavior, several rules are in place for 6 GHz to reduce
excessive probing and encourage device makers to optimize their probing algorithms.

Destination Address

Broadcast

Broadcast

Type of Probe Request
BSSID SSID
Wildcard Wildcard
Wildcard SSID
BSSID/Non-

Broadcast

transmitted
BSSID

Condition to Send
Probe Request

Not Allowed

Not more than 1 per 20 ms.

Not more than 3 per 20 ms.

Purpose

Ban indiscriminate probe reponses from all
BSSs from all ESSs.

Probe ESS but with reduced frequency.

Probe specific BSS with reduced frequency.



In-Band Probe Request and Response Frame Examples

— This is a slower discovery method and does not work for all scenarios in 6 GHz on its own
— Note that in 6 GHz, if there is a probe request, the response to probe request (from AP to client) must
be broadcast (ff:ff:ff:ff:ff:ff) rather than unicast —like in 2.4 /5 GHz

— MBSSID Information Element also found in Probe Response

— Probe Request

Transmitter address Receiver address Type/Subtype Frequency Channel SSID
64:79:f@:55:3e:79 ff:ff:ff:ff:ff:ff Probe Request 6855MHz 181
7e:30@:da:d2:65:fc ff:ff:ff:ff:ff:ff Probe Request 6855MHz 181 ACME

> Frame 5007: 197 bytes on wire (1576 bits), 197 bytes captured (1576 bits) on
> Radiotap Header v@, Length 56
> 802.11 radio information
> IEEE 802.11 Probe Request, Flags: ........ C
v TEEE 802.11 Wireless Management
v Tagged parameters (113 bytes)

>

>

>

>

Tag:
Tag:
Tag:

Ext
Ext
Ext
Ext

Tag:
Tag:
Tag:

SSID parameter set: ACME

Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
Extended Capabilities (10 octets)
Tag: FILS Request Parameters: Undecoded
Tag: HE Capabilities

Tag: HE 6 GHz Band Capabilities

Tag: Short SSID

Vendor Specific: Microsoft Corp.: Unknown 8

Vendor Specific: Broadcom

Vendor Specific: Wi-Fi Alliance: Multi Band Operation - Optimized

— Probe Response

Transmitter address Receiver address Type/Subtype Frequency Channel SSID
34:8a:12:f8:11:f0 ff:ff:ff:ff:ff:ff Probe Response 6855MHz 181 ACME,ACME_6GHz ,ACME_Guest
34:8a:12:f8:11:f0 ff:ff:ff:ff:ff:ff Probe Response 6855MHz 181 :ACME, ACME_6GHz , ACME_Guest
34:8a:12:f8:11:f0 ff:ff:ff:ff:ff:ff Probe Response 6855MHz 181 ACME,ACME_6GHz ,ACME_Guest
34:8a:12:f8:11:f0 ff:ff:ff:ff:ff:ff Probe Response 6855MHz 181 ACME,ACME_6GHz ,ACME_Guest
34:8a:12:f8:11:f0 ff:ff:ff:ff:ff:ff Probe Response 6855MHz 181 ACME,ACME 6GHz,ACME Guest
> IEEE 8@2.11 Probe Response, Flags: ........ C

v IEEE 802.11 Wireless Management
> Fixed parameters (12 bytes)
v Tagged parameters (383 bytes)
Tag: SSID parameter set: ACME
Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
Tag: Country Information: Country Code US, Environment 0x@4
Tag: Power Constraint: @
Tag: TPC Report Transmit Power: 21, Link Margin: @
Tag: RSN Information
Tag: QBSS Load Element 802.1le CCA Version
Tag: Multiple BSSID
Tag: RM Enabled Capabilities (5 octets)
Tag: AP Channel Report: Operating Class 131, Channel List : 1, 5, 9, 13, 17, 21, 25, 29,
Tag: BSS Available Admission Capacity
Tag: Extended Capabilities (11 octets)
Tag: Tx Power Envelope
Tag: Tx Power Envelope

D N N A N N N N N N

Ext Tag: HE
Ext Tag: HE
Ext Tag: MU
Ext Tag: HE
Tag: Vendor
Tag: Vendor
Tag: Vendor
Tag: Vendor

Capabilities

Operation

EDCA Parameter Set

6 GHz Band Capabilities

Specific: Microsoft Corp.: WMM/WME: Parameter Element

Specific: Qualcomm Inc.

Specific: Qualcomm Inc.

Specific: Aruba, a Hewlett Packard Enterprise Company: AP Name (ap655_8lle)



Reduced Neighbor Report (RNR)

i J (]

— WFA Optimized Connectivity (OCE) feature
— Lists adjacent radios in same housing
— Broadcast both bands in Beacon frame, or supplied to client in Probe Response frame

— TBTT provides client accurate time to go off-channel from current AP and passively scan for
the beacon of the 6 GHz BSSID

— RNR supports ClientMatch from day one
— Supports Airtime Efficiency and Faster AP Discovery
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Test devices

— Samsung Galaxy Book with AX210

— Comfast CF951AX USB dongle
— MT7921U (supports HEB0 & 6 GHz)

— Samsung Galaxy S21 Ultra 5G
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Test Locations

— 3" floor with cubicles and metal cabinets
— Spread for 3 testing locations is roughly 1m/3ft — 5m/16ft — 12m/40ft

— Door closed when testing at spots 5m / 12m locations
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AP location: Center Office
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Test location
#1—1m/3ft
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Test location
# 2 — 5m/16ft

AP is In this office
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Test location
# 3 — 12m/40ft

AP is in this office
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Overall Results
*Values are an average of all clients

e - - -

e .. .. ..

e .... .... ....
' e e T — — — S w— — — — e e e e ' ' — — — — — — e e e e T T — — — — — —

1 3 % 13 17 21 25 29 33 37 41 45 49 53 57 61 65 69 T3 77 OB1 BS B9 93 97 1M 105 109 113 117 121 125 129 133 137 141 145 149 153 157 161 165 169 173 177 1B1 185 189 183 157 201 205 209 213 27 N

Test Parameters

Average RSSI

— 5 GHz
— 60+ @ 18 dB 0
— 6 GHz o
— 85E @ 21 dB 30
— 149E @ 21 dB 7
—213E @ 21 dB 60
— APs ;2 —
- AP'635 0 AP635 5G 60+ APB55 5G 60+ AP635 6G 85E APB55 6G 85E AP6356G 149E  AP6556G 149E AP6356G 213E | AP6556G 213E
— AP-655 e o - b o o - -
—1 7 M -66 -65 -68 -71 -71 -72 -73 -78
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Hi Loretta, We've used a process similar to #1.
Instead of a standalone library

COMMUNITY

My company has been selling ads in the
dicussion forum for a client, and we are now la...

Still not part of the Airheads Community?

I'm looking to enhance the effectiveness of our
committee work

Sign up today:
Wwww.community.arubanetworks.com

I've very excited about the great select
sessions available for our upcoming comesence




e ) f

Thank you

john.schaap@hpe.com r



