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REST API (X HTTP ZF|AL=0—ILGEGTD T, HoPHY—ILHn APl 20— /L AJEE
M NDER TIL. Postman ZF|FHL T ClearPass Guest (Onboard) @ REST API Za— )L 9 55 E%57EH

' methods

HTTP GET /api/devices
- 200 + payload

Android s HTTP POST /api/devices + payload—j-
- 201+ payload

e HTTP PUT /api/devices/1 + payload-—jm-
- 200

HTTP DELETE /api/devices/ 1=
200

-

HTTPS



ClearPass Onboard T API Client Z{ERk

aruba ClearPass Guest Menu =—

?.' Guest Home » Administration » API Services » API Clients

r Create API client
I i Ravokarall acract
2 API Clients |+Revoke all access tokens

@ API Explorer
%, Configuration () API sample code on GitHub

2 Administration ®

¥ Onboard

The API clients you have defined are listed below.
= :~_.‘__MAPI Services
< Filter:
API Clients L aruba ClearPass Guest
API Explorer Client ID
£ iwa-api-client g Guest Home » Administration » API Services » API Clients
{

: f 21 Devices Create API Client
& Check Security i

‘& Data Retention B et N’ Onboard
23, Extensions 3 Edit ) Disable € Delete " IPY Configuration Use this form to create a new API client.

o, SOAP Web Services
+ f‘ﬁ“‘ Aruba Integrations

-1 sus API Services * Client 1: API Client Test |
g The unique string identifying this API client. Use this value in the OAuth2 "client_id" parameter.
__ API Explorer
., SOAP Web Services Description: y
¥ ‘Z‘H'.‘ Aruba Integrations Use this field to store comments or notes about this API client.
4 Check Security Enabled: Enable API client
@ Data Retention * Operating Mode: [ClearPass REST API - Client will be used for API calls to ClearPass v
m Extensions Select the purpose of this API Client.
+ @, Import Configuration N |Super Administrator V|
< b Operator Logins Operator Profile: The operator profile applies role-based access control to authorized OAuth2 client:

This determines what API objects and methods are available for use.

(, Plugin Manager

Client credentials (grant e=client_credentials v
+ & Support * Grant Type: | (g '_ty_p cre ). '

Oply the

o 0! . J

Client Secret:

: Access Token Lifefme:

2. Create API Client m




Access Token Z 4Rk

aruvba ClearPass Guest

?l Guest Home » Administration » API Services » API Clients

: . Cre
¢!’ Devices API Clients g Rey
™~

Onboard @ AP]
“%,. Configuration Q AP]
A&, Administration @ The API clients you have defined are listed below.
-1 ... API Services

] API Clients iz || l

... API Explorer Client ID Operating Mode Grant Types Access Token
.., SOAP Web Services & API Client Test .
+ ‘?‘H"‘ Aruba Integrations

1000 weeks

a5 Check Security

& Data Retention ClearPass Guest

f’?, Extensions

— @ Import Configuration inistration » API Services » API Clients
+1 $ Operator Logins I’ Devices & Cre
) <~ Back to API services | © Rey
( Plugin Manager — ¥, Onboard AP]
- . L7
S ort N
+ 8 Supp {3y Back to administration % Configuration O APl
+ Back to main Gy ini i ) \ ) .
G2 : 5.3 hdeninisination &' The API cli ave defined are listed below.
-} -~ API Services
eI API Clients | |
~... API Explorer Client ID Operating Mode Grant Types Access Token
... SOAP Web Services @ API Client Test ClearPass REST API client_credentials 1000 weeks
# ']’ Aruba Integrations _¥ Edit )¢ Disable €3 Delete fz Edit Profile 5 Generate Access Token
£ Check Security
e Data Retention o Generated an access token for client_id "API Client Test"

23, Extensions
+ [P} Import Configuration

: +1 9 Operator Logins

Q Plugin Manager Expires: % Thursday, 25 June 2043, 2:48 PM
+ Z&9 Support Details:  J} Show

OAuth2 Access Token

HTTP Authorization: A Bearer 97
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API Explorer
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(2 APICall RS Y—IL)

API Explorer (f&.

aruba

?' Guest

¢! Devices
§: Onboard
-~

“. Configuration

fy Administration

ClearPass API Explorer

. »
-1 .2~ API Services API Services Cerul-ificaul-e EJER ions
API Clients ) ) _ o
y ApiOperations TokenEndpoint, TokenInfo, TokenPrivileges —
~~- API Explorer
ic CertificateAuthority Certificate, CertificateChain, CertificateExport, Certificatelmpolt, CertificateNew,lCertificateReject, CertificateRequest, vl
s R CertificateRevoke, CertificateSignRequest, OnboardDevice, On
T “‘T['-‘ Aruba Integrations
£ Check Security EndpointVisibility AgentlessOnGuardSettings, AgentlessOnGuardSubnetMapping, DeviceFingerprint, FingerprintDictionary, NetworkScan, vl
N NniardActivibg NnCoaardCiickam Crrint NnCiiardClahalCattinae MnCiiardQattrinnae MnCiiard7anaManninn

@ Data Retention
f)T Extensions

-\ - - -



APIZO—/)LLTHSGEAEY VX )

ClearPass API Explore \

API Explorer - CertificateAuthority-v1

Back to API Explorer

l &
Authorization: ‘Iearer 2 b

ew certificate signing request and private key

AELTHLV
“Bearer ~ “

=tk y

Show/Hide List Operations Expand Operations

/certificate/new

Implementation Notes

Create a new certificate signing request and private |

API Call

Response Class
Model

Certificate {

id lintanar nntinnall: Numaric IN Af the rortifinate

IV90FTHERDBNIENY,
RUELERBANRTINDS

G HEDINTGA—3A INSA—BDIRE

Parameters

Parameter

body

JSONFZ . T
INDA—BZE AN

‘ Try it out! |

RIN95&E _—

L AR A
RFSNhD

Response Body

Value Description

( body Model

o "o onge

"calldt : 2 P eclient” CertificateNew {

cert e’ ! s-clien
"cour?tr);le . "Jp" ! ca_id (integer) = ['2' or 1" or 7'): Select the certificate
"state" : ”l.\ichl"‘ authority that will be used to sign this request,
“locality" : "Nag’oya” cert_type (string) = [ ent’ or 'trusted' or ‘ca’ or
“araanizatian" - "Ar |’h:" / code-signing' or ' e type of certificate

Parameter content type: | application/json Vv | to create from this signing request
countrv (strina): Enter the 2-latter ISO countrv code

PostmanTCH|HIT 5D T
AELTHL

- HITSNT=IDIX

"id": 261,

alllun_nuti
“ca_id": 2,

lrnam 911 cank

10



APIZO—)LLTH B GIEHAEEAR)

]
CertificateSignRequest : Sign a certificate signing request Show/Hide = List Operations = Expand Operations

m /certificate/{cert_id}/sign Sign a certificate signing request

Implementation Notes
Sign a certificate signing request

Response Class
Model
Certificate {

id (integer, optional): Numeric ID of the certificate, /
action_notification_sent_at (string, optional): Time of the last check for expiration actions,

-tk O &S

AIN—wT

Response Content Type \ application } % l T— I D
~

Parameters
Parameter Value \ Parameter Type Data Type
P—
cert_id 261 Numeric ID of the certificate signing path string
request
_
/ 3 1 body Model
I "Ca_ld" . nz-n’
‘ CertificateSignRequest {

"days" : 3650,

" I ca_id (integer) = ['2" or '1' or 7'): Numeric ID of the
confirm_sign" : true

certificate authority,
days (integer): The number of days before the

INDGA—BZZ AN

certificate will expire,

: Select this checkbox to sign

Parameter content type: | application/json v | confirm_sign (boo

tha samiinnt and loss

| Try it out! ‘

— PostmanTCHIFHI 5D T

LARAM

RREND

"action_notification_sent_at": null,

“ca_id": 2,

Hea namalls Menam_ 211 rark CAV



APl Zd—JL L TH 5 (GEBAEExporD)

ClearPass API Explorer

CertificateExport : Export a certificate or certificate signing jequest Show/Hide | List Operations = Expand Operations

m /certificate/{cert_id}/export

Export a certificate or certificate signing request

Implementation Notes
Export a certificate or certificate signing request

Response Class
Model

CertificateExportResponse {
HTTP:Content-Disposition (string, optional): attachment; The response is file data and does not co

LRARZAD

’ A —YIEIETE
Response Content Typ{\ application/x-pkcs12 v|
Parameters
Parameter } % l T‘ I D Parameter Type Data Type
L
t_id of the certificate path string
body \

"export_format" : "pem",
“include_chain" : true,
"include_ca" : "all",

JSON#ZTI\ T
/ I 'p7b' or ‘pem’ or 'ert’ or 't
"export_password"

‘aruba123", mat for the exported item,
"export_password2"

n " " — al): Select this D
: "arubal23 O optional): Select this option
; ’ [ or the CA and any
Parameter content type: | application/json V\ thorities,
= /ran\, = [‘all' or Intermediate]:
authorities to include.,
export_password (string, oplional): Passphrase to

protect the PKCS#12 file,
export_password2 (slring, optional): Re-enter the

passphrase

‘ Try it out! ’

BIhd5E —
L ZA Z A8 e —

PostmanTCH|IFHI 5D T

AELTHL

§ 7TT é *L 6 Response Body

MIIDcjCCAlqgAwIBAgIBQjANBgkghkiGOw@BAQOFADCBKDELMAKGAIUEBhMCS1AX
DjAMBgNVBAgMBUFpY2hpMQB8wDQYDVQQHDAZOYWdveWEXCzAIBgNVBAOMAMFUMSwWw
KaYNUNNNNCNS ~HRE1 TTYMSRUhINFl ml idGUvhmEc TENRTChTaWAaWS nK TETMOMG

12
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POSTMAN

F#Z(Z Rest API Call Z{ERL TE=BY—)L

https://www.postman.com/

BAEAEZDFFMOF BRI DOETELTIL, POSTMAN DY A S BBFEELY
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POSTMAN

Postman ZIEf2 9 5= . £ [
SEBAZEZ1 DT R 1TI SN
%z Postman M APIO—)L T
ERLTHET,




:nll‘l-

Postman T 320 APIO— )L ZYERL L 2

[ CertificateNew ] sEBAE1ERL

[ CertificateSignRequest ] REBAEE A BN

[ CertificateExport ] AL BHE Export

16



APICall Z/ER L TH B °c o

O @® < Home Workspaces v APl Nety o

2 My Workspace ¥r#H 0 Collection &
ERLTAMZEDITS

Home Workspaces v

~ My Workspace New

AirWave

central

ClearPass

ClearPass Issue Cert ]

W E >
Collections @ N
i+ Blank collection Environments
=] >
Environments Create from template o, v
) History
') s REST API basics
History %9 Integration testing basics .
D .
+ APl documentation >
oo
D .

View more templates =

-
his colle
It Nis colie

S o = Share
Add a req

REST Ap]  Move

Writing te Run collection

>
YEREL L 1= Collection T
Add request

o

Generate tests

Edit

[Add request ]

XY TAZa—TAHIZIE
1 Rename ©, %

Add folder

Monitor collection

APl Net\

Import

“:



APICall Z4ERk L TH 5 GEBASERD)

Overview posT CertificateNew

API Explorer T

Renamer] BE

i CertificateNew
— S
A - j l/x
POST https://fcppm-211.rock.internal:44 3/api/certificate/new S
I
Param Authorization e Headers (10) Body e Pre-reques pt B Settings
Type Bearer Token v @ Heads up! These parameters hold sensitive data. To keep this data secure while working in a collaborative

environment,we recommend using variables. Learn more about variables.

be automatically

Bearer D{EZX Yk

request. Learn

ated when you send the

ore about Bearer Token authorization. Token

C )

[ save

POST v

https://cppm-211.rock.internal:44 3/api/certificate/new

Authorization e Headers (10)

t Script ests Set

tings

Send

v

JSON

v

none

form-data

GraphQL

binary

T
2 "ca_id" 2",
3 "cert_type" : "tls-client",
4 "country" "Jp",
? "state" "Aichi",
°f "locality" "Nagoya",
— ®1E li ‘| "organization" : "Aruba",
— I— J, "common_name" "client_20240425",
"email address" "client_20240425@an.loc

RR—UTHIE

10
Mwey_type“
12

Cookies

Beautify

YOI RRISSA—A
Zz=AN

"rsa_1024"

RIhd5E
EEBAE) VT XA
LARRAEhB

Body
Pretty Raw Preview Visualize JSON v
l PE—
2 "':c : Zu-l
——
: 3 "action_notification_sent_at null,
} "ca_id": 2,

18



APICall Z4ERk L TH 5 GEBAEE R EK)

——— API Explorer T

ew @ posT CertificateSignRequ - N3 3,
BELI-7FLR
L
e CertificateSignRequest B
KBREOBFL

XKeRdD id D1E
VK A _
https://cppm-211.rock.internal:44 3/api/certificate/264/sign ) | =

Headers (10) Body e Pre-request S

I E t \
Type Bearer Token @ Heads up! These parameters hold sensitive data. To keep this data secure while working in a collaborative Bea rer w 1E ‘J

environment,we recommend using variables. Learn more about variables.

The authorization header will be automatically
generated when you send the request. Learn
more about Bearer Token authorization. Token 24 6.

CertificateNew @ posT CertificateSignReque. ® t v No environment v

i CertificateSignRequest ) save v s B

POST v https://cppm-211.rock.internal:44 3/api/certificate/264/sign Send ~

Tests Settings Cookies

Params Authorization e Headers (10)

none form-data x-www-form-urlencoded GraphQL JSON Beautify

{ O
S VOTRAMNSGA—F
}con-Flr‘m_51gn : true Elj] L

E— aAFRIC. LRAR RFERR

WoN

(=202 I =Y

X



APICall Z1ER L TH 5 (REBAEExport)

e - API Explorer T
| I HEL=7FLX
S XERBROHFILidDIE

P CertificateExport

https://cppm-211.rock.internal:44 3/api/certificate/264/export

Headers (9)

Authorization e

Bearer D{EZ LY

Type Bearer Token I (® Heads up! These parameters hold sensitive data. To keep this data secure while working in a collab,
environment,we recommend using variables. Learn more about variables.

I'he authorization header will be automatically

generated when you send the request. Learn

more about Bearer Token authorization. Token 2¢

Overview CertificateNew ® CertificateSignReque. ® posT CertificateExport @ t v No environment v

CertificateExport &) save ~ g B

POST v https:/fcppm-211.rock.internal:443/api/certificate/264/export Send ~

quest Script ests Settings Cookies

Params Authorization e Headers (10)

none form-data x-www-form-urlencodeq binary GraphQL JSON Beautify

JOTRRINSA—4
"export_password2" : "arubal23" El jJ
}

E— aAFRIC. LRAR RFERR

"export_format" : "p12",
"include_chain" : true,
"include ca" : "all",

"export_password" : "arubal23",

Py

()
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Postman ) Runner Tl&, ¢cSVI 74/ IILZFIAL T
BEBDOAPID—ILERYVIRT CENTEET

1 organization

2 Aruba
3 Aruba

client_20240429_3 client_20240429_1@an.local
client_20240429 4 client_20240429_2@an.local

B C D E
common_name email_address export_password e:p;on_forma'( } POST m a n R u n n e r
p

aruba123
aruba123

Postman

REEH

4

p12

CSV% 1{75%

); \°i_ IA—ARZyhk '
| EITREZEIEL

[ CertificateNew ]

IRIFEHZ

/fi_%—ﬂllt“ ~ [ CertificateSignRequest ]

IRIFEHZ l

INTGA—R(Ztyk
[ CertificateExport ]

CSVHRHBET
fRURY
I

22



Postman 0) Runner CiIBAE R 1T

CLEARPASS e

} Postman Runner

CSVHE 11T75%
INDA—AR|ZYk

Ty ol . @ o AIE B E 2K R
3 s cuent 20340435.4 ot S1640635 2geniocs [sunetzs otz [- CertificateN ew_bulk g
Cert ID’% _ ‘ (Cert ID)
2 Postman iﬁiﬁ%ﬁ'“t‘y? @ rostn 22 TR
RIETH - yﬂ Cert ID % 1 CertificateSignRequest_bulk ] ]
INTGA—=RZt Yk Eo=T

@ python l BIEAE AP O—FEK
( cppm_getcert.py ]:

- ‘Eft/ﬂﬂ%774)b€1§'<7$
—

3¢ CertificateExport [& Python THIFALEY GER X Z 1)

v

EEBRE T 7ML

CSVH&H 5
FTHEYIRT




al
]

csvZHE

11T B [EANYHF (T35

A B C
1 'organization common_name email_address export_password export_format
2 Aruba client_20240429 3 client_20240425 1@an.local aruba123 p12
3 Aruba client_20240429 4 client_20240429 2@an.local aruba123 p12

CSV7iMDT
HEIEXTXATI7AIL

1 ohgahizatibn,commbh_néme,eméil;addkess,éprht;pasward,éxport;FOPMéf
> Aruba,client_20240429_3,client_20240429_ 1@an.local,arubal23,pl2

3 Aruba,client 20240429 4,client 20240429 2@an.local,arubal23,pl2

24



CertificateNew_bulk(GIE BH & 1E FX) >X Runner,

DEER

CertificateNew_bulk

///( PV OFNRETEDIFTEL

POST https:/I <ClearPas (@) 443/api/certificate/new
IP>
Params Authorization e Headers (10) Body e Pre-request Script lests @ Settings
none form-data x-www-form-urlencoded Q raw binary GraphQL JSON
7 ¢ CSVIZ7A Il
: "Ca_id" l|2ll, A B C D [
3 "cert_type" "tls-client", 1 |organization common_name email_address export_password export_format
4 "country" "Jp", 2 |Aruba client_20240429_3 client_20240429_1@an.local aruba123 p12
r state" "Aichi", 3 Aruba client_20240429 4 client_20240429_2@an.local aruba123 p12
!, Illocali_tyll n n ‘1
5 "organization"| : "{{organization}}", -
. "common_name" k "{{common_name}}",
: "email address "{{email_address}}",
1'_‘ "key type" "rsa_1024"
o } l r
Py £ \&
11 {{ ¥ THT
12

CSV b\bﬂx1a=bf—1'ﬁ7b\)\%>




Tests:APICall L= IZETIT BRI Y T

HITP CertificateNew_bulk
POST https:/, <ClearPas MIP> :443/api/certificate/new
Params Authorization e Headers (10) Body e Pre-request Script e | Tests o I S
g \
1 | let jsonData = JSON.parse(r nseB ; — ] >
. jsonbata parse(responseBody); —DITT. ClearPass oD

2 | let ok = responseCode.code === 200;

(o e 1 LA RIS END id DiRE

;| | ’ IRIBZEH CertiD [CEYFLTLVS,

~, ;;?ZE\)/if‘onment.set("Cer‘tID", _jsonData.id); (&0)%% %ﬁb EXpOI"l' —cs*“‘ . Téf:&)) /
g } \ |

9 |
AEBAE E K TClearPass Mo Z{ELI-L AR X

Raw Preview Visualize JSON v

"action_notification_sent_at": null,
4 egaadds o2,
5 ‘ca_name”: "cppm-211.rock CA",
6 "certificate_sub_type": null,
7 "certificate_type": "tls-client",
: 8 "certificate_version": 1, I 26
9 "csr_rejected_at": null,
10 "hae ravtifirata'"+ Falea



RIREHIE. CCTHRR - wETES

i OEY: 1]
Runner C{$>5

ClearPass_CertMgmt

Variable Initial value
d/api/certifi

CertificateExpo posT CertificateNew_ @ ClearPass-GetCe

ClearPass_CertMgmt

Edit

Current value

CertlD 620

620

Pre-re

Y);

Tests A7) TRDEFTT
vk s




cppm_getcert.py

IEELT- URL D API Z3—/LL.
LARVRAEINTI7ZAILE
O—AILIZREFETHRIVTR,

ClearPass @ export APl Z3—)LL T
WEFL-FIRAEZ0—HILIZRTF
9 5=-HIZFIA,

AR . Python DRITIRIEZAEL.
— M Python V1) TrZEZETLTHS

@ python

call T7A4ILER

CertificateSignRequest_bulk ‘ cppm_getcert.py »
D Tests HriCall

r’E @

Postman M#H TRIFLI=Mo>=-DTT A,
EFBAE p12 D7AILIINAF) D=8
Postman Runner T 771 ILRTFIFEELL.

Python H,{ESZ &IZEYELT=,

E—

SEERE 7ML

import requests

from datetime import datetime
from flask import *

import os

import json

app=Flask(__name_ )

@app.route("/getcert",methods=["POST"])
def getcert():
data = request.data.decode('utf-8")
data = json.loads(data)
print(data["certurl”])

url = data["certurl"]

payload = {
"export_format" : data["export_format"],
"include_chain" : "true",
"include ca" : "all",
"export_password” : data["export_password"],
"export_password2" : data["export_password"]
}
headers = {
"accept": "*/*",
"Authorization": "Bearer 29726a1b963d5906a9fce343cc844836763b748b",
"content-type": "application/json"
}

response = requests.post(url, json=payload, headers=headers, verify=False)

contentType = response.headers['Content-Type']
contentDisposition = response.headers['Content-Disposition’]
ATTRIBUTE = 'filename=""

fileName = contentDisposition[contentDisposition.find(ATTRIBUTE) + len(ATTRIBUTE):-1]

saveFileName = datetime.now().strftime("%Y%m%d %H%M%S ") + fileName

with open(saveFileName, 'wb') as saveFile:
saveFile.write(response.content)

return "done"

if _name__ =="_ main__ ":
port=int(os.getenv("PORT",3000))
app.debug=True
app.run(host='0.0.0.0', port=3000)

28



CertificateSignRequest_ bulk(GEBHEE ) X Runner D ZEE 1

POS

CertlflcateS|gnRequest bulk

https://i <ClearPas MDIP> :443."api."certificat gn
Authorization e Headers (10) Body e Pre-request Script Se

EEEREID ZIRIEZE# A S EYER

ttings

let responses = pm.collectionVariables.get('collectionResponses');

console.log("CertID:

+ pm.environment.get('CertID'));

console.log("export_format: " + pm.variables.get('export_format'));

let opts = {

certurl: 'httpss://<ClearPas (MDIP>:443/api/certificate/’

export_format: pm.variables.get('export_format'),

export_password: pm.variables.get('export_password')

}s

pm.sendRequest ({

url: ‘http://<CPPM GetCert @ IP>:3000/getcert’,
method: 'POST',

header: 'Content-Type:application/json',

body: {

mode: 'raw',

raw: JSON.stringify(opts)

}

}, function (err, res) {

console.log(res);

})s

o~

=&

Al

+ pm.environment.get("CertID") + '/export',

REBAEZ AR,

R—T DPythonV—ILEZFUHL T

GEBAEASA OO —KT 5

~

/




Runner Z# {ERK

Q0O < Home Workspaces v
2 My Workspace New

APl Network v

Import Overview CertificateN CertificateS

3

:—)L{a DDFERAT
KSwg &kAOyT

Run order Deselect A

E] Runner t v

posT CertificateNew_bulk
PosT CertificateSignRequest

PosT CertificateSignRequest_bulk

( POST CertificateNew \

pPosT CertificateExport )

£179 % APICall )
BIREIEFZETE

fERkLT-
CSV &5 7E

)

[+]
b

95
{>
O

QA+

ClearPass_CertMgmt

Functional Performance

Choose how to run your collection

© Run manually

Run this collection in the Collection Runner.

Schedule runs

Automate runs via CLI

Configure CLI command to run on your build pipeline

Run configuration
Iterations

2

Delay

Data

Select File Cert_Request_List.csv X

Runner

D FFLAE R

D v ClearPass Issue Cert
History
0sT CertificateNew
o "0sT CertificateNew_bulk
. 0sT CertificateSignRequest
0sT CertificateSignRequest_bulk
05T CertificateExport
> REST API basics: CRUD, tes
> Writing test scripts
2
1
—1
ED (@ Online Q Find and replace [ Console

Data File Type

text/csv v Preview

Persist responses for a session (@
>

Run ClearPass Issue Cert

F

settings

~ <<} 3051!}1 »] Runner [ Start Proxy (& Cookies [ Trash
_

Upgrade

v

| 30




Runner DETHE

ClearPass Issue Cert - Run results Run Again Automate Run v + New Run [ Export Results

A Rantoday at 14:33:06 - View all runs

Source Environment Iterations Duration All tests Avg. Resp. Time
Runner ClearPass_CertMgmt 2 1s 141ms 4 166 ms
All Tests Passed (4) Failed (0) Skipped (0) View Summary
Iteration 1 -

POST CertificateNew_bulk

https://cppm-211.rock.internal:443/api/certificate/new 2000K 192 ms 2.013 KB

A ,—
PASS 281 CSV 11T
PASS Successful request "
POST CertificateSignRequest_bulk

https://cppm-211.rock.internal:443/api/certificate/281/sign 2000K 162 ms 3.779 KB

T

No tests found

-
Iteration 2
POST CertificateNew_bulk
https://cppm-211.rock.internal:443/api/certificate/new 200 0K 155ms 2.013 KB

PASS 282

PASS Successful request

POST CertificateSignRequest_bulk
https://cppm-211.rock.internal:443/api/certificate/282/sign 200 0K 154 ms 3.772KB
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ResponseToFile-Postman API

Name Date Modified

Today 14:33

Today 14:33
Today 13:09

D 20240429_143307_client_20240429_3.p12

() 20240429 _143307_client_20240429_4.p12
% cppm_getcert.py
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Tardawv Q172

ClearPass Onboard T4, SEBAZENRITIN TS LFHER,

!.Q N TLT UG LYY L e
5 Upload a code-signing
51 Upload a trusted certifi

i{J» Onboard ©
7y Certificate Authorities
-1 %2, Management and Control
' @ View by Device
’ View by Username
=
@[ Usage
- ¥ Configuration

_!3 There are errors with the server certificate configuration that will prevent devices from provisioning or authenticating:
cppm-211: The ClearPass HTTPS server root certificate is not trusted by Apple. This will cause enrollment over HTTPS to fail on iOS and iPadOS devices.

J How do I fix this problem?

Use this list view to manage certificates.

i1 Columns

- ) i I
F‘.Tl.;r Network Settings © Quick Help
[+ i0S Settings Certificate Authority: |[—All — v|
@f} Windows Applications Certificate Type: |TLS Client v|
-1 g’ Deployment and Provisioning Filter: | |
5 Configuration Profiles
. Serial
[} Provisioning Settings Common Name Certificate Authority Nuember Type < Valid From Valid To Device Type
@ Self-Service Portal , _
P [,j’ client_20240429_4 cppm-211.rock CA 80 tls-client 2024-04-29 14:18:07+09:00 2033-03-20 07:00:02+09:00 [_-_j None
79 tls-client 2024-04-29 14:18:07+09:00 2033-03-20 07:00:02+09:00 [j None

 —

[,j’ client_20240429_3 cppm-211.rock CA
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