For Tacacs+ configuration on Nortel switch followed below configuration command 
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Clearpass Enforcement profile for Read write access
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Enforcement policies 
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[bookmark: _GoBack]If we insert “Tacacs authorization level all” this command on switch, below are the detail accounting log on CPPM 
But same time I got “your command was not authorized” this message on Nortel switch while entering any command.
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If we removed “Tacacs authorization level all” this command on switch, below are the detail accounting log on CPPM (Missing commands output in accounting)
All users are able to access all commands on Nortel switch.
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6.1 TACACS+ Configuration Example
6.1.1 Ethernet Routing Switch Configuration

ERS-STACKABLE: Step 1 — Add TACACS+ server, enable TACACS+, and enable TACACS+

accounting

ERS-Stackable (config) tacacs
Enter key: *4ka

Confirm key: *#*##
ERS-Stackable (config) tacacs
ERs-Stackable (config)# tacacs

ERS-Stackable (config) tacacs

server host 172.168.100.50 key

authorization enable
accounting enable

authorization level all
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6.1.1.1  Ethernet Routing Switch Verify Operations

Step 1 - Verify user names.

ERs-Stackable (config) # show tacacs

Result:

Primary Host: 172.168.100.50
Secondary Host: 0.0.0.0

Borc: %

Key: sessssssssssnns

TACACS: authorization is enabled
Authorization is enabled on levels i 0-15
TACACS: accounting is enabled
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Configuration » Enforcement » Profiles » Edit Enforcement Profile - Nortel switch Tacacs RW.
Enforcement Profiles - Nortel switch Tacacs RW

ooy oo QRO ccommoneed

privilege Level: 15 (Privileged) =

Selected Services: Shell < Export All TACACS+

—Select-- 2

Authorize Attribute Status: [ app

Custom Services: To add new TACACS+ services / attributes, upload the modified dictionary xml - Update TACACS+ Services I

2.|click to add...
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Configuration » Enforcement » Policies » Edit - Nortel Tacacs Enforcement Policies

Enforcement Policies - Nortel Tacacs Enforcement Policies

Enforcement | Rules

Enforcement:
Name: Nortel Tacacs Enforcement Policies
Description:

Enforcement Type: TACACS
Default Profile: [TACACS Deny Profile]
Rules:

Rules Evaluation Algorithm:  First applicable
Actions

Username FOUALS () Nortel switch Tacacs RW
Username FOUALS aiimsh) Nortel switch Tacacs RW.
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Accounting Record Details
Request Auth Sessions m

Accounting Packet Details

For 32-3739049626-1497353671-27 at Jun 13, 2017 17:04:31 IST
reason User logged in
For 34-3872169848-1497354321-29 at Jun 13, 2017 17:15:21 IST

em_msg show tacacs

reason  Unauthorized command
For 36-334339999-1407354330-31 at Jun 13, 2017 17:15:30 IST

erm_msg exit

reason  Unauthorized command
For 38-3543673210-1497354336-33 at Jun 13, 2017 17:15:36 IST

em_msg show tacacs

rascnn  lnautharizad ~ommand
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Accounting Record Details
Request Auth Sessions m

Accounting Packet Details )

For 93-3021431436-1497358271-78 at Jun 13, 2017 18:21:11 IST
reason User logged in
For 94-2260949164-1497358579-79 at Jun 13, 2017 18:26:19 IST

elapsed_time 307
reason User logged out
start_time 1497358246
stop_time 1497358553




