Tek Noktadan Dagitik Aglarin Yonetimi
Aruba Instant — Aruba Central
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Instant Benefits

‘ Controller-less Architecture

\

/

Easy Deployment

|
‘ Role-Based Secure Wireless

[

‘ Investment Protection
/
—
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Product Family
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340 Series 11ac Wave 2
4x4:4 MU-MIMO

Dual 5GHz Radio capable
Dual uplink, BLE, USB

303H 11ac 203H 11ac
Smart Rate (2.5/5GBASE-T) . 3 Ports, PoE Out 1 GbE Ports Out
330 Series 11ac Wave 2 2x2:2 Wave 2 2x2:2 flex-radio
Ax4:4 MU-MIMO agaBI-radlo, BLE USB
Dual uplink, BLE, USB — a——
Smart Rate (2.5/5GBASE-T)
320 Series 11ac Wave 2
4x4:4 MU-MIMO
Dual uplink, BLE, USB 203R 11ac

2 GbE Ports Out, 1x PoE Out

SN 2x2:2 Flex-radio, BLE, USB
310 Series 11ac Wave 2 20 Mbps wired IPsec encryption
4x4:4 MU-MIMO
BLE, USB
300 Series 11ac Wave 2 .
3X33 MU'M'MO P - 328 Series 11ac
. gl 2 GbE Ports Out, 1x PoE Out

BLE, USB . - 2x2:2 Flex-radio, BLE, USB

b & Gl 20 Mbps wired IPsec encryption

303 Series 11ac Wave 2
2x2:2 Dual-radio
BLE, USB
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367 11ac Wave 2
2x2:2 Dual-radio, BLE
90° Directional Antennas

365 11ac Wave 2
2x2:2 Dual-radio, BLE
Omnidirectional Antennas

375 11ac Wave 2
3x3:3 Dual-radio
Omnidirectional Antennas

377 11ac Wave 2
3x3:3 Dual-radio
80° Directional Antennas

374 11ac Wave 2
3x3:3 Dual-radio
3 External Antenna Connectors
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Role: IT

\
\
\\
Rule 1: Allow all .
(€0
/”

Role: Employee

Rule 1 : Deny access to server 1

Rule 2 : Deny social networking sites
Rule 3 : Allow all

—
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Content Filtering

Edit SD-Emp-Temp ESSID

WLAN Settings 7Y Access

Access Rules

More
Control Access Rules (4) |
@ Deny application youtube to all destinations
ol e @ Deny application whatsapp to all destinations
tole @ Allow any to all destinations
@ Allow application netflix to all destinations + application bandwidth of ‘
) - Network-based downstream 2000 kbps/upstream 500 kbps |

Edit Rule Allow application netflix to all destinations + application bandwidth of downstream 2000 kbps/upstream 500 kbps
- Unrestricted Rule type: Service: Action: Destination:
Access control 3| Network netflix v [ Allow 2 [ to all destinations v
Liss © Application
Control = o
| Application category
" 'Web category
[ 'Web reputation
Options: Application Throttling
Downstream: kbps Upstream: 500 kbps
[Log _ DSCP tag
[ Blacklist [ Disable scanning —1802.1p priority
Note: Application and Application category rules will only be applied on supported platforms. OK  Cancel

—
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Guest Captive Portal

A Not Secure | hitps://10.70.172.251:4343/swarm.cgi?opcode=cp_preview&sid=v3hUWBO07SXilWDBPTse2&bg_color=16777215&..

s
-’

Welcome to Nick's Café USERNAME -]

Please read terms and conditions before
using Guest Network escee &

etwork is not secure and use is at you I agree with the terms and conditions
e
—
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Instant Provisining
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Configure ONLY Master AP

Other APs auto-join in same
L2 Slaves

ZTP with Activate for
AirWave and Central
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Aruba Central Zero Touch Provisioning

Configuration sent to
Instant AP or Switch

®

Secure (https) account
access via Aruba
Central

Plug in Instant

Network configured

®

AP or Switch & operational
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Why Cloud-Managed Networks

Simple:
No management hardware &
software to maintain.

Easy network deployment.

Intelligent:

Built-in hardware capabilities to
ensure performance & visibility.

Analytics to improve business &
user experience.

—

J Reliable:
Guaranteed uptime.

Local management if cloud
connectivity fails.

Flexible:
% Easy to scale network.

Ongoing innovation.
Subscription options - OPEX.
Anytime, anywhere access.
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Add Device

DEVICE INVENTORY

View the devices in your inventory an b4

ADD DEVlCES @ADVANCED

Add up to 9 devices by entering the Serial Number and MAC Address for each device

VIEW DEVICES SERIAL NUMBER MAC ADDRESS
¥ SERIAL NUMBER ¥ MACAC ? : . Y PART NUMBER GROUP Y STATUS =
SERIAL NUMBER MAC ADDRESS
e CNCRK2TO2T 20:4C03 JY712A default & o
SERIAL NUMBER MAC ADDRESS
______ 1 Device(s)
SERIAL NUMBER MAC ADDRESS
SERIAL NUMBER MAC ADDRESS Subscribed {7

““““““ Unsubscribed {5

—
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(© 0s g2 @2 @ Os 2@ % 4l 99% M 10:19 0: g2 @ (© (& g9 @ X@ * 41 99% M 10:20

Access Points < Barcode Scanner =

® ac:a3:1e:c5:b7:d6

acb-g01

® 94:b4:0f.cb:89:22

acb-g02

® iap02 - meeting rooms

UI0 Office

® iap01 - printer

UIO Office
2| ? . ~ =) SN: CK0032406 MAC: ACA31EC5B7D6
b
Hewlett Packard
Enterprise oru Q Netex

a Hewlett Packard

; bir Westcon ve indeks Grup istirakidir
Enterprise company



R MONI

TORING & REPORTS

V ANI‘ILDevices (8 Total Devices | 2 Offline APs | 0 Offine SWITCHE

@ @ ‘ raffic Workflows categorized in

Q Search Current APP Monitoring & Wireless Wired App|lcatI0nS

Find devices, clients and networks Reports Managemem Managemem

Network Overview PA U C

View Aruba device performance and security

BETA .
Network Health Maintenance Presence Unified Apps G ranu |a r CO ntrOI Wlth ea Ch
AR i Analytics Communications
View potential network issues
Application
Clients GA
&,abEI, H?‘f’_mf - Guest Access Clarity Gateway
View potential network Issues Management
Client Overview :
View detailed information on connected Sl n gle'pa n e Of G |aSS
clients I M
VisualRF BETA
RF Heatmaps . -
Global Settings Install Manager
ai Technologies CON 30.2%
Topology Alin.com 3.6%
View network topolegy r ® Network Service 5.5% ® TCP 1.7%
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V FILTER MONITORING & REPORTS TEMPORAL FILTER
D4
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Overview Analyze Blocked Traffic

Overview

Monitor usage to optimize and
L E secure the network

App Categories Apps Web Categories Web Reputation

Prioritize business critical

applications

Block Inappropriate Content

Download Blocked Sessions

@® Mobile App Store 52.3% @ linkedin.com 1% @ Business and Economy  70.1% @ Trustworthy 99.1%
® Web 41.3% ® HTTP 0.7% ® Computer and Internet |... 23.6% @ Low Risk 0.4%
® Network Service 1.4% @® HTTPS 0.4% ® Social Networking Web 0.8% ® Moderate Risk 0.4%
@ Social Networking 1.1% ® TCP 0.2% @ Content Delivery Networks 0.5% E :
nforce on a per user, device or
Others 3.9% Others 97.7% Others 5% P ¢

location basis

Need Help? ~ Feedback ~

—

Hewlett Packard QrUbQ N etex

Enterprise a Hewleft Packard

: bir Westcon ve indeks Grup istirakidir
Enterprise company



Overview Analyze Blocked Traffic

Analyze Display .,
App Categories Apps Web Categories Web Reputation
iGe 2ce 7isva
Detads AT NB
. e mE = R (N

Others 275G3

s r e

»‘ 7 . s = .

QB 100 10:30 1100 11:30 12:00 1230 1300 ... Streaming Media 444.67 M3
10:00 10:30 11:00 11:30 12:0012:30 1390

1000 10:30 11:00 11:30 12:0C 1230 13:00 ..
— Others = Facebock  — HTTPS

—Weh = Streamirg Stardard — retflix.com Business and Ec.. 44434 M8 — HighRsk  — Moderate Risk
— Sodal Networking ~ — Enayptad — IPsec Encapsulating Securty Paylosd LowRisk  — Trustworthy
Social Networkin... 23390 M8
Computer and |... 112.62 M3
-
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~ Windows = iOS Android Internal CP 192 KB

— HPE-emp  — hpe-guest — Others

comme—
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Alerts

Open Acknowledged

Configure Alerts

Critical Major Minor Warning
135 18 0 10
Connectivity - DNS, DHCP,
— . Search... Q Authentication and Association
Authentication Failure Detected 43 A
More than 30% of Authentication attempts made in the last 30 minutes has failed
New User Account Added 14
Virtual Controller Disconnected 8 Wireless - AP, VC & Rogue Status,
More than 30% of DHCP attempts made in the last 30 minutes was delayed more o .
User Account Edited 5 o than 200 AttaCkS, CPU & Utl|lzatIOn
DHCP Failure Detected 5
New Virtual Controller. Detected 4 More than 30% of DHCP attempts made in the last 30 minutes was delayed more
New AP D 3 = e than 200ms
ew etecte g '
Wired - Switch Health,
AP Disconnected 2 ope .
More than 30% of DHCP attempts made in the last 30 minutes was delayed more U t| I |Zat ion ) E rrors
New Switch Connected 1 e than 200ms
Switch Disconnected 1

Need Help? ~ Feedback ~

—
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Connectivity Health(CH)
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Attempts

4

Timely

4

Stage-wise Performance
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Co '|F'Q(¥i'l'fy' 4
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4
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1
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Success Rate

100%
Delayed
0
Authentication
90
Conrectivity
Heai

A

1 Insights
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Delayed W Faied
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100 8
>
50 £
S
1]
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<0~ Connectivity Health

DNS
Attermpts Attempts
Y Connectivity 508
Timely Health Timely
0 336
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0 0
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0 170

Netex

bir Westcon ve indeks Grup istirakidir



° General ° VLANs ° Secuntym
Define User-Role based Access

Access Rules:

Role Based Network Based Unrestricted C O n t rO I PO I i C | e S
Roles Access Rules For Selected Roles
ROl S ® Deny Adult and Pornography v 8
T @ Deny Peer to Peer Web A v S
Central-Gym-VC1 o Allow any to all destinations PN |

default_wired_port_profile

Derive User Roles and VLAN

+
wired-SetMeUp
Assignment Rules
NEW ROLE ASSIGNMENT RULE X
Attribute: Operator: String: Role:
User-Name v contains v Employee Central-Employee-VC1 v

Segment Traffic within the same

comme—
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USERS & ROLES

Use
cor
ind

R¢

RO
ac
gL
re

re

NEW ROLE

Role Name:

APPLICATION PERMISSIONS

Group Management

eate, deiete gr IPS

Device Inventory

{

'rovision device ind manage

Network Management

Guest Management

Presence Analytics

Cancel

nd

NOC_ANALYST P
AView Only Modify
View Only Modify
View Only Modify
View Only Modify
View Only Modify
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Block

Block

Block

Customize

Save
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Custom captive portals:

Logo, background, colors, image, welcome
message, terms & conditions, and
optional in-page ads.

Registration choices:
* Anonymous login.

* Self-registration.

* Social login.

Control Options:

* Session duration.

* Usage limits.

* Landing page.

* Guest operator controlled logins.

Netex
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| m PRESENCE ANALYTICS
Activi
Views resence and oty STIBe:

Settings

Uanage threshold parameters

FILTER PRESENCE ANALYTICS

Y All sites

Presence

Passersby
1163

Baselne
Change (%)

Visitors

31

el I S

Passersby & Draw Rate v

150

100

Passersby

50

0

E

Draw Kate

17:00

= Draw Rate

0730

Draw Rate 5 Percantile

Draw Rate

1%

Baseline
Change (%)

/\'\/\ _‘f/f\

1745 00 oais

Draw Rate 95 Percentile

TEMPORAL FILTER
‘O3HOuRs Y

5h 22m

Baseline

change (%)

e
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Q Passersby
H’ l Visitors

Engaged
t!
N ®  owell Time

How many passed by the entranc

How many entered

How many stayed

How long they stayed
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