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Eliminating the blind
spots with ClearPass.

How visibility is the key to securing the experience

September 2019

Enterprise company



EXPERIENCE

EDGE

SECURING new experiences that are personalized, relevant, and timely.
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Stepping towards the edge

Securing a great experience for everyone and everything

Enhancing User experience Securely enabling loT Easing policy administration



The aim?

Zero-Trust Framework
The untrusted LAN

What you can access doesn’t
depend on from where you
have connected

AuthN, AuthZ, Encrypt



The reality

A shot too far

« Lack of segmentation
* Outdated policies

- Policy gaps between
departments

« Too many unknowns

* |Insider threats
« Shadow IT



The measured response
Adaptive Trust and Continuous Visibility
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Creating Access Policy Control
Putting it all into context...

 People — Roles
*  More than Staff Vs. Non-Staff
* e.g. AuthZ on location/department K\

arheads



Creating Access Policy Control
Information we should consider

- People - Roles /Q\
 Devices — Types/Uses
* More than managed vs. @
unmanaged!

g
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Device Visibility: ClearPass Policy Manager
An easy start to regaining control

« Single C1000 ClearPass server — minimal Access licensing

 Visibility of what's on the network — up to approx. 5K devices
Includes install guide and specific report generation

 Visibility of what’s changing on the network
TACACS to secure and monitor network config changes + reporting

 RADIUS and/or Guest services for up to 100 concurrent users




Device Visibility: ClearPass Policy Manager
An easy start to regaining control




Creating Access Policy Control
Information we should consider

—
* People - Roles Q\
 Devices — Types/Uses
* More than managed vs. @
unmanaged!
When's a phone not a phone?

g
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TRADITIONAL PROFILING TECHNIQUES
LACK DEVICE CONTEXT

STATIC ATTRIBUTES
NMAP | SNMP | WMI

arheads



CLEARPASS DEVICE INSIGHT

ELIMINATES
BLIND SPOTS

Delivers automated, ML powered
device classification to enhance

policy-based access control

arheads *New and Existing ClearPass OnGuard Subscription
customers get free access!




" 'MAC / Vendor info

Port/Protocol

Static Attributes
(DHCP, User agent, SNMP info)

Communication

Destination IP — Frequency

Application

arheads Communications
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/ aruba

DEVICE
INSIGHT

ARCHITECTURE
OVE RVI EW CLOUD PLATFORM

Combination of on-premises data
collector (appliance or virtual) and
cloud-based analyzer

\

Branch

Through Deep Packet Inspection
(DPI), device attributes are are
extracted and metadata is sent to
the cloud for analysis

Device Insight Device Insight Device Insight
Hardware Collector Virtual Colleator Virtual Collegtor  Gateway Switch

arheads



VICE CLASSIFICATION

Device
Identified and

S
\ /\ \Na‘c“e lysige
\S

e

Static Rules

Classify known

Discovered Devices

devices with
established patterns -
Crowd-Sourced |on based on
Signatures statlc flow and behavior

arheads based attributes
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ClearPass Device Insight — Accurate Classification

= Q

CLASSIFIED DEVICES | DASHBOARD N e e D (i )

HH
MENU SEARCH S o HELP  APPS
Y LAST 1 YEAR : E

Summa cA New Devices
FILTERS Y Sep 052018 - Sep 05 2019 DASHBOARD  DEVICES

DEVICES OVERVIEW auto rerresH (D)
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OTAL CLASSIFIED

DEVICE TYPES
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ClearPass Device Insight — Accurate Classification

Q
—

—

MENU

DEVICES | LIST
SEARCH
Y
FILTERS
Devices (49)
MAC IP ADDRESS

| 001264820195

| 001a6482b129

| 001a6482b126

| 001364820124

| 001a6482b167

| 001a6482b113

| 001a6482b172

| 001364820134

| 001a6482b186

| 001a6482b165

| 001a6482b185

M 001264820158

™ 001264820114

172.16.10.126

18.116

10.17.18.108

172.16.10.130

172.16.10.138

172.16.10.121

172.16.10.143

10.17.18.128

172.16.10.103

10.17.18.119

10.17.18.144

10.17.18.123

172.16.10.133

HOST NAME | MAC VENDOR | ¥ Medical Device| y Hillrom

IBM Corp

IBM Corp

IBM Corp

IBM Corp

IBM Corp

IBM Corp

IBM Corp

IBM Corp

IBM Corp

IBM Corp

IBM Corp

IBM Corp

IBM Corp

Summary

CATEGORY

FAMILY

y -all Devic@

Medical Device

Medical Device

Medical Device

Medical Device

Medical Device

Medical Device

Medical Device

Medical Device

Medical Device

Medical Device

Medical Device

Medical Device

Medical Device

Hillrom

Hillrom

Hillrom

Hillrom

Hillrom

Hillrom

Hillrom

Hillrom

Hillrom

Hillrom

Hillrom

Hillrom

Hillrom

Nurse Call Device

Nurse Call Device

Nurse Call Device

Nurse Call Device

Nurse Call Device

Nurse Call Device

Nurse Call Device

Nurse Call Device

Nurse Call Device

Nurse Call Device

Nurse Call Device

Nurse Call Device

Nurse Call Device

LAST 1 YEAR
Sep 05 2018 - Sep 05 2019

STATICIP

false

false

false

false

false

false

false

false

false

false

false

false

false

ACCESS POL...

New Devices

SEGMENT

Segment for
Switches/Server/
other devices
Segment for
Switches/Server/
other devices
Segment for
Switches/Server/
other devices
Segment for
Switches/Server/
other devices
Segment for
Switches/Server/
other devices
Segment for
Switches/Server/
other devices
Segment for
Switches/Server/
other devices
Segment for
Switches/Server/
other devices
Segment for
Switches/Server/
other devices
Segment for
Switches/Server/
other devices
Segment for
Switches/Server/
other devices
Segment for
Switches/Server/
other devices
Segment for
Switches/Server/
other devices

SSID

USER NAME

STATUS

Offline

Offline

Offline

Online

Offline

Online

Online

Online

Online

Offline

Offline

Online

Online

Aruba ClearPass Device Ins

POSTURE ST...| NAD PORT

UNKNOWN

UNKNOWN

UNKNOWN

UNKNOWN

UNKNOWN

UNKNOWN

UNKNOWN

UNKNOWN

UNKNOWN

UNKNOWN

UNKNOWN

UNKNOWN

UNKNOWN

DASHBOARD

NAD IP

DEVICES



ClearPass Device Insight — Accurate Classification

001a6482b195 / 172.16.10.126 omme

FArst Seen: 5 months ago | Last Activity: 5 months ago | Updated At: 2 days ago

.. DEVICE OVERVIEW

Posture Status UNKNOWN User Name
INTERFA
Status Offline MAC Vendor [BM Corp W ERFACES
IP Address 172.16.10.126 category  Medical Device ocaTion
MAC Address 0013642820195 Family Hillrom ﬂJ-'
Host Name - Type Nurse Call Device DEVICE ATTRIBUTES
Q
CLASSIFICATION RULE
o
y NETWORK DIGEST
=
MAC ADDRESS IP ADDRESS ‘
001264820195 172.16.10.126 ‘
ok LOCATION
NAD IP - Access Point
NAD Port - Wireless SSID -

Segment Segment for Switches/Server/other devices

Z) DEVICE ATTRIBUTES

DHCP Options5s 1.6.12,15,26,28,42,100,121,249,3

DHCP Optione0 udhcp 0.9.9-pre

DHCP Options 53,61,81.60.55

Application Group business-systems.management
business-systems.network

collaboration.volp-video
media.photo-video
Application ID dns

Destination Connection 117.154:123:udp

154:23010:udp

154:50010:udp

154:5060:udp

154:514:udp
201.12.123.31:80:udp
ahwappIinind690.inind.ds.s|ns.com:50010:udp
anwappinind690.inind.ds.sns.com:5060:udp

MAC oul 001a64

Port 137, 30086, 30118, 30234, 3658, 4826, 4854, 5060

FICATION RULE

Classified By System




h_f_L-E ABLED

N
DETERMINE THE UNKNOWN DEVICES

Static Attributes:

Operating System, Hardware Vendor

Active and Passive techniques
such as MAC OUI, NMAP, etc.

Dynamic Attributes:

Understanding Behavioral Attributes

Deep Packet Inspection (DPI) and Machine

Learning to leverage communication patterns,
applications, etc.

Comparative Attributes:

Finding Commonality
Continuous monitoring of device traffic
and crowdsourced intelligence to refine

and update device fingerprints

arheads
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ClearPass Device Insight — Generic to Granular

= Q

CLASSIFIED DEVICES | DASHBOARD
MENU  SEARCH

Y

FILTERS

Summary

DEVICES OVERVIEW

2,82

AL CLASSIFIED

DEVICE TYPES

e B

700 469

MAC OS APPLE IPHONE

=

90 90

CRESTRON MEDIAD... HTC ANDROID

.

49 46

NURSE CALL DEVICE WINDOWS 2012

295

WINDOWS

84

POLYCOM IP PHON...

42

APPLE IPAD

LAST 1 YEAR
Sep 052018 - Sep 05 2019

270

ANDROID

A

65

LINUX COMPUTER

&)

redHat
37

REDHAT

New Devices

2.88K

TOTAL

s v
200 130

SAMSUNG ANDROID

WINDOWS 8/10

60 54

HP SWITCH APPLE |0S DEVICE

26 25

APPLETV BRIGHTSIGN VIDEO

HELP APPS
@ B

DASHBOARD DEVICES

auto rerresH (@YD

REFRESH

O

CREATE
REPORT



ClearPass Device Insight — Generic to Granular

- Q GENERIC DEVICES | DASHBOARD
MENU  SEARCH

0 i
o s
Aruba ClearPass Device Insight =% 2o%

CLUSTER-20 O x

DHCP OPTIONS5 * ~
1,236

DHCP OPTIONS * ~

53,57,55,60,12,61,0

MAC VENDOR * ~

JK MICROSYSTEMS, INC.

DHCP OPTION12 ~

RLNK-SW715R_D6_2C_14

DHCP OPTIONG60 ~
RACKLINK
MAC OUI ~

DEVICE ATTRIBUTES THAT HELP IN GROUPING THEM INTO A DEVICE
CLUSTER ARE MARKED WITH (*)

Classify Devices v

D ADD TO COMPARE

Device

GENERIC DEVICES OVERVIEW

6

DEVICES

DEVICE CLUSTERS

Cluster-17 (4 Devices)
Avaya Inc

LAST 1 YEAR
Sep 05 2018 - Sep 05 2019

11

DEVICE CLUSTERS

Cluster-16 (10 Devices)

SAMSUNG TECHWIN CO_,LTD

New Devices All Devices

7

MAC VENDORS

Cluster-2 (6 Devices)
Avaya Inc

Cluster-14 (3 Devices)
Microsoft Corporation

Cluster-5 (1 Devices)

JK Microsystems, Inc.

Cluster-7 (1 Devices)
Intel Corporate

@ B

DASHBOARD DEVICES

auto rerresH (05D

SHOW DEVICES

CLEAR FILTERS

CREATE
REPORT

[l

RECLASSIFY
DEVICES

COMPARE



ClearPass Device Insight — Generic to Granular

%% Classify Devices using Rule 0 X

CREATE RULE

DHCP Option55 MATCHES v 1,236

DHCP Option60 MATCHES v RackLink

DHCP Options MATCHES 53,57,55,60,12,61,0
DHCP Option12 MATCHES RLNK-SW715R_D6_2C_14
MAC Vendor MATCHES JK microsystems, Inc.
Application ID MATCHES tep

Destination Connection MATCHES 54.39.13.155:80:tcp

+
+
+
+
+
+
+
+

MAC OUI MATCHES 0090c2

Cancel




ClearPass Device Insight — Generic to Granular

%% Classify Devices using Rule 0 X

EDIT CONDITIONS

YOU HAVE SELECTED 3 CONDITIONS o

Rule Name

JK Machines

Device Category

Embedded

Device Family

Windows

Device Type
Windows CE

Device Image

Upload an image for the device

Save & Peclassify




Report on anything you can filter!

— Example: New “Unknowns”

Classified Devices

Report as run on August 21, 2019
Report Name: report_On Demand Report_1566375291 - August 21 2019 08-14 am UTC

Date Range: July 22, 2019 08:14 am UTC to August 21, 2019 08:14 am UTC
Description: This report displays distribution of classified devices recorded during the specified date range.

DEVICES OVERVIEW
11 2 13
TOTAL CLASSIFIED GENERIC TOTAL
DEVICE TYPES

2 1 1 1

APPLE 105 DEVICE CENTOS LINUX COMPUTER WINDOWS 2012

Device View

DEVICES OVERVIEW

11

SYSTEM CLASSIFED

11

TOTAL CLASSIFIED

DEVICE CATEGORIES

Computer SmartDevice
© @

DEVICE FAMILIES

Windows. Aople
] @

DEVICE TYPES
Linux Co.' Windows
m a

MAC VENDORS

Generic
©

DEVICES OVERVIEW

TOTAL CLASSIFIED WIRED CONNECTIONS WIRELESS CONNECTIONS STATICIPS

SEGMENTS

o -.
©

NETWORK DEVICES

Unknown

L]

arheads
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wAc TP Addres:  Hort Name MACVandor Famiy_Type NADIP SsielP NAD Port ‘Accas Point Wireess SSID Davies lutar Sagmant Posture tatus
o00c25ecdcd 0101215 PRMARYADL Whware, o, Computer  Windows Windows 2012 101012251 TRUC _gigsbiethemetd/0/5 Segment for Computer/Servrs UNKNOWN
011318 neric TRE Segment for SmartDevices  UNKNOWN
01131128 Generic Segment for SmartDevices  UNKNOWN
01113187 Generic Segment for SmartDevices UNKNOWN
vindowcompuner 1 Generi 27001

c8a90102930

68105

vindoescomputee-1

"
u

revs-windows
ieve-windous

Hewlet Packird

Hewlet Packsrd
Hewlet Packars

Computer

Vindows Windows 8710
Vindows Windows 8/10

21001
27001

0 Coteh Al segents vy
u Coten Al segments ey
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ClearPass Device Insight
ENHANCED DISCOVERY / PROFILING

arheads

ClearPass Policy Manager
AUTOMATED SEGMENTATION AND
ENFORCEMENT

Bi-Directional
Data Exchange

Data Exchange

CLEARPASS POLICY MANAGER
AUTOMATES SECURE ACCESS

Aruba Security Exchange
INTELLIGENCE SHARING AND
AUTOMATION WITH OVER 140 PARTNERS

Bi-Directional MPalO servicenow

i > . Gheci Poit
- CYLANCE @Oktaw

Edit Endpoint

Attributes Device Fingerprints

MAC Address 006057109810

Description

Status Known client
© Unknown client
Disabled client

MAC Vendor Murata Manufacturing Co., Ltd.
Added by Policy Manager
Online Status Not Available

Connection Type Unknown

IP Address 192.168.4.43

Static IP
) Hostname host_7109810

Device Category Printer
Device OS Family Konica Minolta

Device Name Konica Minolta Multifunctio
Printer

Device Insight Tags' Printer test
Added At Jun 06, 2019 15:49:18 PDT
Last Profiled At Jun 06, 2019 16:15:16 PDT

FOST User Agent: ™MOZimay 5.U Konica Mimoita Konica mMimnoia Muritruncuon Frinter

MAC OUI: 006057




ClearPass Device Insight — Enhancing Policy

= xab19bba3c8c / 10.100.60.3

DEVICE ATTRIBUTES
User Agent McAfee Agent

FLOW ATTRIBUTES
APPLICATION GROUP

business—systems.management

business-systems.software-update

APPLICATION ID
dcerpc
epm
mcafee
smb

tcp

DESTINATION CONNECTION
159.239.67.170:7680:tcp
159.239.68.56:135:tcp
159.239.68.56:445:tcp
159.239.68.56:55630:tcp
159.239.78.4:445:tcp




ClearPass Device Insight — Enhancing Policy

Y FILTER

MAC Vendor MATCHES Generic

User Agent M McAfee Agent

Application Group MATCHES W —|—

Application ID MATCHES ANY V¥ mcafee
o+

Destination Connection MATCHES ANY ¥ 159.239.78.4:445:tcp

159.239.78.4:8081:tcp +

Add ~Filter Search in Grid




ClearPass Device Insight — Enhancing Policy

= Q 0 [T
- DEVICES | LIST Aruba ClearPass Device Insight um
MENU SEARCH - HELP APPS
® S . LAST 1 YEAR e ; @ B
R0l 2OTHERS e o o May 13 2018 - May 13 2019 T Alzzams DASHBOARD = DEVICES
ACTIVE FILTER - Switch with Telnet ... @ X Q -

OTHERS
MCAFEE AGENT FILTER ACTIONS MAC VENDOR CATEGORY FAMILY TYPE NAD IP STATUS
and MCAFEE SAVE AS TAG

g EDIT TAG NAME/DESC Generic Computer Windows Warehouse-PC Offline
Q WHAT WHERE CLEARFILTER Generic Computer Windows Warehouse-PC Offline
Open Port > Generic Computer Windows Warehouse-PC Offline
Service == Generic Computer Windows Warehouse-PC Offline
Destination Host » Generic Computer Windows Warehouse-PC Offline
Generic Computer Windows Warehouse-PC Idle
Q TAGS
Generic Computer Windows Warehouse-PC Offline
SSH open (81) Generic Computer Windows Warehouse-PC Offline
Generic Computer Windows Warehouse-PC Offline
TCP port 7680 (0) Generic Computer Windows Warehouse-PC Offline
B xa2cfc16f395 ' 10.100.72.223 Generic Computer Windows Warehouse-PC Offline
B xab0676da683 10.100.39.191 Generic Computer Windows Warehouse-PC Idle
| xad0b58b2769 10.100.81.156 Generic Computer Windows Warehouse-PC Offline
B xa%12bd0elaa 10.100.60.145 Generic Computer Windows Warehouse-PC Offline
B xa10388bae84 10.100.36.83 Generic Computer Windows Warehouse-PC Offline
B xab12aade067 10.100.71.104 Generic Computer Windows Warehouse-PC Offline
B xa5001756dbb 10.100.91.148 Generic Computer Windows Warehouse-PC Idle
B x3e01764e551 10.100.60.75 Generic Computer Windows Warehouse-PC Offline
B xa64e5255203 10.100.45.152 Generic Computer Windows Warehouse-PC Offline
M| xalfa8daf67c 10.100.35.254 Generic Computer Windows Warehouse-PC Offline
B xab2ebfeabfb 10.100.91.152 Generic Computer Windows Warehouse-PC Offline
B xaffa21519f5 10.100.43.226 Generic Computer Windows Warehouse-PC Offline



ClearPass Device Insight — Enhancing Policy

This tag will be applied to 6776 devices

McAfee Enabled

Description

I'm worried about these devicesI




ClearPass Device Insight — Enhancing Policy

FILTERS 1 TAGS

ACTIVE FILTER

MCAFEE ENABLED

Q WHAT WHERE

Open Port

Service >

Destination Host >
Q TAGS

SSH open (81)

Switch with Telne... (44)
TCP port 7680 (0)
McAfee Enabled  (0)

Summary

DEVICES OVERVIEW

948

CLASSIFIED
DEVICE TYPES

948

WAREHOUSE-PC

LAST 1 YEAR
May 13 2018 - May 13 2019

5.83K

GENERIC

All Devices

6.78K

TOTAL

Aruba ClearPass Device Insight bt
HELP APPS

B B

DASHBOARD DEVICES

auto rerresH (@D

REFRESH

EXPORT PDF



ClearPass Device Insight — Enhancing Policy

= xab19bba3c8c/ 10.100.60.3 B0 X

Host Name
IP Address 10.100.60.3 - -
MAC Address xab19bba3c8c . .
MAC Vendor Generic
DEVICE CLASSIFICATION

Category Computer

Family Windows

Type Warehouse-PC

MISCELLANEOUS

Classified By Device Cluster Labelling (cluster-33)
First Seen 03-29-2019 | 02:11
Last Activity 04-30-2019 | 13:35
Updated At 05-13-2019 | 15:50

TAGS

MCAFEE ENABLED




Creating Access Policy Control
Information we should consider

- People - Roles /\

 Devices — Types/Uses

 Traffic Permissions Q
« What do these devices need?

s

arheads



Creating Access Policy Control
Device Insight — Traffic Permissions

o) aleccisisalsicitasiosisilongliogonscontirol
user any udp 68 deny
any any svc-icmp permit
any any svc-dns permit
aavaanvesizeadhep. permit
any any any permit log

1729520 |:|
TMAMLTT I

LA |:|
1735240046 |:|

2104 |:|
8028 807 I

220 34454 I

173520612 I
w2 I
7231702106 I
1723972074 I
21658200106 |:|
TR I
1774 I
manne |:|




Creating Access Policy Control
Information we should consider

* People - Roles T
 Devices — Types/Uses

- Traffic Permissions / \
 Location Context

Based on AP / Switch — GPS or
beacon? Q

arheads
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Creating Access Policy Control
Information we should consider

 People - Roles

- \

N,
i 2
S 2
3 3
7 S

2 X

s

 Devices — Types/Uses
 Traffic Permissions
 Location Context

* Time Context

Working hours are still valid
somewhere!

arheads



Creating Access Policy Control
Information we should consider

- People - Roles /\
* Devices — Types/Uses

 Traffic Permissions @
 Location Context
* Time Context
« 3" Party Queries / Q
Integrations Context
A wealth of information...

arheads




Creating Access Policy Control
ClearPass Policy Manager Integrations

EMM / MDM PMS / loT Firewall Network Services

JUNIPEL  soNICWALL =2 bmc Infoblox 4

) . T
/a‘ Vel CITRIX protel ~ (L) Indegy
by VIMware )

Mobilelron - m | 3
: Fz:ATINeET Y palo Infoblox 22
. T dhozom : =
sof FEEM  SOTY BE Microsoft J vomos 123 Check Point @ envoy (5 @
Google 1BV Maas360 w O overa P ecurity @  slack
PHILIPS CYB=R 7 o a2 slac
AuthN / MFA
asada % Messaging
RSA Open, Multi-Vendor s
Envoy [ PU = SendGrid
@ [ Security Framework ® twilio @
okta K&
Endpoint
: . Logging ,
Social Media o,
intel
: Splunk ArcSight<t Deception LTU UEB l
BLAGK CYLANCE pao

exabeam ¢ CYBER

@ 55 Radar | TRAPX Attivo Otenable




Creating Access Policy Control
ClearPass Policy Manager Integrations

Filter:

# @ MAC Address 4 Hostname Device Category Device OS Family Status Profi

Programmable Logic
Controller

0001e3112233 SIEMENS AG Known

Programmable Logic

0001e3112234
Controller

SIEMENS AG

Programmable Logic
Controller

0001e31123aa SIEMENS AG Known

HONEYWELL INTERNATIONAL
004084112233 Unclassified by CyberX HPS Known

HONEYWELL INTERNATIONAL

004084112234 Unclassified by CyberX HPS Unknown

Clarity for OT Networks

LI E=m

BATTL STED INDUSTRIAL CYBERSEC

008074021865 DCS Controller FISHER CONTROLS Known

Programmable Logic

00c0723fffa3 KNX LTD Unknown

78a504c9b478 Endpoint Attributes

acfdcel22lee

acfdcel2ffa0
cyberx_authorized true
c8d3ff123321

cyberx_engineeringStation false
c8d3ff12ffa0

{additionalData=N/A, serial=N/A,

d806d1d5d6d7 cyberx_firmware routePath=N/A, model=N/A,

ec68812a3c4ad version=11 3851.xx}
cyberx_name 192.168.40.1

45433112233
cyberx_protocols DeltaVv

cyberx_type DCS Controller
cyberx_vendor FISHER CONTROLS




Adaptive Trust — Visibility into Action

The Closed Loop approach to Security

Request Details

Input
Login Status:
Session Identifier:
Date and Time:

End-Host Identifier:

Username:

Access Device IP/Port:

System Posture Status:

Service:

Authentication Method:

Authentication Source:
Authorization Source:
Roles:

Enforcement Profiles:

Service Monitor Mode:

4« « Showing 1 of 1-92 records » »l

Output Accounting

ACCEPT
R00000119-01-5be07642
Nov 05, 2018 08:56:34 PST

F000001434D2 (Network Camera / ACTi Corporation / ACTi Security Camera)

Open in AirWave

f000001434d2

10.2.100.20:54 (10.2.100.20 / Aruba)
UNKNOWN (100)

Policies Used -
MAC-based Authentication Service
MAC-AUTH
Local:localhost
[Endpoints Repository], [Time Source]
[User Authenticated]
IoT-mac-auth-allow-access

Disabled

Change Status Show Configuration m Show Logs m

Identify

Discover/Profile and
then authenticate
users and devices
connected to your

network.



Adaptive Trust in action
The Closed Loop approach to Security

Request Details °

Identify

Summary Output Accounting

Endpoint Attributes

Apply accurate
access policies
(authorization)

regardless of user,

device, or
connectivity type

Protect

ipcam-1434d2-mc200e2_200w_v0
false
Oct 29, 201 22 PDT
Nov 05, 20 35 PST
Fingerprint Details -

fingerprint.host.mac_vendor [""]

l4 « Showing 1 of 1-92 records » » [l Eoaroos E ==




Adaptive Trust in action
The Closed Loop approach to Security

Request Details ©

Identify

Summary Output Accounting

Date:Date-Time 2018-11-05 10:03:33

Device:Location Las Vegas

Device:storeld

Endpoint:Background Detection

Endpoint:cap-control

Endpoint:Phone Number +1408203974

Endpoint:UBA-Flag true

Apply accurate

Ire Protect
access policies

Endpoint Attributes

Added by Policy Manager (authorlzatlon)
Status Known regardless of user,
Device Category Network Camera deVICG, or

Device OS Family ACTi Corporation ConneCtIVIty type

Device Name ACTi Security Camera

MAC Address f000001434d2

14 €« Showing 1 of 1-97 records » »l Change Status Show Configuration m Show Logs




Adaptive Trust in action
The Closed Loop approach to Security

Request Details °

Identify

Summary  Input Accounting

Enforcement Profiles: IoT-mac-auth-allow-access
System Posture Status: UNKNOWN (100)
Audit Posture Status: UNKNOWN (100)

RADIUS Response

Radius:Aruba:Aruba-User-Role IoT-allow-access

Apply accurate
access policies
(authorization)

regardless of user,

device, or
connectivity type

Protect

4 <« Showing 1 of 1-92 records » »i Change Status Show Configuration Show Logs m



Dealing with the Unknowns
Applying decision making labels

Summary Service Authentication Authorization Enforcement Profiler

Role Mapping Policy: MAC Auth Authorization | L0

Role Mapping Policy Details

Description:

- Have we seen it before? &SEE

Rules Evaluation Algorithm: evaluate-all

° H as it bee n re p o rte d ? _: (Authorization:[Endpoints Repository]:Conflict

FAithorization: TFndnaoints Renaositorv1:Statis L A Firar Cnx?
A (Authorization:[Endpoints Repository]:IsProfiled = S true) Device_Profiled
u u = 2 = = > - = =
® D o We k n OW Wh at It IS ? ; (Authorization:[Endpoints Repository]:IsProfiled false) L !
n ’ (Authorization:[Endpoints Repository]:IsProfiled ) Device Not_Profiled

VAUTNOTZauorn: [ENApPOINTS KEPOSItory ;L ategory =~ - Computer)
(Authorization:[Endpoints Repository]:Category

[ ] ] = 3 2 - : X 3 = < — .
P IS It Iyl n g to m e ? 6. (Authorization:[Endpoints Repository]:Device Name am) NebCam
. ".

(Authorization:[Endpoints Repository]:0S Family Raspberry Pi) IoT

Browser

(Authorization:[Guest Device Repository]:SponsorName )

: ¢ CPG_Device
(Endpoint:Owner ) =

(Authorization:[Endpoints Repository]:Device Name Aruba Controller) Controller

(Antharizatinn: TEndnninte Renncitarvl'Hnetname TAD) TAD

(Endpoint:Error %{Authorization:[Time Source]:FirstThing DT}) Reported

arheads



Adaptive Trust in action
Making the decisions!

Enforcement Policy Details

Description:

Pafauils Deafila. fPani: Acnace Drqfjla]

Rules Evaluation Algorithm: first-applicable

Conditions Enforcement Profiles
(Tips:Role
- .
® F I rst atte m t 3. —_— \ [Update Endpoint Known], Set Owner, DUR_Wired Profile_portal
p . i DUR_Wired_Profile_portal
v ™ > = UNMKnown

DUR_Wired_Unknown
Unknown) DUR_Wired_Unknown, email - wired unknown device, Reported
DUR_Wired_Controller, Full Scan
DUR_Wired_IAP, SNMP Scan, NMAP Scan
DUR_Wired_AP-Basic, NM
y Equipment) DUR_Wired_AppleTV, NM.
DUR_Wired_Guest
DUR_Wired_IoT, NMAP Scan
DUR_Wired_Printer, SNMP Scan
DUR_Wired_WebCam

hine Authenticated]) DUR_Wired_Isolation

\uthenticated]) DUR_Wired_Guest_Reg

# Request Timestamp v | Source NAS Name NAS Port | Auth Method |Host MAC Address |Username Service Login Status | Enforcement Profiles
2019/09/09 13:10:53 Aruba-2930F-Local-Demo 2 98d6bb0a31f7 98d6bb0a31f7 TeamX Wired MAC Auth DUR ACCEPT NMAP Scan, DUR_Wired_AppleTV
2019/09/09 1 4 Aruba-2930F-Local-Demo 2 98d6bb0a31f7 98d6bb0a31f7 TeamX Wired MAC Auth DUR ACCEPT __Wired_Unknown

ant1a/na/no 11 14 Aviilh= 2020E 1 Amal Pamma hA A A O0AChhN=21§7 OQAERhN=21f7  TanmV Wirad MA/, Audh NILID AFrEDT - H weirad iml e Aa a Damartad DILID Wicad 1inba

T ; -
2019/09/09 11:42:3 2 5 Aruba-2930F-Local-Demo 2 MAC-A 98d6bb0a31f7 98d6bb0a31f7 TeamX Wired MAC Auth DUR ACCEPT DUR_Wired_Profile_portal




Adaptive Trust in action
Making the decisions!

Enforcement Policy Details

Description:
clearpa.. ¥ Pafails Deafila,

Rules Evaluation Algorithm:

ClearPass Guest

Conditions Enforcement Profiles

DUR_Wired_Blocked, email - malicious device

Unknown Device Connected

DUR_Wired_Blocked, email - wired spoof device

[Update Endpoint Known], Set Owner, DUR_Wired_Profile_portal
An Unknown device 98:d6:bb:0 . -
DUR_Wired_Profile_portal
This is located at NAS-IP: 192.168.137.90, Port: 2. .
DUR Wired Unknown
Connection Time: 2019-09-09 11:52:14
Unknown) DUR_Wired_Unknown, email - wired unknown device, Reported
Manufacturer: Apple, Inc

i 1
Device Isolated! Controner) DUK_WIrea_Controler, rulr scan

DUR_Wired_IAP, SNMP Scan, NMAP Scan

ired_AP-Basic, NMAP Scan

Hostname: apple-tv-5

Device Category: Home Audio/Video Equipment
Device OS Family: Apple Equipment) DUR_Wired_AppleTV
Device Name: Apple TV DUR_Wired_Guest
DUR_Wired_IoT, NMAP Scan
DUR_Wired_Printer, SNMP Scan
Click here to register your device. DUR_Wired_WebCam

Copyright 2019 Hewlett Packard Enterprise
Development LP

[Machine Authenticated]) DUR_Wired_Isolation

Authenticated]) DUR_Wired_Guest_Reg

# Request Timestamp v | Source NAS Name NAS Port | Auth Method |Host MAC Address |Username Service Login Status | Enforcement Profiles
1 2019/09/09 13 RADIUS 2 MAC-AUTH 98d6bb0a31f7 98d6bb0a31f7 TeamX Wired MAC Auth DUR ACCEPT NMAP Scan, DUR_Wired_AppleTV
2018/09/09 12:52:14 RADIUS )7 MAC-AUTH 98d6bb0a31f7 98d6bb0a31f7 TeamX Wired MAC Auth DUR ACCFEPT DUR Wired Unknown
I2019,»’09.:’09 11:52 RADIUS Aruba-2930F-Local-Demo MAC-AUTH 98d6bb0a31f7 98d6bb0a31f7 TeamX Wired MAC h DUR ACCEPT email - wired unknown device, Reported, DUR_Wired_Unknown

2ZUT97U9ruUYIIIGZTSY RADIUS Arupa=zysur=cocar-vemo MAC=AUTH YHaoDDUasITY Y5aoDDUasITs reamx wireg MAT AUTN DUKR ACCEFT DUR_WITeg_Frorie_porwar




Adaptive Trust in action
Making the decisions!

Edit Endpoint

Attributes Device

MAC Address 98d6bb0a31f7

Description

nown client
Unknown client
Disabled client

MAC Vendor Apple, Inc.
Added by Policy Manager
Online Stat @ Online
Connection Type Wired

Switch IP 192.168.1
Switch Port 2

# Request Timestamp v
2019/09/09 13:

[2015/09/05 12:

"ZUL9yuU9yuUy IIT

2019/09/09 11:

Source
RADIUS
RADIUS
KADIUS

RADIUS

1P Address
Static IP

Hostname apple-tv-5

Device Category |Home Aud

Device OS Family

Device Name

Added At Sep 09, 2019 11:41:5

Profiled by Policy Manager

Last Profiled At Sep 09, 2019 12:53:4

NAS Name

Aruba-2830F-Local-Demo
Aruba-2930F-Local-Demo
Arupa-zysur-Locar-uemo

Aruba-2930F-Local-Demo

Csove J Cancel |

Auth Method
MAC-AUTH
MAC-AUTH

MAC=AUTT

Host MAC Address
98d6bb0a31f7
98d6bb0a31f7
YoagooDuUasiTtrs

98d6bb0a31f7

Description:

Nafault Deafila.

Rules Evaluation Algorithm:

Conditions

Username

98d6bb0a31f7
98d6bb0a31f7
YoagooDDuUasiTrs

98d6bb0a31f7

Enforcement Policy Details

Equipmer

[Machine Authenticated])

Service

TeamX Wired MAC
TeamX Wired MAC
reama wWirea Mac

TeamX Wired MAC

Authenticated])

Auth DUR
Auth DUR
AUTN DUK

Auth DUR

Enforcement Profiles
DUR_Wired_Blocked, email - malicious device

DUR_Wired_Blocked, email - wired spoof device

[Update Endpoint Known], Set Owner, DUR_Wired_Profile_portal

DUR_Wired_Unknown
DUK_WIrea_unknown, emall - wirea unknown aevice, keported
DUR_Wired_Controller, Full Scan
DUR_Wired_IAP, SNMP Scan, NMAP Scan
ired_AP-Basic, NMAP Scan
DUR_Wired_AppleTV
DUR_Wired_Guest
DUR_Wired_IoT, NMAP Scan
DUR_Wired_Printer, SNMP Scan
DUR_Wired_WebCam
DUR_Wired_Isolation
DUR_Wired_Guest_Reg

Login Status | Enforcement Profiles

ACCEPT
ACCEPT
ACCCFT

ACCEPT

NMAP Scan. DUR Wired ApbleTV
DUR_Wired_Unknown
emai = wWireg unknown gevICe; KEPOrTted, UUK_WIr€a_UNKNown

DUR_Wired_Profile_portal




Adaptive Trust in action
Making the decisions!

Enforcement Policy Details

UNKNOW Description:

UNKNOWN (100)

Mmfmiile Denfila.
RADIUS Response . R
Rules Evaluation Algorithm:
ewlett-Packard-Enterp e -
Conditions Enforcement Profiles

natch udp any any 67 . . . .
Z.jtr SRR DUR_Wired_Blocked, email - malicious device

DUR_Wired_Blocked, email - wired spoof device

match udp any host 192.168.137.10 eq 53

exit [Update Endpoint Known], Set Owner, DUR_Wired_Profile_portal

ipv4 NTP DUR_Wired_Profile_portal

n1§tch udp any any eq 123 DUR_Wired_Unknown

exit

DUR_Wired_Unknown, email - wired unknown device, Reported
DUR_Wired_Controller, Full Scan

DUR_Wired_IAP, SNMP Scan, NMAP Scan

exit

class ipv4 mDNS
match udp any any eq
exit

Home Audio/V Equipment) DUR_Wired_AppleTV, NV

aaa authorization user-role name AppleTV S : wru wvuesyy DUR_WITEU_uest

f:auth-perlcg 3600 2. : IoT) DUR_Wired_IoT, NMAP Scan
logofi-period 3600 DUR_Wired_Printer, SNMP Scan
DUR_Wired_WebCam
ion-Notify:Login Action OnDemand NMAP Scan . .
ion-Notif :'ver P localhost DUR_wired_lsolation

YUR_Wired_Gues
ion-Notify:Server Type HTTP DUR_Wired_Guest_Reg

2019/09/09 13:10: ADIUS Aruba-2930F-Local-Demo MAC-AUTH 98d6bb0a31f7 98d6bb0a31f7 TeamX Wired MAC Auth DUR ACCEPT N
2019709709 12752 RADIUS Aruba-2930F-Local-Demo MAC-AUTH 98d6bb0a31f7 98d6bb0a31f7 TeamX Wired MAC Auth DUR ACCEPT DUR_Wired_Unknown
RADIUS Aruba-2930F-Local-Demo 98d6bb0a31f7 98d6bb0a31f7 TeamX Wired MAC Auth DUR ACCEPT email - wired unknown device, Reported, DUR_Wired_Unknown
2019/09/09 11:42:3 RADIUS Aruba-2930F-Local-Demo 2 98d6bb0a31f7 98d6bb0a31f7 TeamX Wired MAC Auth DUR ACCEPT DUR_Wired_Profile_portal




Adaptive Trust in action
The Closed Loop approach to Security — More Context!

Identify

ACTi Security Camera

?

Discover and
understand
hidden threats and
attacks
already inside the
infrastructure

Protect

Detect




Adaptive Trust in action
The Closed Loop approach to Security

Request Details o

-
Summary Output Accounting Identlfy

onnection:NAD-IP-Address 10.2.100.20
ion:Protocol

on:Src-1P-Address

Apply dynamic policy Protect
controls and threat
remediation that
extends to 3" party

systems

hone Number +14082039748

dpoint:UBA-Flag investigate

Endpoint Attributes

Added by Policy Manager

I4 <4 Showing 1 of 1-96 records » »l Change Status Show Configuration Show Logs

Detect

QINMeQas



Adaptive Trust in action
The Closed Loop approach to Security

Request Details o

-
Summary Input Accounting Identlfy

Enforcement Profiles: Send Quarantined Device Notification (Text to Speech), IoT-quarantine

System Posture Status: UNKNOWN (100)
Audit Posture Status: UNKNOWN (100)
RADIUS Response

Action 3036

Radius:Aruba:Aruba-User-Role IoT-quarantine

TargetServer 3023

Protect

Application Response

Apply dynamic policy
controls and threat
remediation that
extends to 3" party
systems

HTTP:Action 3036 [Send Compromised Device Notification (Text to Speech) (Generic HTTP)]

HTTP:TargetServer 3023 [api.twilio.com]

4 €« Showing 1 of 1-96 records » »l Change Status Show Configuration m Show Logs

Detect




Securely ready for the experiences to come!

* Visibility is only as good as the actions that follow!
« User Experience starts with Security Experience

»  Security Experience depends on the Deployment and
Operational Experience

- Make it more human!
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