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SECURING new experiences that are personalized, relevant, and timely.
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Easing policy administrationSecurely enabling IoTEnhancing User experience

Stepping towards the edge
Securing a great experience for everyone and everything
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The aim?

Zero-Trust Framework
The untrusted LAN

What you can access doesn’t 
depend on from where you 

have connected
AuthN, AuthZ, Encrypt
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The reality
A shot too far

Zero-Trust Framework
The untrusted LAN

What you can access doesn’t 
depend on from where you 

have connected
AuthN, AuthZ, Encrypt

• Lack of segmentation
• Outdated policies

• Policy gaps between 
departments

• Too many unknowns
• Insider threats

• Shadow IT
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The measured response
Adaptive Trust and Continuous Visibility

Zero-Trust Framework
The untrusted LAN

What you can access doesn’t 
depend on from where you 

have connected
AuthN, AuthZ, Encrypt

BYOD

Employees

Visitors

Consultants

Partner
Site

Hotel

Attacker

IoT
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Creating Access Policy Control
Putting it all into context…

• People – Roles
• More than Staff Vs. Non-Staff
• e.g. AuthZ on location/department 
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Creating Access Policy Control
Information we should consider

• People - Roles
• Devices – Types/Uses

• More than managed vs. 
unmanaged!
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Device Visibility: ClearPass Policy Manager
An easy start to regaining control

• Single C1000 ClearPass server – minimal Access licensing

• Visibility of what’s on the network – up to approx. 5K devices 
• Includes install guide and specific report generation 

• Visibility of what’s changing on the network
• TACACS to secure and monitor network config changes + reporting

• RADIUS and/or Guest services for up to 100 concurrent users
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Device Visibility: ClearPass Policy Manager
An easy start to regaining control
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Creating Access Policy Control
Information we should consider

• People - Roles
• Devices – Types/Uses

• More than managed vs. 
unmanaged!

• When’s a phone not a phone?
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TRADITIONAL PROFILING TECHNIQUES 
LACK DEVICE CONTEXT

STATIC ATTRIBUTES
NMAP | SNMP | WMI

GENERIC 
“WINDOWS” OR 
“LINUX” DEVICE
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ELIMINATES 
BLIND SPOTS

CLEARPASS DEVICE INSIGHT

Delivers automated, ML powered 
device classification to enhance 

policy-based access control

*New and Existing ClearPass OnGuard Subscription 
customers get free access!
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MACHINE 
LEARNING-

BASED 
CLUSTERING

USING DPI

MAC / Vendor info

Port/Protocol
Static Attributes 

(DHCP, User agent, SNMP info)

Destination IP
Communication 

Frequency

Application 
Communications
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ARCHITECTURE 
OVERVIEW

Combination of on-premises data 
collector (appliance or virtual) and 

cloud-based analyzer
Through Deep Packet Inspection 
(DPI), device attributes are are 

extracted and metadata is sent to 
the cloud for analysis

Campus Branch

Device Insight
Virtual Collector Gateway Switch

DEVICE 
INSIGHT

ANALYZER

CLOUD PLATFORM

Device Insight
Virtual Collector

V V
Device Insight

Hardware Collector
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DEVICE CLASSIFICATION 

Discovered Devices
Classify known 

devices with 
established patterns -

Crowd-Sourced 
Signatures

Classification based on 
static, flow and behavior 

based attributes

Static Rules

Device 
Identified and 

Labeled

ML-based 
Classification

Rule Matches

No Rule Match
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ClearPass Device Insight – Accurate Classification
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ClearPass Device Insight – Accurate Classification



19Internal Use Only

ClearPass Device Insight – Accurate Classification
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Static Attributes: 
Operating System, Hardware Vendor

Active and Passive techniques 
such as MAC OUI, NMAP, etc.

Dynamic Attributes: 
Understanding Behavioral Attributes
Deep Packet Inspection (DPI) and Machine 

Learning to leverage communication patterns, 
applications, etc.

Comparative Attributes: 
Finding Commonality

Continuous monitoring of device traffic
and crowdsourced intelligence to refine 

and update device fingerprints

ML-ENABLED 
DETERMINE THE UNKNOWN DEVICES
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ClearPass Device Insight – Generic to Granular
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ClearPass Device Insight – Generic to Granular
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ClearPass Device Insight – Generic to Granular
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ClearPass Device Insight – Generic to Granular
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– Example: New “Unknowns”
Report on anything you can filter!
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ClearPass Policy Manager
AUTOMATED SEGMENTATION AND 

ENFORCEMENT

ClearPass Device Insight
ENHANCED DISCOVERY / PROFILING

Bi-Directional 
Data Exchange

CLEARPASS POLICY MANAGER 
AUTOMATES SECURE ACCESS

Aruba Security Exchange
INTELLIGENCE SHARING AND 

AUTOMATION WITH OVER 140 PARTNERS

Bi-Directional 
Data Exchange
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ClearPass Device Insight – Enhancing Policy
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ClearPass Device Insight – Enhancing Policy
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ClearPass Device Insight – Enhancing Policy



32Internal Use Only

ClearPass Device Insight – Enhancing Policy



33Internal Use Only

ClearPass Device Insight – Enhancing Policy
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ClearPass Device Insight – Enhancing Policy
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b
Creating Access Policy Control
Information we should consider

• People - Roles
• Devices – Types/Uses
• Traffic Permissions

• What do these devices need?
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Creating Access Policy Control
Device Insight – Traffic Permissions

ip access-list session logon-control
user any udp 68 deny 
any any svc-icmp permit 
any any svc-dns permit 
any any svc-dhcp permit 
any any any permit log
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Creating Access Policy Control
Information we should consider

• People - Roles
• Devices – Types/Uses
• Traffic Permissions
• Location Context

• Based on AP / Switch – GPS or 
beacon? 
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Creating Access Policy Control
Information we should consider

• People - Roles
• Devices – Types/Uses
• Traffic Permissions
• Location Context
• Time Context 

• Working hours are still valid 
somewhere!
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???

Creating Access Policy Control
Information we should consider

• People - Roles
• Devices – Types/Uses
• Traffic Permissions
• Location Context
• Time Context
• 3rd Party Queries / 

Integrations Context
• A wealth of information…
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Creating Access Policy Control
ClearPass Policy Manager Integrations

Logging
UEBA

Network

Social Media
Deception

PMS / IoT

Messaging

EMM / MDM

AuthN / MFA

Services

Endpoint

Firewall

Open, Multi-Vendor 
Security Framework 
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Creating Access Policy Control
ClearPass Policy Manager Integrations
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Adaptive Trust – Visibility into Action
The Closed Loop approach to Security

Identify

Discover/Profile and 
then authenticate 
users and devices 
connected to your 

network. 
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Identify

ProtectApply accurate 
access policies 
(authorization) 

regardless of user, 
device, or 

connectivity type

Adaptive Trust in action
The Closed Loop approach to Security
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Identify

ProtectApply accurate 
access policies 
(authorization) 

regardless of user, 
device, or 

connectivity type

Adaptive Trust in action
The Closed Loop approach to Security
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Identify

ProtectApply accurate 
access policies 
(authorization) 

regardless of user, 
device, or 

connectivity type

Adaptive Trust in action
The Closed Loop approach to Security
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Dealing with the Unknowns
Applying decision making labels

• Have we seen it before?
• Has it been reported?
• Do we know what it is?
• Is it lying to me?
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Adaptive Trust in action
Making the decisions!

• First attempt
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Adaptive Trust in action
Making the decisions!
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Adaptive Trust in action
Making the decisions!
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Adaptive Trust in action
Making the decisions!
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Identify

Protect

Detect

Discover and 
understand 

hidden threats and 
attacks

already inside the 
infrastructure

?

Adaptive Trust in action
The Closed Loop approach to Security – More Context!

ACTi Security Camera 
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Identify

ProtectRespond

Detect

Apply dynamic policy 
controls and threat 
remediation that 

extends to 3rd party 
systems

X

Adaptive Trust in action
The Closed Loop approach to Security
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Identify

ProtectRespond

Detect

Apply dynamic policy 
controls and threat 
remediation that 

extends to 3rd party 
systems

X

Adaptive Trust in action
The Closed Loop approach to Security
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.Securely ready for the experiences to come!

• Visibility is only as good as the actions that follow!
• User Experience starts with Security Experience
• Security Experience depends on the Deployment and 

Operational Experience
• Make it more human!




