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INTROSPECT UEBA
User and Entity Behavior Analytics

Uses advanced behavioral analytics 

to discover and understand 

hidden threats and attacks

already inside the infrastructure

KEY FEATURES

Continuous behavior monitoring

AI-powered attack detection

Threat prioritization

Rapid incident investigation

Multi-vendor integrations
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MACHINE LEARNING TO 
SECURE THE ENTERPRISE FROM THE INSIDE

Visibility Monitoring
Policy

Enforcement

Machine-learned user and entity
behavioral analytics for enterprise security

IntroSpect



4#ArubaAirheads

New Attack Environment:  No Walls, New Threats

ATTACKERS
ARE QUICKLY INNOVATING & 

ADAPTING

BATTLEFIELD
WITH IOT AND CLOUD, SECURITY 

IS BORDERLESS
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Current Security Defenses Falling Short

CURRENT PREVENTION & DETECTION
NOT ENOUGH

MANAGEMENT SYSTEMS
FALLING SHORT

+
CURRENT PREVENTION & DETECTION
NOT STOPPING TARGETED ATTACKS

MANAGEMENT SYSTEMS
NOT KEEPING UP
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IntroSpect Addresses Two Key Security Challenges

ATTACKS AND 
RISKY BEHAVIORS 

on the inside

EFFICIENCY AND 
EFFECTIVENESS

of  the security team

One of the main goals of external adversaries is to 
gain access to legitimate internal credentials to 

advance their assault. 

80%  of these breaches are more likely to 
take months and years to detect rather 

than weeks or less

Source:  Verizon 2017 Data Breach Investigations Report
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Attacks on the Inside Utilizing Legitimate Credentials

COMPROMISED
40 million credit cards were stolen 

from Target’s severs

STOLEN CREDENTIALS

NEGLIGENT
DDoS attack from 10M+ hacked home 

devices took down major websites

ALL USED THE SAME PASSWORD

MALICIOUS
Edward Snowden stole more than 1.7 million 

classified documents

INTENDED TO LEAK INFORMATION
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- IntroSpect can aggregate and analyze everything from network packets to general IT logs to 
third party alerts, our machine learning models have a complete view of user or device 
behavior

- build behavioral “baselines” for all entities
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The heart of this value proposition is IntroSpect’s Entity360 profile
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No doubt about it. That’s 100% anomalous behavior
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behavioral anomaly detection is known as Unsupervised Machine Learning
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How do you know if the behavior is malicious?

Supervised Machine Learning
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Point #1: consumes exhaust data

Point #2: SIEM/log management.

Point #3: can be deployed on site or in the cloud 
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Differentiation

Comprehensive visibility • Packets, flows, logs
• No blind spots

Most extensive attack analytics • 100+ supervised and unsupervised machine learning models
• Adaptive learning
• Extensible models (new use cases, data sources)
• Business context in risk score

Accelerated Investigations and 
Response

• Integrated forensics
• Seamless ClearPass integration

Deployment ease • Flexible: on-premise or cloud
• Ingest data natively or from SIEM, log management, packet broker solutions

Quick Start, Enterprise Scale • Standard Edition tuned for Aruba networks
• Tens of data sources, hundreds of behavioral models across tens of thousands of 

users
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IntroSpect Summary

Diverse Data Sources

Analytics Forensics+
FOR

Attack Detection Incident Investigation+
SUPPORTING

Self-Contained Solution Open Platform+
ALL IN A

Streamlined for Aruba Networks Scaled for Enterprise UEBA+
AVAILABLE 
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ClearPass Integration
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INTRODUCING THE ARUBA 360 SECURE FABRIC
Open, Analytics-driven Security for the Mobile, Cloud, and IoT Era

Aruba Mobile First Infrastructure
with Aruba Secure Core

Secure Boot | Encryption | DPI | VPN | IPS | Firewall

ClearPass  |  IntroSpect
Discover, Authorization and Integrated Attack Detection and Response

360º active cyber protection and secure access
from the edge, to the core, to the cloud—for any network

Analytics
Supervised and Unsupervised Machine Learning

3rd Party 
Infrastructure

Aruba 360 
Security Exchange

New 
Version!
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360° PROTECTION
CLEARPASS + UEBA
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Access Tracker result 
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Enforcement Policy for RADIUS-based Authentication Service 



Thank You


