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>4000
Ransomware Attacks 

Happen Daily

59%
Of All Attacks Involve 

Double Extortion

11 seconds
A New Org Falls 

Victim Every

Every

Full Funded 
Adversary Syndicates

Ransomware
As-A-Service

$20B 

Damage

2021 

2019 

2018 $8B 

$11.5B 

3 Cybersecurity Ventures (Oct. 2019) 2 Cybersecurity Ventures (Oct, 2019) 1 Justice.gov The information in this presentation is for informational purposes only and may not be incorporated into any contract. There is no commitment or 

obligation to deliver any items presented herein; The image is for illustrations purposes only.
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1
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$XXXB 2024 

https://cybersecurityventures.com/global-ransomware-damage-costs-predicted-to-reach-20-billion-usd-by-2021/
https://cybersecurityventures.com/global-ransomware-damage-costs-predicted-to-reach-20-billion-usd-by-2021/
https://www.justice.gov/criminal-ccips/file/872771/download#:~:text=On%20average%2C%20more%20than%204%2C000,risk%20posed%20to%20your%20organization
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But we have firewalls everywhere…

 NGFW, UTM, IDS/IPS, SIEMs etc
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‘Not so fun’ facts

80% of DC traffic is E-W

Virtualization has increased the 
‘blast surface’ by 12-15x

Major attacks have bypassed 
Perimeter firewalls

Using Traditional firewalls to do 
E-W is expensive & painful

Every Org that got breached had multiple security tools focused on Perimeter



6CONFIDENTIAL | AUTHORIZED 

[AMD Official Use Only - General]

AMD Networking Solutions - Pensando

• 144 x P4 packet processors

• Fully programmable control, data and 

management planes

• Supports tens of millions of network flows 

• Concurrent services at line rate performance

Network  |  Security  |  Storage  |  Telemetry 

World’s Most Intelligent DPU “Elba” |  Software-in-Silicon

2nd Generation

2 x 200G

7nm
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Aruba CX 10000 – New Category of Switching Platform

Foundation of 4th Generation Datacenter

Unified services switching platform
Broadcom T3, with 2 Pensando DPU (7nm)

Aruba AOS-CX and Orchestration (AFC)
Full protocol stack, centrally managed at scale

Services with Scale and Performance
Stateful firewall, DDoS, encryption, NAT

Orders of magnitude (100x) policy scale 
Beyond traditional switch platforms

CX 10000

DDoS TELEMETRYFIREWALL

ENCRYPTIONNAT

ARUBA CX ROUTING AND SWITCHING

L4-L7 Stateful Software Services
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Questions

1 2 3

What does AMD 

Pensando make?

What is the name of the 

firewall switch product 

from HPE Aruba?

Aruba CX10K protects 

EAST – WEST Traffic, 

True or False?



Thank You
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