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HPE Aruba Networking UXI

In depth insights into the user experience




Solving Operator Challenges

® Externally hosted apps

Known

issues Complaint driven days
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Lack of end-user awareness
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Where to start...?




The cost of NOT monitoring user experience

, e

Up to 68% 48% instore
of employees retail customers
experience a late start are dissatisfied
of online meetings
Due to an unstable Due to inconsistency
network, resulting in 3 with their online retail
hours/week of lost experiences, leading to loss

productivity of customer loyalty

A

$4000/day

productivity loss*

Due to poor performance
of critical applications
like MS Office on
your network

(2
i

70% of

IT’s time is spent
troubleshooting

Meaning less
time for strategic
projects



HPE Aruba Networking User Experience Insight

Measuring the digital experience

£ Dropbox

N 1] Office 365
= U Sl

User Experience Onboards Tests CRITICAL Actionable insights

Insight ANY services and for better business
sensors & agents network applications outcomes.

Better

Resource
Allocation

()

Quicker
Adoption

Achieve the BEST USER EXPERIENCE and BETTER OUTCOMES

through insights, recommendations and automation.
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- UXI Benefits are seen globally! *&&

12/ countries 3

86ksensors R
700million tests” 20K tests/sensor/day

perday - 0O828customers




Detailed End-User Metric’s

 Proactive visibility into network and
application your business relies on.

» Understand the impact services have on
users.

BrMW Website




At-a-Glance Stats

Performance is OK

There’s an issue




Web Application Testing

Al targets failed to be run for a particular step

Web application test failed to complete 165

Unable to resolve hostname

In addition to webserver, ping, and
th ro u g h p ut teStS L Web application test failed to complete

* Record and replay web interactions.

v" Clear understanding of the digital
experience.




Root Cause Analysis

Back-in-time

v
v

AN

Triage
Troubleshooting

Isolate issue to wireless
vs wired domain.

Packet capture.

Visual screenshot of last
page presented as part of
the test.

BENEFITS:

Fully understand back-in-time
meftrics surrounding the issue.

{3 \Web application test failed to complete

10



AIOPs Incident Detection: Prioritize what’s important

d Deta”ed impact anaIySiS Yesterday at 23:22 for 15 hours

» Reveal baselined metrics
drastically changed
in real-time ¢ 4 GROUPS

OVERVIEW

S I NETWORKS { 1 SERVICES & TESTS My LibreSpeed (7]

(L) Am™Demo-psk ) My LibreSpeed

e
\_/ Conference Halls

)
* Hotel Lobby

G ro u ps 4 ezzanine
Networks
Services & Tests o o

Gl E ; &
HTTPS timeout 2 sensors, 2 networks, 1 service .

ool Map dats £2022 Coogle NEG

8¢
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Service Rate Limiting — Aug’23

« Apply limits on execution of all internal and
external tests:

* Frequency: Minimum time between two
test cycles.

« Rate Limit: Number of tests per sec/min
that sensors should not exceed
collectively.

» Greater control over execution of UXI testing
cycle.

» Reduce potential impact on application or
network service.

Edit Facebook

Facebook

www.facebook.com

Tests HTTP Port 80
HTTPS Port 443
ICMP ping
Frequency Endpoint test frequency 10 Min A
Rate Limit Apply arate limit to this test (
Limit Tests 30
Period PerMin
O This will update the test configuration for Facebook on all sensors
across all groups and networks.
o
[
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Enhanced Reporting Overview

AMER EMEA APAC

Overall user experience for the last 7 days

» Customizable issue and incident reports
* Pick your reporting according to: I 82% ‘ 18%
- Sensor Groups B Lol tones e Y e
Networks
Schedule — Weekly, Monthly, Daily
Date

Time

User experience per day for the last 7 days

BENEFITS:

 Create custom reports and summarize the
test results over a time-range that the user
can specify and control. . =

 Allow a customizable reporting period &
instead of the current period of one week.

Incident density over last 7 days




UXI Data Push Destinations

Direct stream from UXI| to a customer destination

UXI Data from UXI Cloud

 Test Results

 [ssues —

 Incidents

* Audit Logs (coming soon)

To Your Container

Google BigQuery
* Amazon S3

{..} GenericHTTP

[ Elasticsearch
¢’

Splunk (Beta)
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Data Push Destination Examples

& elastic

= Dashboard Editing UXI Dashboard Options Share Saveas  Switch to view mode [5) Save
| Battery Temperature of Agent devices £33 | Roaming Events of Agents 3
@ Other H Other 3
: 80 ] 130
v e TC78 HE ® ROAM_TYPE_1 3
P2 & 120
L2 e TC57 R - ® RECONNECTION_TYPE_2 §
:, ® UXI_S22+ & o ® RECONNECTION_TYPE1 &
;@ 60 L
g 2 « o e ROAM_TYPE_3 E
] & B
! %l 50 B 85 ® RECONNECTION_TYPE_3 &
;2 I
- g - o
;o= 40 ® o
: o I~ 60
.8 & 3
£ 20 R -
i -'g $ 40

T 43

S E .

3 10
0 o -smmesless o [ | Bl _ I == =HBEE
2023-08-06 00:00 2023-08-13 00:00 2023-08-20 00:00 2023-08-27 00:00 2023-09-03 00:00 3 2023-08-06 00:00 2023-08-20 00:00 2023-09-03 00:00
timestamp per 12 hours : timestamp per 12 hours
E J
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Automating Monitoring, Trending and Alerting

AP Association Over Time

UXI Benefits:

- Capacity monitoring for the agility - ' * venrakia
to adjust for shifting use cases. o,

- Trending, alerting, and reporting -
to ensure the change is having ——

the best impact on its users.

» Performance degradation can be
transient in a making it AlOps and
incident management is critical.

B ite, A4
Workday, 58.90% 0
Arul H in, 20
Application '
. . Success
Web Application Browser Tests 10
PP Rate FedEx, 36.15% . .
HPE, 65.70% o - -

ISP to ISP vs SDWAN Comparison
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Digital Experience Monitoring (DEM)with UXI

' Sensor and agent-based DEM solution Synthetic Transaction Monitoring (STM)

O Vendor Agnostic, tests wired and wireless network, monitor SaaS and Web apps
|

O Provides: packet capture on-demand and back-in-time analysis (triage) UXI sensors and agents run synthetic tests to monitor
network and application performance.

Sensors support web application testing that
comprehensively tests the end user clickthrough workflow

Real User Monitoring (RUM)

|

Sensors mimic end-users’ workflow for testing network and
application performance.

Agent for Zebra provides roaming and call quality
performance on Zebra devices.

*Observed Traffic monitoring is planned for future releases.

Sensor - Linux based,
Wi-Fi 6 compatible (6E
launching in Oct), run
tests 24x7

Endpoint Monitoring (EP)

M Agent for Zebra - Device

roaming & posture metrics,
Voice analysis

Dashboard - Al powered,

infuitive, data push, UXI agent monitors devices and provides comprehensive

reports, detailed triage v details including: PID, serial number, IP address, primary/secondary
DNS, battery percentage, temperature, location, etc.
Agent for Android - Device Note: Location information can be turned off on request.

information, synthetic tests,
self-service portal 17




UXI Agent Demo

Dual Stack
wmp, EMEA
s North America
s APJ

- Apents

m \Ni-Fi = Recruiting
=== Ethernet Cloud Printers
ms DHCP DuoAuth
SLAAC Guest Check In Portal
e (Gateway IP Cameras

== DNS Workday

Confidential | Authorized

Ittt ltitiiiid

ipv6.google.com
Fedex Web App
Google Meets
techdocs
Amazon Chime
Trosa Kommun
Aruba Central
1Password
Adobe

Blue Jeans

Cisco Webex




User Self-service portal (laptop portal

Advanced

P 17
Gateway: 1
Primary DNS: 172.1
secondary DIN5:
ISP Mame: Hyper |

Public IP: 1

Computer Mame: [

OS5 version: i

S51D: A

Signal/Moise: -4

PHY Mode:

Security: WPA2/WPA3 Pers
MCS index: 7
Wi-Fi MAC Address: 78:4f.43:¢
Adapter: AirPort Extrem:

Firmware Version: v

Copy Data to Clipboard




Current Features of HPE Aruba Networking UXI Agent for Android OS

Feature Aruba UXI Android Agent

Synthetic Application Testing from device:
Packet loss, latency, jitter Y
Gateway Reachability AP_SCAN. DNS HTTP GET PING

Application Experience Testing Internal & External
» Packet loss, latency, jitter, HTTP GET (Elapsed Time)

Troubleshooting Experience with back in time issue triage Y

WLAN Vendor Agnostic

» Wi-Fi Visualization chart : Channel overlap, SSIDs, Channel, Width, Signal of Y
nearby APs
» Wi-Fi Metrics: Signal(RSSI), Tx and Rx bitrate, BSSID, Band, and Channel

Device Information
Access to persistent device identifiers (PID) (Hidden by Android A11+), Serial Number,
IP address, IP Config, Gateway, DHCP, Primary/Secondary DNS, Battery %, Health,
Temperature

Location information
Location of device on Google Map view

Installation — Download App from Aruba Support Portal and Google Play or via
MDM




Better Together: Sensor + Agent for Android

UXI Linux based !
UXI Android Agents

Q Actively baselines & trends on U Provide insights into

any wired & wireless network. performance, availability and
O Notifications of why there was user experience real-time.
a power outage. O Quickly determine root cause

of application performance
such as page load times, and
performance bottlenecks.

UXI Cloud Ul

O Global device and network
analytics integrated into your
workflow.

O Easy to understand and
prioritize critical issues.

d 3 Party & NOC integrations

21



S

Synthetic Monitoring

WHY USE UXI ANDROID AGENT
REAL USER EXPERIENCE MONITORING

UXI Endpoint Agents Now Available for Android, future release include

androida mMacOS &’ Windows Linux

Real User Experience Monitoring

22



Add Sensors
» Auto generate provisioning token / QR code from

UXI dashboard.

Sensor Type Zebra Sensor

Groups & Sensors Select...

« Settings > Sensors > Add sensors > Zebra sensor.

Legacy Groups

« Specify group in which you want to onboard Zebra
device and test template group.

* Ensures correct group assignment and test
configuration on Zebra device.

— Note: Wireless Insights license needs to be
enabled.




WI-FI EASY CONNECT

Device Provisioning Protocol (DPP)

e\
P )

Make it easy to do it correctly

Make it hard to do it
incorrectly

CONFIDENTIAL | AUTHORIZED HPE PARTNER USE ONLY | 2&*




Zebra doesn’t have a camera?

* Use the Zebra built-in scanning
function to onboard devices.

Updated Packet Capture:

» Pcap will be attached to "UXI Issue
Triage" if available in Zebra Wireless
Insights.

Zebra Device Updates:

« Pcap behavior is defined by
dashboard settings.

« External storage permissions are
now required for all devices running
Android 11 and above.

@) DNS lookup failed

Test

Analysis

AAA CQHCHI’(‘




UXI + Central provide an end-to-end digital journey

User Perspective

Network Perspective

User Experience Insight | l
Dashboard and Sensors .

HPE Aruba Networking Central
Cloud Management for WLAN,
LAN,VPN and SD-WAN

HPE Aruba Networking Central

Use:

Al Insights provides network performance insights.
Recognize the impact of those suggestions with UXI.

Leverages Data from:

HPE Aruba Networking UXI, WLAN, LAN, and SD-
WAN.

CONFIDENTIAL | AUTHORIZED HPE PARTNER USE ONLY | 26°




UX-6E
Dual tri-band Wi-Fi + Ethernet

Perfect for

greenfield deployment,

Campus

* Ethernet connectivity recommended

* Universal AC power supply optional

UX-6EC

Dual tri-band Wi-Fi +
Ethernet
+ Cellular

Perfect for
Rapid,
flexible deployment
Branch

— Ethernet connectivity optional
— Cellular backhaul connectivity
— Universal AC power supply included
— Last gasp power included

27



Family specifications

SKU

2X2 Wi-Fi Radio

Off-Band monitoring
Client monitoring

Enhanced WI-FI
environment

RAM

Power Backup
Power (W)
BLE

G6
R7H75A

2.4/5Ghz
ax

NA
NA
NA

2GB
NA

12W
Yes

G6C 6E
R7H76A SOU51A
2.4/5Ghz ax Dual Triband
2.4/5/6Ghz ax (6E)

NA Yes
NA Yes
NA Yes

2GB 2GB

>30s NA

12W 12W

Yes
+Zigbee

6EC
SOW38A

Dual Triband
2.4/5/6Ghz ax (6E)

Yes
Yes

Yes

2GB
>30s
12W

+Zigbee

28



Differentiators with 6E Sensors*
Wi-Fi Environment improvements:

— enables constant scanning of BSSIDs under the o
target test SSID. ”

8 new performance metrics across

— Comparing performance of:
*  Retryrates,
* Airtime usage, Available admission capacity (how much airtime for AP)

* Client count of each BSSID along with traffic breakdown (% of management,
control and data frames).

« BSSID Color

to a BSSID
of connecting clients.

*  WI-Fl environment now available as
(Previously a last snapshot.).

New measures

ACCESS POINT NETWORK NAME SIGNAL BAND WIDTH CHANNEL SECURITY RETRY RATE CHANNEL USAGE TRAFFIC CLIENTS AAC BSSID COLOUR  MOVES TO BSSID AUTHTIMING = LAST SEEN

B e7:3f:2c:10:9a:ef prettyflydawifi - 160 6 wpa2 76 20/27/25 5 16 39 053 25 Nov 2021 17:59

5a:12:ee:7¢:18:04 prettyflydawifi - 4 20 8 wpa2 68 16/31/27 G 23 59 0.69 24 Nov 2021 15:55

*Nov 2023



Differentiators with 6E Sensors*

8 New high-level metrics: (Sensor Status Page)

— - see the noise.

— See 7 traffic load in BSSID,
outside of BSSID and non-Wi-Fi energy

— on BSSID. See the client count and contention in
the space. (from packet capture)

— info now shown for the BSSID. (AP perspective)
— Available airtime.
— Impacted clients.

— QBSS reported utilization

*Nov 2023



Differentiators with 6E Sensors: Client environment

New high-level metrics:

 Client roams and associations.
The second half of any 802.11 Fast
Roams that are captured on a
BSSID being scanned and will be
counted and displayed if
successful

RSSI

« A roaming quality score will also H B B l B m B l

be associated with the
measurements

 Client Environment: - m m 0 R . l I

.RSSI :ETRIES
« MCS rates BN EE = -

MCs

* Retries rate

* Will be displayed in bins
indicating what % of clients are
performing at various levels

31




Helping Customers In Different Industries Solve Real Life Use Cases

Universitieﬁ Events Healthcare : :

Ensured availability of Helped detect network Improved experience for
important education coverage issues and caregivers while using
applications across campus provide a great user critical healthcare
experience applications

Helped benchmark network
capacity and performance
for 1:1 digital learning
rollout

Hospitality e Enterprise Financial Retail
Institute

Ensured webapps and Reduced time to detection Helped enable a glitch free
captive portals work well for and resolution of network instore customer
guests issues experience

Reduced store downtime
and service disruptions

| 322




Create a Data-Driven Branch
Customer experience drives loyalty and revenue.

5, Provide a frictionless, self-service experience for customers.

Multi-vendor environment. Multiple data sources.

0 Agility to know you successfully pivoted as required.

i, e—— o o

Global in-house technical resources required.

| 333



Enterprise — Campus Environment
Adaptable environment to stay competitive.

% ‘:g 7
N S

<

No Global application, VolP performance visibility.

Back-in-time visibility to wired & wireless events.

Transformation business goals need to match IT budgets.

O Fighting perception

Executing a back to office strategy. With CxO needs.

| 344



Manufacturing - Warehouse

'E:,.’,f‘ 3 77;--:-..""_
4

4 .
Productivity challenges and sporadic workload requirement needs.” = & .
he EN i Y
- gl ¥

(\\' /.4 Streamline floor operations.

'Il‘lllll Voice-pick performance issues.

VOICE Analysis
Increase DC productivity to meet bonus/revenue opportunities.
- or-
Device roaming issues, and global baselining.
() = (¢
ROAMING Analysis

O Unplanned downtime, hits productivity and budgets.

| 38°




Healthcare Optimization
Require the agility for disruption and rapid changes.

Limited onsite support access.
—0

Y Guest application, maps, in-patient support management.

EHR; VDI; tele-medicine support requirements.

Lack of new device support and control.

1

Transient application and 911 VoIP issues.

| 36°



More Verticals
Any organization with a network that generates revenue need HPE Aruba Networking UXI

Airport checkpoints, kiosks, clubs and business operations.
@ @
N\

* & &
— Hospitality concierge, housekeeping, task management.

Venue ticketing, PoS, social media, 911, app usage, multi-
@ vendor worlds. All with no onsite capabilities during event.

Public Sector/Education meeting performance sla’s for
% funding. Application use, outage detection.

| 37/




HPE Aruba Networking UXI

Thank You

Confidential | Authorized
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