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* Yeni Nesil U¢g Nokta Yaklasimi

* Yonetimsel Acidan Kablolu Aglar ile Kablosuz
Aglar Arasindaki Farklar

« ARUBA AppRF 2.0 ile Veri Trafigi Uzerinde Tam
Kontrol

* Tunneled Node: Yeni Nesil U¢ nokta Yonetimi
* Tunneled Node Nedir, Nasil Caligir

* Yeni Nesil Konsantrasyon Noktasi Yaklagimi
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Guvenli ve Performansli Kablosuz Aglar igin...

Kablosuz Ag Paylagsimhidir Kablosuz Ag Veriyolu sinirhdir

(== RT: VolP, Video

— Trafik Onceliklendiririz POt o

LB CIEE social, YouTube, FB
Distribute Local, VDI, WiFi

— Akan Veriyi Sifreleriz

— Kimlik Denetimi Yapariz ve — Yetkilendiririz

izleriz

— Trafigi Engelleriz %

— Segmente Ederiz

O
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KABLOSUZ vs KABLOLU Ag

Kablosuz Ag Kablolu Ag

U¢ Noktada Kimlik Denetimi V V
Ug¢ Noktada Trafik Onceliklendirme
U¢ Noktada Encryption

Uc¢ Noktada Segmentasyon
U¢ Noktada Yetkilendirme
Uc¢ Noktada Trafik Denetimi

< L K K (LK <
X | X | X | X | X | <

U¢ Noktada izleme

 Tek Tek Cihazlarda Konfigurasyon Maliyetli ve Zor
« Her Cihazin Her Portunu Izlemek Maliyetli ve Zor
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ARUBA AppRF 2

Gorinmeyen Higbir trafik
|zlenmeyen Higkimse Yok

Enferprise company
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AppRF Nedir?
AppRF 2.0 ile L7 Statefull Firewall

AppRF 2.0 ile sunulan bilesenler
— "Protocol Aware" DPI motoru: 2500 Gzeri 6n tanimli uygulama igeren endustrideki en iyi uygulama anlama
— QoS ayarlama, izin/red veya bir uygulama veya uygulama grubu icin trafik limitleme

— Yeni Arayuz dizayninda hangi uygulama veya uygulama kategorisinin ne kadar trafik olusturdugunun
izlenebilir

— Hangi kullanici veya cihazlarin ne kadar trafik urettigi ve hangi uygulamalar tGzerinden trafik Urettikleri
izlenebilir.

donitoring  Configuration  Diagnostics  Maintenance  Plan e 4

Application Groups Chart  Table Applications Chart  Table

S AN Applicalion Groups All Applieatigng
(37') A IRHEADS

O eeTuP rubaAirheads 6



-

Protocol-Aware DPI
Protocol-Aware DPI neden diger ¢cozumlerden daha iyi?

— Dogrulugu marketteki diger cozuUmlerden daha yuksektir
— Statefull calisir her oturumu ugtan uca takip eder
— YUzlerce Protokol, uygulama ve metadata ontanimlidir

— Uygulama igindeki eylemleri ayirt eder — login, browse, chat, dosya transferi, vb...

corpusers > host/TESTWIN10.testdomain.local > Destinations (1) Usage Breakdown
Drestination Bytes Packets Application WLAN
-
. Applicati 24
test2008r2spl.testdomnain.local 396.6 M 351.6 K 1 Unknown e i N
smhb — 3060 M
vImware 1 6.9 M
udp 1 2.68M
https 145.7 k
youtube 45.2 K
19 more + 199.4 k
Application Category(9)
network-service -————— 393 M
£ > thin-client 1 6.9 M
Aggregated Sessions (1 of 62) DE _ 229.7 k
Source IP Diastination Name/IP IP Protocol Application Application Categs streaming 45.2K
r L 4 r r r social-networking 37.6 K
4 more + 23.2 K
F + 192.168.20.221 test2008r2spl.testdomain.local tcp =mb network-service
€7 IRHEADS
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AppRF ile ROLE Temelli Kontrol

Erigsim Metodlar Mobility Controller .

N - |— Personel

Access Point
SSID: KURUMSAL

\ CLEARPASS

SN AAA Servisleri
\\ RADIUS. LDAP, AD

~ o \&.
il

N Access Point
SSID: MISAFIR

i

% Switch Portlar

|

/ Guvenlik Servisleri
Anti-Virus, IPS, URL

Role Temelli Erisim Denetimi Filtering

(37') IRHEADS
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TUNNELED NODE

ARUBA Switchler Artik
Bambaska Calisiyor — En
Uc Noktada Firewall

Enferprise company
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TUNNELED NODE Mimarisi

Tunnel
- eled * AP-Denetleyici mantigini kablolu aga dogru genigletir

Node

* Tunneled interfeceler Gzerinden tek GRE tunnel ile tum trafik Denetleyiciye iletilir

Policy
enforcement

B0 wnuwnn

Tunnel

Srrizy-raveszrrees -reres MM

+ Istenilen portlarin trafigi tinellenir diger port trafikleri geleneksel yéntemle anahtarlanir.
+ Denetleyiciye ulasilamazsa tunneled portlar geleneksel anahtarlamaya doner

&')mIRHEADS
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TUNNELED NODE Mimarisi

tunneled-node-server

— Merkezi cihaz yonetimi teknolojisi degildir. controller-ip 192.168.254.10
back-up controller-ip 192.168.254.10
— Merkezi trafik yonetim teknolojisidir. exit
interface 1
— Minimal ve Degistiriimeyecek bir konfigurasyon tunneled-node-server fallback-local-switching
exit
— Basit Entegrasyon interface 2
i o N ) tunneled-node-server fallback-local-switching
— Konfigurasyon hatasi kaynakli kesintiler onlenir. exit
interface 3
tunneled-node-server fallback-local-switching
Mame Firewall Policies Bandwidth Contract eXit
obal-sacl/.a _ - Up:Mot Prohibit IP Spoofing rd
DOTIXAUTH & SEa BB llowal) | Enforced Downitet vlan 10
global-sacl/ , apprf-ITADMINS- Up:Not . -ation Configuration name "VLAN 10"
ITADMINS I E:;E;g:g Down: Mot . tagged 24
Concentrator Serverp | | ip address 192.168.10.55 255.255.255.0
B © exit
s ip default-gateway 192.168.10.1
= Prevention Vlan 100
Prohibit ARP SPDDﬁng ol Wired Access AAA Profile name "VLAN 100"
AAA Profile > | CORPORATE-DOT1X-ALA-PROFILE ¥ Show Reference untagged 1_3
Initial role logon hl no Ip addreSS
MAC Authentication Default Role authenticated eXlt

I RH E a D S 802.1X suthentication Default Role authenticated

¥
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TUNNELED NODE Destekleyen Anahtarlar

Gigabit
Access
sekdio -es,ms o S
Arub

L3 + RIP, L3 + RIP,
SPF Access OSPF

Switching

Modular
Power & Uplinks

Smart Rate
Multi-Gig Ports

Stacking
SDN Optimized

Central

AirWave &
ClearPass

POE+
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ARUBA 0S8.1 - Per User | UNNELED NoODE

» Per User Tunneled node (PUTN) ozelligi ile belirli
kullaniclarin trafigi denetleyiciye tunellenir ve sadece bu
kullaniclar igin Denetleyici ile saglanan DPI, Firewall ve
Trafic Hiz Kontrol ozellikleri kullantlir.

* Denetleyici tarafinda Aruba OS 8.1 ile desteklenmeye
baslamistir.

 PUTN ozelligi tum Denetleyici topolojileri ile calisabilir.
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Yeni Nesil Ihtiyaclara
Yeni Nesil Cozumler

MODERN OMURGA ve
DAGTIM KATMANI

Enferprise company
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MES Network = =
Modern Omurga ve Dagitim Katman1 G\

2017 2017

Omurga Aruba 8400
ArubaOS-CX

* Her degisiklik ve olay switch uzerindeki
Time Series database Uzerine kaydedilir

« Scriptler vasitasiyla database uzerinde
yapilan sorgular ile veya bir olayin bir
scripti calistirmasi saglanarak tum sasi
davranigi tamamen otomatize edilebilir.

* Network Analytics Engine ile olaylar
zaman cizgisi tzerinde izlenebilir ve
birbiriyle ilintili birden fazla olay,
degisiklik hizlica analiz edilebilir.

Aruba 8400 Aruba 8320
* 19 Tbps system, 8-slot chassis » 2.5 Tbhps system, 1RU
Dagltlm 8320 * Her bilesen yedeklidir: Mgmt. * N+1 redundant hot swappable
Aru b aOS-CX Module, Fabric, Power, Fans power supplies, fans
» Sasi basina 256 10GbE, 64 * 48 x 10GbE, 6 x 40GbE

40GbE, 48 100GbE port
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Aruba Core Virtualization Solutions

- Aggregation & Core Aruba VSX Deployment
 Auvailability, availability, for core/agg
availability : _
Chassis 1 Chassis 2

Her Alanda Yedeklilik :

|
, Management Management;

« Hardware ve software i Control @ Control i
e BETTER HA i Routing ' Routingi
- Provides virtually all the Ethernet Links |
benefits of VSF except T

el Shared

MC-LAG

(V AIRAEADS _
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Aruba Network Analytics Engine

Analytics > Dashboard

00000 %

admin & {§}

A~ Agents — B Scripts — B Alerts —
Queue.depth.monitor ° Critical Interface_bx_rx_stats_monitor.1.0 Time Agent Rule Action(s)
System.memaory.Cpu.monitor e Critical lag_imbalance_monitor.1.0
systemresource.monitor Q rwoma lag_status_monitor 1.0 05/10/17 07:40:07  yoip.queue.monit VolP output queue pa ALERT_LEVELCLY2)S.
acl.count. monitot o Normal port_admin_state_monitor.1.0 05/09/17 11:40:33  system resource ..  Critical CPU utilizatic ALERT_LEVELCLY2)S.
B 0 e m i i e 05/09/17 11:40:03  system resource .. Minor CPU utilizatior ALERT_LEVEL.CLI(2)S..
queue depth. monitor. 1.0
com.arubanetworks. cpu_poll_interval 0.1
Y N\
© queuedepth.monitor — ®= X © system.resource.monitor —  ®=

A

~- VoIP Queue Tx (pkts per second)

\

Y

© system.memory.cpu.monitor —

© acl.countmonitor — Bz

r

© viancount — m=
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