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HTTPS
REST API

—

methods

HTTP GET /api/devices
- 200 + payload
e HTTP POST /api/devices + payload -
- 201+ payload

v HTTP PUT /api/devices/1 + payload-——j»
- 200

HTTP DELETE /api/devices/ 1 -
200

-
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Create API

Client

Use this form to create a new API client.

* Client ID:

SER:

BREE:

*ARL—% FOT A

Client Secret:

Access Token Lifetime

Create API Client
|API Client 1 |

The unique string identifying this API client. Use this value in the OAuth2 “client_id” parameter.

Enable API client

[ Super Administrator v|
The operator profile applies role-based access control to authorized OAUth2 clients.
This determines what API objects and methods are available for use.

[ Client creden

On h A a with N

o 8uv_’ _ _ _ ~aWx
Use this value in the OAuth2 “cIient_secret"f‘ easoakor

S i i stored

Q Create API Client

* pF@T—IR

@ Back to API clients

=+ Back to API services
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API Clients

The API clients you have defined are listed below.

TG [

Client ID

& API Client 1

Grant Types
client_credentials

A

Access Token
1000 weeks

ARL=% A7 7141
Super Administrator

Bﬁ% X ®Eit Q HUD%[ 2’ Generate Access Toke

&A

nEMJ
credentials

10000 weeks

Super Administrator

¢| aruba
7

ClearPass J

TR
Q Cre Onboard
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 Rey * ¥
ZZhSREM
0 API AirGrouptt—E'R
*APIY—EZ
o AP] ZTh SRk
* API Clients
API Explorer

~. - Ba(
R SOAP Web%—E'Z

% 7 | T—YREF

Extensions
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T34 IRR—Tv—
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API Clients

Bﬁ§ X it € HIER 5 Generate Access Token

o Generated an access token for client_id ‘API Client 1'.

Grant Types
client_credentials

Access Token

1000 weeks

ANRL—=% 7O 71
Super Administrator
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API
ApiFramework
Authentication
Certificates
Dictionaries
DigitalPass
Events
Extension
ExternalServers

GuestManager

Identity
Insight
MessagingServices

Network

Services

ApiAuthentication, ApiClient

AuthMethod

CertSignRequest, CertTrustList, CertTrustListDetails, SelfSignedCert, ServerCert, ServiceCert

Attribute, ContextServerAction, Fingerprint

DigitalPass

LoginAudit, SystemEvents

Instance, InstanceConfig, InstancelLog, InstanceReinstall, InstanceRestart, InstanceStart, InstanceStop, Store
EndpointContextServer, FileBackupServer, SyslogExportFilter, SyslogTarget

ActiveSession, ActiveSessionDisconnect, ActiveSessionReauthorize, Configuration, Device, Guest, GuestDigitalPass, GuestReceipt,
GuestSponsor, PrintTemplate, RandomPassword, SMSReceipt, SMTPReceipt, WebLogin

Endpoint, LocalUser, LocalUserPasswordPolicy, Role, StaticHostList

Endpoint

EmailSend, Messagi

Certificate #&1iR

NetworkDevice,

Onboard

OnGuard

Oneratorl oains

Certificate, Certi

ateChain, CertificateExport, Certificatelmport, CertificateNew, CertificateReject, CertificateRequest, CertificateRevoke,
evice, User

GlobalSettings, Settings

GetAccolunt. GetPrivileaes | istAllPrivileaes OneratorProfile

Versions

vi

vi

vi

vi

vi

vi

vi

vi

vi

vi

vi

vi

vi

vi

vi

vi
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API Explorer - Onboard-v1
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API Explorer — Onboard-v1

Back to API Explorer
AELTHLE:
L]
Authorizatiol): | Bearer 70d4 07

Certificate : Manage Onboard certificates
ﬂ /certificate

Implementation Notes
Get a list of certificates.

More about JSON filter expressions

“Bearer ~ “
#tv k

%

API Call 3D

CertificateList { O mmm — ~ ol
_embedded (Certificateltems): Object containing result, / \ ’ } — 9 ‘bE L) 1EI i-d. &

_links (HalLinks): Object containing metadata,

count (integer, optional): Total number of items matching the filter; ret E > i
) A Hﬂ 75\ = A c 6

Certificateltems {

~

/

items (array[Certificate]): List of items matching the filter
}
Certificate {
id (integer, optional): Numeric ID of the certificate,
action_notification_sent_at (string, optional): Time of the last check for expiration actions,

ca_id (integer, optional): Numeric ID of the Onboard certificate authority; null if not an Onboard-issued certificate,
ca_name (string, optional): Name of the Onboard certificate authority; null if not an Onboard-issued certificate,

t Operations = Expand Operations

Get a list of certificates
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}

Response Content Type [application/vnd.onboard.v1+json V|

Parameters
Parameter A@uﬁ Description Parameter Type Data Type
filter l[{"subject_common_name":"tac-OOS"}I l JSON filter expression specifying the query string
items to return
sort |+id Sort ordering for returned items query string
offset |O Zero based offset to start from query integer
limit |25 Maximum number of items to return (1 -  query integer
1000)
calculate count false (default) v ther to calculate the total item count  query boolean

Error Status Codes

HTTP Status Code Reason

200 OK

401 Unauthorized

403 Forbidden

406 Not Acceptable

415 Unsupported Media Type
422

[ Try it out! ]

Unprocessable Entity

L [,

Q Footer content

ﬁ?%#&tvb
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Parameters
Parameter Value Description Parameter Type Data Type
filter {"subject_common_name":"tac-005"} JSON filter expression specifying the query string
items to return
sort \+id Sort ordering for returned items query string
offset ‘0 Zero based offset to start from query integer
limit ‘25 Maximum number of items to return (1 -  query integer
1000)
calculate_count false (default) v Whether to calculate the total item count  query boolean
Error Status Codes
HTTP Status Code Reason
200 OK
401 Unauthorized
403 Forbidden
Req uest URL X
415 Unsupported Media Type

422 Unprocessable Entity P o stm a n 4 ’;R 2 I ' =
Hide Response (1&)—) -t * ]4 T 6 0) -t

Request URL -\ EE@ L T 3'3 <

https://10.215.4.231:443/api/certificate?filter=%7B%22subject_common_Rame%22%3A%22tac-005%22%7D&sort=%2Bidsoffset=0&limit=25&calculate_count=false

Response Body

{
"_links": {
"self': {
"href": "https://10.215.4.231/api/certificate?calculate_count=false&offset=0&1imit=25&s0rt=%2Bid&filter=%7B%22subject_common_name%22%3A%22tac—005%22%7D"
}
"first": {

"href": "https://10.215.4.231/api/certificate?calculate_count=false&offset=0&1imit=25&s0rt=%2Bid&filter=%7B%22subject_common_name%22%3A%22tac—005%22%7D"

}
h -
"_embedded": { &yj |_ 6 &

"3 "n.e J
"id": 620, 1 N g —
"action_notification_sent_at": null, m ? ﬁ % b\ § T\ é *L 6
"ca_id": 2, \\ ~ '

"ca_name": "ANTAC Local Certificate Authority - Lab8 page2",
¥ ificate_sub_type": null,

Footef conf€fif T <2 e--bP )
""certificate_type": "tls-client",

"certificate_version": 3,

"cor reiected at": null.

10
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o O Postman

-+ New Import Runner = v B My Workspace v & Invite

i

API Explorer T

Q

Launchp... GET Clear... ® GET Clear... = Y
HELE7ERFLR
. . ~
History Collections APIs » ClearPass-GetCertID
+ New Collection Trash
GET v https://10.215.4.231:443/api/certificate?§lter={"subject_common_name":"tac-005"} “ Save v
N central
2 requests o . . .
Params @ Authorization @ Headers (8) Body Pre-request Script Tests @ Settings Cookies Code
ClearPass Query Params
3 requests
KEY VALUE DESCRIPTION eee  Bulk Edit
N Writing test scripts filter {"subject_common_name":"tac-005"}
4 requests

API Explorer T
FALEZ1ILEZ

Q Footer content



API Call Z4Ep L TH % (2)

P
o @ Postman

oo

+ New Import Runner BV oo My Workspace v & Invite

g Qo O @

Upgrade ¥

<
a APl Explorer T © =
Launchp... GET Clear... ® GET Clear...
HELEFEFLR
: . = -
History Collections APIs » ClearPass-GetCertID ~ Vi
+ New Collection Trash
GET v https://10.215.4.231:443/api/certificate?filter={"subject_common_name":"tac-005"} “ Save Vv
N central
2 requests o . . .
Params @ Authorization ® Headers (8) Body Pre-request Script Tests @ Settings Cookies Code
N ClearPass
3 requests TYPE o Heads up! These parameters hold sensitive data. To keep this data secure while workingin X
a collaborative environment, we recommend using variables. Learn more about variables
Bearer Token v
N Writing test scripts
4 requests The authorization header will be
automatically generated when you Token 70d4 )7
send the request. Learn more

about authorization

Q Footer content

Bearer DfEZt v b+
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Postman

oo

ew mpor unner oo orkspace v & Invite S & L v, pgrade v
+ N I t R My Worksp A Invit Upgrad

Q_ Filter ClearPass_CertMgmt v @ W ==
Launchp... GET Clear... ® GET Clear... GET Clear... ® http.. ® oo
History Collections APIs » ClearPass-GetCertID Examples 0 v . » B
+ New Collection Trash
GET v https://10.215.4.231:443/api/certificate?filter={"subject_common_name":"tac-005"} Sa v
N central
2 requests . . .
Params @ Authorization @ Headers (8) Body Pre-request Script Tests @ Setting$ TOOKles Code
N ClearPass Query Params
3 requests
KEY VALUE DESCRIPTION eee  Bulk Edit
s 9 Writing test scripts filter {"subject_common_name":"tac-005"}
4 requests
De ion
ody Cookies Headers (10)  Test Results (2/2) @ 200 OKN\J044 ms 4.72KB  Save Response v
Pretty Raw Preview Visualize JSON ¥ 5 = ﬁ%
1k \\ % I ] I
2 "_links": {
3 "self": {
4 "href": "https://10.215.4.231/api/certificate?calculate_count=falsehoffset=0&limit=25&s0ort=%2Bic
5 }I
6 "first": {
7 "href": "https://10.215.4.231/api/certificate?calculate_count=falselkoffset=0&limit=25&s0rt=%2B1ic
8 }
9 H
10 "_embedded": {
11 "items": [
12 {
13 "id": 620,
14 "action_notification_sent_at": null,
15 “ca_id": 2,
16 ""ca_name": "ANTAC Local Certificate Authority - Lab8 page2",
17 "certificate_sub_type": null,
Footer content 18 “certificate_type": "tls-client", 15
19 "certificate_version": 3,

Terrejecteq ac L maee,

—~ el e e e
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Postman @) Runner TTE A4 ¢

CSV# 1175 M
ING A —AR "tz

A
subject_common_name
tac-005
test-20190115-1
asus_x550c

s WN R

12 H® API Call

RITHREREL y
Postman l l

RIBEH

6l

2 o1 CSVA NS ET
RIFEHZ @R e

INGA—AR "tz

4

2D B API Call

Q Footer content 17
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Postman
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y
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CSVZ 11T&c

/\°i_ )‘—ﬁ (:‘t"‘ii
|H¥?¥E'f L7=CertID%

CertID %

/\°i_ )‘—i (:‘t"‘i '

~\

Y
Certificate #H{5

. FBAPICall |

l

@EE L7 CertID @ |
Certificate Z %)

. =t % API Call )

CSVA#HHET
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1 | subject_common_name

3 test-20190115-1

Postman
REZEH

y

Q Footer content

CSVZ 11T&c

INDA—Z [t~

e

A—HF—Zh5
Certificate ZE4§
9% API Call

~\

J

|H¥‘If§f L,T: Cert |D§ \_

CertID %

INDA—Z [t~

l

\

CertID v 5
Certificate #H{5
9% API Call

J
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A

subject_common_name
tac-005
test-20190115-1
asus_x550c

O AFERAYHIEE

B

CSV7ZMDT
B ETHFRA T FPAIL

subject_common_name
tac-005

test-20190115-1
asus_x550c

20



API Call (1)

=
| NON ) Postman
-+ New Import Runner /v a1 My Workspace v A Invite
Q ClearPass_CertMgmt v © =
Launchpad GET ClearPas... ® GET ClearPa... GET ClearPas... ® https://.. ® 4 ooo
History Collections APIs > ClearPass-GetCertID_Bulk 1975\ [,) ,‘b-g— L\% Al E o) H——C j_-a < 4
+ New Collection Trash
GET v https://10.215.4.231:443/api/certificate?filter={"subject_common_name":"{{subject_common_name}}"} Save Y
central
2 requests L . . .
Params ® Authorization @ Headers (8) Body Pre-request Script Tests @ Settings Cookies Code
ClearPass Query Params
3 requests
KEY VALUE DESCRIPTION eee  Bulk Edit
N Writing test scripts filter {"subject_common_name":"{{subject_common_name}}"}
4 requests

{ }} TEHT L.
EHRDENAS

KEH: CSV L IRIREH Ty FLEIE

Q Footer content 21




Tests : APl Call L1=%&[Z3E

T3H5R9Y Tk

Runner

+ New

Import

Postman

oo

oo My Workspace ¥ & Invite

Q

Launchpad

History Collections APIs

+ New Collection Trash

GET
central

2 requests

CDITTCIREERIC .
| S - 2
3
vy FLTULVS .
= 5
4 requests
6
7
1 A 8
2 " links": {
3 "self": {
4 "href": "https://1
5 }
6 "first": {
7 "href": "https://1
8 }
9 +
10 " _embedded": {
11 "items": [
Q 12 {
13 "id": 620, P
14 TCTTOMETeTLT i

GET ClearPas... ®  GET ClearPa... X GET ClearPas... ® https://... ®

» ClearPass-GetCertID_Bulk

ClearPass_CertMgmt v ©N ==

Examples 0 v V4

v https://10.215.4.231:443/api/certificate?filter={"subject_common_name":"{{subject_common_name}}"} “ Save v

let jsonData = JSON. parse (responseBody) ;

let ok = responseCode. code === 200;
tests[“Successful request”] = ok;
tests[jsonData. _embedded. items[0]. id] = 200;

if(ok) {

~pm. environment. set ("CertID”, jsonData. embedded. items[0]. id) ;

}

Params @ Authorization @ Headers (8) Body Pre-request Scrip Settings

Cookies Code

Test scripts are written in JavaScript, and are
run after the response is received.
Learn more about tests scripts

SNIPPETS

Get an environment variable

Get a global variable

22
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Launchpad

» ClearPass-GetCertID

GET

Par,

— DAHEIX
RunnerTfE S

Postman
oo o . A PoAY y
oo My Workspace ¥ A& Invite 3 Upgrade
ClearPass_CertMgmt v © >
GET (ClearPas... ® GET ClearPa... GET (ClearPas... ® https://... ® +  ooo
ClearPass_CertMgmt Edit ‘

)

Tests X9 ') T FDEITT
ty bEhd

7 pm.enviro
8 } Globals Edit
Body Cookies Headers No global variables nse v
Pretty Raw Pre Global variables are a set of variables that are always available in a 1 Q
workspace.

1 Ad Learn more about globals :
2 " _links":
3 "self
4 1 o Use variables to reuse values in different places. The current value is used while sending a request and is never er=%7|
3 .):' . synced to Postman's servers. The initial value is auto-updated to reflect the current value. Change this behaviour X
6 firs from Settings. Learn more about variable values
7 " er=%7I
8 }
9 hH

10 "_embedded": {

11 "items": [

12 {

13 "id": 620,

14 "action_notification_sent_at": null,

"ca_id": 2,

15
Q Footer content16

17

"ca_name": "ANTAC Local Certificate Authority - Lab8 page2",
"certificate sub tvne": null.

23
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-
[ ) ® Postman

0o

+ New Import Runner oo My Workspace v A+ Invite

Q ClearPass_CertMgmt v o =
Launchpad GET ClearPas... ® GET ClearPa... GET ClearPas... ® https://...® - o0
Hlstory Collections APIs » ClearPass-GetCertinfo Examples 0 v f
+ New Collection Trash
GET v https://10.215.4.231:443/api/certificate?filter={"id":"{{CertID}}"} m Save ¥
s 9 central
2 requests . . . .
Params @ Authorization @ Headers (8) Body Pre-request Script Tests @ Settings Cookies Code
ClearPass Query Params
3 requests
KEY VALUE DESCRIPTION eee  Bulk Edit
S Writing test scripts filter {"id":"{{CertID}}"}
4 requests

BETHEMNSEY F

Q Footer content 24
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Runner

+ New Import

Postman

u]

88 My Workspace ¥ & Invite

Q

History Collections

APIs

+ New Collection

central
2 requests
X ClearPass
3 requests
N Writing test scripts

4 requests

Q Footer content

Launchpad GET ClearPas... ® GET ClearPa... GET ClearPas... ® https://..® - ooo
» ClearPass-GetCertInfo
Trash
GET v https://10.215.4.231:443/api/certificate?filter={"id":"{{CertID}}"}
Params @ Authorization @ Headers (8) Body Pre-request Script Tests ® Settings

let jsonData = JSON. parse (responseBody) ;

let ok = responseCode. code === 200;

tests[“Successful request”] = ok;
tests[jsonData. embedded. items[0]. subject _common_name] = 200;

SO U WN

i SR i s FH D
A9 YTk

@ Q ) ﬁ Upgrade v
ClearPass_CertMgmt v o ==
Examples 0 ~ V4

Cookies Code

Test scripts are written in JavaScript, and are

. . >
run after the response is received.

Learn more about tests scripts

SNIPPETS

Get an environment variable

Get a global variable

25



Runner Z{ERK

r

+ New Import Runner iy Z

Run collections

Q. Filte

History Collections APIs

+ New Collection Trash

Q Footer content

o @® Collection Runner

oo

Collection Runner oo My Workspace v

Choose a collection or folder

O\ Search for a collection o de cer (|

GET ClearPass-GetCertID_Bulk

4 ClearPass

GET ClearPass-GetCertInfo

£179 5 API Call D
BIREIERFEIEE

Environment ClearPass_CertMgmt v
Iterations 3
Delay 0 ms
.
#{® LT1-CSV ZiE%E
Data Select File Cert_Username.csv X H ] E
Data File Type text/csv ¥ Preview

Save responses o
Keep variable values 0
Run collection without using stored cookies

Save cookies after collection run @)

Run ClearPass ] 26




Runner OETHRE

| NON ) Collection Runner

Collection Runner Run Results 88 My Workspace v

Run In Command Line

I ClearPaSS ClearPass_CertMgmt

r Iteration 1

B o oo API Call (1) T
. Cert ID £ 18

@ successful request

@ GET ClearPass-GetCertinfo

200 OK

200 OK

. s API Call (2) T
— A—Y—% ZHiT

. GET ClearPass-GetCertID_Bulk
® 55
@ successful request

@ GET ClearPass-GetCertinfo
@ successful request

@ test-20190115-1
Iteration 3

@ GET ClearPass-GetCertiD_Bulk

B 565

Footer cont&t Qiirraccful ramnact

200 OK

200 OK

200 OK

411 ms

237 ms

295 ms

290 ms

380 ms

Run Summary » Export Results -

4.836 KB

4.794 KB

4.704 KB

4.646 KB

4.865 KB

CSV 11747
DRT

27
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