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SASE explained on a single slide
SASE is Secure SD-WAN plus SSE

Secure SD-WAN

• SaaS Acceleration
• WAN Optimization
• Tunnel Bonding
• Zero-Touch Provisioning
• Data Encryption
• Next-generation Firewall
• Granular Segmentation
• IDS/IPS and DDoS Protection

Security Service Edge (SSE)

• Zero Trust Network Access
• Cloud Access Security Broker
• Secure Web Gateway
• Firewall as a Service
• Remote Browser Isolation
• Data Loss Prevention
• Sandboxing
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Delivered With The HPE Aruba SASE Portfolio

(on prem, cloud or as-a-service)

(Physical) (Virtual) (Cloud)

Aruba EdgeConnect Aruba EdgeConnect Aruba EdgeConnect

Aruba Advanced Security
Intrusion Detection and Prevention.

Aruba Boost WAN Optimization

On-demand WAN Optimization

Aruba EdgeConnect

Unified SD-WAN edge platform: routing, 
security, SD-WAN and WAN Optimization

Aruba Orchestrator
Centralized policy orchestration, 
monitoring and reporting

Software Defined WAN (SD-WAN)

Secure Web Gateway (SWG)
Cloud based firewall to securely access, monitor 
and inspect all web traffic.

Cloud Access Security Broker (CASB)
Cloud based security to manage, control and monitor 
user access to SaaS applications.

Zero Trust Network Access (ZTNA)
Client or clientless endpoint access solution to securely 
provision access to network resources.

Secure Service Edge (SSE)

Digital Experience Monitoring
Cloud based security to manage, control and monitor 
user access to SaaS applications.

PRIVATE APPLICATIONS
VPN Alternative – better UX, safer (Zero 
Trust), users not on network

INTERNET ACCESS
Web proxy alternative – replace 
outbound security stack in DC

SaaS APPLICATIONS
Protect users and data when using 
SaaS applications

PERFORMANCE MONITORING
Visibility – end to end view on user 
experience. Transform support desk. 
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Aruba SASE architecture

4

EdgeConnect
Micro Branch

EdgeConnect 
SD-Branch

EdgeConnect 
SD-WANAtmos ZTNA 

Agent

Mobile Devices and End Users Branch, Campus, Cloud and Datacenter

Agentless 
device



5CONFIDENTIAL | AUTHORIZED 

Multi-cloud backbone with Smart Routing 
Harmonized access across the world with 350 NW acceleration 
on-ramps leveraging Azure, AWS, GCP, & Oracle 

Simplify policy & inspect all traffic 
for Internet, SaaS, and legacy apps
(SSH, RDP, VOIP, AS400, ICMP etc.)

Agent or Agentless Zero Trust access 
Agent – full SSE platform (parity with VPN capabilities)
Agentless – Zero Trust access to private Apps (Web/SSH/RDP/VNC/Git/DB Access)

Unified access platform
Single: UI, policy engine, & data lake
(ZTNA, SWG, CASB, DEM) 

Our differentiators – how we are better!

Benefit: Significantly reduces management/operational overhead + reduces 
complexity

Benefit: Inspect more than just SSL 

Benefit: Ever expanding connectivity options. Offer the best connectivity and 
performance anywhere

Benefit: Completely eliminate VPN (incl. legacy e.g. VOIP) & support 
clientless 3rd party access
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Axis delivers zero trust access for all

User Internet

App App VDI Jump 
Servers

AppServer IDS + PAMApp

DMZ

Cloud

The invisible network.
Inside-out connections make 
apps completely invisible and 
never exposed to the internet.

Application access, 
never network access. 
Remote users only receive access to 
authorized applications without placing 
user or device on the corporate network. 

Granular least privilege access.
App-to-user connections provide built-in app segmentation 
without complex network segmentation. One-to-one 
connections make lateral movement impossible for 
unauthorized users.

1. User request access
2. SSE broker mediates request
3. Identity Verified + Policy 

Evaluated
4. SSE Edge brokers 1:1 connection
5. Continuously inspects, adapts, 

and protects
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We harmonize access across the world via a 
cloud-backbone of AWS, Azure, Google and 
Oracle

We simplify policy & inspect traffic for 
Internet, SaaS, and legacy apps
(SSH, RDP, VOIP, AS400, ICMP etc.)

We enable users to access resources 
with or without an agent

We focus on a unified access 
platform approach

Why Aruba’s SSE 2.0 Platform?
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Three-tiered cloud architecture

Tier 1 – Major cloud providers

Main Clusters

Tier 2 – Cloud providers & local hosting services

Local PoPs

Tier 3 – Peered to local ISPs across the world

350 Edge Locations

Atmos Agent Atmos Connector

Traffic acceleration

Caching



46 (ms)

Network-as-a-Service
• Geo-proximity routing
• Smart routing based on latency
• Extremely high availability

Atmos Agent on 
endpoint device

Atmos Connector

Telemetry-based access across 
multi-cloud backbone

More redundancy with 
auto-load balancing

Better disaster recovery with 
auto-failover

Edges

PoP

Distributed cloud architecture:
High reliability, availability, and scale



Bring zero trust on-premises
Think global. Act local.

• No hairpin to Internet-based PoPs

• Faster user experience

• Support all private user traffic 
(agent-based) 

• Comply with regulations

File 
Shares PeopleSoft

MPLS

App 
Connector

Atmos 
Local 
Edge

Datacenter

MPLS

Branch HQ Factory

Office entities
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Amplify User Experience

Atmos ZTNA  Client

IaaS Workloads SaaS Applications

Monitor Wi-Fi Signal, CPU, Memory, Disk 
and Top Applications

Atmos Cloud Endpoint

Atmos Optimized Backbone

Atmos Connector Atmos Cloud Endpoint

On-Premise Applications

Atmos Connector

10 ms

8 ms

3 ms

20  ms6 ms
1  ms2  ms1  ms

Improve user experience and 
rapidly troubleshoot problems with 
endpoint device monitoring and 
application performance 
monitoring.
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Agent vs Agentless

Agent
– Support for MacOS, iOS, Windows, Linux & Android

– Creates a Virtual Network Adapter that is connected to
the Atmos cloud. 

– Supports all TCP/UDP based applications

– Allows rules based on device posture. (AV status, 
installed apps, Disk encryption, patch status, rooted
and much more

– Reports on Client details, stats on CPU, RAM and disk

– SSL inspection with Atmos root certificate

– Installed by User or via Device management

Agentless
– Supports any client. BYOD, Contracters, Cameras, 

HVAC, IoT

– Needs traffic to be routed to the Atmos cloud (i.e. SD-
WAN)

– Limited App support: Web, RDP, SSH, Git and MS-SQL 
database

– SSL inspection possible when Atmos root-certificate
installed

What’s the difference

https://docs.axissecurity.com/docs/configuring-the-axis-client-device-posture#conditions


Demo
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EdgeConnect SSE - ZTNA

14
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An Inside Look 
At HPE Aruba 
Networking SSE

Block access 
from risky 
destinations

Define access 
to internal and 
external apps 
in a single 
policy

Leverage rich 
device posture for 
contextUse app tags to 

simplify 
management
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Connector
INET

Cloud Security Node

INET
HTTPS

SSH

EC SSE Portal

EC SSE Portal

Agentless, Secure Remote Access

Private DC



https://atmosphere-web-hpearubajanwillemkeinke.axisapps.io/



https://axis-hpearubajanwillemkeinke.axisportal.io/apps
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Two main sites: Management portal and App portal

20Confidential | Authorized

Customer identifier, separates
tennants

Customization and alternate
DNS mappings
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Management Dashboard
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Axis makes policy impossibly simple

Define access to internal 
and external apps in a single 

policy

Block access from risky 
destinations

Leverage rich device 
posture for context
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Use app tags to simplify 
management

Securely enable developer 
workflows
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Activity exploration 
Unified visibility across all applications
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And Ensure a Great User Experience 

– Dynamic monitoring of user experience 
issues

– Endpoint telemetry i.e. CPU, resource 
consumption, memory use

– Unified application health monitoring

– Hop by hop network path metrics between 
users and business apps
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ADVANTAGES OF AN APPLICATION DRIVEN WAN

Performance
• Sub second session failover
• 10 x faster applications
• Performance Improvement for 

SaaS/IaaS
• Add / remove branches instantly
• Uptime during blackouts

Security
• Segment your apps
• Automated policies
• UTM features
• ZBF within VRFs
• Cloud Security Integration

100x Faster Deployment
• Simple and flexible deployment models 
• Comprehensive visibility

Savings
• WAN cost savings
• Automation savings
• Cloud security integration
• Eliminate branch equipment
• Simplified edge management

Gain Competitive 
Advantage

EdgeConnect
Reduce Risk

Increase Business 
Agility

Lower Cost
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HPE Aruba’s secure edge portfolio

MPLSINET

EdgeConnect 
MicrobranchEdgeConnect Mobile

Dynamic segmentation

Clear Pass: Role based policy

Max Mobility

SD-WAN

SD-LAN

Min Footprint

Unified threat management

Cross portfolio
securityEdgeConnect SD-WAN

Silver Peak Orchestrator
w/Aruba WAN view

Aruba Central
w/ EdgeConnect site view

Converged
management

Integration
opportunities

Cloud security partners

DC DC

EdgeConnect SD-Branch

Max Integration
Converged LAN+WAN

Simple, prescriptive deployment

Optimal QoE
Independent LAN+WAN

QoE exceeds best underlay



29CONFIDENTIAL | AUTHORIZED 

Secure, adaptive internet breakout
– First-packet iQ™ enables application visibility and control

Steer Apps Intelligently
Granular, intelligent breakout of 
SaaS and trusted internet-bound 
traffic directly from the branch

Improve App Response Time
Avoid added latency through direct 
access to where the app resides

Reduce Backhaul
Backhaul only untrusted 
traffic to corporate FW

Save Valuable WAN Bandwidth
Avoid consumption of expensive 
MPLS circuits where not necessary

Granular Local 
Internet Breakout

Branch Office

Legacy Corporate 
Apps

Customer-specified 
Trusted Applications All Other Web 

and Cloud Traffic

HQ / Hub / 
Data Center

Custom 
Apps

10,000+ Apps
300 Million+ Web Domains
Automated Daily Updates

Identify apps and 
web domains on
the first packet

Corporate 
NG-Firewall

IDS / IPS

Stateful Firewall

Zone-based Firewall

App, Web URL reputation and 
Filtering

Built-in Security
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Your SD-WAN control center

EdgeConnect Orchestrator
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Secure, centralized visibility, control and administration of 
SD-WAN across thousands of sites

Extensive analytics, application & network performance 
measurements, & troubleshooting.

Orchestrates end-to-end service chains through partner APIs.

Align application policies (QoS, security) with business intent

Automates & simplifies lifecycle management of SD-WAN 

What is EdgeConnect Orchestrator?

Orchestrate application 
policies across thousands 
of appliances, through a 
single pane of glass, driven 
by simple business intent 
policies.

EdgeConnect Orchestrator
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Business Intent Based Overlays
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Security policy matrix
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EdgeConnect SD-WAN IDS Highlights

• Built-in signature-based intrusion detection

• Utilizes common Aruba UTM framework
• Automated threat feeds (from Aruba Central)
• Threat logging to centralized collector/SIEM
• Threat logging to Central (future)

• Integrated with zone-based firewall enabling 
application-level selection for inspection

• Allow, Deny, Allow & Inspect
• e.g., “inspect all flows on Internet link”

• Add-on “Advanced Security” license
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– Complete control and visibility of WAN infrastructure

– Route application traffic, not packets, based on:
– Business importance
– Security requirements

– Built in Firewall, end-to-end segmentation and IPS/IDS security

– Automated integration with Cloud infrastructures and Secure Service Edge providers

Summary: Benefits of SD-WAN
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Best-of-breed SASE architecture

Secure SD-WAN

• SaaS Acceleration
• WAN Optimization
• Tunnel Bonding
• Zero-Touch Provisioning
• Data Encryption
• Next-generation Firewall
• Granular Segmentation
• IDS/IPS and DDoS Protection

Security Service Edge (SSE)

• Zero Trust Network Access
• Cloud Access Security Broker
• Secure Web Gateway
• Firewall as a Service
• Remote Browser Isolation
• Data Loss Prevention
• Sandboxing



Demo



Thank you. 
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