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SASE explained on a single slide
SASE is Secure SD-WAN plus SSE

Secure SD-WAN Security Service Edge (SSE)

SaaS Acceleration Zero Trust Network Access
WAN Optimization Cloud Access Security Broker
Tunnel Bonding Secure Web Gateway
Zero-Touch Provisioning Firewall as a Service

Data Encryption Remote Browser Isolation

Next-generation Firewall Data Loss Prevention
Granular Segmentation Sandboxing

IDS/IPS and DDoS Protection
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Delivered With The HPE Portfolio

Secure Service Edge (SSE) Software Defined WAN (SD-WAN)

axIS

Zero Trust Network Access (ZTNA)
) L PRIVATE APPLICATIONS ('j\:) Aruba Orchoctrator
N VPN Alternative — better UX, safer (Zero : ----- R_ -----1: Centralized policy orchestration,
Trust), users not on network | C ) | monitoring and reporting
! (on prem, cloud or as-a-service) !
Secure Web Gateway (SWG) | onprem et o: e |
) t INTERNET ACCESS v H v
P AN Web proxy alternative — replace FTT T
outbound security stack in DC A ' A @ C;;'I:Eszgm";cg'e tformrouting
[ PR - - ’
Cloud Access Security Broker (CASB) Aruba EdgeConnect  Aruba EdgeConnect ~ Aruba EdgeConnect security, SD-WAN and WAN Optimization
’ ‘ Sa as APPLIC ATIONS (Physical) (Virtual) (Cloud)
7N Protect users and data when using R >
SaaS applications s [((3\
Digital Experience Monitoring E
PERFORMANCE MONITORING Aruba Advanced Security Aruba Boost WAN o|:->ti.miz.ation
VlSlblllty — end to end view on user Intrusion Detection and Prevention. On-demand WAN Optimization

experience. Transform support desk.
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Aruba SASE architecture

v oo GCBEE

—

LS

7N

e —
o'e 5 G

Internet

EdgeConnect EdgeConnect
Agentless Atmos ZTNA EdgeConnect SD-Branch SD-WAN
device Agent Micro Branch
Mobile Devices and End Users Branch, Campus, Cloud and Datacenter

A ¥ O &
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Our differentiators — how we are better!

Unified access platform

Single: Ul, policy engine, & data lake

(ZTNA, SWG, CASB, DEM)

Benefit: Significantly reduces management/operational overhead + reduces
complexity

Simplify policy & inspect all traffic
for Internet, SaaS, and legacy apps
(SSH, RDP, VOIP, AS400, ICMP etc.)
Benefit: Inspect more than just SSL )L

N —
SSE Platform
Multi-cloud backbone with Smart Routing
Harmonized access across the world with 350 NW acceleration A s O &

on-ramps leveraging Azure, AWS, GCP, & Oracle
Benefit: Ever expanding connectivity options. Offer the best connectivity and

performance anywhere

Agent or Agentless Zero Trust access
Agent — full SSE platform (parity with VPN capabilities)
Agentless — Zero Trust access to private Apps (Web/SSH/RDP/VNC/Git/DB Access) :

Benefit: Completely eliminate VPN (incl. legacy e.g. VOIP) & support 9 | Q
clientless 3 party access
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AXis delivers zero trust access for all

DMz
User Internet i i
1. User request access i i
2. SSE broker mediates request L :
3. Identity Verified + Policy oz
Evaluated — =
4. SSE Edge brokers 1:1 connection L_I__| — @
5. Continuously inspects, adapts, P P App VDIJump Server App  IDS+PAM
and protects servers
Cloud
The invisible network. Application access, Granular least privilege access.
Inside-out connections make never hetwork access. App-to-user connections provide built-in app segmentation

without complex network segmentation. One-to-one
connections make lateral movement impossible for
unauthorized users.

apps completely invisible and

) Remote users only receive access to
never exposed to the internet.

authorized applications without placing

user or device on the corporate network.
CONFIDENTIAL | AUTHORIZED 6




Why N ) I

Publi
Internet SaaS CT(?US Datacenter

CASB
We focus on a unified access SWG
ZTNA
platform approach

((

We simplify policy & inspect traffic for ) L

Internet, Saa$, and legacy apps ) gE\PI y — @ Experience

(SSH, RDP, VOIP, AS400, ICMP etc.) tmos atform Monitoring
A ¥ O &

We harmonize access across the world via a
cloud-backbone of AWS, Azure, Google and
Oracle P

We enable users to access resources
with or without an agent 9 .............. 0

CONFIDENTIAL | AUTHORIZED 7




Three-tiered cloud architecture

Tier 1 — Major cloud providers

Main Clusters

Tier 2 — Cloud providers & local hosting services

Local PoPs

) Traffic acceleration
Tier 3 — Peered to local ISPs across the world

350 Edge Locations < A aWS D &)

Atmos Agent . Atmos Connector

CONFIDENTIAL | AUTHORIZED 8




Distributed cloud architecture:
High reliability, availability, and scale

Telemetry-based access across Better disaster recovery with
multi-cloud backbone auto-failover
46 (ms)
D LTT T ueea 1
AWS S 12 (mg)
D L LT Atmos Agent on
. 8 ~-...._..... '--..,.......,_.8?. (ms) ............................... endpoint device
e, 2124 L
Atmos Connector More redundancy with
auto-load balancing
Network-as-a-Service edges

*  Geo-proximity routing
Smart routing based on latency
e  Extremely high availability



Datacenter

Bring zero trust on-premises

File

Shares PeopleSoft

—(©
(@

* No hairpin to Internet-based PoPs

Atmos

e Faster user experience e

Edge

e Support all private user traffic
(agent-based)

MPLS MPLS

 Comply with regulations

Factory

E” @}

Office entities




Amplify User Experience

laaS Workloads SaaS Applications On-Premise Applications

A aws M|
A O &  (rws & wom.un ) L T @
I 1 ms I 2 ms I 1 ms
6 ms 20 ms
Atmos Connector _@ Atmos Cloud Endpoint . Atmos Connector

I 8 ms

@-\tmos Optimized Backbone
Improve user experience and

I 10 ms rapidly troubleshoot problems with

endpoint device monitoring and
application performance
3ms monitoring.

Atmos Cloud Endpoint

Monitor Wi-Fi Signal, CPU, Memory, Disk
and Top Applications
Atmos ZTNA Client

= e 2> 010
° @ HE 3¢ 010
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Agent vs Agentless

What's the difference

Agent

Agentless

— Support for MacOS, iOS, Windows, Linux & Android

— Creates a Virtual Network Adapter that is connected to
the Atmos cloud.

— Supports all TCP/UDP based applications

— Allows rules based on device posture. (AV status,
installed apps, Disk encryption, patch status, rooted
and much more

— Reports on Client details, stats on CPU, RAM and disk
— SSL inspection with Atmos root certificate

— Installed by User or via Device management

— Supports any client. BYOD, Contracters, Cameras,
HVAC, loT

— Needs traffic to be routed to the Atmos cloud (i.e. SD-
WAN)

— Limited App support: Web, RDP, SSH, Git and MS-SQL
database

— SSL inspection possible when Atmos root-certificate
installed

CONFIDENTIAL | AUTHORIZED 12
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EdgeConnect SSE - ZTNA

= Windaws Patehos
| KBS00T 4249
.

Continuous Authorization
& Monitoring

Granular Device
Posture Policies

O

Employee

& Network & Application & DO
: Qutbound Connection
| & Isolation % D D
Ideal for 3rd o
Party Access 4
tcom;:cv:::)l:::gvon Atmos Platform . Internet Firewall Atmos Connector Applications

Frontends: App, Web, RDP,

@ Git, SSH, DB UDP

Identity Provider " Atmo?
User Authentication Security Service Edge
(SSE) Platform
SIEM Customer Network
Visibility into
user sessions Network Configuration is not required

o

A brokered connection to the app.
Users never directly access the network.




Q

Insights

Policy

_* Apply Changes ~

@ john.smith@hpe.com e ~

Search... Last changes applied on June 13th 7:55 am New Rule
4 a - (o)
Settings
A I L] Priority ‘ Enabled ‘ Name Users Context Destinations | Action | Profiles
n Inside Look \
Block access Experfence =1 () High Risk Nations Any ( 3 Irag Any Application 0 Block Default Profiles
At HPE Aruba from risky g
destinations J l & Hoclifersn

Networking SSE o

4 0
Define access

to internal and
external apps
in a single

_ policy

Leverage rich

Use app tags to

Block Malware. Gambling. Dropbox ® Daniel Parelskin 2% Windows Baseline &y DropBox - Managed ) © Block Client SSL Inspecti..
@ HPE Demo 2% Mac Baseline & Box Managed And 6 Default Profiles
Smrere @ Phishing and Other
@ All Full Time Emplo.. @ Pornography and A.

@ Malware Sites
And 5 more...

Al Employees - Managed Devices @ HPE Demo 2% Windows Baseline O Salesforce @ Atow Default Profiles
@ Darren Tidwell 2% Mac Baseline @] All Employee Apps
@ Dan Parelskin 2% 108 Device Posture B;] VOIP
@ Axis IDP Users @ sSSL Exclusion Cate..
@ AlLFull Time Emplo.. @ HPE Public Domains

S
= 4 [ @) Malware Inspection @ will Butler Any & Monitored Resourc.. @ ntow & Client SSL Inspeoti_
® Joseph Bennett ER Malware and Pli (log)
@ Darren Tidwell And 5 Default Profiles
@ Daniel Parelskin
@ AWSSolutionArchit..
And 2 more...
=5 [ @) AllEmployees - BYOD @ HPEDemo Any B3y AlEmployee Apps @ Auow 69 BYOD Policy
@ Darren Tidwell & SSL Exclusion Cate., And 6 Default Profiles
@ Axis IDP Users
@ All Full Time Emplo.
device pOStU re fo? HR Team HR Apo (B 1y 25 Windows 10 + patch HR Apps o Allow Default Profiles
t J,E- Crowdstrike Enabled
Contractors - Contractor App: B _Contractars Any B contractor Apps @ Alow Contractors RDP Pr..

simplify  —

>_ BYOD / Contractor ..

B Contractors Web A.
& Contractors SSHRa.

@ Contractor Git Profi..



Agentless, Secure Remote Access

4 A

Private DC

IIII]

*|
*
*
*
*
*
“
\d

EC SSE Portal ' :
99999999 A
Connector ", —

Cloud Security Node

@ s

\_ /
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DEMO #2

https

Ok

I'-|-"| '-.l.ll

E].

;5,

-J._-I.

e

User: atm23
Pass: SecureEdge1

://laxis-hpearubajanwillemkeinke.axi

sportal.

io/apps



Thank you
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Two main sites: Management portal and App portal

Customer identifier, separates

© (im] JL Sign in - Axis Security x |+ = o X
<& (@] ) [5)  https;//auth.axissecurity.com A 2y S ’B o= O] 4 @
r@ (m] . Sign in - Axis Security X - a X
Log in to Management Console < C ® () hitps;//axis-hpeedgeemea.axisportal.io/apps B @ B <+ © & - @
Enter your workspace hame
HPEZ:.53
) \ networking
[ hpeedgeemea ‘
= ) oo e
Log in using Axis users ‘ hpedemo n @ ‘
(— @O
Forgot password?

Customization and alternate
DNS mappings
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anagement Dashboard

[ @ D | 2t Mansgement Consle mussec.

€ G o o i A Oyt D 8 - (b

| 1t ApplyChanges v | (@) jwk ¥

Insights

Dashboard Time: Past month| ~

Policy

Latest sessions Sessions by location
Today @s Marcus Reeka Windows
Settings 17.243148 (AT
o 10:52 AlTrafficSwgCategorySaasApp & agent © smasonsen
Jiny
Today @s Marcus Reeka Windows
Experience 217243148 (AT)
s 1048 AlTrafficSwgCategorySaasApp & agent © srzmasonsn >
Today IkerLi
er Lineo
10:02 03 b D MacosXx © 16214823 (DF)
Today 03 Iker Lineo
i D  coom bon-hub O Mac0osx © 16214823 (DE)
57 Applications Accessed 81 Active Users Usage by application type
Name Sessions -
Saas I Saas 213% (122)
Group Users
@ rlichte-web-hs 5 1 Ungrouped sismoy b ssH 15.2% (87)
UK SD-WAN SEs 77% (3) | wrre 145% (83)
@ Fertsak-HTTPS-Intranet 2
HITPS | cHHPECTC 7% @) RDP 13.2% (76)
@ sreitsma-clearpass 28 | UK Aruba sEs 77%() | NetworkRange 23%(3) -
HTTPS
oma-group 519% (2)
(=] Z .
HTTPS | others 103% @)  Usageby operating system
ATM23-Private-www 25 Alluser insights
HTTP
Allapplication insights
Operating System Sessions
| Windows 53% (304)
Mac 0S X 378% (214)
@ | ios 52% (30)
Support
| Android 45% (26)
(]
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AXxis makes policy

2

naights

et

Palicy

Z

Semngs

Policy

) Filter. Last changes applied on October 315t 3:03 am by er@axissecurity.com Mew R

Priority Enabled Name Users Context Destinations Actizn Prafiles
1l

Experience 1 ‘_:l SEH internal :ﬂ; Danial Rejze Any Any Applicatian 0 Allow Drefault Profilas

) 2 ‘::’ High Rizk Matons Any Any Applicatian 9 Block Cefault Profiles
Block access from risky
destinations
3 .:::: Block Malkware, Gambling, Dropbox Uploads @ Al Full Tirme Employess. . %5- Windews Baseline &4 DrapBex - Managed e Block GO Client S5L Inspe
2% Mac Bazeline &Y Box Managed And 5 Default Profiles
@ Pormography and Adult DE'ﬁne access to internal
@ Malware Sites and external apps in a single
& Gambling p0||cy
1 .:::: All Emplayees - Managed Devices :_‘3' Al Full Time Employess. . 2% Windews Baseline T Salesforce 0 Al Crefault Profiles
% Mac Bazeline EL All Employee Apps
%s- 105 Device Pasture = woHe
& 551 Exclusion Category
5 - All Employess - BYOD &y All Full Time Employess... Any By all Employes Apps @ Allow F BYOD Policy
@ S50 Exclusion Category And 5 Default Profiles
& .::: Accounting Team - Accaunting Apps f&ﬂr hecounting Any Oy Accounting Apps 0 Al Drafault Profiles

Leverage rich device
pOStu re for context 7 ‘_:! HR Tear - HR Apps % Human Resources L Windews 10 + patches ;:_:J‘_:- HR Apps o Allow Deefault Profiles
b Crowdstrike Enabled

A Al

‘ED 22

a ‘ J Contractors - Contractor Apps E’Q Caontractors Any '-:3,' Caontractor Apps 0 Allow G Contractars RDP Profile




w

All Emplayess - Managed Dayvice

L
[

All Employess - BYOD

Accounting Team - Accaunting Apps

HR Tearn - HR Apps

F&_“‘- Al Full Tirme Employess. .

@ All Full Tirne Employess...

@ Aecounting

=
@5’ Hurnan Resources

-,’.'@ Windows Baselinge 3 Salesforce

% Mac Bazeline '3_3 All Emplayes Apps
%s- 105 Device Pasture % WOHIF

& 551 Exclusion Category

Any @] All Employee Apps

@ SEL Exclusion Category
Any @J Accounting Apps

2% Windews 10 + patches

Use app tags to simplify

management

@

Suppaort

J L Default

<™

Default

Contractars - Cantractor Apps

Ird Parties - Web RDP

Developer Access

Axis App Discovery - Managed Dewvices

Applications Default Rule

Web Traffic Default Rule

.
"{5; Contractors

@ Seli-Guided Users

2% Crowdstrike Enablad

Any EEJ Caontractor Apps

Any ﬂJ 3rd Party Apps

@'J ey Admins

@ MWESalutiondrehiteets. .

Any e DevOps AWS

0 Allow

o Al

e Allow

o Allow

0 Allow

o Allow

0 Allow

Drefault Profiles

g BYOD Po

And 5 Default Profiles

Default Profiles

Drefault Profiles

G Contractors RDP Profile

. BYOD f Contractor Poliey
B Cantractors Web App Pr...
Bl Cantractars S5H Range ...
@ Cantractor Git Prafile

CD Default Client Security P...

G Web-Only

»- BYOD / Contractor Policy

B Contractars Web App Pr...
B} Contractors S5H Range ...
® Cantractar Git Profile

G Default Client Security P...

Default Profiles

Securely enable developer

g:) Devaloper Apps

@_:! SATeam >

[@ All Full Tirne Employess...

Any

Any

2b Windews Bazeline b Axis App Discovery

2% Mac Baseline
2% 108 Davice Posture

Any Any Application (D

Any Wb Traffie (5

0 Allow

e Block
e Allow

workflows

Drefault Profiles

Default Profiles

CE Client S50 Inspection

And 5 Default Profiles



Activity exploration
Unified visibility across all applications

Demo - | * ApplyChanges - | (&) chris@axissecurity.com o -
Insights .
Exploratlon Last7days v % Fiters ~ ()
Policy
Time ‘ Event Type Username | HTTP Method Host Path HTTP Status Code ‘ Status ‘ Status Reason Protocol ‘ Port | Branch Names Web Category Source IP Geo Location Device Name Integration Type Application
Settings 03/10/2313:10:55 DNS request Michael Seki euta-collab-powerpoint- @ success 53 Business and Economy 108185.52.24 & ited States 2% Agent
alul 03/10/23 13:10:54 View JustinDavidBrio.  POST play.google.com /log 200 @ success HTTPS 443 Shopping 2462133115 United States 2% Agent Google Play
Experience
03/10/23 13:10:52 Download JustinDavidBrio.  GET logoclearbitcom Aloydsbanking.c. 404 @ Ssuccess HTTPS 443 Computer and Internet Info 2462133115 United States 2% Agent Clearbit
03/10/23 13:10:52 View JustinDavidBrio.  GET mail.google.com /mallfufo/ 200 @ success - -
Demo ~ * @ rendingchanges v | @ Admint2s
03/10/23 13:10:52 View JustinDavidBrio.  GET mail.google.com /mail/ufo/ 200 @ success -
Insights .. . | =
ACtIVIty Exploration  tstsowinutes V7 Fiters  Oloar AlFiters =
03/10/23 13:10:52 View JustinDavidBrio.  GET chat.google.com /serviceworkerjs 200 @ success 2
= @ Johnsmith x B3 Jira x | =
Policy
03/10/23 13:10:52 View Mark Santino POST chat.google.com /ufO/webchanne. 200 @ Success
03/10/23 13:10:52 View JustinDavidBrio.  GET clients6.google.com /drive/v2internal 200 @ success Seftings Q User ="John Smith' AND Application = [} Total Rows: 546
03/10/23 13:10:52 View JustinDavidBrio. ~ POST chat.google.com /ufO/webchanne_ 200 @ success i T Event Type e fine Domain R Stain Application Sta
03/10/2313:10:52 View Justin David Brio.. OPTIONS clientsB.google.com /drive/v2internal.. 200 @ suceess @ 01-12-22 08:08:55 File download John Smith download.atlassian.net /download-document a Block Jira Cer
Support I
03/10/23 13:10:52 View JustinDavidBrio. ~ POST mail. google.com /mail/ufo/ 200 @ Success 0142-92 08:08:43 iy John Smith alassirTik Idownload-files-portal © Success Jia
03/10/23 13:10:52 View JustinDavidBrio. ~ POST contacts.google.com /./SocialPeopleH. 200 @ success — _— T — — D —_—_ Q o - ol
03/10/23 13:10:52 View JustinDavidBrio. ~ POST mail.google.com /cloudsearch/req, 200 @ success e _— — gillessnl T e @ ok -
03/10/23 13:10:51 View JustinDavidBrio.  POST contacts.google.com SosialPeopleH. 200 Success
®@ 10/ foog /! o © 014222 08:08:12 View John Smith atlassian.net Isofwareljirafproduct-discovery @ Ssuccess Jira ON:
Support B
03/10/23 13:10:51 DNS t Justin David Brio.. tacts.google. Success
e reaues uetinbaviaBe conactsgeogiecom ° 014222 08:08:12 DNSRequest  John Smith atlassiannet ® success Jira DN:
) L 03/10/2313:10:51 View JustinDavidBrio. ~ POST gs-loc.apple.com /felis/wloc 200 @ success
(A3 Operation System (@ H EventType @ § Status @ H
Page View (35%)
B Success (65%)
B windows (60%) B FileUpload (27%)
B cEror(25%
08 (40%) B ogin(28%)

B sk 0%

[ ]

File Download (10%)




And Ensure a Great User Experience

Demo ~ L) 0 Pending Changes @ Ryan Johnson

. . . - Insights: Network Last1Hour Y/ Filters  Clear All Filters
— Dynamic monitoring of user experience 2  do st

issues
&B Q Searckh Total Rows: 11,899

m First Data Recelved User Name Device Name Destination Address Status Total Latency Protocol Port Application Name

. .
- E n d pOI nt te I e m etry I - e - C P U ) reso u rce i 18/01/23 08:04:23 John Smith John-MacBook-pro.. 239.265.256.250 0 Success 201ms & ¢ TCP 22 Clsco Firewall
.
CO n S u m ptlo n 1) m e m o ry u Se @ 18/01/23 0B.0T:24 John Smith John-MacBock-pro. login.salesforce.com o Error 56 ms B HTTPS 443 salesforce.com

Support
18/01/23 0B.0T:24 John Smith John-MacBook-pro,, login.salesforce.com 0 Suoccess B7ms B HTTPS 443 salestorce.com
U .f, d |. t. h Ith 't . 18/01/23 08:14:54 John Smith John-MacBook-pro, 101.203.241 o Success 70 ms ¢ UDP 8976 Dallas DC
pp g 18/01/23 08:3T:45 John Smith John-MacBook-pro,, google.com 0 Error 20ms ¢ HTTPS 443 Search Engines
18/01/23 08:39:12 John Smith John-Iphone office.com o Success 45ms Gy HTTPS 443 Office 365
Hop by hop network path metrics between i @  wined  eskres M0 oo
u Sers a nd bUSi n eSS a ppS 18/01/23 08:66:23 John Smith John-MacBook-pro. docs.google.com 0 Success 68 ms ¢y HTTPS 443 Personal Storage
John Smith Route to 19219817.80 Avg Sessions: 18/01/23 08:04:23 ~

b o (5] A 7% &%

e
Source Local Wifi 1sP Pop Location Pop Location Connector Zone
100 ms 10 ms 17Tms . 20ms - 35 ms 1€
John's Machook —_— Johns witi — Werizon —_— N. Virgina - Londor - U Center

Wifi Signal
_;&_ ifi Signa

CONFIDENTIAL | AUTHORIZED 25




IIIIIIIIIIIIIIIIIIIIII

afmosphere?

BELGIUM

Building a secure Edge

Jan-Willem Keinke
Sales Engineer SD-WAN Benelux
Email: jwk@hpe.com
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ADVANTAGES OF AN APPLICATION DRIVEN WAN

Savings Performance

. : * Sub second session failover

. X\{th\cla\lmcaotisctr? as\;lci?]s S Gain Competitive * 10 x faster applications
savings - Advantage * Performance Improvement for

* Cloud security integration SaaS/laas

* Eliminate branch equipment
* Simplified edge management

@ EI Reduce Risk

EdgeConnect

* Add / remove branches instantly
* Uptime during blackouts

Security

* Segment your apps
Automated policies

UTM features

ZBF within VRFs

Cloud Security Integration

100x Faster Deployment

* Simple and flexible deployment models
* Comprehensive visibility

Increase Business
Agility
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HPE Aruba’s secure edge portfolio

Max Mobility

L ——————

o ———————————— —

DC

®E [ 5
EdgeConnect
Microbranch

Min Footprint

netskoap\(fe3

&> zscaler

=~
~
~
=~
~

N

Max Integration
Converged LAN+WAN
Simple, prescriptive deployment

Google

1) Office365 $ Dropbox

aws
——
Google B Microsoft Azure

N
E”zgx(“@@ A

=~
~
~
=~
~

SD-WAN

SD-LAN

N ———— —— ———— —————— - - -

Optimal QoE
Independent LAN+WAN
QoE exceeds best underlay

Integration
opportunities

Converged
management

Aruba Central
w/ EdgeConnect site view

Silver Peak Orchestrator
w/Aruba WAN view

Cross portfolio
security

Clear Pass: Role based policy
Dynamic segmentation
Unified threat management

Cloud security partners
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Secure, adaptive internet breakout

— First-packet iQ™ enables application visibility and control

Identify apps and

web domains on
the first packet

Granular Local
Internet Breakout

L
=
-

]

=]
=]
o]
m
h

Branch Office Built-in Security @

A

Stateful

10,000+ Apps
300 Million+ Web Domains
Automated Daily Updates

Steer Apps Intelligently

Granular, intelligent breakout of
SaaS and trusted internet-bound
traffic directly from the branch

\

Firewall

8x8
RingCentral’

Zone-based Firewall
IDS / IPS

App, Web URL reputation and
Filtering

Improve App Response Time

Avoid added latency through direct
access to where the app resides

Legacy Corporate
Apps

] Office 365

"I Dialpad

Customer-specified
Trusted Applications

w ORACLE

:
% Lookout
I McAfee

A

netskope
#»paloalto
¥symantec

axis

@S zscaler

sal

N

workday.

Reduce Backhaul

Backhaul only untrusted
traffic to corporate FW

oip
°g° Data Center
—+8

lesforce

[)
Cisct

We°be>< /A Azure

& Check Point

FFORCEPOINT
ibwss

S Lookout

U McAfee

N
netskope

HQ / Hub / ’”{fSymantecn

@kamai

axis
@S> zscaler

& Custom

] Apps

Corporate
NG-Firewall

©YouTube

Google ﬁ

vmware
aW57 <3 Drophox @

gnutella

€]
BitTorrent

All Other Web
and Cloud Traffic

Save Valuable WAN Bandwidth

Avoid consumption of expensive
MPLS circuits where not necessary
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EdgeConnect Orchestrator

Your SD-WAN control center

=
—

i -!.L-:||‘|n:|' i
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What is EdgeConnect Orchestrator?

Align application policies (Qo0S, security) with business intent

Secure, centralized visibility, control and administration of
SD-WAN across thousands of sites

EdgeConnect Orchestrator Extensive analytics, application & network performance

- measurements, & troubleshooting.
Orchestrate application 4

policies across thousands N
of appliances, through a
single pane of glass, driven
by simple business intent
policies.

Automates & simplifies lifecycle management of SD-WAN

Orchestrates end-to-end service chains through partner APls.
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Business Intent Based Overlays

I Dashboard ” Zscaler Internet Access H Business Intent Overlays x]

Business Intent Oveﬂa'y's 0 Apply Overlays Regions Hubs View Overlay Stats Interface Labels

SD-WAN Traffic to Internal Subnets Breakout Traffic to Internet & Cloud Services #

Priority Overlay Region Topology  Hws+  Primary Interfaces Backup Interfaces QoS8 Security + Policy Order Primary Interfaces  Backup Interfaces
1 GUESY nbal Regu;r:;lkl-éub i High Quality i '-'ﬂ Zzcaler Cloud 1 INETA
) Waterfall: Overall Quality ~ 1 INETE
- Match Traffic Regions ¥ 2 & Break out 21 INETC
e ol Waterfall: Fived
Order
y) REALTIME Global D\f‘ Regional Hub & I-Eranch | CE
Spoke i
- Match Traffic Regions 1 £r2 Backhaul I_:_'I::?;
REALTIME &)1 INETAVG BRI S Now 2 7 71 INETC
1 INETEVE - Break out
Waterfall: MOS
High Availability
Waterfall: Owerall Quality
3 BATCH Global Regional Hub & 1 INETA 1 LTEA [Branch | CENTRAL 1-Azure
Spoke (1 INETB 1 LTEB
— Match Traffic Regions b 21 INETC 207 SAT1 1 Zy5 Prisma g ::gg
BESTEFFORT 3% EE B Ky i o = ¢
Waterfall: Owerall Quality - ot Backhaul ELELC
- Balanced
3 & Break out
-
4 RECREATIONAL Global Regional Hub & 7)) LTEA [Brandh | CENTRALI-Azure
Spoke = | D LTEB Ry -
= Match Traffic Regions b e tEEIL £ _,\- " Break out E mgg
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Spoks 203 LTEB ===
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Security policy matrix

Security Policies §

| Matrix View I Table View | () Merge (® Replace

To Zones =
To Default To POS To WAN To Guest_Wifi To InternetBreakout To Business_Overlay

@ From Zones

From Default Deny: Everything Deny: Everything Deny: Everything
Deny All Allow All Allow: Everything Allow: ACL Printer Deny All Allow: Everything
From POS Deny: Everything

Deny All | Allow All Allow: Everything Deny All Deny All

From WAN Allow: Everything

Deny All Deny All Allow: Everything Allow All Deny: Social Network Deny All
From Guest_Wifi

1 mm’e\m!e
Deny All Deny All Deny All Deny All Ailmn\NI Deny All
From InternetBreakout \

Deny All Allow: ACL BusinessCritical Deny All Deny All Deny AI\ Allow All
From Business_QOverlay \

Allow All Allow: Everything Allow: Everything Allow: Everything Allow: Everything Allow: Everything

1
Edit Rules: Guest_Wifi to InternetBreakout X
4 Rows Search | |
Priority ‘ Match Criteria Action Enabled Tag Comment
1001 Application group Social_Network deny 4 X
1002 Application group Games deny £ x
1004 ACL Internet_Traffic allow x
65535 | Match Everything deny XX
« |
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EdgeConnect SD-WAN IDS Highlights

Built-in signature-based intrusion detection [ wtonsswtyotoes | g spmematn (.| rtng s 3

Intrusion Detection System @

 Utilizes common Aruba UTM framework (15 rprion]) (e 0 n s |
» Automated threat feeds (from Aruba Central) o] s N, e
° H H & blutty3-scva Enabled user_config.yaml https://rules. | pen/suricata-4.0, ing.rules.zip Every day at 8:59 starting 14-Dac-20 8:57 PST
Threat Iogglng to Centrallzed COlIeCtor/ SIEM # bkutty3-ecvc Enabled user_config.yaml https://rules gingthreats.nat/open/suricata-4.0/emerging.rules.zip Every day at 8:59 starting 14-Dec-20 8:57 PST

e Threat |Ogg|ng to Central (futu re) Segment (VRF) Firewall Zones Policies «
Log 'Deny All' Events atLevel [Alet v | Applies to all Zones/Segments

Integrated with zone-based firewall enabling — ERG—-

To Zones =

application-level selection for inspection g et e e e
Inspect: Evenyting

From Default
* Allow, Deny, Allow & Inspect
) b £L]
Inspect ACL Finance Inspect fmp
From TRUSTED Inspect: Everything

* e.g., “inspect all flows on Internet link” |

Add-on “Advanced Security” license

From UNTRUSTED

Inspect: Everything Inspect: Everything  Inspect: Everything
From MGMT

Cancel
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Summary: Benefits of SD-WAN

— Complete control and visibility of WAN infrastructure

— Route application traffic, not packets, based on:
— Business importance
— Security requirements

— Built in Firewall, end-to-end segmentation and IPS/IDS security

— Automated integration with Cloud infrastructures and Secure Service Edge providers

Confidential | Authorized
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Best-of-breed SASE architecture

Secure SD-WAN Security Service Edge (SSE)

SaaS Acceleration

WAN Optimization

Tunnel Bonding

Zero-Touch Provisioning

Data Encryption
Next-generation Firewall
Granular Segmentation
IDS/IPS and DDoS Protection

Zero Trust Network Access
Cloud Access Security Broker
Secure Web Gateway
Firewall as a Service

Remote Browser Isolation
Data Loss Prevention
Sandboxing

CONFIDENTIAL | AUTHORIZED 37







Thank you.
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