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AMD L1

DPU Custom solution for
Hyperscalers and large
Scale SP’s

(90.000 cards over 3 years
min)

DPU for VMW Monterey
Sell through HPE and Dell
today, Ent, SP, Pub,
Commercial, SMB

a Hewlett Packard
Enterprise company

‘ s

DC ToR Switch (DSS)
$6Bn TAM

Sell through HPE Aruba,
Ent, SP, Pub, Commercial,
SMB

More than 200 Customers
within 1 year

DISTRIBUTED SERVICES AT THE EDGE
Welg¥ele

“We believe this is a new
category of switch.”
-650 Group
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A NEW SWITCHING CATEGORY
Distributed ServiceDistributed Services Switch: L2/L3/L4
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AMD Pensando L4-L7 Stateful Software Services Unified services switching platform
Broadcom T3 and AMD Pensando Elba (7nm)

p— ) ,
= g‘ 1 Aruba AOS-CX and Orchestration (AFC)
d —] L(««-m AMD:' Full protocol stack, centrally managed at scale

Firewall DDoS Telemetry

Scale, Services, and Performance
Stateful firewall, DDoS, encryption, NAT, etc.

Orders of magnitude (100x) policy scale
beyond traditional switch platforms

100x Scale, 10x Performance, 30% of TCO
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Centralized Services Architecture

Centralized Stateful Firewall Services

managed from a single Management
Instance

provide seamless failover

collects firewall logs

Requires a Network Design that supports the
functionality

Firewall provide Default Gateway
functionality on the Network to route the
traffic through the Firewall

IP Addressing Scheme needs to reflect
the separation for the stateful policy
enforcement

Application Tiers stretch multiple
Firewalling Zones

11l

Redirect to Firewall

Increases Latency

. . Consumes Network Bandwidth
Switch + FW Cost PER RACK: Adds Complexity

12 Server, 2x25G — 600G
= appr $ 625k

(2x $300k FW + 2x $12k ToR)
AMDQU
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Distributed Services Architecture

Distributed Stateful Services

are provided in path, without redirection
to a centralized appliance

Programmable ASICs provide hardware
offloading capabilities AND flexibility for
different Use Cases

The Policy & Services Manager (PSM)

provides centralized management of
policies and services

distributes the configuration to all
stateful services switches

collects fw logs, alarms, telemetry and
statistics

integrates in Ecosystems

Perimeter
Firewall

Inter-VLAN (Macro-Segmentation)

Intra-VLAN (Micro-Segmentation)

Intra-VLAN-Intra-Hypervisor AMDZV
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Benefits and use cases

NetSec Summary

Micro segmentation

Reduces the damage in case of a Cyber Attack Unique Flows (128)
Very easy to implement

All environments (Virtualized, bare metal, storage, backup, ...
Policy based on existing flows

Bring insights to help you build policies
Enhances your existing and future security tools (SIEM, XDR, SOAR,...)

Helps you detect breaches faster
Troubleshooting becomes easier

Lotero Movement

Automation

Al and ML needs good data to work properly
Feedback loop principle
Open ecosystem
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EcoSystem Integration
Model

Rest AP| POST

\{

Metrics/Tags
‘IIIIIIIIIII.IIIIIIIIII*

IPFIX/Flow Telemetry
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FW Syslog

One source of truth for Multiple Integrations

Machine Learning Leads to automation

E.g., Identity Group Mapping ...
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UDP Protocol Connections
TCP Protocol Connections ./
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IT/OT Segregation

Outline Business Outcome

Reduced number of Firewalls
from 10 to 2

Reduced number of switches
Cost Reduction $450K over 5
Years

European Manufacturing
+7K Employees

+ $4B annual revenue
IT/OT Segregation

Increase security level
Microsegementation
Visibility

Simplified the architecture
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DXC Secure Network Fabric Co-Developed with Hewlett Packard Enterprise and AMD

Business Outcome

Hosting Provider Site

Up to 30% reduction in DC
——— Connectivity Cost

Aruba Orchestration Datacenter / pus

>60% in time reduction in time to

Customer A ' | onboard/migrate customer
| | {D =2 INTERNET P e EATINET. workloads
\ P oy -

. >70% increase in workload
security posture within DC

|
‘ ¢ G » — alran],
TINREC | ex 10Ké|?;,:; Border 1 AL

o 200G IPsec VPN
Customer C N4 NAT (SNAT/DNAT/Twice)

Stetu frowal Up to 30% increase in telemetry
Data visibility with >50%

Firewall Appliances per Customer End to End Encryption Inline IPsec, NAT and FW reduced effo rts

Reduced Spend on Dedicated Virtual Scale Out Architecture Reduce Appliance Sprawl

Up to 83% reduction in DC
Network Security Infrastructure
footprint



Hands-on Workshop CX10K in Belgium

Date: November 24, 2023

Time: 9:30 — 14:00

Location: HPE OFFICE, Diegem,
Belgium

Only for end customers

Max 16 places!
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Disclaimer and Attributions

The information contained herein is for informational purposes only and is subject to change without notice. While every precaution has been taken in the preparation of this document, it may contain technical inaccuracies, omissions and
typographical errors, and AMD is under no obligation to update or otherwise correct this information. Advanced Micro Devices, Inc. makes no representations or warranties with respect to the accuracy or completeness of the contents of this
document, and assumes no liability of any kind, including the implied warranties of noninfringement, merchantability or fitness for particular purposes, with respect to the operation or use of AMD hardware, software or other products described
herein. No license, including implied or arising by estoppel, to any intellectual property rights is granted by this document. Terms and limitations applicable to the purchase or use of AMD products are as set forth in a signed agreement between
the parties or in AMD's Standard Terms and Conditions of Sale. GD-18

©2023 Advanced Micro Devices, Inc. All rights reserved. AMD, the AMD Arrow logo, AMD Instinct, EPYC, Pensando, Alveo, Versal, Infinity Fabric, ROCm, and combinations thereof are trademarks of Advanced Micro Devices, Inc. PCle is a

registered trademark of PCI-SIG Corporation. Other product names used in this publication are for identification purposes only and may be trademarks of their respective companies.
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