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Introduction 
This document describes a summary of the interoperability verification results of the Ascom’s and Aruba’s 

platform, necessary steps and guidelines to optimally configure the platforms and support contact details. The 

report should be used in conjunction with both Aruba’s and Ascom’s platform configuration guides. 

 

About Ascom 
Ascom is a global solutions provider focused on healthcare ICT and mobile workflow solutions. The 
vision of Ascom is to close digital information gaps allowing for the best possible decisions – anytime 
and anywhere. Ascom’s mission is to provide mission-critical, real-time solutions for highly mobile, ad 
hoc, and time-sensitive environments. Ascom uses its unique product and solutions portfolio and 
software architecture capabilities to devise integration and mobilization solutions that provide truly 
smooth, complete and efficient workflows for healthcare as well as for industry, security and retail 
sectors. 

Ascom is headquartered in Baar (Switzerland), has subsidiaries in 15 countries and employs around 
1,300 people worldwide. Ascom registered shares (ASCN) are listed on the SIX Swiss Exchange in 
Zurich. 

 

About Aruba, a Hewlett Packard Enterprise company 
Aruba, a Hewlett Packard Enterprise company, is a leading provider of next-generation networking solutions for 

enterprises of all sizes worldwide. The company delivers IT solutions that empower organizations to serve the 

latest generation of mobile-savvy users who rely on cloud-based business apps for every aspect of their work and 

personal lives. 

To learn more, visit Aruba at  http://www.arubanetworks.com . For real-time news updates follow Aruba on Twitter 

and Facebook, and for the latest technical discussions on mobility and Aruba products visit Airheads Social at  

http://community.arubanetworks.com . 
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Site Information 

Verification site 
Ascom US 

300 Perimeter park drive 

Morrisville, NC, US-27560 

USA 

Participants 
Karl-Magnus Olsson, Ascom,  Morrisville 

 

 

Verification topology 
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Summary 

General conclusions 
The verification, including association, authentication, roaming, and load test produced very good results overall. 

Roaming times were in general good with roaming times of around 40-60ms both when using WPA2-PSK/AES 

and PEAP-MSCHAPv2 (WPA2/AES). 

Load testing showed that more than 12 Ascom i62 Handsets could maintain a call via a single Aruba access point 

when tested both in active and U-APSD modes. Note that 12 was the maximum number of devices tested and not 

the capacity limit. 

 

Compatibility information 
 

One Access point model from every product generation has been selected as a representation (AP-103, 205, 207, 

225, 305, 315, 325 and 335). By testing these access points we are considered cover all major Aruba access 

points based on chipset compatibility.  

 

Supported Partner Access Points with AOS version 6.5.4.0: 

 

AP-103, 204, 205, 207, 214, 215, 224, 225, 275,  

AP-304, 305, 314, 315, 324, 325, 334, 335 

 

Supported Partner Controller Platforms with AOS version 6.5.4.0: 

 

7000 series Mobility controllers 

7200 series Mobility controllers 
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Verification overview 
 

WLAN Compatibility and Performance 

High Level Functionality Result Comments 

Association, Open with No Encryption OK  

Association, WPA2-PSK / AES Encryption OK  

Association, PEAP-MSCHAPv2 Auth, AES Encryption OK  

Association with EAP-TLS authentication OK  

Association, Multiple ESSIDs OK  

Beacon Interval and DTIM Period OK  

PMKSA Caching OK  

WPA2-opportunistic/proactive Key Caching OK  

WMM Prioritization OK  

802.11 Power-save mode OK  

802.11e U-APSD OK  

802.11e U-APSD (load test) OK  

Roaming, WPA2-PSK, AES Encryption OK * Typical roaming time 47 ms 

Roaming, PEAP-MSCHAPv2 Auth, AES Encryption OK ** Typical roaming time 58 ms 

 

*) Average roaming times are measured using 802.11a/n. Refer to Appendix B for detailed test results 

* *) Measured times is with opportunistic/proactive Key Caching enabled (default enabled) 
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Known limitations 
Description and Consequence Workaround Ticket(s) 

raised 
 
Ascom i62 does not handle 802.11K info correctly which affects 
the roaming negatively. 
 

Do not advertise the 802.11K 
capabilities for the Ascom i62 
SSID. 

 

 
If call admission control is desired Ascom recommend using 
Aruba’s proprietary Call Admission Control instead of WMM 
TSPEC. With this method the controller will interact by dropping 
the SIP invite when the maximum number of calls / maximum 
bandwidth is reached. 
 

  

 

 

For additional information regarding the known limitations please contact interop@ascom.com or 
support@ascom.com. 
 
For detailed verification results, refer to Appendix B: Detailed Verification Records. 
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Appendix A: Verification Configurations 
 

Aruba 7005 Controller,  AOS 6.5.4.0 
This section includes screenshots and explanations of basic settings required to use Ascom i62 Handsets with an 

Aruba 7005 Mobility Controller. Please note the security settings of each test case, as they were modified 

according to needs of the test cases. 

The configuration file is found at the end of this appendix. 

 

 

General settings (SSID, Radio and QoS) 

 

 

Set DTIM Interval to 5. This value is recommended for maximum battery conservation without impacting call 
quality. Using a lower value will also decrease the standby time slightly.   
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Ascom recommends disabling the lowest rates and recommends that 12mbits is set as the lowest basic rate.  

Ensure that WMM and U-APSD are enabled. To match the default values in the i62 ensure to use DSCP 46 for 
Voice, 26 for video. The rest are left as default. It is also recommended that “Max Transmit Attempts” be set to 4. 
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Set “Maximum Transmit Failures” to 25. 

 

 

“High throughput enable” enables 802.11n capabilities that are supported in combination with Open encryption 
and WPA2-AES (PSK or Enterprise).  

See page 14 for further additional recommendations on 11a/n/ac channel configuration. 
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Ascom recommends a Beacon Interval of 100ms and advertising 802.11d/h capabilities.  
Recommended settings for 802.11b/g/n are to use only channel 1, 6 and 11. For 802.11a/n/ac use channels 
according to the infrastructure manufacturer, country regulations and per guidelines below.  

 

General guidelines when deploying Ascom i62 handsets in 802.11a/n/ac environments:  

1. Enabling more than 8 channels will degrade roaming performance. In situations where UNII1 and 
UNII3 are used, a maximum of 9 enabled channels can be allowed. Ascom does not recommend 
exceeding this limit. 
 

2. Using 40 MHz channels (or “channel-bonding”) will reduce the number of non-DFS* channels to 
two in ETSI regions (Europe). In FCC regions (North America), 40MHz is a more viable option 
because of the availability of additional non-DFS channels. The handset can co-exist with 40MHz 
stations in the same ESS. 
 

3. Ascom do support and can coexist in 80MHz channel bonding environments. The 
recommendations is however to avoid 80MHz channel bonding as it severely reduces the number 
of available non overlapping channels.  
 

4. Make sure that all non-DFS channel are taken before resorting to DFS channels. The handset can 
cope in mixed non-DFS and DFS environments; however, due to “unpredictability” introduced by 
radar detection protocols, voice quality may become distorted and roaming delayed. Hence 
Ascom recommends if possible avoiding the use of DFS channels in VoWIFI deployments. 

 

*) Dynamic Frequency Selection (radar detection) 

 

 

 

 

 

 

Encryption and Authentication Settings 
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WPA2-PSK. Set the security profile to WPA2-PSK, AES encryption. 

 

 

Enterprise/.1X authentication.  

Step 1: When configuring the authentication mode using a Radius sever, the IP address and the Key must 
correspond to the IP address and the credential used by the Radius server. The RADIUS server should be added 
to a Server Group. 

 

 

 

Step 2: Create an 802.1X Authentication Profile.  
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Step 3: Choose the 802.1X Authentication profile created in previous step and configure the Authentication Server 
group.  

Choose configured AAA Profile and set WPA2/AES as the security mode.  

See Appendix B for the controller configuration used for the certification process. 
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Network settings for WPA2-PSK 

- Select frequency band according to system setup (here 802.11a/n)  
- Select only the channels used in the system. In this example Non DFS (UNII1 and 3) 

 

Note. FCC is no longer allowing 802.11d to determine regulatory domain. Devices deployed in USA must 

set Regulatory domain to “USA”. Consider the known issues chapter. 



 
Interoperability Report Date Page 
Ascom i62 – Aruba 6.5.4.0 2017-10-03 15 / 17 
 

 
Network settings for .1X authentication (PEAP-MSCHAPv2) 

- Select frequency band according to system setup (here 802.11a/n)  
- Select only the channels used in the system. In this example Non DFS (UNII1 and 3) 

 

Note. FCC is no longer allowing 802.11d to determine regulatory domain. Devices deployed in USA must 

set Regulatory domain to “USA”. Consider the known issues chapter. 
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802.1X Authentication requires a root certificate to be uploaded to the phone by “right clicking” - > Edit 
certificates. EAP-TLS will require both a CA and a client certificate.  

Note that both a root and a client certificate are needed for TLS. Otherwise only a CA certificate is 

needed. Server certificate validation can be overridden in version 4.1.12 and above per handset setting 

(Validate server certificate under Network settings). 
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Appendix B: Detailed Verification Records 

Pass 

Fail 

Comments 

Not verified 

18 

0 

2 

1 

Total 21 

 

Refer to the attached file for detailed verification results. 

Refer to the verification specification for explicit information regarding each verification case. 

The specification can be found here (requires login):  

https://www.ascom-ws.com/AscomPartnerWeb/en/startpage/Sales-tools/Interoperability/Templates/ 

 

Document History 
 

Rev Date Author Description 

R1 7 November 2017 SEKMO Revision R1. AOS 6.5.4.0  

    

    
    

 





version 6.5

enable secret "******"

hostname "Aruba7005"

clock timezone PST -8

location "Building1.floor1" 

controller config 30

ip NAT pool dynamic-srcnat 0.0.0.0 0.0.0.0

ip access-list geolocation global-geolocation-acl

!

ip access-list eth validuserethacl

  permit any 

!

netservice svc-dhcp udp 67 68 alg dhcp

netservice svc-ipp-tcp tcp 631

netservice svc-citrix tcp 2598

netservice svc-tftp udp 69 alg tftp

netservice svc-netbios-ssn tcp 139

netservice svc-pcoip-udp udp 50002

netservice svc-papi udp 8211

netservice svc-natt udp 4500

netservice svc-ica tcp 1494

netservice svc-smtp tcp 25

netservice svc-msrpc-udp udp 135 139

netservice svc-msrpc-tcp tcp 135 139

netservice svc-syslog udp 514

netservice svc-microsoft-ds tcp 445

netservice svc-lpd tcp 515

netservice svc-cfgm-tcp tcp 8211

netservice svc-http-proxy2 tcp 8080

netservice vnc tcp 5900 5905

netservice svc-web tcp list "80 443"

netservice svc-http tcp 80

netservice svc-telnet tcp 23

netservice svc-bootp udp 67 69

netservice svc-sccp tcp 2000 alg sccp

netservice svc-h323-udp udp 1718 1719

netservice svc-ipp-udp udp 631

netservice svc-vmware-rdp tcp 3389

netservice svc-esp 50

netservice svc-vocera udp 5002 alg vocera

netservice svc-noe-oxo udp 5000 alg noe

netservice svc-http-proxy1 tcp 3128

netservice svc-sec-papi udp 8209

netservice svc-gre 47

netservice svc-rtsp tcp 554 alg rtsp

netservice svc-l2tp udp 1701

netservice svc-svp 119 alg svp

netservice svc-snmp udp 161

netservice svc-pptp tcp 1723

netservice svc-sip-tcp tcp 5060

netservice svc-icmp 1

netservice svc-smb-tcp tcp 445


netservice svc-ssh tcp 22

netservice svc-v6-icmp 58

netservice svc-pcoip2-tcp tcp 4172

netservice svc-pop3 tcp 110

netservice svc-ntp udp 123

netservice svc-h323-tcp tcp 1720

netservice svc-adp udp 8200

netservice svc-netbios-ns udp 137

netservice svc-dns udp 53 alg dns

netservice svc-v6-dhcp udp 546 547

netservice svc-kerberos udp 88

netservice svc-sip-udp udp 5060

netservice svc-http-proxy3 tcp 8888

netservice svc-netbios-dgm udp 138

netservice svc-sips tcp 5061 alg sips

netservice svc-snmp-trap udp 162

netservice svc-ike udp 500

netservice svc-nterm tcp 1026 1028

netservice svc-noe udp 32512 32765 alg noe

netservice svc-pcoip-tcp tcp 50002

netservice svc-pcoip2-udp udp 4172

netservice svc-https tcp 443

netservice svc-ftp tcp 21 alg ftp

netservice svc-smb-udp udp 445

netdestination6 ipv6-reserved-range

  invert

  network 2000::/3

!

netexthdr default

!

time-range working-hours periodic

 weekday 08:00 to  18:00

!

time-range night-hours periodic

 weekday 18:01 to  23:59

 weekday 00:00 to  07:59

!

time-range weekend periodic

 weekend 00:00 to  23:59

!

ip access-list session apprf-switch-logon-sacl

!

ip access-list session svp-acl

  any any svc-svp permit queue high 

  user host 224.0.1.116 any permit 

!

ip access-list session apprf-stateful-dot1x-sacl

!

ip access-list session logon-control

  user any udp 68 deny 

  any any svc-icmp permit 

  any any svc-dns permit 

  any any svc-dhcp permit 

any any svc-natt permit 

  any network 169.254.0.0 255.255.0.0 any deny 

  any network 240.0.0.0 240.0.0.0 any deny 

!

ip access-list session apprf-default-vpn-role-sacl

!

ip access-list session apprf-voice-sacl

!

ip access-list session ap-uplink-acl

  any any udp 68 permit 

  any any svc-icmp permit 

  any host 224.0.0.251 udp 5353 permit 

!

ip access-list session vocera-acl

  any any svc-vocera permit queue high 

!

ip access-list session icmp-acl

  any any svc-icmp permit 

!

ip access-list session http-acl

  any any svc-http permit 

!

ip access-list session v6-logon-control

  ipv6 user any udp 68 deny 

  ipv6 any any svc-v6-icmp permit 

  ipv6 any any svc-v6-dhcp permit 

  ipv6 any any svc-dns permit 

  ipv6 any network fc00::/7 any permit 

  ipv6 any network fe80::/64 any permit 

  ipv6 any alias ipv6-reserved-range any deny 

!

ip access-list session v6-http-acl

  ipv6 any any svc-http permit 

!

ip access-list session sip-acl

  any any svc-sip-udp permit queue high 

  any any svc-sip-tcp permit queue high 

!

ip access-list session tftp-acl

  any any svc-tftp permit 

!

ip access-list session citrix-acl

  any any svc-citrix permit tos 46 dot1p-priority 6 

  any any svc-ica permit tos 46 dot1p-priority 6 

!

ip access-list session vmware-acl

  any any svc-vmware-rdp permit tos 46 dot1p-priority 6 

  any any svc-pcoip-tcp permit tos 46 dot1p-priority 6 

  any any svc-pcoip-udp permit tos 46 dot1p-priority 6 

  any any svc-pcoip2-tcp permit tos 46 dot1p-priority 6 

  any any svc-pcoip2-udp permit tos 46 dot1p-priority 6 

!

ip access-list session srcnat

user any any src-nat 

!

ip access-list session ra-guard

  ipv6 user any icmpv6 rtr-adv deny 

!

ip access-list session global-sacl

!

ip access-list session v6-dhcp-acl

  ipv6 any any svc-v6-dhcp permit 

!

ip access-list session cplogout

  user alias controller svc-https dst-nat 8081 

!

ip access-list session apprf-authenticated-sacl

!

ip access-list session allow-diskservices

  any any svc-netbios-dgm permit 

  any any svc-netbios-ssn permit 

  any any svc-microsoft-ds permit 

  any any svc-netbios-ns permit 

!

ip access-list session v6-control

  ipv6 user any udp 547 deny 

  ipv6 any any svc-v6-icmp permit 

  ipv6 any any svc-dns permit 

  ipv6 any any svc-papi permit 

  ipv6 any any svc-sec-papi permit 

  ipv6 any any svc-cfgm-tcp permit 

  ipv6 any any svc-adp permit 

  ipv6 any any svc-tftp permit 

  ipv6 any any svc-dhcp permit 

  ipv6 any any svc-natt permit 

!

ip access-list session vpnlogon

  user any svc-ike permit 

  user any svc-esp permit 

  any any svc-l2tp permit 

  any any svc-pptp permit 

  any any svc-gre permit 

!

ip access-list session apprf-sys-switch-role-sacl

!

ip access-list session apprf-guest-sacl

!

ip access-list session dynamic-session-acl

  any any any src-nat pool dynamic-srcnat 

!

ip access-list session v6-ap-acl

  ipv6 any any svc-gre permit 

  ipv6 any any svc-syslog permit 

  ipv6 any user svc-snmp permit 

  ipv6 user any svc-snmp-trap permit 

  ipv6 user any svc-ntp permit 

ipv6 user any svc-ftp permit 

!

ip access-list session apprf-default-iap-user-role-sacl

!

ip access-list session v6-icmp-acl

  ipv6 any any svc-v6-icmp permit 

!

ip access-list session v6-allowall

  ipv6 any any any permit 

!

ip access-list session apprf-default-via-role-sacl

!

ip access-list session validuser

  network 127.0.0.0 255.0.0.0 any any deny 

  network 169.254.0.0 255.255.0.0 any any deny 

  network 224.0.0.0 240.0.0.0 any any deny 

  host 255.255.255.255 any any deny 

  network 240.0.0.0 240.0.0.0 any any deny 

  any any any permit 

  ipv6 host fe80:: any any deny 

  ipv6 network fc00::/7 any any permit 

  ipv6 network fe80::/64 any any permit 

  ipv6 any any any permit 

!

ip access-list session captiveportal

  user alias controller svc-https dst-nat 8081 

  user any svc-http dst-nat 8080 

  user any svc-https dst-nat 8081 

  user any svc-http-proxy1 dst-nat 8088 

  user any svc-http-proxy2 dst-nat 8088 

  user any svc-http-proxy3 dst-nat 8088 

!

ip access-list session v6-dns-acl

  ipv6 any any svc-dns permit 

!

ip access-list session apprf-cpbase-sacl

!

ip access-list session allowall

  any any any permit 

  ipv6 any any any permit 

!

ip access-list session h323-acl

  any any svc-h323-tcp permit queue high 

  any any svc-h323-udp permit queue high 

!

ip access-list session dhcp-acl

  any any svc-dhcp permit 

!

ip access-list session v6-https-acl

  ipv6 any any svc-https permit 

!

ip access-list session allow-printservices

  any any svc-lpd permit 

any any svc-ipp-tcp permit 

  any any svc-ipp-udp permit 

!

ip access-list session skinny-acl

  any any svc-sccp permit queue high 

!

ip access-list session https-acl

  any any svc-https permit 

!

ip access-list session ap-acl

  any any svc-gre permit 

  any any svc-syslog permit 

  any user svc-snmp permit 

  user any svc-snmp-trap permit 

  user any svc-ntp permit 

  user any svc-ftp permit 

!

ip access-list session control

  user any udp 68 deny 

  any any svc-icmp permit 

  any any svc-dns permit 

  any any svc-papi permit 

  any any svc-sec-papi permit 

  any any svc-cfgm-tcp permit 

  any any svc-adp permit 

  any any svc-tftp permit 

  any any svc-dhcp permit 

  any any svc-natt permit 

!

ip access-list session captiveportal6

  ipv6 user alias controller6 svc-https captive 

  ipv6 user any svc-http captive 

  ipv6 user any svc-https captive 

  ipv6 user any svc-http-proxy1 captive 

  ipv6 user any svc-http-proxy2 captive 

  ipv6 user any svc-http-proxy3 captive 

!

ip access-list session noe-acl

  any any svc-noe permit queue high 

!

ip access-list session dns-acl

  any any svc-dns permit 

!

ip access-list route master-boc-traffic

!

vpn-dialer default-dialer

  ike authentication PRE-SHARE ******

!

user-role default-via-role

 access-list session global-sacl

 access-list session apprf-default-via-role-sacl

 access-list session allowall

!


user-role sys-switch-role

 access-list session global-sacl

 access-list session apprf-sys-switch-role-sacl

!

user-role ap-role

 access-list session ra-guard

 access-list session control

 access-list session ap-acl

 access-list session v6-control

 access-list session v6-ap-acl

!

user-role switch-logon

 access-list session global-sacl

 access-list session apprf-switch-logon-sacl

!

user-role stateful-dot1x

 access-list session global-sacl

 access-list session apprf-stateful-dot1x-sacl

!

user-role guest-logon

 captive-portal "default"

 access-list session ra-guard

 access-list session logon-control

 access-list session captiveportal

 access-list session v6-logon-control

 access-list session captiveportal6

!

user-role voice

 access-list session global-sacl

 access-list session apprf-voice-sacl

 access-list session ra-guard

 access-list session sip-acl

 access-list session noe-acl

 access-list session svp-acl

 access-list session vocera-acl

 access-list session skinny-acl

 access-list session h323-acl

 access-list session dhcp-acl

 access-list session tftp-acl

 access-list session dns-acl

 access-list session icmp-acl

 access-list session allowall

!

user-role default-vpn-role

 access-list session global-sacl

 access-list session apprf-default-vpn-role-sacl

 access-list session ra-guard

 access-list session allowall

 access-list session v6-allowall

!

user-role logon

 access-list session ra-guard

 access-list session logon-control

 access-list session captiveportal

 access-list session vpnlogon

 access-list session v6-logon-control

 access-list session captiveportal6

!

user-role cpbase

 access-list session global-sacl

 access-list session apprf-cpbase-sacl

!

user-role authenticated

 access-list session global-sacl

 access-list session apprf-authenticated-sacl

 access-list session ra-guard

 access-list session allowall

 access-list session v6-allowall

!

user-role denyall

!

user-role guest

 access-list session global-sacl

 access-list session apprf-guest-sacl

 access-list session ra-guard

 access-list session http-acl

 access-list session https-acl

 access-list session dhcp-acl

 access-list session icmp-acl

 access-list session dns-acl

 access-list session v6-http-acl

 access-list session v6-https-acl

 access-list session v6-dhcp-acl

 access-list session v6-icmp-acl

 access-list session v6-dns-acl

!

user-role default-iap-user-role

 access-list session apprf-default-iap-user-role-sacl

 access-list session allowall

!

!



controller-ip vlan 1

no kernel coredump

interface mgmt

	shutdown

!



dialer group evdo_us

  init-string ATQ0V1E0

  dial-string ATDT#777

!



dialer group gsm_us

  init-string AT+CGDCONT=1,"IP","ISP.CINGULAR"

  dial-string ATD*99#

!



dialer group gsm_asia

  init-string AT+CGDCONT=1,"IP","internet"

  dial-string ATD*99***1#

!



dialer group vivo_br

  init-string AT+CGDCONT=1,"IP","zap.vivo.com.br"

  dial-string ATD*99#

!



cellular profile FRANKLIN_WIRELESS_U772

  vendor 1fac product 232

  dialer none

  tty none

  driver franklin-u772

!







vlan 7 



vlan-name Default





interface gigabitethernet 0/0/0

	description "GE0/0/0"

	trusted

	trusted vlan 1-4094

!



interface gigabitethernet 0/0/1

	description "GE0/0/1"

	trusted

	trusted vlan 1-4094

	port monitor gigabitethernet 0/0/0

!



interface gigabitethernet 0/0/2

	description "GE0/0/2"

	trusted

	trusted vlan 1-4094

!



interface gigabitethernet 0/0/3

	description "GE0/0/3"

	trusted

	trusted vlan 1-4094

	switchport access vlan 7

!



interface vlan 1

ip address 192.168.0.25 255.255.255.0

!



interface vlan 7

	ip address dhcp-client

!



!

!

ip default-gateway 192.168.0.50

no uplink wired vlan 1

uplink disable

ip nexthop-list pan-gp-ipsec-map-list

!



crypto isakmp policy 20

  encryption aes256

!



crypto isakmp policy 10001

!



crypto isakmp policy 10002

  encryption aes256

  authentication rsa-sig

!



crypto isakmp policy 10003

  encryption aes256

!



crypto isakmp policy 10004

  version v2

  encryption aes256

  authentication rsa-sig

!



crypto isakmp policy 10005

  encryption aes256

!



crypto isakmp policy 10006

  version v2

  encryption aes128

  authentication rsa-sig

!



crypto isakmp policy 10007

  version v2

  encryption aes128

!



crypto isakmp policy 10008

version v2

  encryption aes128

  hash sha2-256-128

  group 19

  authentication ecdsa-256

  prf prf-hmac-sha256

!



crypto isakmp policy 10009

  version v2

  encryption aes256

  hash sha2-384-192

  group 20

  authentication ecdsa-384

  prf prf-hmac-sha384

!



crypto isakmp policy 10012

  version v2

  encryption aes256

  authentication rsa-sig

!



crypto isakmp policy 10013

  encryption aes256

!



crypto ipsec transform-set default-ha-transform esp-3des esp-sha-hmac

crypto ipsec transform-set default-boc-bm-transform esp-aes256 esp-sha-hmac

crypto ipsec transform-set default-1st-ikev2-transform esp-aes256 esp-sha-hmac

crypto ipsec transform-set default-3rd-ikev2-transform esp-aes128 esp-sha-hmac

crypto ipsec transform-set default-rap-transform esp-aes256 esp-sha-hmac

crypto ipsec transform-set default-aes esp-aes256 esp-sha-hmac

crypto dynamic-map default-rap-ipsecmap 10001

  version v2

  set transform-set "default-gcm256" "default-gcm128" "default-rap-transform" 

!



crypto dynamic-map default-dynamicmap 10000

  set transform-set "default-transform" "default-aes" 

!



crypto map GLOBAL-IKEV2-MAP 10000 ipsec-isakmp dynamic default-rap-ipsecmap

crypto map GLOBAL-MAP 10000 ipsec-isakmp dynamic default-dynamicmap

crypto isakmp eap-passthrough eap-tls

crypto isakmp eap-passthrough eap-peap

crypto isakmp eap-passthrough eap-mschapv2



vpdn group l2tp

!



ip dhcp pool default-pool

 dns-server 172.16.0.254

lease 0 0 10 0

 no vendor-class-identifier

 network 172.16.0.0 255.255.255.0

 authoritative

!

  

  

  



!



vpdn group pptp

!



tunneled-node-address 0.0.0.0

ap-crash-transfer



adp discovery enable

adp igmp-join enable

adp igmp-vlan 0



voice rtcp-inactivity disable

voice alg-based-cac enable

voice sip-midcall-req-timeout disable

ap ap-blacklist-time 3600

ap flush-r1-on-new-r0 disable

amon msg-buffer-size 1400





stm mon-update-queue 7248



no ssh mgmt-auth public-key

ssh mgmt-auth username/password

mgmt-user admin root 1242cf9e01d20bbd7269067043608bc0b43d24c63edba8b671





ntp server 192.168.0.12  





no database synchronize

ip mobile domain default

!

!

!

airgroup mdns "disable"

!

airgroup dlna "disable"

!

airgroup location-discovery "enable"

!

!

airgroup active-wireless-discovery "disable"

!

 
airgroupservice "airplay"

  id "_airplay._tcp"

  id "_raop._tcp"

  id "_appletv-v2._tcp"

  description "AirPlay"

!

airgroupservice "airprint"

  id "_ipp._tcp"

  id "_pdl-datastream._tcp"

  id "_printer._tcp"

  id "_scanner._tcp"

  id "_http._tcp"

  id "_http-alt._tcp"

  id "_ipp-tls._tcp"

  id "_fax-ipp._tcp"

  id "_riousbprint._tcp"

  id "_ica-networking._tcp"

  id "_ptp._tcp"

  id "_canon-bjnp1._tcp"

  id "_ipps._tcp"

  id "_ica-networking2._tcp"

  description "AirPrint"

!

airgroupservice "itunes"

  id "_home-sharing._tcp"

  id "_apple-mobdev._tcp"

  id "_daap._tcp"

  id "_dacp._tcp"

  description "iTunes"

!

airgroupservice "remotemgmt"

  id "_ssh._tcp"

  id "_sftp-ssh._tcp"

  id "_ftp._tcp"

  id "_telnet._tcp"

  id "_rfb._tcp"

  id "_net-assistant._tcp"

  description "Remote management"

!

airgroupservice "sharing"

  id "_odisk._tcp"

  id "_afpovertcp._tcp"

  id "_xgrid._tcp"

  description "Sharing"

!

airgroupservice "chat"

  id "_presence._tcp"

  description "Chat"

!

airgroupservice "googlecast"

  id "_googlecast._tcp"

  description "GoogleCast supported by Chromecast etc"

!


airgroupservice "AmazonTV"

  id "_amzn-wplay._tcp"

  description "Amazon fire tv"

!

airgroupservice "DIAL"

  id "urn:dial-multiscreen-org:service:dial:1"

  id "urn:dial-multiscreen-org:device:dial:1"

  description "DIAL supported by Chromecast, FireTV, Roku etc"

!

airgroupservice "DLNA Media"

  id "urn:schemas-upnp-org:device:MediaServer:1"

  id "urn:schemas-upnp-org:device:MediaServer:2"

  id "urn:schemas-upnp-org:device:MediaServer:3"

  id "urn:schemas-upnp-org:device:MediaServer:4"

  id "urn:schemas-upnp-org:device:MediaRenderer:1"

  id "urn:schemas-upnp-org:device:MediaRenderer:2"

  id "urn:schemas-upnp-org:device:MediaRenderer:3"

  id "urn:schemas-upnp-org:device:MediaPlayer:1"

  description "Media"

!

airgroupservice "DLNA Print"

  id "urn:schemas-upnp-org:device:Printer:1"

  id "urn:schemas-upnp-org:service:PrintBasic:1"

  id "urn:schemas-upnp-org:service:PrintEnhanced:1"

  description "Print"

!

airgroupservice "allowall"

  description "Remaining-Services"

!

airgroup service "airplay" enable

!

airgroup service "airprint" enable

!

airgroup service "itunes" disable

!

airgroup service "remotemgmt" disable

!

airgroup service "sharing" disable

!

airgroup service "chat" disable

!

airgroup service "googlecast" disable

!

airgroup service "AmazonTV" disable

!

airgroup service "DIAL" enable

!

airgroup service "DLNA Media" disable

!

airgroup service "DLNA Print" disable

!

airgroup service "allowall" disable

!

--More-- (q) quit (u) pageup (/) search (n) repeat
                                                  ip igmp

!



ipv6 mld

!



firewall attack-rate grat-arp 50 drop

firewall wireless-bridge-aging

ipv6 firewall ext-hdr-parse-len  100



!



!

firewall cp

!

ip domain lookup

!

!

country US

aaa authentication mac "default"

!

aaa authentication dot1x "default"

!

aaa authentication dot1x "dot1x_prof-oko43"

!

aaa authentication dot1x "dot1x_prof-pnt46"

!

aaa authentication-server radius "FreeRADIUS"

   host "192.168.0.2"

   key 122467b4a945f15f5188f5c83f854051

!

aaa server-group "ArubaIntop1X_srvgrp-nrj88"

 auth-server FreeRADIUS

!

aaa server-group "default"

 auth-server Internal

 set role condition role value-of

!

aaa profile "ArubaIntop-aaa_prof"

!

aaa profile "ArubaIntop1X-aaa_prof"

   authentication-dot1x "dot1x_prof-oko43"

   dot1x-default-role "authenticated"

   dot1x-server-group "ArubaIntop1X_srvgrp-nrj88"

!

aaa profile "ArubaIntopPSK-aaa_prof"

   initial-role "voice"

   authentication-dot1x "default-psk"

!

aaa profile "default"

!

aaa authentication captive-portal "default"


!

aaa authentication wispr "default"

!

aaa authentication vpn "default"

!

aaa authentication vpn "default-rap"

!

aaa authentication mgmt

!

aaa authentication stateful-ntlm "default"

!

aaa authentication stateful-kerberos "default"

!

aaa authentication stateful-dot1x

!

aaa authentication wired

!

web-server profile

!

guest-access-email

!

voice logging

!

voice dialplan-profile "default"

!

app skype4b traffic-control "default"

!

voice real-time-config

!

voice wificalling

!

voice facetime

!

voice sip

!

aaa password-policy mgmt

!

control-plane-security

   no cpsec-enable

   auto-cert-prov

!

ids wms-general-profile

!

ids wms-local-system-profile

!

valid-network-oui-profile

!

upgrade-profile

!

license profile

!

activate-service-whitelist

!


file syncing profile

!

papi-security

!

ifmap cppm

!

pan profile "default"

!

pan-options

!

pan active-profile

!

openflow-profile

!

aruba-central

!

ap system-profile "70:3a:0e:cd:bf:7e"

   no ap-console-protection

   ap-console-password 219569090ea6f3c688a0d5403aff9db606ffb7bc78b1046a

   bkup-passwords ead20d07fc8272e511d8b1643aa3d67a888fcbc86b7b9e37

!

ap system-profile "apsys_prof-ife82"

   dump-server "172.20.106.236"

   telnet

   no ap-console-protection

   ap-console-password 635d45ad715d3cec83e6f73de9cb39311960a0fae2bba976

   bkup-passwords 32b0386b126a78021174322b0b3e6468ce92b823ca5c8569

!

ap system-profile "default"

   no ap-console-protection

   ap-console-password 8b4f0e7661bde1dadaad184d60f56af919a83798fbc3f7c7

   bkup-passwords 2a02d8de3c58cf7a5586593f8cef253e38f892f3347f16a0

!

ap regulatory-domain-profile "default"

   country-code US

   valid-11g-channel 1

   valid-11g-channel 6

   valid-11g-channel 11

   valid-11a-channel 36

   valid-11a-channel 40

   valid-11a-channel 44

   valid-11a-channel 48

   valid-11a-channel 149

   valid-11a-channel 153

   valid-11a-channel 157

   valid-11a-channel 161

   valid-11a-channel 165

   valid-11g-40mhz-channel-pair 1-5

   valid-11g-40mhz-channel-pair 7-11

   valid-11a-40mhz-channel-pair 36-40

   valid-11a-40mhz-channel-pair 44-48

   valid-11a-40mhz-channel-pair 149-153

   valid-11a-40mhz-channel-pair 157-161

 valid-11a-80mhz-channel-group 36-48

   valid-11a-80mhz-channel-group 149-161

!

ap wired-ap-profile "default"

!

ap enet-link-profile "default"

!

ap mesh-ht-ssid-profile "default"

!

ap lldp med-network-policy-profile "default"

!

ap mesh-cluster-profile "default"

!

ap lldp profile "default"

!

ap mesh-radio-profile "default"

!

ap wired-port-profile "default"

!

ids general-profile "default"

!

ids unauthorized-device-profile "default"

!

ids profile "default"

!

rf arm-profile "arm-maintain"

   assignment maintain

   no scanning

!

rf arm-profile "arm-scan"

!

rf arm-profile "default"

!

rf arm-profile "default-a"

   assignment disable

   max-tx-power 18

   min-tx-power 12

   no client-match

!

rf arm-profile "default-g"

   assignment disable

   max-tx-power 9

   min-tx-power 6

   free-channel-index 40

!

rf optimization-profile "default"

!

rf event-thresholds-profile "default"

!

rf am-scan-profile "default"

!

rf dot11a-radio-profile "ch 149"

   channel 149+

  
!

rf dot11a-radio-profile "ch 36"

   channel 36+

   tx-power 13.0

!

rf dot11a-radio-profile "ch 44"

   channel 44+

   tx-power 8.0

!

rf dot11a-radio-profile "default"

   channel 36

   dot11h

!

rf dot11a-radio-profile "rp-maintain-a"

   arm-profile "arm-maintain"

!

rf dot11a-radio-profile "rp-monitor-a"

   mode am-mode

!

rf dot11a-radio-profile "rp-scan-a"

   arm-profile "arm-scan"

!

rf dot11g-radio-profile "ch1"

   channel 1

   dot11h

!

rf dot11g-radio-profile "ch11"

   channel 11

   tx-power 17.0

   dot11h

!

rf dot11g-radio-profile "ch6"

   tx-power 10.0

!

rf dot11g-radio-profile "default"

   no radio-enable

   dot11h

!

rf dot11g-radio-profile "new 6"

   channel 6

   no dot11b-protection

!

rf dot11g-radio-profile "rp-maintain-g"

   arm-profile "arm-maintain"

!

rf dot11g-radio-profile "rp-monitor-g"

   mode am-mode

!

rf dot11g-radio-profile "rp-scan-g"

   arm-profile "arm-scan"

!

wlan handover-trigger-profile "default"

!

  
wlan rrm-ie-profile "default"

!

wlan bcn-rpt-req-profile "default"

!

wlan dot11r-profile "default"

!

wlan tsm-req-profile "default"

!

wlan voip-cac-profile "default"

   bandwidth-capacity 1400

   allow-idle-voip-client

!

wlan ht-ssid-profile "ArubaIntop-htssid_prof"

!

wlan ht-ssid-profile "ArubaIntop1X-htssid_prof"

!

wlan ht-ssid-profile "ArubaIntopPSK-htssid_prof"

   no very-high-throughput-enable

   no 80MHz-enable

   no vht-mu-txbf-enable

!

wlan ht-ssid-profile "default"

!

wlan hotspot anqp-venue-name-profile "default"

!

wlan hotspot anqp-nwk-auth-profile "default"

!

wlan hotspot anqp-roam-cons-profile "default"

!

wlan hotspot anqp-nai-realm-profile "default"

!

wlan hotspot anqp-3gpp-nwk-profile "default"

!

wlan hotspot h2qp-operator-friendly-name-profile "default"

!

wlan hotspot h2qp-wan-metrics-profile "default"

!

wlan hotspot h2qp-conn-capability-profile "default"

!

wlan hotspot h2qp-op-cl-profile "default"

!

wlan hotspot h2qp-osu-prov-list-profile "default"

!

wlan hotspot anqp-ip-addr-avail-profile "default"

!

wlan hotspot anqp-domain-name-profile "default"

!

wlan edca-parameters-profile station "default"

!

wlan edca-parameters-profile ap "default"

!

wlan dot11k-profile "default"

!

 
wlan ssid-profile "--NEW--"

!

wlan ssid-profile "AlcatelPSK"

   essid "AlcatelPSK"

   opmode wpa2-psk-aes

   wpa-passphrase 518d6d3fa1625dddf5fefb407fd989a5b84253c12a3a4cc5

   edca-parameters-profile station "default"

!

wlan ssid-profile "ArubaIntop-ssid_prof"

   essid "ArubaIntop"

   dtim-period 5

   a-basic-rates 12 24

   a-tx-rates 12 24 36 48 54

   g-basic-rates 12 24

   g-tx-rates 12 18 24 36 48 54

   max-retries 4

   wmm

   wmm-override-dscp-mapping

   wmm-vo-dscp "46"

   wmm-vi-dscp "26"

   wmm-be-dscp "24"

   wmm-bk-dscp "8"

   max-tx-fail 25

   edca-parameters-profile station "default"

   edca-parameters-profile ap "default"

   ht-ssid-profile "ArubaIntop-htssid_prof"

   qbss-load-enable

!

wlan ssid-profile "ArubaIntop1X-ssid_prof"

   essid "ArubaIntop1X"

   opmode wpa2-aes

   dtim-period 5

   a-basic-rates 12 24

   a-tx-rates 12 18 24 36 48 54

   g-basic-rates 12 24

   max-retries 3

   wmm

   wmm-override-dscp-mapping

   wmm-vo-dscp "46"

   wmm-vi-dscp "26"

   wmm-be-dscp "24"

   wmm-bk-dscp "8"

   max-tx-fail 25

   edca-parameters-profile station "default"

   edca-parameters-profile ap "default"

   ht-ssid-profile "ArubaIntop1X-htssid_prof"

!

wlan ssid-profile "ArubaIntopPSK-ssid_prof"

   essid "ArubaIntopPSK"

   opmode wpa2-psk-aes

   dtim-period 5

   a-basic-rates 12 24

   a-tx-rates 12 18 24 36 48 54

 g-basic-rates 12 24

   g-tx-rates 12 18 24 36 48 54

   max-retries 4

   wmm

   wmm-override-dscp-mapping

   wmm-vo-dscp "46"

   wmm-vi-dscp "26"

   wmm-be-dscp "24"

   wmm-bk-dscp "8"

   wpa-passphrase 1d26d6026d08a65f12ab5911d4caf307372729c39827361a

   max-tx-fail 25

   edca-parameters-profile station "default"

   edca-parameters-profile ap "default"

   ht-ssid-profile "ArubaIntopPSK-htssid_prof"

   dot11r-profile "default"

!

wlan ssid-profile "default"

!

wlan ssid-profile "test"

   essid "test"

!

wlan hotspot advertisement-profile "default"

!

wlan hotspot hs2-profile "default"

!

wlan virtual-ap "AlcatelPSK"

   aaa-profile "ArubaIntopPSK-aaa_prof"

   ssid-profile "AlcatelPSK"

   vlan 7

!

wlan virtual-ap "ArubaIntop-vap_prof"

   aaa-profile "ArubaIntopPSK-aaa_prof"

   ssid-profile "ArubaIntop-ssid_prof"

   vlan 1

!

wlan virtual-ap "ArubaIntop1X-vap_prof"

   aaa-profile "ArubaIntop1X-aaa_prof"

   ssid-profile "ArubaIntop1X-ssid_prof"

   vlan 1

!

wlan virtual-ap "ArubaIntopPSK-vap_prof"

   aaa-profile "ArubaIntopPSK-aaa_prof"

   ssid-profile "ArubaIntopPSK-ssid_prof"

   vlan 1

!

wlan virtual-ap "default"

   aaa-profile "ArubaIntopPSK-aaa_prof"

   ssid-profile "test"

!

ap provisioning-profile "default"

!

rf arm-rf-domain-profile

   arm-rf-domain-key "32c8b7b339d7d038dab6cf499110538c"


!

ap-lacp-striping-ip

!

ap general-profile

!

ap deploy-profile

!

ap-group "default"

!

ap-group "Interop"

   virtual-ap "ArubaIntop1X-vap_prof"

   virtual-ap "ArubaIntopPSK-vap_prof"

   virtual-ap "ArubaIntop-vap_prof"

   virtual-ap "AlcatelPSK"

   dot11a-radio-profile "ch 36"

   ap-system-profile "apsys_prof-ife82"

   provisioning-profile "default"

!

ap-name "20:a6:cd:c0:db:9a"

   dot11a-radio-profile "ch 44"

   dot11g-radio-profile "ch1"

!

ap-name "34:fc:b9:c5:a3:28"

   dot11a-radio-profile "ch 44"

   dot11g-radio-profile "new 6"

!

ap-name "34:fc:b9:c6:ac:e4"

   dot11a-radio-profile "ch 149"

   dot11g-radio-profile "ch11"

!

ap-name "40:e3:d6:ce:28:1a"

   dot11a-radio-profile "ch 149"

   dot11g-radio-profile "ch1"

!

ap-name "70:3a:0e:cd:bf:7e"

   dot11a-radio-profile "ch 36"

   dot11g-radio-profile "ch11"

!

ap-name "9c:1c:12:c0:c3:bc"

   dot11a-radio-profile "ch 36"

   dot11g-radio-profile "ch6"

!

ap-name "9c:1c:12:c8:2e:5c"

   dot11a-radio-profile "ch 36"

   dot11g-radio-profile "ch6"

!

ap-name "9c:1c:12:cc:62:20"

   dot11g-radio-profile "ch11"

!

airgroup cppm-server aaa

!

logging level debugging system

logging level debugging user process stm


logging level debugging user

logging level debugging user process stm subcat all

logging level debugging user-debug 00:01:3e:12:a3:4d 



snmp-server enable trap

snmp-server trap source 0.0.0.0



process monitor log

ip probe default

  mode Ping

  frequency 10

  retries 3

  burst-size 5

!

ip probe health-check

  mode Ping

  frequency 10

  retries 3

  burst-size 5

!



activate periodic-sync enable

end



(Aruba7005) #              

